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ABSTRACT
The Internet of Things (IoT) has become increasingly prevalent in modern life, with connected devices permeating various
aspects of daily activities. However, these IoT systems are susceptible to physical-layer attacks, wherein adversaries can exploit
electromagnetic fields to compromise their security attacks. A particular concern arises from the reliance of IoT systems on
the integrity of sensor signals, as these signals can be inaccurate due to manipulation by intentional electromagnetic field
(IEMF) attacks. To mitigate such attacks, the implementation of effective magnetic shielding is crucial. While prior studies have
recommended the use ofmagnetic shielding, there is a lack of research investigating its application in actively protecting IoT smart
lock systems (SLSs) against tampering magnets and IEMF attacks. Increasing the thickness of shielding materials may enhance
the shielding level for smart locks (SLs), but it poses challenges in terms of weight and size. Therefore, it is essential to design the
shielding properly to ensure its effectiveness against both static and time-varying magnetic field attacks.
In this paper, we present a modelling approach for the magnetic shielding of a smart lock enclosure and evaluate its shielding
effectiveness (SE). We developed a physical prototype of a smart lock and its protective aluminium enclosure and conducted
laboratory experiments to assess the enclosure’s performance against magnetic fields at various distances. The experimental data
were then fed into a finite element method (FEM) numerical simulation using COMSOL to capture the impact of the distance
between the SLS and the tamperingmagnet. The key findings demonstrate that the utilised shield can reduce the attacker’smagnet
power from 1/3 to 1/15 of its original IEMF field strength at the smart lock, effectively preventing it from being hacked. This
shielding effectiveness was observed at distances between 5 and 25 cm, respectively.
Furthermore, the paper explores the shielding effectiveness of three enclosure materials: aluminium, stainless steel and plastic.
The results show that the aluminium enclosure exhibits the highest shielding effectiveness, indicating its suitability for effectively
protecting smart locks against physical attacks using tampering magnets. The proposed enclosure design can serve as a practical
solution to safeguard IoT SLSs against IEMF attacks, and the findings can be extended to include user notification mechanisms
for IEMF attempts.
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1 Introduction

The Internet of Things (IoT) is a networking technology that
leverages the benefits of wireless sensor networks, providing
adaptable, extensible andmobility-friendly platforms for commu-
nication between various devices and networks [1]. The growing
popularity of IoT devices and their diverse applications has
attracted the attention of adversaries, particularly those seeking
to exploit the sensor functionality used in such devices through
physical-layer attacks.

These IoT systems primarily rely on the integrity of input and
output signals for proper operation, assuming that the sensor
readings accurately represent the actual monitored phenomena
or quantities, and responding accordingly [2, 3]. However, the
sensor readings can be inaccurate due to manipulation [2–6].
Several studies have considered attacks that can malfunction
sensors [1, 7]. One such possibility is that attackers can control IoT
devices by altering the sensor data or functionality [1] through the
intentional application of magnetic fields on the device’s sensors,
causing them to malfunction. More specifically, attackers can
utilise electromagneticwaves to form intentional electromagnetic
field (IEMF) attacks via the physical layer, bypassing traditional
integrity mechanisms [2–6]. For instance, studies [2, 3] have
investigated the feasibility of using IEMF attacks against smart
locks (SLs) in IoT systems. Figure 1 depicts this scenario for a
smart lock. The system is supposed to operate within the system
depicted in Figure 1a. The typical system includes a broader range
of functionalities. A dedicated phone application, residing on the
user’s smartphone, is integrated with the system via the cloud,
enabling remote control and monitoring of the door status. This
allows users to conveniently manage access to their premises
from any location as can be seen in Figure 1.

The focus of this study is on the smart lock and its protective
enclosure to provide the system with extra security to prevent
tampering attempts. Figure 1b,c depicts it more clearly. In the
event of a tampering attempt, the smart lock can alert the user
with a suitable sensor or camera, providing an additional layer of
security and enhancing the overall reliability of the system.

Figure 1a depicts the overall architecture of the smart lock
system (SLS), including interactions between the smart lock, the
cloud and the user’s smartphone. It underlines the smart lock’s
connectedness to the broader IoT ecosystem. The smart lock
communicates with the user via a dedicated mobile application,
allowing for remote monitoring and control of the door state. The
system contains multiple layers of functionality, including real-
time status updates and accessmanagement.Malicious actors can
exploit remote access, potentially exposing system vulnerabilities.
To protect against physical-layer threats, substantial security
measures, such as magnetic shielding, are necessary.

Figure 1b depicts the scenario of tampering with the smart lock
via an external magnet. It demonstrates how an attacker could
attempt to control the smart lock by applying an external magnet
to interrupt its functionality. It also demonstrates the prospect of a
direct danger to the integrity of sensor data, whichmight result in
illegal access. The presence of a user holding the magnet serves
as a visible reminder of how easily such attacks can be carried

out, emphasising the crucial need for appropriate protection
measures, such as increased magnetic shielding materials, to
limit the effects of such tampering attempts.

Figure 1c illustrates the flow of information from the attacker to
the SLS, resulting in unlawful door access. This figure effectively
depicts the attacker’s assault path and how purposeful electro-
magnetic waves might disrupt the smart lock’s functionality.
The sequence from attack initiation to probable illegal door
opening highlights the risks in IoT systems. As a result, it is
critical to incorporate advanced security protocols and protective
designs, such as the suggested aluminium enclosure, that can
considerably minimize the effectiveness of IEMF assaults while
improving the overall security of SLSs.

The literature has suggested electromagnetic shielding or enclo-
sures as a prevention mechanism to attenuate cyber-physical
signal attacks against smart locks before they can be injected into
the victim IoT devices [2–6, 10].

The use of shielding is essential in protecting the functionality
of such devices [11]. However, the shape of the shield is often
restricted by practical limitations, and the shielding may be only
partial [12, 13].

Graphene-based polymeric composites have demonstrated supe-
rior shielding effectiveness (SE) by balancing electrical conduc-
tivity and absorption loss (SEA), particularly in lightweight,
compact designs. This is essential for IoT devices requiring seam-
less integration with minimal weight penalties. Incorporating
continuous carbon fibres and layered graphene structures into
enclosure designs can significantly enhance their EMI shield-
ing properties, ensuring device integrity in high-interference
environments [14].

It is noteworthy that shielding materials provide limited protec-
tion, and a powerful attacker might still be able to breach the
protection by increasing the attack power. Conductive shielding
materials are suggested in the literature to eliminate electric
and magnetic fields [4, 15]. Although adding thicker shielding
materials can increase the shielding level, it will still challenge
the device’s weight and size.

Therefore, it is significantly important to design the shielding or
enclosure properly to ensure its effectiveness. To this end, this
work will investigate the shielding effectiveness of IoT smart lock
enclosures through experimentation and simulation.

To the best of our knowledge, there is a lack of existing research
that assesses the shielding effectiveness in the specific context of
IoT SLSs. While adding thicker shielding materials can increase
the shielding level, it also introduces challenges related to the
device’s weight and size.

In this paper, the evaluation of magnetic shielding is aimed
at enhancing the security of smart locks. By investigating the
shielding effectiveness through both experimental and simula-
tion approaches, we seek to provide insights that can contribute
to the development of a more robust and secure IoT SLSs against
electromagnetic field interference (EMFI) attacks.
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FIGURE 1 Smart lock tampering with IEMI within IoT system (adapted from references [8, 9]).

Our key contributions to this work are as follows:

1. A novel method is presented for assessing the shielding
effectiveness (SE) of IoT smart lock enclosures in the con-
text of protection against external tampering. This method
combines experimental measurements and finite element
method (FEM) numerical simulations to quantify the pro-
vided protection.

2. The security level of the IoT smart lock is expressed as a
function of the sensor sensitivity, providing a more com-
prehensive understanding of the system’s protection against
tampering attacks.

3. The shielding effectiveness (SE) is theoretically estimated
for three enclosure materials: aluminium, stainless steel
and plastic. A critical assessment is provided to eval-
uate the design’s resilience against tampering attacks,
demonstrating how SE modelling and evaluation can be
integrated into the development process of IoT smart
locks.

4. To the best of our knowledge, the designed and developed
system is among the first in the literature to demonstrate the

synergy of IoT and protective enclosures applied to imple-
mented smart lock devices. The performance evaluation of
the system offers valuable insights into its efficiency and
practicality for real-world use.

By addressing these contributions, this study aims to provide
guidelines for the effective implementation of shielding solutions
in cyber-physical system protection.

The remainder of this paper is structured as follows:

Section 2 introduces the concept and estimation of shielding
effectiveness (SE), which is a critical metric for evaluating the
performance of electromagnetic shielding solutions. In Section 3,
we present a review of the relatedwork onmagnetic shielding and
identify the existing research gap in the context of IoT SLSs. This
section highlights the need for a comprehensive investigation
of shielding effectiveness in this specific application domain.
Section 4 describes the system model and the settings used for
the FEM numerical simulations. This section outlines the key
parameters and assumptions underlying the simulation-based
evaluation of the shielding performance.
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2 Smart locks and Reed sensor

2.1 IoTs Smart Lock

Smart locks (SLs) are a type of electronic lock that can use
an encrypted keypad, Bluetooth device, smartphone, WiFi or
other methods to grant access to a locked door. These locks
can be controlled using mobile devices or remotely through the
manufacturer’s servers [16]. They offer a number of advantages
over traditional mechanical locks, including the ability to add or
remove users without re-keying the lock and the ability to receive
notifications when someone accesses the locked door [17]. One
type of smart lock that has gained attention is the reed switch
smart lock,which uses amagnetic field to detectwhether a door is
open or closed. It is vital to take into consideration the smart lock
resistance against tampering and other security threats [7, 18].

2.2 Reed Switch and Operation Concept

Reed switch is a type of electrical switch that is activated by
a magnetic field and they are commonly used sensors in IoT
applications [19]. Reed switches have several special features
including simple design, low cost and small size. Themost typical
type consists of two thin ferromagnetic metal wires, known as
reeds, spaced slightly apart inside a sealed glass. The switch
reeds respond quickly to magnetic fields, depending on the used
reed switch type (normally open [NO], normally closed [NC] or
change over) [20]. Sensitivity (S) is one of the key characteristics
of a reed switch. It is an indication of the amount of magnetic
field required to actuate the switch and it is measured in units
of ampere-turns (AT). An approximate relationship between AT,
Gauss and Tesla is listed in the Appendix, and more information
is available in reference [21].

In a smart lock that uses a reed sensor, the sensor is typically used
to detect the position of the lock mechanism. When the lock is
in the locked position, the reed sensor will detect the presence
of a magnet in the lock mechanism and signal that the lock is
locked (allowing current to flow in the circuit). When the magnet
is removed, the contacts open, interrupting the current. This in
turn will activate (trigger) an alarm and/or notify the user via an
SMS or a call. However, if a strong enough tampering magnet is
placed near the reed sensor, it can cause the contacts to close, even
if the lock is not in the locked position. The attacker can then open
the lock without needing to enter a code or use a key [7]. This is a
serious security vulnerability for smart locks using reed sensors.

2.3 IEMF Physical Attack against Smart Locks

Attacks against IoT devices can be broadly classified into three
groups: attacks on the hardware (HW), attacks on the software
(SW) and attacks on data in transit. Ourwork considersHW,more
specifically; tampering alters the data associated with IoT device
inputwithin its environment [22]. Physical tampering smart locks
might usemagnetometer sensors or biometric sensors. Such locks
could be vulnerable to tampering by cyber physical attacks. An
attacker can create a fake magnetometer to fraud the targeted
sensor and gain access to the smart lock. As a special case, sensor
reading can be manipulated with an IEMF via the physical layer

and that leads to bypassing traditional integrity mechanisms [17].
A well-known tampering attack is an intentional electromagnetic
interference (IEMI) attack [2–6, 23].

3 Shielding Effectiveness

3.1 Enclosures Effectiveness Concept

An effective magnetic shielding should either protect a system
from external fields or prevent the fields inside a system from
considerably leaking to the surrounding environment [24]. One
strategy for reducingmagnetic fields in a specific region is tomake
use of material properties for altering the spatial distribution of
the magnetic field from a given source [25].

There are two types of physical mechanisms used in materials-
based magnetic shielding [25]:

3.1.1 Static (Magnetostatic) Shielding

It is obtained by diverting the static magnetic flux (or DC
Magnetic flux) away from the shielded region by placing a highly
permeable material around the area that needs to be shielded.
This material creates a preferential path for the magnetic field
lines.

3.1.2 Time-Varying (Dynamic) Magnetic Shielding

It is also known as Eddy current shielding and it is a technique
used to protect against time-varying /dynamic magnetic fields.
It works by inducing currents in a conductive material/shield.
These induced currents generate their own magnetic field that
opposes and cancels out the main, time-varying magnetic field,
effectively shielding the protected area from its effects.

A quantitative measure of the effectiveness of a passive shield
in reducing the magnetic field magnitude is the shielding factor
or the shielding effectiveness (SE) [25]. SE quantifies the degree
of isolation of a ″device/system to be protected″ [13] from
an interfering electromagnetic source separated by the used
obstacle/shield [10], and it can be estimated using Equation (1)
[10]:

SE = 20Log10 (𝐻0∕𝐻1) (1)

where H0 andH1 are themagnetic field strength values measured
without and with shielding enclosure, respectively, calculated at
the electronic device position [26]. This formula is used for both
static and dynamic Magnetic Shielding estimation.

A conducting enclosure with thickness t provides shielding
effectiveness against “dynamic Magnetic Shielding” given by
Equation (2) [10]:

SE = SER + SEA + SEC (2)

Where:
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SER: Attenuation due to reflection
SEA: Attenuation due to absorption
SEC: Attenuation due to multiple internal reflections. SEA and

SEC are neglected (due to their small values)

SER against a time-varying/dynamic magnet in an EMFI attack
can be expressed in Equation (3) [10] as:

SER = 20 Log10

{
(𝑍s + 𝑍w)

2

4𝑍s𝑍0

}
(3)

Where:

𝑍s: shield impedance (Ω) and it can be estimated as:

𝑍s = 369

√
𝜇r 𝑓
𝜎r

(4)

where μr and σr are the relative permeability and relative
conductivity, respectively, of the enclosure material.

Zw∶ wave impedance in free space (Ω)

𝑍w = 𝑍0 = 120 𝜋 ≈ 377 (5)

These equationswill be implemented inMATLAB to assess the SE
for dynamic tampering magnets with enclosures of three various
materials.

3.2 Standards on Shielding Effectiveness
Measurements/Evaluation

Shielding effectiveness is an important parameter, and in practice,
it is obtained through measurements [10]. Details of shielding
effectiveness measurements can be found in several standards
such as the Institute of Electrical and Electronic Engineers
IEEE [27] and the American Society for Testing and Materials
ASTM D4935-99 standard [27]. Moreover, considering the EMI
and shielding, the work in reference [28] focuses on designing
enclosures that can resist various environmental conditions and
prevent any potential areas of leakage. This can be useful in
designing an enclosure for a smart lock that includes a shield to
prevent tampering with magnets. The work covers testing for any
leaks, which ensures that the shield is working properly. Overall,
while the work does not directly address the issue of tampering
magnets, the information provided can still be applied to design
an effective enclosure for a smart lock against a tampering
magnet. These rules and standards help in determining the
equivalent thickness of two possible enclosure materials (e.g.,
aluminum and plastic) [28]. The selection will be based on the
obtained material thickness, the corresponding weight and other
criteria, including shielding against magnet densities, material
rigidity and cost. For example, an aluminium enclosure with a
thickness of 5 mm will correspond to 14.62 mm of plastic [28].
An effective magnetic shield with proper material is essential to
achieve high-quality factors in IoT devices.

This study follows the IEEE 299 standard formeasuring shielding
effectiveness (SE).

4 Practical Considerations to Eliminate or
Reduce EMC Related to IoT Locks

In the development of IoT smart locks, electromagnetic com-
patibility (EMC) is not merely a theoretical concern but a
critical aspect of ensuring robust and secure operation in real-
world electromagnetic environments. While earlier sections of
this study address shielding performance through experimental
and simulation-based analysis, practical implementation requires
additional strategies to mitigate electromagnetic interference
(EMI) at the system and circuit level. This section outlines
design-level techniques—ranging from shielding and grounding
practices to PCB layout and filtering considerations—grounded
in established industry standards (e.g., IEEE Std 299, IEC 61000
series) [29, 30]. Together, these strategies aim to complement
simulation efforts and facilitate the reliable deployment of IoT
smart locks in diverse and interference-prone environments.

4.1 EMC Solutions

To eliminate EMC issues, several strategies can be implemented:

4.1.1 Shielding

Shielding is a fundamental technique to protect electronic circuits
from external EMI. Shielding can be achieved by enclosing sen-
sitive components within conductive materials, such as steel or
aluminium, which act as barriers to block electric and magnetic
fields [31]. Additionally, the effectiveness of shielding can be
enhanced by ensuring proper grounding and bonding techniques
are employed, which help to dissipate any induced currents and
reduce the potential for interference [32].

Capacitive coupling: Shielding is essential to prevent capacitive
coupling between nearby conductors. The shield should be
properly grounded to ensure that noise currents are directed
towards the ground. It is important to minimize the length of
any wires outside the shield to avoid creating new pathways for
interference [33].

Magnetic Coupling: While shielding can effectively block electric
fields, special attention is required to reduce magnetic fields,
especially at low frequencies. For low-frequency magnetic fields,
materials like Mu-metal or permalloy are preferred, whereas
copper or aluminium is more effective at higher frequencies.
In high-intensity magnetic environments, multilayer shields are
recommended.

4.1.2 Grounding and Isolation

Proper grounding and isolation are essential to preventing ground
loops and reducing the potential for EMI. Ground loops can
introduce noise into the system, especially in circuits with both
analogue and digital components.
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Single-point grounding: For low-frequency applications, single-
point grounding is effective in preventing ground loops. This
involves connecting all ground points to a single location.

Multi-point grounding: For higher frequencies, multi-point
grounding may be necessary to reduce inductive reactance in the
ground system.

Isolation: Using transformers or opto-isolators can help eliminate
electrical coupling and provide isolation between different sec-
tions of the circuit, thereby reducing the risk of noise interference
[34].

4.1.3 Filtering

Filters, including LC and RC circuits, serve the purpose of
attenuating high-frequency noise and voltage transients that
could adversely impact the functionality of IoT smart locks.
Special attention should be given to the selection and placement
of capacitors to ensure effective filtering.

Snubber networks, composed of resistive and capacitive ele-
ments, may be employed across electrically noisy components
such as motors and relays to mitigate the effects of voltage
transients and EMI.

Decoupling capacitors: These capacitors should be placed as close
as possible to the power pins of ICs to filter out high-frequency
noise and stabilize the power supply.

4.2 PCB Design Considerations

The design of the PCB plays a critical role in managing EMC.
The following considerations should be taken into account during
PCB layout to minimize EMC issues:

Trace layout and grounding: Minimising trace lengths reduce the
potential for noise pickup and radiation. Wide traces with low
resistance and inductance should be used to minimize voltage
drops and noise susceptibility [35].

Ground planes: Use dedicated ground planes wherever possible.
In multilayer PCBs, one layer should be entirely dedicated to the
ground plane, while another can be used for the power supply.
This approach reduces impedance and helps contain EMI within
the PCB.

Star grounding: Implementing star grounding can prevent
ground loops by ensuring that all ground connections converge
at a single point.

Signal integrity: Impedance matching: Ensure that the input
impedance of gates and the characteristic impedance of PCB
traces are matched to avoid signal reflections, which can intro-
duce noise and interfere with the proper operation of the
circuit.

Clock and signal routing: Place high-frequency clock or data
transmission lines (e.g., SPI, I2C) away from sensitive ana-

logue sections to minimise electromagnetic coupling and signal
integrity degradation. Additionally, use ground lines adjacent to
high-speed signals to act as a shield and reduce their impact on
the rest of the circuit [36]. For example, design recommendations
in [IEEE Std 299] and [IEC 61000] highlight that grounding and
filtering become crucial in high-density PCB layouts typical of IoT
devices.

4.3 Decoupling and Filtering

Decoupling capacitors: It is crucial to position decoupling capaci-
tors in close proximity to the power supply terminals of integrated
circuits to effectively attenuate noise and maintain voltage
stability.

Use of shielded cables: For signal lines that exit the PCB, use
shielded cables to prevent external noise from coupling into the
signal paths.

Incorporating these considerations during the design phase
enhances the electromagnetic robustness of smart locks, ensuring
compliance with industrial standards and reliable operation
under real-world electromagnetic conditions even in electrically
noisy environments [37].

5 Review of Previous Work

The next subsection reviews related studies of attacks on IoT
devices as well as shielding technologies for non-IoT devices.

5.1 IEMF Attacks on IoT Devices

This section reviews research performed on IEMFs besides some
other research on assessing IEMF attacks in particular on smart
systems.

Considering IEMF attacks on smart systems, the work in ref-
erence [5] discussed the vulnerabilities of IoT smart locks from
a cyber-physical perspective; more specifically, the threat posed
by IEMF attacks against smart locks to allow unauthenticated
access via lock opening without direct physical tampering via
manipulating its control circuitry. The study then proposed a
methodology to identify the attacks points but it did not provide
a suggestion to prevent such attacks. Likewise, the work in
reference [6] demonstrates that both input and output signals
can be remotely manipulated via the physical layer through the
use of specially created IEMI. The work showed that the physical
layer signalling used in smart systems might be hacked. Three
attack scenarios were analysed and their efficacy demonstrated.
The interesting scenario related to this study is that the analogue
sensing channel is manipulated to produce arbitrary sensor
readings. Experiments showed that the attacks are effective over
appreciable distances and at low power since a successful attack
could occur when the attack system was placed beyond 0.5 m.
Similarly, the work in reference [7] tests the performance of
reed sensors in a smart lock in terms of assessing their tamper
susceptibility/ resisting tampering attempts. To conduct this test,
detection sensitivity was evaluated at several distances from the
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sensor. The study concluded that the reed smart lock has a great
detection range and exhibits a higher number of variances in its
detection field. Therefore, this can be disadvantageous in security
applications since they may provide opportunities for successful
tampering attempts.

5.2 IEMF Attacks on Non-IoT Devices

Considering IEMI attacks on non-IoT applications, the study in
reference [3] found the impact of IEMI attacks, even with low
power levels, on the functionality of power converters for electric
vehicle (EV) systems. Therefore, the attackers can gain control of
the EV system by manipulating the sensors’ signal and can cause
damage to the system partially or totally. In reference [38], SE
was assessed and analysed versus EMI for metal-coated polymer
materials to protect sensitive electronics from EMI. It uses an
experimental setup based on the ASTM D4935-99 standard and
EMI simulation using the ANSYS.

The work in reference [23] presented an approach for detecting
IEMI attacks on actuator systems that usually rely on physical
security measures via identifying any difference between two
identical signals (the primary signal and the reference signal)
as existence of manipulating attacks. The work in reference
[39] presents a fast electromagnetic side channel attack against
software encryption chips to obtain a security key.

5.3 Shielding Technologies for Non-IoT Devices

Several studies in the literature have considered magnetic shield-
ing in terms of the application context and the used shielding
material. The used shielding materials differ in terms of material
type, dimensions and geometry and the number of layers to
specify the shielding suitably for a particular application.

For instance, the research in reference [15] measured the vul-
nerability of analogue sensors in implantable medical devices to
signal injection attacks by intentional application of magnetic
fields with varying power and distance between them and SE
was not explicitly estimated in this study. A numerical simulation
of SE of a shielding enclosure is carried out in reference [40]
using the COMSOL FEM, verified with an experimental method
based on measurement of the electric field inside the enclosure.
Another study [41] investigated the most used electromagnetic
shielding materials employing an Ansoft simulator to analyse the
shielding performance of nickel and nickel-based materials used
in protecting the circuit breaker system fromoutside interference.
A COMSOL simulation was performed in reference [11] to
evaluate and predict a magnetic field wave against a four-layer
magnetic shield and SE was then estimated. Similarly, a multi-
layer copper and nickel-based magnetic shielding was proposed
in reference [24] to protect a navigation system from external
devices’ magnetic fields. The performance of the designed shield
was assessed via 3DCOMSOL software. The research in reference
[42] employed MU-metal electromagnetic shielding to mitigate
crosstalk errors caused by external magnetic fields from electrical
current flows, which can impair magnetic sensor functionality.
However, the study did not explicitly quantify SE. The study
in reference [43] simulated single- and double-layer enclosures

made of recycled materials. Finally, as a different approach, the
work in reference [44] utilises machine learning (ML) to predict
the shielding effectiveness of carbon fibres using frequency and
mixed design parameters.

5.4 Research Gap

According to the surveyed studies, the following research gaps
were identified:

In the context of the magnetic shielding application for IoTs, to
the best of our knowledge, none of the previous studies have esti-
mated via experiment or simulation the shielding effectiveness in
IoT devices in smart home applications, despite the spread of the
smart sensors usage for domestic building applications.

The current study aims to model and simulate a shielded smart
lock against EMIF. More specifically, this paper presents a
method to quantify the effectiveness of smart lock enclosures
against EMIF attacks. In addition, the work also developed a
physical prototype of a smart lock and protective enclosure.
It also provides both lab experiments and FEM simulations
of an aluminium enclosure against a magnetic field at several
distances. The study also provides a theoretical estimation of the
shielding effectiveness for three different enclosure materials:
aluminium, stainless steel and plastic. While the mathematical
formulas and use of COMSOL for shielding simulation are not
novel, the research contributes by investigating the shielding of
smart locks against external tamperingmagnets and assessing the
level of protection provided.

6 The Proposed Model: The Implemented Smart
Lock and Enclosure

6.1 Model Description

We developed a physical prototype of a smart lock and its
corresponding enclosure and then evaluated the effectiveness of
the enclosure using FEM simulations. The overall methodology
is summarized in the smart lock system testing process shown
in Figure 2. The underlying idea is to use magnetic shielding
within the enclosure to protect the magnetometer in the smart
lock from the impacts of electromagnetic field interference
(EMFI).

The system was constructed and the corresponding shield was
made of aluminium with predefined dimensions to fully enclose
the system while adhering to relevant standards and guidelines
[28]. The thickness and material of the shield were selected to
provide an adequate shielding factor suitable for the SLS appli-
cation, ensuring sufficient protection. The chosen geometry and
dimensions of the shield were determined based on the dimen-
sions of the lock board. Experiments were conducted to estimate
the shielding effectiveness at various distances, mimicking the
effect of varying wall thicknesses. In the COMSOL simulation,
the resulting magnetic fields without shielding were applied to
model the impact of distance variations on the magnetic field
density. Figure 3 depicts the block diagram of the proposed
SLS design, which includes a magnetometer/reed switch sensor,
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FIGURE 2 The process of the smart lock system simulation and
testing.

FIGURE 3 The block diagram of themain components of the smart
lock system.

microcontroller, power unit, radio frequency (RF) unit and cyber
security at the top of all the components, to investigate the effect
of the magnetic field on the system.

6.2 Shield Design

The aluminium shield was designed to provide additional protec-
tion to themagnetometer. The shield was then implemented with
the dimensions listed inTable 1. Figure 4 illustrates the final smart
locks and the shape of the proposed shield.

TABLE 1 The design details of the protecting shield.

Material type Aluminium

Dimensions (mm) 30 × 60 × 3
Number of layers 1
Thickness (mm) 3
Presence of holes —
Geometry shape Rectangular

FIGURE 4 The implemented smart lock and the corresponding
shield.

TABLE 2 The specifications of the magnet used in the experiment.

R (mm) L (mm) 𝑩𝐫 (T) H (T)

5 60 30 0.1396613

6.3 Empirical Assessment: Shield Effectiveness
Estimation/Measurement (Static Tampering
Magnetic Fields)

This research employed an empirical approach to estimate the
shielding factor. A Tesla meter (Model 5180) [45]. The impact of
wall thickness was investigated by varying the distance between
the magnet and the designed enclosure. The measured magnetic
density without the shield served as input for the COMSOL
simulation software. This methodology aligns with the approach
presented in reference [46] for empirically determining shielding
effectiveness (SE). The magnetic field was measured at various
distances, both with and without the shield present. Subse-
quently, SE was calculated using Equation (4). Magnetic field
density measurements were taken at distances ranging from 5
to 25 cm, encompassing the maximum thickness of the shield
(25 cm). These values were then used in the COMSOL simulation.
The experiment utilised a cylindrical neodymium magnet with a
magnetic field of 0.1396613 T, whose characteristics are detailed
in Table 2.
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FIGURE 5 3D COMSOL Model for smart lock system shield.

6.4 COMSOLModel

Numericalmethods, such as those employedusingCOMSOL soft-
ware, offer a practical and cost-effective alternative to theoretical
calculations and experimental investigations when determining
the shielding effectiveness (SE) of various designs [24]. COM-
SOL, a 3D simulation software utilising the FEM, can analyse
complex systems of partial differential equations. Notably, it can
numerically solve for magnetic fields in the presence of arbi-
trarily shaped magnetic materials [47]. This research leveraged
COMSOL version 5.5 to investigate SE by simulating themagnetic
density resulting from applying an intentional electromagnetic
field (IEMF) to the shield designed for the smart lock. Transi-
tion magnetic shield boundary conditions were applied to the
geometry, enabling the evaluation of the proposed shielding’s
effectiveness based on the distribution of the magnetic field both
inside and outside the shield.

Accurate boundary conditions are crucial for obtaining reliable
simulation results. The model boundary was implemented as a
perfect match layer (PML) to enhance the transition of the source
signal [40, 47]. The shield/enclosure is approximated as a perfect
electric conductor (PEC), that is:

𝑛 × �⃗� = 0 (6)

The shield’s boundary is modelled as a PEC when the enclosure
material is highly conductive. This boundary condition implies
that both the electric and magnetic field components parallel to
the boundary are zero. PEC boundaries are perfectly reflective,
preventing any energy from escaping the simulation volume
through that boundary [40]. The definition of the source within
the simulation depends on the chosen method. For the FEM,
it is possible to directly incorporate a magnetic field source.
The accuracy of the solution is considered good when the
total electric energy remains constant regardless of the num-
ber of degrees of freedom (DOFs) [47]. The proposed shield
for the smart lock, designed using COMSOL, is illustrated in
Figure 5. Detailed information regarding the Maxwell equations
and boundary conditions used for the shield is provided in the
Appendix.

TABLE 3 The conductivity and permeability of the tested enclosure
materials.

Enclosure material Conductivity σr Permeability μr

Aluminium 0.601 1.000022
Stainless steel 0.02 1.003
Plastic 8.62 ×10−6 1.79

FIGURE 6 The shielding effect on themagnetic flux density against
distance (obtained via experiment).

6.5 Shield Effectiveness Estimation (Dynamic
Tampering Magnetic)

The estimation of SE, for a dynamic tampering magnet, where its
frequency is varied, is based on a set of equations ranging from
Equations (5) to (8). The conductivity and permeability values
used for aluminium, stainless steel and plastic enclosures are
obtained from reference [48] and are listed in Table 3.

7 Results, Comments and Discussions

7.1 Estimating SE via FEM Experiment

This section presents the experimental results for magnetic
density measurements, both with and without the shield, as sum-
marised in Table 4. These results demonstrate the effectiveness
of the proposed shielding. At a distance of 5 cm, the shielded
signal exhibited a reduction of approximately 9 dB, effectively
requiring an attacker to apply three times the magnetic field
strength to achieve the same impact on the SLS. This signifies
a three-fold reduction in the magnetic field’s influence (in the
worst-case scenario). The shielding factor increases to 15 times at
a distance of 25 cm (in the best-case scenario). Themeasured non-
shieldedmagnetic density values were compared with theoretical
calculations based on Equation (2), as shown in Table 4. Figure 6
illustrates the experimental results for the magnetic field with
the proposed shield. A linear relationship between distance
and magnetic field strength is evident in both shielded and
unshielded cases. The presence of the shield significantly reduces
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TABLE 4 Experimental measuring of the magnetic field against the distance with and without the shield.

Distance (cm)

Magnetic flux
density without
shield (Tesla)

Magnetic flux
density with shield

(Tesla)

Shielding
Effectiveness SE

(dB)

5 0.1203 0.04194 9.15
10 0.09838 0.029908 10.34
15 0.06051 0.01756 10.75
20 0.058203 0.005572 20.38
25 0.030126 0.002938 20.21

FIGURE 7 Shielding effectiveness factor against distance (obtained
via experiment).

the magnetic flux to approximately one-third of its original value.
The experimental results indicate that the simple, single-layer
shield achieves a shielding factor of approximately 20.

To facilitate the prediction of shielding effectiveness (SE) for
varying distances, linear regression models were applied to the
data presented in Figure 6 for both shielded and unshielded cases.

𝐖𝐢𝐭𝐡𝐨𝐮𝐭 𝐬𝐡𝐢𝐞𝐥𝐝𝐢𝐧𝐠 ∶ 𝑦 = −0.00441𝑥 + 0.14 𝑅2 = 0.955
(7)

𝐖𝐢𝐭𝐡 𝐬𝐡𝐢𝐞𝐥𝐝𝐢𝐧𝐠 ∶ 𝑦 = −0.002047𝑥 + 0.05029 𝑅2 = 0.966
(8)

where x represents the distance (in centimetres) between the
smart lock and the magnet, while y denotes the magnetic
flux density (in Tesla). The relationship between distance and
magnetic flux density is inversely proportional, indicating a linear
decrease in magnetic flux density with increasing distance. The
regression coefficients were determined using the least squares
method (LSM). The R2 values for themodels are 0.955 and 0.9663,
respectively, indicating a high degree of accuracy in estimating
magnetic flux density at a given distance.

Figure 7 depicts the empirical estimation of the shielding effec-
tiveness (SE) factor based on the data presented in Table 5. The

TABLE 5 Comparing the experimental and theoretical magnetic
field (according to Equation 2; without shielding).

Distance
(cm)

Experimental
magnetic flux
density (Tesla)

Theoretical
magnetic flux
density without
shield (Tesla)

5 0.1203 0.120792
10 0.09838 0.104735
15 0.06051 0.070885
20 0.058203 0.061694
25 0.030126 0.032769

results of the SE estimation through simulation will be discussed
in the subsequent section.

7.2 Estimating SE via FEM COMSOL Simulation

Figure 8a–d illustrates themagnetic field intensity distribution on
the proposed metal shield of the IoT smart lock when subjected
to magnetic flux from various distances (5, 10, 15, 20, and 25 cm)
from the aluminium shield. Notably, the maximum values of
magnetic flux density are observed at the shield edges. This
phenomenon can be attributed to the lower permeability of air
compared to the shield material. The designed shield effectively
prevents the penetration of the magnetic wave across most of the
enclosure’s shielded areas. As the distance between the magnetic
field source and the shield increases, the magnetic field density
decreases.

From Figure 9, it is obvious that the designed shield is capable
of providing a higher shielding factor at closer distances, par-
ticularly at the centre of the shield. This enhanced protection
at close distances is crucial for safeguarding the magnetometer
fromexternal tamperingmagnetic fields. The simulated SE values
obtained from the 3D model show good agreement with the
experimentally measured SE values, as presented in Table 6 and
Figure 9.

The experimental and simulation results clearly demonstrate the
significant impact of distance on reducing the strength of the
tamperingmagnet used in EMFI attacks as can be seen in Table 7.
For instance, at a distance of 5 cm, the magnetic flux is 60 times
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FIGURE 8 The magnetic flux density (at different distances from the shielding enclosure side: (a) 5 cm; (b) 10 cm; (c) 15 cm; (d) 20 cm).

TABLE 6 The applied magnetic field values (without shield) for COMSOL simulation and the corresponding estimated output for various
distances.

Distance (cm)

Applied magnetic flux density
without shield (Tesla)—in

COMSOL simulation

Estimated magnetic flux density
with shield (Tesla) Via COMSOL

simulation Distance (cm)

5 0.1203 0.04221 5
10 0.09838 0.02873 10
15 0.06051 0.01690 15
20 0.058203 0.00531 20
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FIGURE 9 Comparison of experiment andCOMSOL simulation for
the magnetic field against the distance with the shield.

TABLE 7 Comparison of experiment and COMSOL simulation for
the magnetic field against the distance with the shield.

Distance
(cm)

Magnetic flux
density with
shield (Tesla):
Experiment

Magnetic flux
density with
shield (Tesla):
COMSOL

5 0.04194 0.04221
10 0.029908 0.02873
15 0.01756 0.01690
20 0.005572 0.00531

greater than the sensor sensitivity, while at 25 cm, it is only 15
times greater. The proposed shield effectively reduces the strength
of the tampering magnet further. For instance, at a distance of
5 cm, the shield reduces the magnetic field to approximately 21
times the sensor sensitivity, compared to its original strength. At
25 cm, the shield reduces the strength to 1.5 times the sensor
sensitivity, as detailed in Table 8.

These findings confirm that the proposed shield significantly
reduces the likelihood of unauthorised door opening through
IEMF attacks, assuming the magnet is properly oriented. This
additional layer of protection further enhances the security of
SLSs, minimising the risk of malfunctions.

7.3 Impact of Magnet Material on SE

Figure 10 illustrates the impact of enclosurematerial on shielding
effectiveness. Aluminium demonstrates the highest shielding
effectiveness compared to plastic and stainless steel, while also
offering the advantages of being lightweight and sufficiently rigid
to provide adequate protection for the smart lock. The shielding
effectiveness (SE) was estimated using Equation (3), assuming a
dynamic magnet with a frequency of 105 Hz.

FIGURE 10 Shield effectiveness for different enclosurematerials at
tampering magnet frequency 105 Hz and various distances.

FIGURE 11 Shied effectiveness for an aluminium enclosure at
various tampering magnet frequencies and distances.

The obtained results indicated the effectiveness of the shield
in reducing the magnetic field strength at various distances,
effectively mitigating the impact of tampering magnets.

7.4 Impact of Frequency of Dynamic Tampering
Magnet on SE

Figure 11 depicts the impact of the tampering magnet frequency
on shielding effectiveness. The higher the frequency, the lesser
protection the enclosure provides. The shielding effectiveness
(SE) was estimated using Equation (3), assuming a dynamic
magnet with a frequency varying from 102 to 105 Hz.

8 Conclusions and Future Work

Thiswork presented a novel approach formodelling themagnetic
shielding behaviour for IoT smart locks against EMFI attacks.

The study focuses on the design and evaluation of a magnetic
shield for an SLS, aiming to protect the device from external
tampering using magnets. The proposed aluminium shield was
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TABLE 8 The comparison between the effects of distance vs. adding extra protection to the reed sensor via the proposed shield.

Distance (cm)

Magnetic flux
density without

shield (T)

Magnetic flux
density with
shield (T)

Average reed
sensor sensitivity
multiples (with
no shielding)

Average reed
sensor sensitivity
multiples (with

shielding)

5 0.1203 0.04194 60.15 20.97
10 0.09838 0.029908 49.19 14.95
15 0.06051 0.01756 30.26 8.78
20 0.058203 0.005572 29.10 2.79

designed and evaluated through a combination of FEM sim-
ulations and laboratory experiments. The results demonstrate
the effectiveness of the shield in reducing the magnetic field
strength at various distances, effectively mitigating the impact
of tampering magnets. The obtained results of the FEM simula-
tion/experimentmodel can be utilised in the context of protecting
smart locks from external magnets to provide actively secure
systems. In terms of sensor sensitivity, the research concludes
that the proposed shield reduces the risk of opening the door
using an EMFI magnet from 60 times the sensor sensitivity at
5 cm to only 15 times the sensor sensitivity. This demonstrates the
significant impact of the shield in reducing the vulnerability of the
smart lock to EMFI attacks. Furthermore, the study compared the
shielding effectiveness of aluminium, stainless steel and plastic
enclosures. The results indicate that aluminium provides the
highest shielding factor, making it the most suitable material for
protecting smart locks against physical attacks using tampering
magnets.

Additionally, some practical strategies to eliminate or reduce the
EMI for IoT smart lock design, including PCB design techniques,
shielding and grounding, have been outlined to enhance the
resilience of the device against EMI.

The study suggests further investigation into the impact of various
parameters on shield effectiveness, including the number of
layers, the presence of gaps between layers, the type of magnetic
shield and the strength of the external magnet. These insights
will contribute to the development of more robust and effective
shielding solutions for securing SLSs against EMFI attacks.
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A Sensitivity of the Used Reed Switch

Sensitivity (S) is a key characteristic of reed switches. An approximate
relationship between AT, Gauss and Tesla is listed in the Appendix and
more information is available in reference [21]:

1 AT = 1 Gauss = 0.1 milli − Tesla (mT) (A1)

The sensitivity of the used reed switch is in the range of 18 to 22 AT, that
is, from 18 to 22 mT [20, 21]. For instance, if the tempering magnet type is
a neodymium cylinder magnet, its magnetic field of 0.1396613 T is around
77.5 times the reed sensor sensitivity to consider a worst scenario. The
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magnetic field strength H (in Tesla) of a cylindermagnet can be estimated
at distance 𝑥 according to the following formula [49]:

𝐻 =
𝐵r
2

[(
𝐿 + 𝑥√

𝑟2 + (𝐿 + 𝑥2)

)
−

(
𝑥√

𝑟2 + 𝑥2

)]
(A2)

where:

𝐵r: The remanence of the magnet (Tesla)
r: the radius of the magnet
L: the length (thickness) of the magnet
x: the distance between the magnet and the shield

The minimum strength of the magnet that actuates the reed switch is:

𝐻min = 𝑆 (A3)

In this case and from Equations (A.2) and (A.3), the relationship between
the sensitivity of the reed switch and the distance and the magnet
dimensions can be written as [21]:

S =
𝐵r
2

[(
𝐿 + 𝑥√

𝑟2 + (𝐿 + 𝑥2)

)
−

(
𝑥√

𝑟2 + 𝑥2

)]
(A4)

8.2Maxwell Equations and Boundary Conditions for FEM
Simulation

In this section, Maxwell equations and boundary conditions for
rectangular enclosures are listed. The electromagnetic field distributions
on the enclosure surfaces can be obtained from Maxwell equations [50]:

∇. �⃗� = 𝑞𝑒 (A.1)

∇ × �⃗� = 𝜕�⃗�
𝜕𝑡

(A.2)

∇. �⃗� = 0 (A.3)

∇ × �⃗� = 𝐽 + 𝜕�⃗�
𝜕𝑡

(A.4)

where �⃗� and �⃗� are magnetic induction and magnetic field intensity,
respectively; �⃗� and �⃗� are, respectively, electric field intensity and electric
displacement; 𝑞𝑒 and 𝐽 are, respectively, the free charge density and
the free current density. Let 𝑛 represent a unit vector that is normal
to the surface S of the enclosure, then the boundary conditions for an
electromagnetic field are:

𝑛. �⃗� = 𝑞𝑠 (A.5)

𝑛 × �⃗� = 0 (A.6)

𝑛. �⃗� = 0 (A.7)

𝑛 × �⃗� = 𝐽𝑠 (A.8)

𝑞𝑠 and 𝐽𝑠 are, respectively, the surface charge density and the surface
current density. where �⃗� is estimated as:

�⃗� = 𝜇0𝜇𝑟�⃗�

μ0 is the permeability in vacuum; μ r is the relative permeability of the
enclosure material.
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