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Abstract: The Q-problem is a new lightweight and hard mathematical problem that resists
quantum attacks. It depends on putting one known value and two unknown values
per equation; whatever the operator, the Q-problem defines certain conditions between
equations. This paper presents a new key exchange protocol based on the Q-problem. To
protect secure end-to-end communication over a public transmission channel, the proposed
mechanism consists of two rounds of exchanging totally random numbers, which ensure a
shared secret key between two parties at the end. Security analysis proves the robustness
of the proposal and experiments prove its lightness during implementation, making it a
promising protocol of hybrid solutions and an assistive technique for the transition to the
quantum era.

Keywords: Q-problem; key exchange protocol; secure communication; lightweight
cryptography; quantum attacks

1. Introduction

In the contemporary digital landscape, secure communication has become a corner-
stone of global connectivity [1,2]. The exponential growth of online services, cloud comput-
ing, Internet of Things (IoT) devices, and critical infrastructure systems has amplified the
demand for cryptographic mechanisms to ensure confidentiality, integrity, and authenticity
of data exchanges [3]. Every interaction, be it financial transactions, healthcare records,
or government communication, relies on the robustness of cryptographic protocols to
safeguard sensitive information from adversaries. Despite significant advances in crypto-
graphic science, the advent of quantum computing introduces formidable challenges to
the existing paradigms of secure communication [4]. This has intensified the search for
innovative, lightweight, and quantum-resistant cryptographic solutions, which can operate
efficiently across diverse environments [5].

Among the foundational elements of secure communication are key exchange proto-
cols, which enable parties to establish a shared secret key over an insecure channel [6,7].
These protocols are critical for ensuring that subsequent encrypted communication remains
secure against eavesdropping and tampering [8,9]. Classical key exchange mechanisms,
such as the Diffie-Hellman (DH) protocol and its elliptic curve variant (ECDH), rely on
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mathematical problems like the Discrete Logarithm Problem (DLP) or the Elliptic Curve
Discrete Logarithm Problem (ECDLP) [10]. However, with the rapid advancements in quan-
tum computing, these problems are no longer considered secure, as quantum algorithms,
notably Shor’s algorithm, are capable of solving them in polynomial time. Consequently,
the cryptographic community is actively seeking key exchange mechanisms that are resis-
tant to quantum attacks while maintaining efficiency and scalability [11].

A promising avenue for post-quantum cryptography is the development of proto-
cols based on mathematically hard problems that remain intractable even for quantum
computers [12]. Among these, the Q-problem emerges as a novel, lightweight, and compu-
tationally challenging problem, which demonstrates strong resistance to quantum attacks.
The Q-problem is characterized by its unique structure: each equation involves one known
value and two unknown values, combined through an operator, which is subject to specific
inter-equation conditions [13]. This intrinsic complexity creates a cryptographic foundation
that is lightweight and suitable for resource-constrained environments, and it is resistant
to the computational capabilities of quantum systems. By leveraging the Q-problem, new
cryptographic protocols can address the dual challenges of efficiency and security in the
post-quantum era [14].

Quantum computing represents a paradigm shift in computational power, posing an
existential threat to traditional cryptographic systems [12]. Algorithms, such as Shor’s and
Grover’s, exploit the parallelism inherent in quantum systems to solve classical crypto-
graphic problems with unprecedented speed. For instance, Shor’s algorithm can efficiently
factorize large integers and compute discrete logarithms, rendering RSA, DH, and ECDH
insecure. Furthermore, Grover’s algorithm accelerates brute-force attacks, weakening
the security of symmetric-key cryptography by effectively halving the key length [15].
The looming prospect of quantum attacks necessitates a transition to the cryptographic
systems that can withstand such computational advances, which are commonly referred to
as post-quantum or quantum-resistant cryptography [16].

While addressing quantum resistance is paramount, another pressing concern is the need
for lightweight cryptography, especially in the context of IoT, wearable devices, and other
resource-constrained systems [17,18]. These environments require cryptographic protocols
that minimize computational overhead, memory usage, and energy consumption without com-
promising security. Traditional post-quantum cryptographic schemes, often based on lattice
problems, code-based cryptography, or multivariate polynomials, can be computationally
intensive, which makes them impractical for lightweight applications [19,20]. The Q-problem,
with its inherently simple yet hard mathematical structure, presents an ideal candidate for
lightweight and efficient cryptographic solutions that cater to both quantum resistance and
resource efficiency [21].

1.1. Contributions

This paper introduces a “Lightweight and Efficient Post-Quantum Key Encapsulation
Mechanism Based on Q-Problem: QP-KEM”, a novel protocol designed to address the
dual challenges of quantum resistance and lightweight operation. The proposed protocol
leverages the unique properties of the Q-problem to establish secure key exchange mecha-
nisms that are resilient to quantum attacks while maintaining minimal computational and
resource requirements. The key contributions of this research are as follows:

*  Proposal of a Q-problem-based key exchange protocol: A detailed description and
analysis of the protocol, which highlights its design principles and operational mechanics.
*  Quantum resistance: A comprehensive security analysis demonstrating the protocol’s re-
silience against quantum attacks, including its immunity to Shor’s and Grover’s algorithms.
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¢  Efficiency and lightweight design: Evaluation of the protocol’s performance metrics,
which showecases its suitability for resource-constrained environments.

*  Comparison with existing protocols: Benchmarking the proposed protocol against
classical and post-quantum key exchange schemes in terms of security, efficiency,
and practical applicability.

1.2. Structure of the Paper

The rest of this paper is organized as follows. Section 2 reviews related work in
the domain of post-quantum cryptography and key exchange protocols, identifying gaps
addressed by our research. Section 3 provides research design and an overview of the
Q-problem, presenting its mathematical formulation and properties. Section 4 introduces
the proposed Q-problem-based key exchange protocol, outlining its design, algorithms,
and operational flow. Section 5 presents a thorough security analysis, including resistance to
classical and quantum attacks. Section 6 evaluates the protocol’s performance, highlighting
its lightweight nature and efficiency. Finally, Section 7 concludes the paper with a summary
of findings and directions for future research.

By integrating the Q-problem into a lightweight, post-quantum key exchange protocol,
this research aims to contribute a robust and efficient solution to the evolving challenges of
secure communication in the quantum era.

2. Related Work

The Diffie-Hellman (DH) protocol is a foundational cryptographic method that allows
two parties to securely establish a shared secret over an insecure communication chan-
nel [22]. Introduced by Whitfield Diffie and Martin Hellman in 1976 [23], the protocol is
based on the mathematical difficulty in solving the discrete logarithm problem. In DH,
each party generates a private key and computes a public key derived from a shared base
and modulus. By exchanging their public keys, both parties use their private keys to
compute a shared secret, which remains confidential even if an eavesdropper intercepts the
public keys. This shared secret can then be used to derive cryptographic keys for secure
communication. Despite its effectiveness, the protocol is vulnerable to quantum attacks
due to Shor’s algorithm, prompting the need for post-quantum alternatives.

In [24], the authors introduced an anonymous authentication and key exchange proto-
col for communication between smart meters and the AMI Head-End in smart grid systems.
This protocol was built on elliptic curve cryptography, with its security demonstrated using
the random oracle model and BAN logic.

In [25], a multiparty key exchange protocol was proposed for handover authenti-
cation, emphasizing the privacy preservation of transfer tickets via the Diffie-Hellman
method. The protocol aimed to minimize authentication delays during handover opera-
tions, achieving efficiency by relying solely on symmetric key-based operations to reduce
computational overhead.

Gupta et al. [26] developed a model combining the RSA public-key cryptosystem
with the Diffie-Hellman key exchange to mitigate man-in-the-middle (MITM) attacks.
The effectiveness of this integrated approach was validated by comparing its performance
against the standalone Diffie-Hellman key exchange algorithm and the RSA cryptosystem.

Mishri et al. [27] presented an end-to-end anonymous key exchange protocol lever-
aging self-blindable signatures. In this scheme, vehicles blind their private certificates for
communication outside the mix-zone and generate an anonymously shared key using zero-
knowledge proofs of knowledge (PoK). These proofs authenticate the ephemeral values
used to derive a shared key through the Diffie-Hellman protocol. This design eliminated
the need for external information to establish a secure shared key.
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In [28], a novel key exchange protocol tailored for IoT environments was proposed,
enabling secure communication between gateways and IoT devices over open channels.
The protocol enhanced security by leveraging noncommutative structures and polynomials
over noncommutative rings. Its foundation lies in solving the generalized decomposition
problem associated with these rings. Additionally, the authors addressed how the protocol
ensures key certification and forward secrecy.

In [29], a lattice-based explicit authenticated key exchange protocol was developed
by integrating a Chosen Plaintext Attack (IND-CPA) key encapsulation mechanism with
an EUF-CMA digital signature in the message-recovery mode. Parameter specifications
were provided for 102-bit and 218-bit post-quantum security. Compared to implicit authen-
ticated key exchange protocols derived directly from key encapsulation mechanisms, this
approach reduced communication costs by 21.7% and 25.7%, respectively, under the same
security levels.

Kundu et al. [30] introduced Rudraksh, a CCA-secure post-quantum key encapsulation
mechanism (KEM) based on hard lattice problems. The authors optimized critical design
elements, including polynomial size, field modulus structure, reduction algorithms, and se-
cret/error distributions, to create a lightweight solution. The proposed design achieves
100-bit post-quantum security and demonstrates a threefold improvement in area efficiency
compared to the state-of-the-art Kyber KEM.

In [31], code-based key encapsulation mechanisms designed for post-quantum cryp-
tography were analyzed. These mechanisms, presented during the NIST PQC competition,
were evaluated for their cryptographic properties and performance, providing a compre-
hensive comparative analysis of their effectiveness and practical implementation.

Kyber [32] is a module-based key encapsulation mechanism (KEM) built on the Learn-
ing With Errors (LWE) problem in module settings. It employs the LP-style public key
encryption (PKE) framework, with its security grounded in the module-LWE assump-
tion. Similarly, Saber [33] replaces Gaussian sampling, commonly used in key generation
and encapsulation, with a rounding process. Saber’s security is based on the module-
Learning With Rounding (module-LWR) assumption, providing an efficient alternative to
module-LWE-based schemes.

Lee et al. [34] introduced RLizard, a key encapsulation mechanism whose security
relies on ring Learning With Errors (ring-LWE) and ring Learning With Rounding (ring-
LWR) problems. By operating on a specialized type of ring, RLizard achieves greater
efficiency than the original Lizard scheme, reducing both the clock cycles required for key
generation and the overall key size.

Bernstein et al. [35] proposed NTRU Prime, a variant of the original NTRU encryption
scheme. This design replaces cyclotomic rings with alternative rings that lack certain
mathematical structures, enhancing security by mitigating potential vulnerabilities to
future cryptanalysis. NTRU Prime also eliminates decryption failures and employs a
constant-time implementation to bolster resistance against side-channel attacks.

All these proposals are not without one of two main drawbacks: the first is that
they are not resistant to quantum attacks [23-27], or they are resistant to quantum but
have a high computational and/or communication cost [28-35]. Therefore, this paper
presents a new KEM that overcomes these obstacles, as it provides a lightweight and
quantum-resistant protocol.

3. Research Design and Q-Problem
3.1. Research Design

Derived from the literature review, this study aims to address the following re-
search questions:
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¢  How does the proposed KEM ensure security against quantum attacks compared to
existing post-quantum cryptographic schemes?

¢  How does the computational and communication efficiency of the proposed scheme
compare to other post-quantum KEMs?

¢ Can the proposed mechanism maintain lightweight performance while ensuring
secure key exchange in resource-constrained environments (e.g., IoT applications)?

To answer these research questions, we designed and implemented a novel post-
quantum key encapsulation mechanism based on the Q-problem. After explaining the
proposal in detail and stating the required settings for implementation, our methodology
consists of the following steps. We analyze the cryptographic strength of the proposed
mechanism against both classical and quantum adversaries, demonstrating its resistance
to known attacks. The proposed KEM is implemented and tested while considering
constrained environments in real-world scenarios, such as IoT devices, to evaluate its
efficiency. The protocol undergoes experimental testing, where execution time and memory
usage are measured to validate its lightweight properties. We compare the performance
of our protocol against existing post-quantum KEMs (e.g., lattice-based and code-based
schemes) in terms of computational complexity, key sizes, and communication overhead.

To assess the effectiveness of the proposed scheme, some metrics are used, including
resistance to classical and quantum attacks; execution time for key generation, encapsulation,
and decapsulation; and size of exchanged messages. By addressing these aspects, this research
aims to demonstrate that the proposed KEM provides quantum resistance while maintaining
lightweight efficiency, making it a viable solution for future cryptographic applications.

3.2. Q-Problem

The security of the proposed scheme is rooted in a novel post-quantum computational
challenge known as the Q-problem, which was introduced by Laouid et al. [13]. This
problem establishes a robust mathematical foundation that is considered resistant to the
advanced computational capabilities of quantum computers, ensuring the security of our
approach. The Q-problem (QP) is formally defined as follows:

> F() = {Qe1,Qer, ..., Qen}

> Qe :xjxy; mod p | *xis:+,x,orexp
> Both x; and y; are hidden

QP < ¢ >V (Qe;, Qej) Qe 0 Qej = L

>V Qe (x,y)0p=1

> Given z,V Qe; :

#Solspy (z=x%y mod p) >>1

Qe refers to Post Quantum expression, Laouid et al. [13] have coined this term to
refer to a mathematical equation in which the number of unknowns is greater than one,
i.e., a single equation -linear or not- containing two or more unknown variables such that a
quantum computer cannot solve it except by using of a brut force attack (BFA). Values x
and y are unknown numbers or composed of arithmetic expressions of unknown numbers,
i.e., x = x1 % x2 and so on; L means that neither x nor y has any relation with the public
parameter p or part of it, i.e., the attacker cannot infer any information, neither partial nor
complete, about the unknowns x, y from p. For more details, see Section 5.

The Q-problem was designed in reverse, which is to give the attacker many solutions
instead of a single solution issue. For example, z = x + y where z is known and (x, y)
is unknown. This is shown as follows: #Solsg; (z = xxy mod p) >> 1. Many other
assumptions are based on the difficulty of finding a single solution. Take, for example, the
discrete logarithm problem z = x¥ where z and x are given. Using Shor’s algorithm, the at-
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tacker can find y. Therefore, the Q-problem takes into account the future advancements in
quantum computing, where it does not matter how advanced it is as long as there is always
a set of solutions for each Q-problem instance.

3.3. Cryptographic Assumptions

The core idea of the Q-problem aligns with hidden subgroup problems and collision-
resistant properties found in existing post-quantum cryptographic schemes, yet it gener-
alizes beyond them by ensuring that an attacker always faces an exponential number of
potential solutions rather than a single hard-to-compute one.

3.3.1. Q-Problem and the Hidden Subgroup Problem (HSP)

The Hidden Subgroup Problem (HSP) is a well-studied problem in quantum comput-
ing, which generalizes computational problems such as factoring and discrete logarithms.
It is formally defined as follows: given a function f : G — X that hides a subgroup H,
the goal is to determine H. Shor’s algorithm efficiently solves HSP for abelian groups,
which underlies quantum attacks on RSA and discrete logarithm-based cryptosystems.
The Q-problem exhibits properties that make it difficult to reduce to HSP.

In traditional cryptographic problems, an equation often has a unique solution
(e.g., discrete logarithm: given z = x¥ mod p, finding y uniquely). In the Q-problem,
we ensure that for any given z, the number of solutions satisfies the following:

#Solsgq.(z = xxy mod p) > 1 1)

This prevents an adversary from applying quantum period-finding techniques to
extract a single valid solution. Moreover, in HSP, when the group G is non-abelian, quantum
algorithms fail to efficiently recover the hidden subgroup H. The Q-problem is analogous
to such non-abelian settings, as the attacker faces an exponentially large space of solutions,
rendering quantum period-finding methods ineffective.

3.3.2. Q-Problem and Collision Resistance in Post-Quantum Cryptography

Collision-resistant hash functions are fundamental to post-quantum cryptography.

A hash function H(x) is collision-resistant if it is hard to find two distinct inputs x1 # xp
such that the following holds:

H(x1) = H(x2) 2)

This property is essential for security in hash-based cryptographic schemes such as
SPHINCS+. The Q-problem establishes a similar concept. Instead of relying on a function
with low collision probability, the Q-problem guarantees that multiple valid solutions exist
for every instance. Given z = x ¥y mod p, an adversary cannot determine a unique pair
(x,y), mimicking the behavior of collision-resistant hashes. Even if a quantum algorithm
efficiently finds one solution, it cannot verify its correctness due to the existence of multiple
valid solutions.

A comparison between the Q-problem and collision-resistant hashes is given in Table 1.

The Q-problem ensures quantum resistance by leveraging two key principles. Avoid-
ing unique solution structures, which prevents the use of quantum algorithms such as
Shor’s algorithm, ensures an exponentially large solution space, similar to the non-abelian
HSP, making it infeasible for quantum solvers to extract useful information. Thus, the Q-
problem generalizes the hardness of non-abelian HSP while also mimicking the unpre-
dictability of collision-resistant hash functions.
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Table 1. Comparison between Q-problem and collision-resistant hashes.
Property Collision-Resistant Hashes Q-Problem
Hardness Assumption Hard to find two inputs with same output Hard to find the exact (x, y) pair when many exist

Vulnerability to
Quantum Algorithms

Grover’s algorithm weakens security

(O(V/N) speedup)

No quantum speedup due to large solution space

Impact on Cryptanalysis

Resistance depends on function complexity Resistance is intrinsic due to problem design

4. Proposed Mechanism

Post-quantum KEMs are essential for securing communication in real-world applica-
tions, especially in IoT and critical infrastructure. In IoT networks, post-quantum KEMs
enable secure key exchange between resource-constrained devices, such as smart meters
and industrial sensors, protecting data transmission from quantum-enabled attacks. In criti-
cal infrastructure, including power grids and transportation systems, these KEMs safeguard
communication between control centers and remote monitoring devices, ensuring resilience
against advanced cyber threats.

As illustrated in Figure 1, the proposed QP-KEM consists of two rounds. The first one
uses random numbers and linear equations to transmit them. The second round between
Alice and Bob introduces Hash calculation to check mutually exchanged values’ correctness.
Therefore function f, (respectively, fg) can be any exponential or Hash safe calculation,
the same thing for fq (respectively, fi).

Alice Bob

generate random numbers: k, r send ¢,

comput ¢, =, (k,r) generate random numbers :a,b | ,,nq1
send back c, comput ¢,=f,(a,b,c;)

generate random number: e send ¢, ¢y,
comput ¢; = f; (e,r,c,) extract e’ : f5(a,b,c;)
and ¢, =f, (e,k) extract k' : fg (a,b,e’,c5)

extractr’ : f, (b,c;)

comput ¢, = fg (e’,k’) round 2

if ¢, = ¢y, : accept k as SK

send back cy, comput ¢y, = fy (€%r’)
—

comput c,, =, (e,r)
if ¢, =€,y 2 use k as SK

Figure 1. A general representation of the proposed mechanism.

First, Alice generates two random numbers k and r, where k will be the secret key. f
represents the multiplication of k and r and returns c; as follows: f1 : c; = k xr mod p,
where p is a public prime number. Alice sends c¢; to Bob via an insecure channel. Upon
receiving c1, Bob generates two random numbers a4 and b, then computes ¢, by fo. f2
represents a linear calculation that returns c; using the received c; and the generated
values, fr : ¢ = c¢; X a+b mod p. By sending ¢, from Bob to Alice, round 1 is ended.

In round 2, Alice generates a new random number e and computes c3 via f3, using
¢z, the previous generated number r, and the new one e. f3 is the linear function that
eliminates r from ¢y, adds e, and returns c3 as follows f3 : c3 = ¢ X r~ + e mod p, where
r~ denotes the multiplicative inverse of r. In this stage, Alice also computes ¢y, via f4 as
fa : c1, = Hash(e x k); ¢1, will be used by Bob to check data integrity and Alice’s legitimacy.
In reality, Alice sends the signature of c1, using a post-quantum signature.

Upon receiving c3 and cy,, Bob extracts Alice’s values ¢, k, r by f5, fs, f7, respectively.
f5 is the function that recovers e from c3 by using 4 and b as the following equation shows
fs:¢/ = (c3 mod b) mod a. fg is the function that recovers k from c3 by using a, b, and ¢/
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as the following calculation shows f5 : k' = (((c3 —¢’) mod b) x a~) mod p. f7 is the
function that returns r from c3 by using b as follows f7 : ' = (c3b) . Via fg, Bob computes
c1p using the new calculated values ¢’ and k’ same as the function f; of Alice does (which
outputs ¢1,), fs : c1p = Hash(e' x k). If ¢1, = c1p, Bob accepts the secret key k.

Until Bob proves to Alice that he obtained the right value of the secret key k and proves
his legitimacy (against a man-in-the-middle attack), he sends her a new token c,; with a
different calculation than the first one (fo # fgi.e., c1p 7 Cap). fo returns cy, and it is defined
as follows fo : ¢y, = Hash(e’ x r"). Then Bob sends ¢y, to Alice to check the integrity of
messages. In reality, Bob sends the signature of ¢y, using a post-quantum signature in order
to prove his legitimacy to Alice. Via f,0, Alice calculates c;, by using her own numbers e and
r as follows f10 : ¢, = Hash(e x r). Finally, if ¢, = cpp, Alice uses k as a secret key.

Parameter Picking

The following conditions should be satisfied to ensure the correct progress of the key
exchange process. Any breach of these settings will affect the security or the validity of the
proposed mechanism.

Wehavec; =k xrandc, =c¢1 Xa+b,so

c=kxrxa+b 3)

If c3 =cp xr~ +e mod p, then
cs=kxa+bxr +e 4)

1. r~ <<: since we have a strict condition on r~ and not in r (setting: 4), Alice must
pick ~ then computes r; in another word, we need for r~ to be relatively small and r
to be large. If r is large, then ¢; = k x r would be greater than p, and this will make
k x r mod p secure.

2. e<aifkxa+e<bincs thencs mod b =k x a+e; and if e < a, then (c3 mod b)
mod a =e.

3. a xk < b: toextract first k x a + e from c3, this condition must be satisfied, so we need
c3 mod b to give exactly k x a +e.

4. b xr~ < p:after multiplying c; by v~ to calculate c3, Alice obtains k x a +b x r~ +e.
Bob needs these values to be exactly less p in order to be able to extract e, k, and r
using aand b. Sincea x k <band b xr~ < p,sokxa+bxr~ +e <p.

5. p <k xr: as aforementioned, c; = k X r must be greater than p in order to hide k and
r and protect them against factorization.

6.  Public parameters : since the random values k, r, ¢, 4, and b are unknown, there must
be public parameters so that Alice and Bob can generate their random numbers. Let
us call K, R, E, A, and B spaces for random values. These public parameters satisfy
the conditions mentioned above.

Algorithms 1 and 2 summarize the proposed QP-KEM. In Algorithm 1, the multipli-
cation in line 3 is to hide k by a random number r. After sending c;, Alice waits for c,
from Bob. In a failure case, Alice waits for a while and resends ¢; again. In line 9, a new
random is added to hide k. After computing c3 and cy,, Alice sends them to Bob and waits
for ¢y as shown in lines 9 to 13. In a failure case, Alice waits for a while and resends c3 and
c14 again. If there is an interruption at this point, Alice returns to line 2. In Algorithm 2,
two random numbers are included in line 6 and are used later to extract Alice numbers.
In a failure case in line 9, Bob came back to line 7. In lines 11, 12, and 13, Bob uses his values
to obtain Alice’s values. ¢y, is used so that Bob can confirm to Alice that he obtained the
correct numbers.
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Algorithm 1 Alice
Require: p,K,R, E
1: function F
2 k, r < random
3 c1 < kxr mod p
4: send ¢
5: —_
6 wait forc ...
7 —_—
8 —Round 2 -
9: e + random
10: 34+ cp X1~ +e mod p
11: ¢y, < Hash(e x k) mod p
12: send c3 and ¢y, > In practice, Alice sends Sig(c1,)
13: —_—
14: wait for cyp, ...
15: —_
16: Coq < Hash(e x r) mod p
17: if cp; = ¢yp then
18: return k
19: else
20: return err
21: end if
22: end function
Algorithm 2 Bob
Require: p, A, B
1: function F
2 JR—
3 wait forcy ...
4: —_—
5: a, b < random
6 cp+c1xa+b modp
7 send ¢,
8 —Round 2 -
9: e
10: wait for cz and ¢y, ...
11: —
122 ¢ « (c3 mod b) mod a
13: K« (((c3—¢') modb)xa~) mod p
14 ' (£)” modp
15:  cyp < Hash(e/ x k') mod p
16: if ¢, = cqp then
17: Cop < Hash(e’ x ') mod p
18: send ¢y, > In practice, Bob sends Sig(cop)
19: return k’
20: else
21: return err
22: end if

23: end function

5. Security Analysis

This section presents a formal security proof for the proposed key encapsulation
mechanism (KEM) based on the hardness of the Q-problem.
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We start by tracking the values exchanged between Alice and Bob to search in the
Q-problem assumption for any loophole through which an attacker can penetrate the
system or obtain any information or part of sensitive information.

Alice computes ¢c; = k X r mod p; c; is of the form ¢; = x x y, where x and y are
unknown and chosen uniformly at random without relation between them, so the attacker
cannot obtain any of them from c;. To compute cp, Bob multiplies c¢; by a and adds b, so
cp is of the form ¢; = x + y where x and y are unknown and chosen uniformly at random
without relation between them; no information the attacker can extract from c,. The same
thing occurs in the next step when Alice computes and sends c3 = ¢ X r~ +¢; it is of
the form c3 = x +y. The attacker still cannot obtain any useful information from the
exchanged messages.

The other exchanged messages are ¢, and ¢}, where c¢i, = Hash(e x k) mod p and
cop = Hash(e x r) mod p. We note that both ¢y, and cy;, are of the form ¢ = x X y where
x and y are unknown and chosen uniformly at random without relation between them.
In addition, there is no way to use them simultaneously in order to recover the secret k, 7,
or e because the base in one is the exponent in the other. Sohr’s algorithm is not efficient at
all due to blinding both the base and exponent. Thus, the proposed protocol respects the
Q-problem rules.

As defined by Recommendations for Key-Encapsulation Mechanisms [36] in security
considerations for composite schemes, the proof covers two key security properties:

* Indistinguishability under IND-CPA: Ensures that the encapsulated key k is indistin-
guishable from a random key.

¢ Indistinguishability under Chosen Ciphertext Attack (IND-CCA): Ensures that even
with access to a decapsulation oracle, an adversary cannot gain any information about
the key.

The protocol involves values c1, ¢y, ¢3, €14, ¢op and operations mod p, with the security
grounded in the post-quantum hardness of the Q-problem.

5.1. Security Assumptions
The security of the protocol relies on the following assumptions:

*  Hardness of the Q-Problem: Given cy, ¢y, c3, €14, Cpp, it is computationally infeasible to
deduce k,7,e,a,b.

* Randomness: The values k,7,e,a,b are chosen uniformly at random and are
independent.

5.2. IND-CPA Security Proof

Game-Based Approach: The proof proceeds through a sequence of games, where
each game modifies the protocol slightly. We show that the adversary’s advantage in
distinguishing between games is negligible.

Game 0: Real Protocol. This is the real protocol interaction, where the adversary observes
€1,€2,C3,C14, Cop and tries to distinguish between the real key k and a random key k'

Game 1: Replace ¢1, with Random. In this game, we replace cj, with a value computed
from a random key k' instead of the actual k. All other values cy, ¢3, c3, ¢ remain unchanged.

Transition Analysis: The adversary’s advantage in distinguishing Game 0 from Game 1
is negligible, assuming the Q-problem is hard. The computation of ¢y, involves Hash(e x k)
mod p, which is indistinguishable from random due to the randomness of ¢, k.

Game 2: Replace All Values with Random. In this game, all transmitted values
c1, 2,3, €14, Cpp are replaced with random values.

Transition Analysis: The adversary’s advantage in distinguishing Game 1 from Game
2 is negligible as ¢y, c3, ¢3, ¢14, C2p depend on random combinations of k,7,¢,a,b, and the



Electronics 2025, 14, 728

11 0f 15

Q-problem ensures these are indistinguishable from random values. Since the adversary’s
advantage in each game transition is negligible, we conclude that the adversary cannot
distinguish between the real key k and a random key k’. This proves IND-CPA security.

5.3. IND-CCA Security Proof

Reduction to the Q-Problem: To prove IND-CCA security, we assume an adversary .4
can break the protocol and construct a simulator S that solves the Q-problem.

1. Simulator S receives 1, ¢2, ¢3, €14, Cop as input and acts as a decapsulation oracle for A.

2. For each decapsulation query from A, S computes k, 7, ¢, a, b using its knowledge of
the protocol equations.

3. S returns the decapsulated value to A.

If A succeeds in distinguishing k from a random key, it provides S with sufficient
information to solve the Q-problem. Thus, A’s advantage is bounded by the probability
of solving the Q-problem, which is negligible. We have shown that the proposed protocol
achieves IND-CPA and IND-CCA security under the assumption that the Q-problem is
computationally hard. The adversary’s advantage in breaking the protocol is negligible in
both cases.

As for the man-in-the-middle attack (MIMA), it cannot be detected in the first round
because the attacker can easily impersonate Bob and generate two forged numbers a and
b without Alice detecting it. On the other hand, Bob cannot be sure that the sender of ¢;
is Alice. In the second round, Alice signs ¢y, using a post-quantum signature and sends
the signature instead of c1,. When Bob receives signed cy,, he will be able to verify Alice’s
identity as well as data integrity. After that, Bob signs cy;, and sends the signature to Alice.
Now Alice can verify Bob’s legitimacy as well as data integrity and then use the secret key
k for data exchange.

Improper choice of p can expose k and r to factorization attacks or brute force. There-
fore, in our protocol, p is intended to be a sufficiently large prime number, at least 256 bits,
to mitigate these risks and ensure that brute-force attacks are computationally infeasible.
Safe prime selection where p = 29 + 1, with g also a prime, is essential for enhancing
security. The random selection of k, r, and the other numbers further complicates these
attacks by increasing entropy.

6. Results and Performance

There are six parameters: K, A, E, B, R, and p. In the following, we show the smooth
sequence of choosing the sizes of these parameters so that the conditions imposed on them
are all met, and the key exchange process is correct and secure at the same time.

To achieve 128-bit security, the first parameter that would be selected is | K | = 128 bits,
then | A | can equal 110 bits. According to setting #2 (A > E), we put | E | = 100 bits.
Upon satisfying setting #3 (B > A x K), it is enough to put | B | =250 bits and
| R~ | =40 bits for setting #1. Here, it is expressed by R~ instead of R because choos-
ing R as a large number and producing R~ a small number from it is difficult. Therefore,
Alice will calculate R~ first, then compute R = (R™) . Finally, | p | = 300 bits for setting
#4 is chosen (p > BXx R7). Since R = (R7)7,s0 | R |=| p |, and K x R > p (setting #5
is verified).

Now, Settings 1 to 5 are satisfied. Instances from public parameters could be randomly
selected. Alice: k= < randomy, r~ < randomg-,and e~ < randomg; Bob: a~ < random 4
and b~ <« randomgp.

Here, r~ should not be too small so that c; can be hidden in the equation f3 using
mod when calculating c3, c3 = ¢ X ¥~ +e mod p. Thus, c; X ¥~ must be greater than p
and r~ would not be a large number. On the one hand, that is not needed, as it is just to
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hide ¢, in the calculation of c3. On the other hand, the larger r~’s size the larger p’s size
is, and thus the encrypted text size will increase. Certainly, c; is hiddenincy; =¢; xa+b
because by default, c; x a is greater than p due to | ¢; |[~=| p |.

In our simulation (see https:/ /github.com/karamostefa/KEM), we neglected to han-
dle time which includes transmission (message /bandwidth e.g., 1500/10 Mbps) and prop-
agation delay (e.g., 10-50 ms). The execution time also does not take into account the
signature time of ¢y, and cyp. For the proposal, quantum 128-bit security is considered,
the key generation time is negligible, and i7-10610U CPU-2.30 GHz is used. For the other
techniques, RSA: | n | = 2048 bits, Diffie-Hellman: | p | = 256 bits, Ref. [24]: | p | = 256 bits,
Ref. [26]: | p | = 256 bits, Ref. [27]: | q | = 128 bits, Ref. [28]: | p | = 128 bits.

Table 2 highlights the performance and security characteristics of various KEM, show-
casing notable differences in computation cost, communication cost, and quantum security.
Classical methods such as RSA (6.08 ms) and Diffie-Hellman (8.83 ms) demonstrate moder-
ate computational efficiency but lack quantum security, making them unsuitable for future-
proof applications. In contrast, post-quantum cryptographic methods like Kyber (0.159 ms),
NewHope (0.123 ms), and Saber (0.084 ms) are highly efficient, offering significantly lower
computation costs while ensuring quantum resistance. In contrast, they generated large
ciphertexts (6656, 8960, and 5888 bits, respectively). Techniques like Frodo AES and Classic-
McEliece provide robust quantum security but exhibit higher computation costs (28.04 ms
and 2.03 ms, respectively) and larger communication overheads. Notably, the proposed
QP-KEM method achieves a balance between computational efficiency (0.161 ms) and
communication cost (1500 bits) with quantum security, making it a competitive candidate
for secure and efficient cryptographic applications in the post-quantum era.

Table 2. Comparison of various KEM.

Technique C(Empumhon Ciphertext/Communication Cost (bits) =~ Quantum Secure
ost (ms)

RSA 6.08 2048 N
Diffie-Hellman 8.83 512 N
Ref. [24], 2021 760 2048 N
Ref. [26] 2022 5.64 512 N
Ref. [27] 2022 3.58 1536 N
Ref. [28] 2022 192 512 Y
Ref. [34] 2018 3.47 6656 Y
Kyber [34,37] 0.159 6656 Y
NewHope [34,37] 0.123 8960 Y
Frodo AES [34,37] 28.04 77,888 Y
Saber [34,37] 0.084 5888 Y
NTRUEncrypt [34,37] 0.246 4888 Y
BIKE-L3 [37,38] 2172 12,584 Y
Classic-McEliece [38] 2.03 1024 Y
Rudraksh [30] 2024 0.197 2771 Y
Proposed QP-KEM 0.161 1500 Y

Table 2 demonstrates the efficiency of QP-KEM in terms of time and size, demonstrat-
ing its potential for real-world applications. However, its advantages are most evident
in resource-constrained environments, such as IoT devices, embedded systems, and mo-
bile communications, where computational efficiency and low memory usage are criti-
cal. Unlike lattice-based alternatives, which may require higher computational power,
the lightweight structure of QP-KEM makes it particularly suitable for scenarios demand-
ing fast key exchanges with minimal overhead. Additionally, its simple mathematical
operations enable seamless integration into hybrid cryptographic frameworks, facilitating
a smoother transition to post-quantum security without significantly impacting perfor-
mance. Therefore, the specific scenarios where QP-KEM is most advantageous appear in
resource-constrained environments and hybrid cryptography.
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7. Conclusions

This paper introduced a novel key exchange protocol based on the Q-problem,
a lightweight mathematical problem specifically designed to resist quantum attacks.
The proposed protocol ensures secure end-to-end communication through two rounds of
random number exchange, leveraging linear calculations to establish a shared secret key.
The comparative analysis demonstrated that the proposed protocol balanced computa-
tional efficiency and communication cost favorably, outperforming many post-quantum
cryptographic schemes while maintaining quantum security. By achieving 0.161 ms in
computation cost and 1500 bits in ciphertext size, experimental results further confirmed
its lightweight nature, making it a viable candidate for resource-constrained environ-
ments. Additionally, its robustness against quantum threats positions it as a promising
solution for hybrid cryptographic frameworks, thus facilitating a smooth transition into
the quantum era. This work contributes to the ongoing development of efficient and
secure cryptographic protocols, which aligns with the need for practical post-quantum
security solutions. In future research, a formal side-channel resistance evaluation, energy
consumption, and bandwidth efficiency will be taken into consideration.
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