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Abstract

Cognitive networks with the integration of smart and physical devices are rapidly utilized for the development of smart cities.
They are explored by many real-time applications such as smart homes, healthcare, safety systems, and other unpredictable
environments to gather data and process network requests. However, due to the external conditions and inherent uncertainty
of wireless systems, most of the existing approaches cannot cope with routing disturbances and timely delivery performance.
Further, due to limited resources, the demand for a secure communication system raises another potential research challenge
to protect sensitive data and maintain the integrity of the urban environment. This paper presents a secured decision-making
model using reinforcement learning with the combination of blockchain to enhance the degree of trust and data protection.
The proposed model increases the network efficiency for resource utilization and the management of communication devices
with the alliance of security. It provides a reliable and more adaptive paradigm by exploring learning techniques for deal-
ing with the intrinsic uncertainty and imprecision of cognitive systems. Also, the incorporation of blockchain technology
reduces the risk of a single point of failure, malicious vulnerabilities, and data leakage, ultimately fostering trust for urban
sensor applications. It validates the incoming routing links and identifies any communication fault incurred due to malicious
interference. The proposed model is rigorously tested and verified using simulations and its significance has been proven for
network metrics in comparison to existing solutions.

Keywords Cognitive computing - Intelligent systems - Real-time applications - Security - Smart cities

Introduction

Internet of Things (IoT) and cognitive networks performed a
significant role in shaping the way people interact with their
surroundings and offering an efficient way for smart commu-
nication over different domains [1-3]. With the provision of
wireless connectivity, IoT networks provide the convenience
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automation process to facilitate communication technologies
for observing the ambiguous environment [4, 5]. Moreover,
sensors enable intelligent and context-aware environmental
analysis and report the collected data to cloud systems for
central storage and timely processing [6-8]. Researchers are
demanding to development of real-time dynamic approaches
to handle efficient management of wireless devices with the
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combination of future networks [9, 10]. The incorporation of
future technologies and IoT in real-time applications enables
innovative and immersive experiences, improved connectiv-
ity, and widespread use of smart devices for daily tasks [11,
12]. Moreover, Artificial Intelligence (Al)-based massive
network connectivity is supported by many applications to
provide decision-making systems in crucial environments
[13—15]. While Al-enabled applications have some benefits
for IoT electronics, they have some limitations as well in terms
of computational cost for constrained devices and utilization
of communication resources [16, 17]. Also, malicious devices
may manipulate cognitive networks to produce unreliable deci-
sions and compromise the authentication, security, and access
control [18-20]. The main aim of our proposed model is to
explore the significant research challenges for smart city IoT
networks in terms of scalability and different network param-
eters. The routing performance is evaluated continuously
using machine learning techniques, and a reward score by
using dynamic threshold, congestion, and reliability factors.
Moreover, next-hop is kept secured with the integration of
secured techniques, and blockchain nodes attain the integrity
of network with robust authentication and data verification.
Also, the edges ensure the IoT environment is free of com-
munication risks with high possibility of trusted communica-
tion. Our proposed model has made the following research
contributions.

i. Using intelligent criteria derived from reinforcement
learning, routing connections have developed, provid-
ing long-run communication routes and strengthening
the IoT system at a crucial time.

ii. During inter-communication network services, the IoT
devices are preserved by exploring contextual param-
eters, and alternative routes are generated with cogni-
tive decision-making strategies.

iii. Blockchain technology with the incorporation of
trusted nodes guarantees the authorization of devices
and provides privacy protection and efficient resource
consumption.

This research work has the following subsections. The
“Related Work™ section covers related discussion. The pro-
posed model is discussed in the “Context-Aware Predictive
Cognitive Decision Model with Enhanced Security for Smart
Cities” section. The “Secured Reinforcement Learning for IoT
Networks in Smart City: A Simulation Evaluation” section
discusses the experiment results. The research ended in the
“Conclusion” section.

@ Springer

Related Work

Cognitive applications are significant in IoT networks
because they are transformative in various appliances such
as smart homes, surveillance, and healthcare systems [21,
22]. These systems are utilized to gather environmental
data for remote monitoring and provide some cost-effec-
tive solutions with enhanced user experience. Significant
advantages and opportunities are developed with the com-
bination of future technologies, wireless devices, and edge
computing [23-25]. In recent decades, they improved the
facilities of industrial applications and the provision of
crucial information to requested devices. However, smart
networks are rapidly facing many research challenges to
maintain sustainable solutions with effective processing
for big data. In addition, attaining IoT security while car-
rying out cognitive operations in real-time applications
provides a remarkable effect on bounded devices [26, 27].
In [28], the authors proposed an intelligent opportunistic
routing protocol (IOP) for energy efficiency and network
reliability by identifying the relay nodes using a machine
learning technique. Applications for the proposed method
could include e-healthcare services. Because it can connect
multiple healthcare network devices in a better way and
provide good reliability, the proposed method may help
the network achieve reliability. In addition, by integrating
IoT services, the proposed method helps the remote patient
connect with healthcare services for a longer period while
also saving energy. The proposed work has mainly focused
on opportunistic routing without evaluating the signifi-
cance of environmental and network factors. Moreover, it
may perform optimally for large-scale network particularly
under varying network conditions. Authors [29] investi-
gated numerous network issues related to security for edge
computing—based Unmanned Aerial Vehicle (UAV) deliv-
ery systems. Such problems arise due to malicious attacks,
unauthorized access, and data breaches in the communi-
cation system. A novel security framework A2DSEC is
proposed for the detection, authentication, and defense
of network devices. The proposed framework ensured the
security of user identity authentication, with effective and
lightweight warning messages, thus providing a robust
security system with a timely response. It provided a secu-
rity framework for UAV delivery systems, however lacks
the highlighting of the research issues in terms of network
scalability. In addition, it may not be fully functional for
adaptive edge computing environment and not efficiently
manages the resource management.

In [30], the authors provide an energy-efficient dis-
tributed adaptive cooperative routing (EDACR) for wire-
less multimedia sensor networks (WMSN), taking into
consideration the quality of service (QoS) and energy
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conservation limitations. A smart system is developed
by exploring reinforcement learning to execute QoS and
energy-balanced routing with the support of both latency
and reliability. The simulation results demonstrate that
less energy is consumed while maintaining QoS as com-
pared to the distributed adaptive cooperative routing pro-
tocol and the classic cooperative protocol. The proposed
solution provided an energy-efficient network but failed
to consider congestion and IoT data load on constraint
devices. Authors [31] have proposed a new protocol called
the Trust-Based Secure Intelligent Opportunistic Routing
Protocol (TBSIOP). Three different WSN attributes are
used by the proposed protocol to calculate a node’s prob-
ability of being malicious. These characteristics are uti-
lized in the computation of trust and are sincere in energy
depletion (Ed), sincere in acknowledgments (ACKs), and
sincere in forwarding data packets (Fs). The relay selection
algorithm of the proposed protocol blocks malicious nodes
from being selected as relay nodes based on the computed
trust factor. The proposed work focused on trust-based
secured communication for [oT-based opportunistic rout-
ing and increases stability. However, it does not address
the mobility issues for high-density networks and fails to
cope with dynamic topologies. The proposed framework
[32] highlights and resolves the issues of data security
with authorized access, particularly for IoT applications.
It combines the concept of blockchain and provides a
secured mechanism for data sharing using three smart
contracts in terms of access control, authentication, and
decision-making. As compared to existing methods, the
experiments revealed the proposed framework outcomes
with cost-effective solutions with network scalability. The
proposed approach provided a blockchain-based access
control and data sharing system for smart devices, however
lacks to cope with research problems for energy efficiency
and latency when it is applied for high-scaled IoT environ-
ments. To collect the user location data while guaranteeing
local, the authors proposed a framework for local differ-
ential privacy (LDP) in the last-mile delivery system of
UAVs for edge computing [33]. It begins by dividing the
data collection area with the support of a Quad-tree region
retrieval method and gets user location distribution. After-
ward, by exploring the Quad-tree, the user location matrix
is derived, and using the LDP perturbation scheme, the
location data is perturbed. In the end, blockchain technol-
ogy is utilized to perturb the aggregated data and access its
utility of dataset across different regions. However, it has
not explored the integration of lightweight data encryption
methods for constraint devices. Moreover, it also effects
the network latency for crucial applications particularly
within edge computing. In edge computing to address
the privacy issue in UAV delivery, authors [34] utilized
differential privacy and diffusion models to develop and

implement the framework for securing face recognition
and identity authentication. Through edge computing
nodes, the UAVs collect the user’s biometric data while
delivering and using a diffusion model for the transmis-
sion of data securely and to attain user privacy. On the
other side, nodes at edge computing perform face recog-
nition and authentication methods to certify that data can
be accepted only by authentic users. However, in depth
evaluation of the proposed solution under real-time IoT
environment with different parameters and network con-
ditions is not considered. Furthermore, the integration of
advanced security mechanisms is not considered to cope
potential communication threats on edge devices.

Context-Aware Predictive Cognitive Decision
Model with Enhanced Security for Smart
Cities

This section includes a detailed description of our pro-
posed model for cognitive decision-making in smart net-
works while maintaining trustworthiness communication.
Figure 1 depicts the various layers in the proposed model
for the growth and development of smart city IoT net-
works. It is comprised of three main stages. In the first
stage, sensors and communication electronics are intercon-
nected with wireless technologies to form the smart city
IoT network. The deployment is random and devices are
constrained in terms of resources. Network devices are
self-organized and maintain the communication topology
dynamically. Nodes have limited transmission power and
are mobile. Local edges are more powerful than ordinary
sensors and collaborate with both lower and higher layers.
In the second stage, devices are required to make decisions
at each level to forward the collected data. Devices are
required to choose the route link to follow based on a spe-
cific condition. In the third stage, security measurement is
taken at each node to validate it against threats and attain

loT system and middle level computing
for cognitive resources

Edge level devices authentication with
integrating reinforcement learning

Maintenance of routes for resources
preservation with blockchian security

Fig. 1 Layers of the predictive and secured cognitive model for smart
city IoT network

@ Springer



44 Page 4 of 12

Cognitive Computation (2025) 17:44

privacy for crucial data. Moreover, blockchain technology
is adopted to ensure the integrity of data for smart city
IoT networks. It is integrated into a proposed model for
increasing network integrity with data transparency and
security for IoT applications. Using decentralized comput-
ing, the blockchain guarantees the reliable and authorized
access of data blocks through cryptographic hashes. Fur-
thermore, the combination of symmetric keys and access
control features of digital signatures decreases the risks
of data tampering and breaches. In the development of the
proposed model, our assumptions are as follows.

i. Communication between sensors occurs using Zigbee
protocol with restricted constraints.
ii. The network is comprised of distributed deployment
in the predefined communication area.
iii. Without any centralized control, devices are intercon-
nected and transmit the data.
iv. Each device has a predefined distance and in case of
long communication, multi-hop is adopted.
v. Sensor nodes can perform data aggregation to reduce
network congestion.

The proposed model uses the concept of reinforcement
learning to construct the routing chains for the transmis-
sion of network data in sensors-driven applications. Ini-
tially, each node acts as an agent and computes its reward
using the energy threshold e,,,,, congestion con, and reli-
ability rel parameters as defined in Eq. 1. The computed
weight values are stored in the routing table and updated
based on external conditions.

R(n) = w.(1/ege5) + Wy .(1/con) + w.rel (1)

Energy threshold provides the triggering function as
defined in Eq. 2, and alerts the system for the reselection
of a new forwarder.

€hres = Cinitia*L 2

where L denoted the scaling factor of energy usage. Conges-
tion con at node level n; can be computed dynamically by
utilizing the current load L, on the communication link, as
shown in Eq. 3.

L
con(ny) = L[} 3

where L,,, denotes the maximum load on the link. For opti-
mal decision-making, the congestion level con, is divided
into low and high categories based on threshold 7" as given
in Eq. 4.

_J LOW,con (nl-) <T
“OL =\ HIGH, con(n;) > T @

@ Springer

The reliability of the IoT devices on the link provides a
vital parameter based on traffic flow TF and packet lost ratio
PLR, evaluating the robust decision while selecting the cost-
effective channel and directly influencing the stability of the
network, shown in Eq. 5.

Rel(i,j) = 1/(;—F+§.PLR) )

Later, based on reinforcement learning, the proposed
model computes the dynamic reward by incorporating the
mechanism of updating weights in terms of learning rate and
areward function, as given in Eq. 6.

R, (1) =R, (1).(1 — a) + a.R(n,) (6)

where

R, (1) is the updated reward of the node n; at time #/.

R, (1) denotes the exiting reward at time 7.

a is the learning rate and its value must exist between 0
to 1.

This recursion process continues, with each updated
reward new reward R, (#/) at time / is computed based on
the previous reward weight R, (1); accordingly, the pro-
posed model can learn and adopt the changes in networks.
The flowchart of the proposed model in terms of efficient
and intelligent data management for IoT applications using
reinforcement learning is depicted in Fig. 2. After the for-
mulation of the communication system, the initial weighted
value for each node is determined and stored inside the local
tables. Next, the source node identifies neighbors, and the
reward value is computed using various metrics. Later, they
are arranged inside the routing chains, and exploring the
iterative process leads to the transfer of the proposed model
in a recurrent learning state. Accordingly, the agents refine
the routing decision based on the previous reward value
and feedback. Table 1 describes the security measure of
our proposed model against threats to cognitive networks.
The distributed keys between devices comprised verifica-
tion stages that enabled their decryption and authentication
for authorized access control. The proposed model monitors
the behavioral patterns and utilizes the unique identities of
the devices for their verification. The malicious devices are
marked with negative flags due to unexpected congestion
or frequently invalid authentication attempts. The combina-
tion of blockchain undeniable ledger establishes the chain
of data blocks. As a result, if any tampering occurs in the
data block disrupts the generated hash of subsequent blocks,
thus making it able to detect data tampering and accord-
ingly, it attains data integrity. Moreover, the proposed model
provides decentralized computing methods for IoT devices.
In this case, if any device is faulty or compromised, then
the distributed security methods isolate the faulty device
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Fig.2 Working flow of the
proposed cognitive decision-
making model using reinforce-
ment learning [

Network devices ]

Transmission
power adjustment

Initial
configuration

]—)[ Nodes record

[ Updated reward

CEnd)

Table 1 Threats identification using security measurements

YES

[ Reward score ]4—

] YES NO

Proposed security measurement

Threat detection

Distribution of cryptographic keys and verification
Detection of malicious device

Data integrity integrated blockchain

Resilience against key attacks

Detects unauthorized devices using failed key verification

By exploring abnormal behavior of the devices and failing to prove identity verification
Using blockchain immutability detects tampered data and verification of data hashes
Regular updates of cryptographic methods and key renewal identify key attacks and

potential vulnerabilities

Fault tolerance with decentralized control

Security practices and energy awareness
behavior

Isolates the compromised nodes, and prevents cascading failures or attacks

Maintaining energy efficiency while monitoring device performance to detect malicious

affecting the rest of the network devices, and accordingly, it
preserves the functionality of the system.

In the next phase, the proposed model explores block-
chain technology with the combination of symmetric keys
and protects the data in the form of interconnect blocks.
The hash of each block is interconnected with the previous
block which makes it difficult to decrypt the entire chain.
In the proposed model, the local edges are required to gen-
erate and maintain the block of chains. Initially, the edge
node distributes a symmetric key K; for each device using
the private key Pk and generates a digital signature dig, to
authenticate the keys. Let us consider Ny, ..., N, are set of
neighbors, then individually signed symmetric keys SK ;.4
can be defined in Eq. 7.

SKsigned = digs(Ki’Pk) (7)

In this way, the generated symmetric key is distrib-
uted securely and authenticated. Moreover, the inte-
grated blockchain by edge nodes ensures the authen-
ticity and integrity of the key management process by

interconnecting keys at state £ 4+ 1 in a secured chain Sec,,
shown by Eq. 8.

Secc(t + 1) = H(Sec (1), SK i0nea) (8)

where H(K;) denotes the hash of the original private key
Pk. Later, the set of data blocks D, initiated the process of
integrated data encryption E, combining «; a learning factor,
as given in Eq. 9.

E =

k
o‘i'(SKxignedi @ Dz) (9)

i=1

In Fig. 3, security is provided for the extracted route
with the support of edges and integrated blockchain
encryption. Devices are shared with signed symmetric
keys from the edges and after verification, data blocks are
encrypted in the chaining method. Each encrypted block
connects with the previous block to make it harder for
malicious devices to affect the integrity of crucial data.
The proposed security system preserves data privacy
and simultaneously authenticates devices over unreliable

@ Springer
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Fig.3 Security measurement
of the proposed model using
protected keys with integrated

blockchain nodes R \e
New device °
v
Data generation ]
v

o

Blocks generation

[ Connection termination ]

H Edge level interaction ]

Fig.4 States interaction of the
proposed edged-based intel-
ligent cognitive communication
model

System idle

Successful
communication
Devices integration
and

v NO
[ Keys distribution @
YES

[ Blockchain integration ]

l

Data integrity ](—[ Device authentication ]

(&)

Incoming data

request

A

Valid data

Data processing Routing state

p—
N Authentication
demand

e
No Fault

mmunication

channels. The connection is terminated if any faulty
request is generated by the source device. In Fig. 4, dif-
ferent states of the proposed model and their associated
interaction are depicted. The security analysis of our pro-
posed model for attaining fault tolerance and secured IoT
communication is highlighted as follows.

Secured Reinforcement Learning for loT
Networks in Smart City: A Simulation
Evaluation

In this section, we use simulations to explore reinforce-
ment learning for testing the behavior of the proposed
model by connecting varying sensors, gateways, and sink
nodes to collect data in a smart city IoT network. Both the
gateways and the nodes are mobile. The number of faulty
nodes ranges from 10 to 20. The flood false packet gener-
ates bogus network traffic and increases the congestion,
which is moderated by reinforcement learning—based deci-
sion-making. Moreover, these nodes are explored to detect

@ Springer

Devices Validation
—
—

L Malicious entry
—

System error

Fault detection

—
Table 2 Default parameters

Parameter Value

Number of requests 10-50

Traffic type CBR

Initial energy 2j

Transmission power S5m

Simulations 60

Nodes placement Random
Simulation rounds 10,000 s
Simulation dimension 5000 mx 5000 m
Energy model IEEE 802.15.4
Faulty devices 10-20

Device load 10-50 bytes

the privacy attacks on the communication model and eval-
uate its efficiency. We perform experiments using simula-
tions across a network dimension of 5000 m X 5000 m. To
capture the data from log files and extract the necessary
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information for the results analysis, 60 simulations were
conducted.

The purpose of the conducted simulations is to model
real-world crucial operations such as traffic management
and environmental monitoring. In these smart activi-
ties, security, efficient resource management, and timely
response are critical. Table 2 defines the default param-
eters of the simulation. In terms of network throughput,
packet drop ratio, node overhead, and energy consumption,
the performance of the proposed model is evaluated as
compared to existing solutions over varying device load
(10-50 bytes) and number of requests (10-50).

Number of Requests

(b)

Results Analysis

We compared the performance of the proposed model to
the existing methods in terms of packet drop ratio in Fig. 5a
and b. The proposed model significantly lowers the packet
drop ratio by 27% and 38%. It is due to the integration of
distributed decisions by exploring the optimization criteria
and extracting the most reliable communication links for
data routing. The weighted value explores link interference
parameters in computation enabling the identification of the
most reliable forwarding path and ensuring a high degree
of data reception to the destination. Moreover, the security
methods avoid malicious devices forwarding false route

@ Springer
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request packets and reduce malicious traffic over the IoT
system. As a result, with nominal link congestion and net-
work traffic flowing, the proposed model lengthens the sta-
bility of links and ultimately improves the packet drop ratio
in real-time data analytics. Figure 6a and b demonstrates
the performance of energy consumption for the proposed
model under varying device loads and number of requests.
Comparing the proposed model to existing solutions, it was

found to significantly improve energy consumption by 27%
and 34%. It is the result of examining security techniques
to build mutual trust and utilizing the secured communica-
tion process on the network edges. Also, the intermediate
device uses a decision-making process using multi-facets
to balance the routing data, and ignoring the same paths
when sending the data. It decreases the power consump-
tion for the constraint nodes and increases longevity for the

Fig.6 Performance of energy 100
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constraint-enabled routes. Furthermore, edged devices are
stronger and validate the incoming data before transmit-
ting it to end users. This strategy prevents energy outflows
near processing servers and forms sustainable networks.
Figure 7a and b shows the evaluation comparison of the
proposed model with the existing solutions for communica-
tion overhead. When designing and implementing IoT net-
works, it is imperative to realize the significance of node
overhead, particularly in constrained resources. According

to the performance results, the proposed model signifi-
cantly reduces the node overhead against varying sensors
and load by 28.6% and 35%, respectively. This is because
the proposed model explores the iterative principle for the
accomplishment of forwarding decisions and efficiently con-
trols the energy and computing distribution across sensors.
It re-evaluates the routing nodes whenever any interrupted
intermediate links are identified due to high energy usage.
Furthermore, the proposed model allows for more effective
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utilization of the network resources by incorporating link
interference. In Fig. 8a and b, the performance evaluation of
the proposed model is compared with existing solutions in
terms of response time. The findings showed that, for vary-
ing device load and the number of requests, the proposed
model improved response time by 23% and 29%, respec-
tively. This is because the proposed model uses a weighted
method to compute the initial weight for the formulation
of routing solutions. Furthermore, intelligent computing

@ Springer

15 20 25 30 35 40 45 50
Number of Requests

(b)

adopted to load the traffic and efficiently balance the con-
gestion on the constraint devices. It improves the stability
of the route and also transmits a high amount of data over
the links for a crucial environment. Moreover, data from IoT
applications is not sent for processing via wireless links that
are frequently damaged or compromised, thus enhancing the
performance of the system in terms of response time under
crucial conditions.
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Conclusion

Cognitive networks with IoT systems leverage many
advanced techniques for the development of real-time
dynamic applications. It ensures a timely communication
system with efficient decision-making strategies for end
users. With the integration of edges, many systems opti-
mize the network behavior and increase the efficiency of
constraint devices. However, the main research problem in
IoT-driven cognitive networks is the growth of adaptive and
learning algorithms to attain cost-effective resource alloca-
tion and improve energy efficiency for constrained environ-
ments. Moreover, ensuring real-time processing of IoT data
with low overhead on network devices while preserving data
privacy. This work presents a predictive model using rein-
forcement learning to maintain the routes among devices
by exploiting contextual information of the environment. In
addition, the involvement of network edges provides trusted
data collectors with authentic and lightweight verification
methods using cryptography. The combination of blockchain
nodes in the routing chains not only achieves data privacy
but also provides information integrity using the computa-
tion of hashes. It minimizes the risk of data compromise
by implementing continuous monitoring and fault tolerance
techniques, thus confirming trusted IoT environments. In
future work, we intend to improve the performance of the
proposed model with efficient load distribution on hetero-
geneous devices and consider the mobile SDN controller
to deal with scalability. In addition, the advanced machine
learning algorithms need to be seamlessly integrated with
the proposed model to refine the decision-making system
and make it sustainable for IoT network, particularly for
limited resources.
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