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Provably Secure and Lightweight Authentication
and Key Agreement Protocol for Fog-Based

Vehicular Ad-Hoc Networks
Syed Muhammad Awais , Wu Yucheng , Khalid Mahmood , Senior Member, IEEE,

Mohammed J. F. Alenazi , Senior Member, IEEE, Ali Kashif Bashir , Senior Member, IEEE,
Ashok Kumar Das , Senior Member, IEEE, and Pascal Lorenz , Senior Member, IEEE

Abstract— The increase in popularity of vehicles encourages
the development of smart cities. With this advancement, vehicular
ad-hoc networks, or VANETs, are now frequently utilized for
inter-vehicular communication to gather data regarding traffic
congestion, vehicle location, speed, and road conditions. Such a
public network is open to various security risks. Overall, protect-
ing personal information on VANET is a vital responsibility. The
integration of fog computing and VANETs has gained significant
importance in recent years, driven by advancements in cloud
computing, Internet of Things (IoT) technologies, and intelligent
transportation systems. However, ensuring secure communication
in fog-based VANETs remains a major challenge. To overcome
this challenge, we introduce a novel authenticated key agreement
protocol that achieves mutual authentication, generates a secure
session key for secret communication, and provides privacy
protection without the use of bilinear pairing. We rigorously
prove the security of our proposed protocol, which is designed
specifically for fog-based VANETs, and has been shown to meet
their stringent security requirements. Moreover, we performed
formal and informal analysis that shows our proposed protocol is
highly efficient,our protocol’s computational and communication
overhead are lower than those of other relevant protocols
by 45.570% and 29.432%, respectively. Finally we use NS-3
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simulation to prove that our proposed algorithm is a practical and
scalable solution for secure communication in fog-based VANETs.

Index Terms— Fog computing, authentication, key agreement,
privacy, VANET, security.

I. INTRODUCTION

THE Internet of Things (IoT) is poised to become the
next major productivity driver after the computer and the

Internet. Its ability to remotely monitor and diagnose through
various sensing technologies and communication modes has
led to applications in Intelligent Transportation Systems (ITS),
smart housing, and environmental protection. Zhang et al. [1]
show that IoT can reduce traffic congestion, improve transport
efficiency, and minimize environmental pollution. However,
as more devices connect to ITS, increased computational and
processing costs pose significant challenges [2], [3], [4], [5].

Fog nodes in traffic control systems can help address
traffic congestion. These nodes, an extension of VANETs,
facilitate efficient road resource allocation through enhanced
communication and processing. Onboard units (OBUs) in
vehicles support vehicle-to-vehicle (V2V) and vehicle-to-
infrastructure (V2I) communications [6], [7], [8]. V2V allows
vehicles to dynamically adjust their routes based on traffic
conditions, while V2I enables vehicles to request services
through roadside units (RSUs), which relay messages to ser-
vice providers or authentication centers. Dedicated short-range
communication (DSRC) in VANETs facilitates real-time data
transmission.

Fog computing plays a crucial role in VANETs, enabling
real-time traffic monitoring and control. It brings several
benefits:

1) Risky Driving Detection: Sensors on cars and roadsides
detect risky driving practices, issue early warnings, and impose
sanctions if necessary [9].

2) Traffic Control: Real-time traffic control adjusts signals
according to road conditions and vehicle speeds, reducing
delays on clear roads.

3) Emergency Response: Real-time reminders adjust traffic
lights when emergency vehicles approach by leveraging sensor
data.

Fog computing, therefore, enhances VANETs by providing
efficient traffic management and real-time response capa-
bilities. However, integrating fog computing into VANETs

https://orcid.org/0009-0000-6211-9478
https://orcid.org/0000-0003-1116-7706
https://orcid.org/0000-0001-5046-7766
https://orcid.org/0000-0001-6593-112X
https://orcid.org/0000-0003-2601-9327
https://orcid.org/0000-0002-5196-9589
https://orcid.org/0000-0003-3346-7216


2

TABLE I
SUMMARY OF EXISTING AUTHENTICATION SCHEMES FOR VANETs

requires secure communication protocols. Authenticated Key
Agreement (AKA) protocols can address these challenges by
achieving mutual authentication between entities and generat-
ing a common session key. Unfortunately, many existing AKA
protocols are unsuitable for fog environments due to the com-
putationally expensive bilinear pairings, which are impractical
for real-time, high-speed applications like VANETs.

Jia et al. [10] presented a signature-based protocol with
bilinear pairing-based AKA for mutual authentication and
session key agreement, but it violates anonymity and is
computationally demanding. Ismail et al. [11] proposed a
group signatures-based protocol that compromises anonymity
due to the trade-off between group size and anonymity
level. Wei et al. [12] introduced a lightweight, conditionally
privacy-preserving AKA scheme for fog-based VANETs
using symmetric cryptography, which significantly reduces
computational and communication overhead. Wazid et al. [13]
developed a secure key management and user authentication
scheme for fog computing with a hierarchical structure and
centralized key server using elliptic curve cryptography (ECC).
Li et al. [14] proposed a lightweight mutual authentication
protocol for fog-enabled social IoV with secure hashing and
symmetric encryption to protect against attacks. However,
Wang et al. [15] proposed a multi-server authentication scheme
that lacks batch verification and suffers from replay attacks.

Zhao et al. [16] introduced the Conditional Choice Probabil-
ity Federated Deep Learning Algorithm to enhance distributed
learning. Ibrar et al. [17] proposed an SDN-enabled adaptive
clustering technique to address rapid VANET fluctuations.
Zheng [18] developed a digital twin-based social relation-
ship model for managing and analyzing vehicle interactions.
Zang et al. [19] introduced a solution for fog computing
that reduces server-side response time and improves authen-
tication efficiency. However, network delays still occur due
to the volume of vehicles. Salem et al. [20] proposed a
symmetric-key authentication protocol that suffers from high
computation costs. Ma et al. [21] presented a certificateless
identity protocol with limited scalability. Chen et al. [22]
described a confidential computing-based key transfer protocol
for VANETs to secure vehicular communication. These studies
highlight advancements and challenges in SIoV, providing a
foundation for future research.

In summary, Table I compares various VANET authentica-
tion schemes based on cryptographic primitives, benefits, and
drawbacks. Despite several proposed protocols, many suffer
from security threats. The new AKA methodology presented
here improves efficiency by excluding bilinear pairings.

A. Motivation and Contributions

Integrating fog computing with VANETs requires secure
communication protocols. To meet these demands, we’ve
developed a novel authenticated key agreement mechanism for
fog-based VANETs that ensures mutual authentication, secure
session key generation, and privacy protection without using
bilinear pairings.
• We have designed a new four-party authentication

protocol specifically for VANETs, utilizing ECC and
lightweight cryptographic techniques such as concatena-
tion, bit-wise XOR, and hash functions. This protocol
enhances the security and efficiency of communications
within the network.

• We propose a unique authentication key agreement pro-
tocol that facilitates secure interactions in fog-based
VANETs. This protocol operates without the need for
bilinear pairing, simplifying the cryptographic process
while maintaining robust security.

• To further bolster the security of our protocol, we have
incorporated biometric-based authentication for users.
This addition significantly enhances the security features
of our system, providing a more reliable and secure user
verification method.

• The security of our proposed protocol has been rigorously
tested both formally and informally, using the ROM.
It has been proven to meet the stringent security require-
ments essential for fog-based VANETs.

• We have conducted a comprehensive performance anal-
ysis of our protocol. The results show that our protocol
significantly reduces both computational and communi-
cation overhead by 45.570% and 29.432%, respectively,
compared to other relevant protocols.

B. Paper Organization

The structure of this paper is as follows: Section II
introduces the system model and necessary preliminaries.
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Section III details the proposed key agreement protocol.
Section IV conducts a security analysis, and Section V
evaluates the protocol’s performance. Section VI presents
NS3 simulations. The paper concludes in Section VII with a
summary of contributions and future work directions.

II. PRELIMINARIES

The proposed key agreement protocol in this paper is based
on elliptic·curve cryptography (ECC) and assumes a cyclic
additive group·G with q-order, where·q is a large prime
number. A generator point P ∈ G is used for computations.
The paper makes use of several assumptions, including the
ECDL assumption, which is the problem of solving for an
unknown x ∈ Zq given two points P and x P in G. The
ECCDH assumption is also used, which involves calculating
an unknown xy P in G given three points P, x P, and y P .
Additionally, the ECDDH assumption is utilized, which is
the difficulty of deciding whether four points P, x P, y P, and
z P in G satisfy Z = xy P for unknown numbers x, y, and
z in Zq . These assumptions provide the foundation for the
proposed key agreement protocol and are discussed in detail
in Section III.

A. Adversarial Model

We utilize the threat models proposed by Dolev and
Yao [24] as well as Canetti and Krawczyk [25], commonly
referred to as the DY and CK threat models, respectively,
to delineate the capabilities of the adversary A. The DY model
delineates the adversary’s ability to access the communication
channel, while the CK model extends the capabilities of the
DY model by allowing the adversary to compromise session
key information. Consequently, we consider the adversary to
possess the following capabilities:
• A has access to the public channel.
• A can intercept public messages, modify them, store

them, or replay them.
• A has complete access to the public identities of all

participants.
• A can physically access the vehicle’s on-board memory

unit and extract stored information from it.
• A is capable of conducting enumeration and guessing

attacks.

B. Hash Function

The function h : {0, 1}∗ → {0, 1}las is a pseudo-random
hash function. Where h : {0, 1}∗ denoted the set of all possible
binary string of any lenght, and {0, 1}las denotes the set of
binary strings with a fixed length of las bits. The advantage
of an adversary A’s in discovering a collision during hash
execution is represented by AdvtA. The advantage AdvtA
is calculated as the probability that the adversary A can
successfully find a collision given two randomly chosen inputs
n1 and n2, where n1 ̸= n2 and the hash of both inputs
h(n1) = h(n2)] are equal [26]. In mathematical terms, AdvtA
is expressed as:AdvtA = Pr [(n1, n2)∈ A : n1 ̸= n2, h(n1) =

h(n2)].

C. Security Requirements

Ensuring confidentiality is a critical aspect of fog-based
VANETs, and any AKA protocol for such environments
must satisfy several security requirements. These include the
following:

1) Mutual Authentication: The AKA protocol should sup-
port mutual authentication to ensure the validity of all
participants.

2) Session Key Agreement: A common session key must
be generated among the participants to encrypt messages
and protect the confidentiality of future interactions.

3) Untraceability and Anonymity: The protocol must
prevent adversaries from tracking a user’s behavior
and identity, even if they intercept messages during
transmission.

4) Perfect Forward Secrecy: The AKA protocol should
provide perfect forward secrecy to protect the
confidentiality of messages exchanged during previous
interactions. This means that even if an attacker gains
access to the participants’ long-term private keys, the
session key established during the previous session
should still be safe.

5) Resistance to Stolen Verifier Attack: Even if an attacker
steals the verifies table contents from CS, they should
be unable to deduce users’ private keys.

6) Session key stolen: The session key stolen attack is when
an A intercepts and steals the session key used to encrypt
data being transmitted between communicating parties,
allowing them to decrypt and potentially modify the data

7) Man-in-the-Middle Attack: The attacker should be
unable to act as legitimate user and deceive C S.

D. System Model

Fig. 1 illustrates the proposed protocol’s system paradigm
for Fog-based VANETs. The protocol involves the following
participants: a vehicle user Ui , a Roadside Unit RSUk , a fog
node F N j , and a Cloud Server C S.
• The protocol for fog-based VANETs involves several par-

ticipants, includingUi - the ith vehicle user, who controls
their vehicle equipped with an O BU that communicates
with F N j through a nearby RSUk . To gain access to the
system, Ui must obtain a smart card from the C S and
authenticate the process with correct password and smart
card information.

• An RSUk is a wireless communication device used only
as a gateway in VANETs that is mounted on road-
side infrastructure. Its primary function is to broadcast
and relay messages between vehicles and other network
entities.

• F N j is an untrusted participant in the protocol, with
its own computing and storage capacity. Its primary
responsibility is to facilitate the exchange messages of
authentication between C S and Ui . Once the authentica-
tion process is complete, F N j collaborates with C S and
Ui to establish a common session key.

• C S is a trustworthy cloud service provider responsible
for generating the system’s public parameters and the
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Fig. 1. Illustration of fog-based architecture for VANET.

TABLE II
NOTATIONS

private keys. Additionally, C S offers registration services
for Ui , RSUk and F N j , ensuring that each participant is
registered according to their respective requests. To facili-
tate subsequent authentication, C S stores verifiers derived
from (Ui , RSUk , F N j ) identities and the primary keys.

III. PROPOSED PROTOCOL

In this section, we introduce a novel three-party authentica-
tion key agreement (AKA) mechanism for fog-based VANETs
without bilinear pairings. The list of various notations with
their significance is provided in Table II. The following steps
provide a detailed breakdown of our process.

A. Initialization Phase

In this phase, C SÂ creates the necessary parameters and
security parameter k, C S also configures the system to carry
out further operations such as vehicle,roadside unit and fog
node registration.

Step-1: C S selects a generator P and q-order additive group
G as an elliptic curve point (a formal definition is provided
in Section II).

Step-2: Randomly choosing s ∈ Z∗q and q , C S determines
Ppub = s P .

Step-3: C S selects secure cryptographic hash functions
h(.) : {0, 1}∗→ {0, 1}ln .

Step-4: Lastly, C S publishes system parameters prms=
{k, q, P, G, P pub,hi } while keeping s a secret.

B. Vehicle User Registration Phase

To be recognized as an authorized participant in the system
and receive the associated parameters, the vehicle user Ui
registers itself with C S must complete the following process:

Step-1: Ui selects its identity I DUi and then imprint B I Oui ,
and computes GenB I OUi = (σUi , δUi ) and transmit I DUi to
C S.

Step-2: On receiving I DUi , C S calculates DI Di =

h(s∥I DUi ), then generate: GenB I OUi .
Step-3: In the end, the credentials I DUi , GenB I OUi and

DI Di are securely stored on smart card, C S hands over the
smart card to Ui .

C. Roadside Unit Registration Phase

Likewise to vehicle user Ui , the roadside unit RSUk also
undergoes the registration process with C S with the following
steps:

Step-1: RSUk transmit its identification I DRSUk to C S.
Step-2: On arrival of I DRSUk , C S calculates DI Dk =

h(s∥I DRSUk ).
Step-3: Finally, the credentials I DRSUk and DI Dk are

securely stored on smart card, C S hands over the smart card
to RSUk .

D. Fog Node Registration Phase

Similarly to RSUk , the F N j also undergoes the registration
process with C S with the following steps:

Step-1: F N j transmits its I DF N j identity to C S.
Step-2: After receiving I DF N j , C S calculates DI D j =

h(s∥I DF N j ). Once calculated, DI D j is then securely trans-
mitted back to C S via secure channel.

Step-3: With the secure receipt and storage of both
I DF N j and DI D j , F N j successfully completes the registration
process.

E. Mutual Authentication and Key Agreement Phase

To implement mutual authentication and generate a shared
session key, the cloud server C S, the fog node F N j , the
roadside unit RSUk and the vehicle user Ui each individually
complete the actions listed below. The interaction between
them is depicted in Fig. 2.

1) Firstly,Ui inputs his/her identity I DUi and also imprints
his/her biometric B I OUi at the sensor of device. Then com-
putes σ ′ = Rep( ¯B I O ′Ui

, δUi ). After that, a random number is
selected r1 ← Z∗q , R1 = r1 P, R̄1 = r1 Ppub and computes
T I DUi =I DUi ⊕ R̄1, α = h((I DUi ∥T I Dui ∥R̄1∥DI Di ) and
transmits message (M1 = T I DUi , R1, α) to RSUk via public
channel.

2) After receiving the M1 from Ui , RSUk selects a
random number, r2 ← Z∗q , R2 = r2 P, R̄2 = r2 Ppub

and computes T I DRSUk = I DRSUk ⊕ R̄2 and β =

h(I DRSUk∥T I DRSUk∥R̄1∥R̄2∥DI Dk ). finally RSUkforwards
messages (M2 = M1, T I DRSUk , R2, β)to F N j using a public
channel.

3) After receiving message M2 from RSUk . F N j selects
a random number r3 ← Z∗q , R3 = r3 P, R̄3 = r3 Ppub.
Then computes, T I DF N j = I DF N j ⊕ R̄3 and γ =

h(I DF N j ∥T I DF N j ∥R̄2∥R̄3∥DI D j ). Finally, F N j transmits
(M3 = M2, T I DF N j , R3, γ ) to C S via public channel.
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Fig. 2. Fog-Based Authentication and Key Agreement Protocol for VANETs.

4) After receiving the message M3 from F N j , C S cal-
culates R̂1 = s R1, R̂2 = s R2, R̂3 = s R3. Then it
computes I DUi = T I DUi ⊕R̄1, I DRSUk = T I DRSUk⊕

R̄2, I DF N j = T I DF N j⊕ R̄3, DI Di = h(s∥I DUi ), DI Dk =

h(s∥I DRSUk ), DI D j = h(s∥I DF N j ), α′ = h(I DUi ∥T I DUi

∥R̄1 ∥DI Di ), β ′ = h(I DRSUk ∥T I DRSUk ∥R̄1 ∥R̄2 ∥DI Dk ),
γ ′ = h(I DF N j ∥T I DF N j ∥R̄2∥R̄3∥DI D j ), then verifies if the

α′
?
= α, β ′

?
= β, γ ′

?
= γ . If the conditions are not true

then C S rejects. Otherwise C S chooses a random number
r4 ← Z∗q , R4 = r4 Ppub and calculate R5 = r4 R1,
R6 = r4 R2 and C S selects a session key SKi−k− j−cs =

h(R4 ∥R5), then computes R7 = R̂1⊕ R4, R8 = R̂2⊕

(R4 ∥R5), R9 = R̂3⊕ (R4 ∥R5), R10 = R̄2 ⊕ R4, X i =

h(R̂1∥R̂2∥R̂3∥SKi−k− j−cs), Xk f = h(I DRSUk∥R2∥R4∥R′6),
X j = h(R̂1∥R̂2∥R̂3∥SKi−k− j−cs). Finally C S transmits
(M4 = R7, R8, R9, X j ) to F N j via insecure channel.

5) F N j receives message M4 and determines R̂1 = R7⊕R4,
R̂2 = R8 ⊕ (R4∥R5), R̂3 = R9 ⊕ (R4∥R5). Then com-
putes SKi−k− j−cs = h(R4∥R5), and verifies SK ′i−k− j−cs

?
=

SKi−k− j−cs if it is not verified, F N j terminate the session.
Otherwise, F N j calculate X j = h(R̂1∥R̂2∥R̂3∥SKi−k− j−cs).
Finally F N j transmits (M5 = R10, Xk) to RSUk via public
channel.

6) RSUk receives message M5 and determines R4 = R̄2 ⊕

R10, R′6 = r2 R4 and calculates Xk = h(I DRSUk∥R2∥R4∥R′6).
Finally RSUk transmits (M6 = R9, X i ) to Ui via insecure
channel.

7) Ui receives message M6 and determines R′5 = r1 R4,
R̂3 = R9 ⊕ (R4∥R5). Then computes SKi−k− j−cs =

h(R4∥R5), and verifies SK ′i−k− j−cs
?
= SKi−k− j−cs if it is

not verified, Ui terminate the session. Otherwise, Ui calculate
X i = h(R̂1∥R̂2∥R̂3∥SKi−k− j−cs).
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IV. SECURITY ANALYSIS

The formal and informal security analysis of the suggested
protocol are described in this section.

A. Formal Security Analysis

This section first describes the security paradigm of our
protocol. The security model discussed before is then used to
demonstrate that devised protocol is secure. Our techniques
pass the security requirements. The devised protocol’s formal
and informal evaluations of security are covered below.

B. Security Model

Our devised protocol security concept is based on the work
of Bellare et al. [27], is then developed via a series of
games between challenger C and adversary A. Assume that
I represents the participant’s i-th instance, 3∈(U,FN,CS) is
represented by

∏i
3 and

∑
stands for the devised protocol.

In this model, A can ponder a number of oracle-related
inquiries, and C will reply as displayed below.
• Send(

∏i
3, m): If A sends message m containing the

inquiry, C runs the designed protocol in accordance with
specified steps and reports the findings.

• Reveal(
∏i

3): In response to A’s inquire, if
∏i

3 is
approved, C generates the session key. else, C returns ⊥.

• Corrupt(I DUi ): The forward security inquiry is simulated
here. Ui ’s private key is returned by C if A issues the
query with the identification I DUi for Ui .

• Execute(
∏i

U ,
∏k

RSU ,
∏ j

F N ,
∏k

C S): This command imi-
tate the adversary’s A execution. a technique for reading
or listening. When the protocol is being used, C displays
all messages sent by instances (

∏i
U ,

∏k
RSU ,

∏ j
F N ,

∏k
C S).

• Test(
∏i

3): In the event that adversary A poses the ques-
tion, C will randomly select a, b ∈ {0, 1}. If b = 1, A
participates in

∏i
3 by means of the session key. If not,

C picks a random integer that matches the length of the
session key and sends it to A.
In the event that adversary A poses the inquiry, C will
arbitrarily select ab ∈ {0, 1}. If b = 1, A participates in∏i

3 using the session key. Otherwise, C picks a number
at random whose length is equal to the session key and
transmits it to A.

Definition 1 (Partnership): We say that
∏i

3 and
∏i

3̄
are

partners if the instances
∏i

3 and
∏i

3̄
possess the following

characteristics.
1)

∏i
3 can communicate with

∏i
3̄

directly and share infor-
mation.
2)

∏i
3 and

∏i
3̄

both use the same session key, SK.
3) Instances other than

∏i
3 and

∏i
3̄

do not accept SK.
Definition 2 (Freshness):

∏i
3 is considered fresh if it sat-

isfies the following criteria.
1) The session key, SK, has been accepted by

∏i
3.

2)No participant was questioned about falsified queries prior
to acceptance.
3)

∏i
3 don’t or its partners have any queries to Reveal.

Definition 3 (Freshness of Session Key): In the case where∏i
3 and

∏i
3̄

are partners, with SK serving as a session key

they share, SK is only valid if and only if both
∏i

3 and
∏i

3̄
are valid.

Definition 4 (Advantage of Adversary): Assume that suc-
cess (A) refers to the circumstance in which A executes a
test (

∏i
3) query using a new instance of

∏i
3 and successfully

returns the value b. The opponent that A is using to attack the
AKA protocol

∑
is stated as

AdvAK A∑ =| 2Pr [Success(A)] − 1 | . (1)

Definition 5 (AKA-secure): The protocol is considered to
be AKA-secure if AdvAK A∑ (A) is a negligible function for
any polynomial adversary A.

C. Provable Security

Using the security model outlined in Section V-A,
we demonstrate in this part that the protocol we developed
is secure for both authentication and key agreement.

Theorem 1: The protocol provided in Section IV cannot be
compromised by any polynomial adversary A with a non-zero
probability.

Proof 1: The detailed proof of this theorem is provided in
the supplementary material.

D. Informal Security Analysis

In this section, we demonstrate that our devised protocol
satisfies the security criteria outlined in Section II-B.

1) Mutual Authentication: No polynomial adversary can
effectively forge a legal login or response message, as shown
by the Theorem 1 proof. Therefore, by confirming whether
or not their received information is legitimate, the participants
might authenticate one another. Therefore, the devised protocol
guarantees mutual authentication.

2) User Impersonation Attack: In order to carry out a suc-
cessful Ui impersonation attack on our protocol, A would need
to fabricate a legitimate login request message, M1, containing
the elements (T I DUi , R̄1, α). However, accomplishing this
task would require A to possess Ui ’s confidential creden-
tials (i.e., I DUi and B I OUi ), which are not available to A.
Consequently, without access to these parameters, it is practi-
cally impossible for A to impersonate Ui . This underscores the
protocol’s effectiveness in preventing vehicle impersonation
attacks.

3) Cloud Server Impersonation Attack: Let’s consider A’s
role as a legitimate C S aiming to manipulate other entities.
In this scenario, A can intercept M3 and produce M4 =

(R6, R7, R8, R9, R10, X i , X j , Xk). It’s essential to note that
the creation of M3 relies solely on C S′s secret key, s, which
A does not possess. Hence, without access to s, A cannot
generate M4. Consequently, this defense mechanism fortifies
our protocol against cloud server impersonation attacks.

4) Session Key Agreement: All participants must be able
to calculate the same value, K = r1, r2, r3, r4, and the shared
session key, SKi−k− j−cs = h(R4∥R5),in accordance with the
instructions provided in Section I V−D. As a result, the AKA
protocol can establish session key agreements.

5) User Anonymity: The identity I DUi of the vehicle user
Ui is concealed by the protocol described in Section IV-D



7

in T I DUi = I DUi ⊕ R̄1). To find I DUi from T I DUi the
adversary must calculate R̄1 = r1 Ppub from R1 = r1 P ,
Despite the fact that the ECDL problem cannot be solved,
our devised protocol ensures user anonymity.

6) Untraceability: The participants, like Ui , RSUk, F N j ,
and C S, select the random integers r1, r2, r3, r4 to compute
R1 = r1 P, R2 = r2 P, R3 = r3 P, R4 = r4 P . As a result, the
participants’ actions cannot be tracked by the attacker. So, our
protocol support untraceability.

7) Perfect Forward Secrecy: Consider a scenario in which
attacker obtains the smart card and intercepts the messages
R1 = r1 P, R2 = r2 P, R3 = r3 P, R4 = r4 P . The adversary
must calculate K = r1, r2, r3, r4 P , or solve the ECC DH
problem, to obtain the value of SKi−k− j−cs = h(R4∥R5). Due
to the intractable nature of the ECC DH assumption, devised
protocol offer complete forward secrecy.

8) Known Session Key Attack: The session keys SK =
h(K , R1, R2, R3, R4) K = r1 P, r2 P, r3 P, r4 P used in the
protocol discussed in Section IV-D are distinct for each
session since r1, r2, r3, r4 are random values. As a result, the
confidentiality of other session keys is unaffected even if one
is revealed.

9) Man-in-the-Middle Attack: Assume A is aware of I DUi ,
I DRSUk and I DF N j . A wants to create valid messages
(M1, M2, M3, M4, M5, M6). To create a fake M1, A randomly
chooses the number r̄1, computes R1 = r1 P, R̄1 = r1 Ppub,
and then calculates T I D′Ui

= I DUi ⊕ R̄1). Without DI Di ,
it is challenging for A to determine the value. Similar to this,
A finds it difficult to forge without DI Dk and DI D j . So, A is
unable to compute M2 and M3. Additionally, without C S′s
private key, A is unable to produce M4, M5 and M6. Our
protocol would therefore be able to prevent from attackers in
the middle.

10) Ephemeral leakage attack: Assuming that an A can
deduce the ephemeral secrets of any particular session;
A would still need to rebuild the session key. In our proposed
protocol, the ephemeral secrets R4 and R5 are crucial for
creating the session key. Notably, during the authentication
phase, R4 and R5 are not transmitted over a public channel nor
exposed to potential interception, as they are protected by the
irreversible characteristic of the hash function. Consequently,
A can’t determine a session key, thereby affirming that our
protocol is robust against an ephemeral leakage attack.

11)Resistance to Stolen Verifier Attack: Instead of saving
the verifier table, participants in the devised protocol discussed
in Sec-IV need their private key, which is required to authen-
ticate with other participants. Consequently, the suggested
approach is resistant to a stolen verifier attack.

V. PERFORMANCE ANALYSIS

In this section compares the effectiveness of devised proto-
col with similar protocols from [28], [29], [30], [31], and [32].
We’ve introduced a four-party authentication system in our
proposed protocol, and no prior protocols address this con-
cept in existing literature. Consequently, we will evaluate
the overhead comparison for three entities Ui , F N j , and C S
between our proposed protocol and the existing literature.
Our protocol outperforms similar protocols regarding security

TABLE III
CRYPTOGRAPHIC OPERATIONS WITH THEIR EXECUTION

TIME (IN Milliseconds)

characteristics, communication, and computation overhead.
The following parts provide a complete comparison and exper-
iment:

A. Experimental Setup

We executed the proposed protocol to measure the com-
putational overhead through experimental results. Key crypto-
graphic operations were carried out at both the vehicle end Ui
and the F N j end F N j using Raspberry Pi and desktop sys-
tems respectively. The Raspberry Pi used in these experiments
is equipped with a 1.4 GHz quad-core processor and 512 MB
LPDDR2 SDRAM operating at a clock speed of 16 MHz.
On the other hand, the desktop system specifications include
a Linux OS, an Intel Core i5 CPU, and 32 GB RAM with a
processing speed of 4.2 GHz, utilizing the PyCharm library.
Details about these cryptographic operations, including their
descriptions and execution times, are provided in Table III.

B. Computation Overhead

The total execution time of cryptographic operations con-
stitutes the computing overhead in an authentication process.
The following cryptographic functions and execution time of
each cryptographic operation listed in Table III are considered
when calculating the computational overhead of the proposed
and related protocols:
• Towh : One-way hash function
• Tenc/dec: Symmetric encryption and decryption
• Tpm : EC point multiplication
• Tpa : EC point addition
• Tbp: EC bilinear pairing
At the end of the computation Ui , F N j and C S calcu-

late the overhead in terms of computation. The comparison
does not include the registration phase because it is a one-
time operation. Therefore, while calculating the computing
overhead, it is important to consider the login, authentication,
and key agreement phases. In our protocol, Ui performs the
hash function three times and two times point multiplication.
The computation delay for Ui is therefore (3 × 0.0812) +

(2 × 0.0574) ≈ 0.358 ms. Similar to this, the hash func-
tion is run three times and two times point multiplication
at F N j and the computational delay at F N j is therefore
(3 × 1.930) + (2 × 0.732) ≈ 7.254 ms. Whereas it is run
nine times hash function and five times point multiplication
at C S therefore the computational delay is (9 × 0.0083) +

(5 × 0.0032) ≈ 0.091 ms respectively. As a result, our
protocol’s overall computation overhead is 11.2453, and the
computational overhead of our protocol is 49.095%, 53.641%,
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TABLE IV
COMPUTATION OVERHEADS COMPARISON

Fig. 3. Analysis of Computation Overheads.

11.449%, 66.906%, and 46.766% less than that of [28], [29],
[30], [31], and [32] in that order. When compared to related
protocols, our devised protocol reduces computing overhead
by an average of 45.570%. All related protocol’s computation
overhead is measured using the same method as shown in
Table IV and Figure. 3.

C. Communication Overhead

The communication overhead shows how many bits were
exchanged between the parties involved in the authentication
procedure. As a result, we have evaluated the communication
overhead of the suggested and related protocols [28], [29],
[30], [31], [32]. Understanding that a protocol’s registration
phase for authentication is only executed once allows us to
concentrate on the requests issued during the authentication
phase when estimating the communication overhead. We com-
pute it using 160-bit timestamps, passwords, XOR operations,
arbitrary numbers, EC points, and identities. AES 128 has
a 128-bit ciphertext/plaintext size. In comparison, a hash
(SHA-256) will reserve 256 bits. In our proposed protocol the
entities Ui , F N j andC S exchanges four messages with each
other. Ui sends (T I DUi , R1, α) to F N j where R1 = r1 P ,
T I DUi = I DUi ⊕ R̄1 and α = h(I DUi ∥T I DUi ∥R̄1∥DI Di ).
The number of bits exchanges between Ui and F N j are
(160+ 160+ 256) = 576 bits. Next F N j exchange two
messages (T I DUi , R1, α, T I DF N j , R3, γ ) and (R9, X i ) with
C S and Ui respectively. Here the messages exchange between
F N j to C S are R1 = r1 P , T I DUi = I DUi ⊕ R̄1,
α = h(I DUi ∥T I DUi ∥R̄1∥DI Di ), R3 = r3 P , T I DF N j =

I DF N j ⊕ R̄3, γ = h(I DF N j ∥T I DF N j ∥R̄2∥R̄3∥DI D j ). There-
fore, (576 + 160 + 160 + 256) = 1152 bits. The messages
exchange between F N j to Ui are (R9, X i ). Here R9 =

R̂3 ⊕ (R4∥R5), X i = h(R̂1∥R̂2∥R̂3∥SKi−k− j−cs) requires
(160 + 256) = 416 bits to be transferred. The accumulative

TABLE V
COMMUNICATION OVERHEADS COMPARISON

Fig. 4. Communication Overheads Analysis.

communication overhead of both F N j to C S and F N j to
Ui is (1152 + 416) = 1568 bits. In the same way C S send
message to F N j are (R7, R8, R9, X j ) where R7 = R̂1 ⊕ R4,
R8 = R̂2 ⊕ (R4∥R5), R9 = R̂3 ⊕ (R4∥R5), and X j =

h(R̂1∥R̂2∥R̂3∥SKi−k− j−cs). The amount of bits needed for
the transmission are (160 + 160 + 160 + 256) = 736 bits.
As a result, our protocol’s overall communication overhead is
576 + 1152 + 416 + 736 = 2880, and the communication
overhead of our protocol is 45.454%, 34.782%, 19.642%,
26.229%, and 21.053% less than that of [28], [29], [30], [31],
and [32] in that order. When compared to related protocols,
our devised protocol reduces communication overhead by an
average of 29.432%. All related protocol’s communication
overhead is measured using the same method as shown in
Table V and Figure. 4.

D. Security Comparison

Table VI Compares the security characteristics of the sug-
gested and related protocols, using the references [28], [29],
[30], [31], and [32]. This table demonstrates that the devised
protocol assures the essential security characteristics, unlike
the similar protocols [28], [29], [30], [31], [32] which do not
achieve session key agreement and other security feathers.
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Fig. 5. Simulation results of Packet Delivery Ratio, Throughput, and End-to-End Delay.

TABLE VI
SECURITY ATTRIBUTES

TABLE VII
SIMULATION PARAMETERS

VI. SIMULATIONS USING NS-3

NS-3 is an open-source platform for simulating discrete-
event networks. It offers several models to run different
simulation tests, including TCP/UDP protocols, WiFi I mod-
ules, 6LoPAN, etc. NS 3 provides several libraries for margins
and operations in various networks. Users can also use other
programs, such as Python or C ++, to get simulation outcome.

A. Simulation Environment

Table VII provides the prerequisites for utilizing the
NS3 simulator to simulate devised protocol and related
protocols. Each vehicle should be 20 meters apart as it
advances in a random route. 20 additional cars are added at
each phase until 120 vehicles are present. All participating
entities Ui , F N j , and C S are considered in this topology.
We also employ the values from [33] in accordance with the
scheme and 802.11ah standard.In our protocol, the messages
M1, M3, M4, and M6 have corresponding communication
overhead of 576 bits, 1152 bits, 736 bits, and 416 bits.

When choosing a car, the Ui user delivers a packet every
time in 2 seconds. To assess the performance of our protocol,
we use three performance metrics: end-to-end delay (ETE),
throughput (T), and packet delivery ratio (PDR).

B. Packet Delivery Ratio

A key metric for assessing network communication effi-
ciency is the packet delivery ratio (PDR), which is the ratio
of packets successfully delivered to those transmitted. Figure.5
illustrates that PDR decreases as the number of cars increases,
with the variation expanding to over 88 percent when tested
with 120 vehicles. This decrease in PDR is mainly due to
increased congestion from more vehicles in the simulation.
Using the NS3 simulator, packets are transmitted over wireless
media, and packets may be lost due to errors introduced by
the wireless channel. Such losses occur when communication
breaks down, influenced by the threshold set in the error
model.

C. Throughput

Throughput, a key performance metric, measures the rate of
successful data transfer in bits per second (bps) and is calcu-
lated using the formula T =

∑
(Ni×Leni )

Tm
, where Ni represents

the number of packets, Leni is the packet size, and Tm is
the total time. Figure.5 illustrates that variations in throughput
closely align with changes in the Packet Delivery Ratio (PDR).
The primary driver of these fluctuations is the total packet
count. More vehicles generally mean more packets are sent,
which can reduce PDR due to increased noise and congestion,
ultimately affecting throughput. Although improving PDR by
reducing traffic may seem beneficial, this action can adversely
impact throughput.

D. End-toEnd Delay

End-to-end delay (ET E) measures the average time taken
for data to travel from source to destination. ET E is typically
measured in milliseconds (ms) and is calculated with the
formula ET E =

∑n
i=1(Tri−Tsi )

n , where n is the total number
of received packets, Tri is the packet’s receiving time, and
Tsi is the transmission time of the ith packet. As illustrated
in Figure.5, ETE increases with the number of vehicles,
exacerbated by greater distances and higher congestion.
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VII. CONCLUSION

In collaboration with ITS, we developed a secure authen-
tication and key agreement protocol for VANETs in smart
cities, utilizing roadside units, fog nodes, and cloud servers to
address significant security challenges. This protocol under-
went rigorous security evaluations, proving to be effective
against common threats such as impersonation attacks, while
also enhancing intractability and ensuring vehicle anonymity.
However, its implementation may face limitations related
to scalability in densely populated networks and latency in
real-time data processing, which could impact performance
in dynamic environments. Future enhancements will focus
on extending the protocol to support secure group com-
munications across various network entities, aligning with
technological advancements in the field. This adaptation is
crucial for improving security and operational efficiency in
emerging intelligent transportation systems.
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