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Abstract FinTech is the term used to refer to financial and technology convergence
space solutions. It usually refers to new innovations that conduct or connect with
financial services via the internet, smart devices, software applications, or cloud
services and encompasses anything from mobile banking to cryptocurrency applica-
tions. Despite the advantages of FinTech, cybercriminals seized the opportunity to
exploit vulnerabilities in FinTech systems. Phishing attacks, ransomware, and data
breaches have become more prevalent, targeting individuals and FinTech institutions.
Bahrain, which is not different from the rest of the world, was impacted by such
cyber threats. Thus, FinTech companies have had to strengthen their cybersecurity
countermeasures and protocols to combat these threats.

Existing countermeasures in the literature primarily focus on general cyberse-
curity practices and frameworks, with limited attention given to the specific needs
of the FinTech industry. Hence, there is a notable gap in the literature regarding
a focused cybersecurity framework that caters to the unique requirements of Fin-
Tech innovations, especially in Bahrain. To bridge this gap, this research addresses
the problem by conducting an extensive review of existing cybersecurity challenges,
common practices, and cybersecurity standards and through in-depth research inter-
views with executives, experts, and other FinTech business stakeholders. Leveraging
this knowledge, this research proposed an adaptable framework that addresses the
risks and vulnerabilities faced by FinTech innovations in Bahrain.

Through panel discussions and Delphi sessions, industry experts evaluated the
framework’s practical feasibility, ability to address specific risks, and compatibil-
ity with the existing FinTech regulatory landscape. The results demonstrate a high
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acceptance of the developed framework and highlight the framework’s potential to
enhance cybersecurity resilience significantly. Moreover, the experts acknowledge
the proposed framework as a fundamental baseline in securing the FinTech ecosys-
tem in Bahrain. The importance of this research lies in its potential to enhance
the cybersecurity posture of the FinTech industry in Bahrain, mitigating risks and
vulnerabilities associated with cyber threats in this vital sector.

Keywords Cybersecurity · FinTech · Framework · Bahrain

1 Introduction

Bahrain has a strategic plan keeping with the regional trend, which points out how
its economy should diversify from oil. Vision 2030 was introduced in 2008 and
relies on constructing state-of-the-art infrastructures to encourage private investment
and promote entrepreneurship in sectors such as banking and financial services, real
estate, tourism, logistics, and ICTs [1]. By achieving this, Bahrain’s desire to become
a hub for technology, innovation, and expertise could play a significant role in the
region if the Gulf Cooperation Council (GCC) countries were to improve their
economic cooperation.

In the past five years, to raise investment and economic growth, Bahrain has
agreed to invest in FinTech’s emerging trend [1]. As a new acronym, FinTech has
become a common term for the technology embraced by financial services institu-
tions. FinTech innovation is technically enabled and can contribute to new business
models, applications, services, or products that have an associated contextual influ-
ence on financial markets and services provision. It provides a variety of advantages,
in particular, improvements in performance and cost savings [2]. FinTech develop-
ments are also fundamentally changing the way people access financial services. At
the same time, some of these innovations could also potentially threaten financial
stability due to the disintermediation of regulated firms or activities.

However, the FinTech industry has become a prime target for cybercriminals due
to the vast amounts of sensitive financial data they interact with. As a result, FinTech
firms have been increasingly targeted by major cyber threat incidents in recent years.
In 2021, a global survey [3] of financial institutions found that hackers increasingly
preferred account takeovers as a method of attack. The report showed that attempted
takeovers had risen by 282% between 2019 and 2020. While in 2022, there were
a total of 1234 data breaches in the financial services industry. This represents a 10%
increase from the previous year [4]. Moreover, the average data breach cost in the
financial services industry is now $ 5.9mio. This is significantly higher than the
average cost of a data breach across all industries, which is $ 3.86mio. [5].

While users have become more competent, attackers have also become more
sophisticated. In fact, a significant 36% of data breaches are attributed to phishing
attacks [6]. Recent phishing attacks include hackers impersonating banks to trick
individuals into changing passwords or disclosing financial information over the
telephone. Phishing emails pose a significant security threat to FinTech apps and
users because of their ability to simulate authentic email messages closely.
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Table 1 The state of Data breach in EMEA [8]

Frequency 5379 incidents, 293 with confirmed data disclosure

Top Patterns Basic Web Application Attacks, System Intrusion, and Social Engineering patterns
represent 83% of breaches

Threat Actors External (83%), Internal (18%) (breaches)

Actor Motives Financial (89%), Espionage (8%), Fun (1%), Grudge (1%) (breaches)

Data Compro-
mised

Credentials (70%), Internal (52%), Personal (22%), Other (16%) (breaches)

According to Data Breach Investigations Report 2021 ([7]; Table 1) demonstrates
the state of a data breach in Europe, the Middle East, and Africa (EMEA).

Trend Micro reported a combined 56,873,271 e-mails, URLs, malware, and bank-
ing malware attacks recorded in the Gulf Cooperation Council (GCC) region during
the first half of 2020 [9]. The multinational cybersecurity software company re-
ported 41,236,550 e-mail threats, 13,181,016 URL victims, and 61,314 URL-hosted
attacks. Malware detections in the GCC area continue to rise, with Trend Micro
logging 2,392,097 malware detections and an additional 2294 banking malware
incidences.

According to a cybersecurity market review report [10], In 2022, 42 companies
in the GCC region fell prey to ransomware attacks. Of 42, 33% of companies were
UAE-based, and 29% were from Saudi Arabia. A total of 21% of companies were
reported from Kuwait and Qatar, whereas less than 10% of companies belonged to
Oman and Bahrain.

1.1 Problem statement

The increasing number of cyberattacks specifically targeting FinTech companies
necessitates that all financial organisations evolve and implement more effective
cybersecurity measures [11]. A helpful countermeasure approach is to follow a cy-
bersecurity standard, which acts as a collection of rules, policies, and procedures to
handle cyber risks brought on by many highly advanced cyber threats. A cybersecu-
rity framework strongly emphasises a scalable, adaptable, and economical method
to stop cyber-attacks and boost the organisation’s cyber resilience [12].

Although the topic of cybersecurity in the FinTech industry has gained consid-
erable attention in recent years, current research on cybersecurity frameworks for
the FinTech industry often adopts a broad approach. It neglects to account for the
unique characteristics of the country’s profile [11]. Moreover, there is a noticeable
lack of research on developing a tailored cybersecurity framework, particularly for
FinTech stakeholders. While there have been several studies on FinTech cybersecu-
rity concerns in the broader Middle East area and worldwide, there is a shortage of
research explicitly focusing on Bahrain’s FinTech industry.

1.2 Research gap

The existing cybersecurity standards are primarily designed for conventional finan-
cial institutions or general technological settings. Nevertheless, the unique charac-
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teristics of FinTech, such as the use of cutting-edge technology, cloud computing,
open Application Programming Interfaces (APIs), and decentralised systems, de-
mand a customised approach to promoting cybersecurity in this sector. FinTech
entities, mainly start-ups, have adopted a rapid development cycle for their mobile
application services before launching them to the market—which requires a more
robust balance between growth speed and cybersecurity resiliency [13].

Additionally, the cybersecurity ecosystem is constantly evolving, frequently
emerging newer threats and attack vectors. Keeping up with the latest cybersecurity
best practices and tactics in the FinTech sector is challenging due to the quick pace
of technical advancements, the dynamic nature of the FinTech industry, and the
cybersecurity landscape. The current research studies may not sufficiently address
the increasing risks and weaknesses distinct to the FinTech ecosystem.

Lastly, the attention given to assessing the efficacy of any proposed frameworks
and consistently enhancing them over time is inadequate. Thus, effectiveness evalua-
tion of the suggested framework is essential to identify any deficiencies or constraints
and provide suggestions for improvements.

Considering Bahrain as a case study, this research provides an overview of the
commonly adopted cybersecurity standards in the FinTech industry worldwide. It
evaluates the missing gaps in Bahrain’s FinTech context. The research addresses
the problem by extensively reviewing existing cybersecurity challenges, common
practices, and cybersecurity standards through in-depth research interviews with ex-
ecutives, experts, and other FinTech business stakeholders. Leveraging this knowl-
edge, this research proposed an adaptable framework that addresses the risks and
vulnerabilities faced by FinTech innovations in Bahrain. This study will focus on
combining the most up-to-date knowledge into the cybersecurity framework to en-
sure it remains applicable and effective in minimising the impact of evolving cyber
threats.

1.3 Aim of the study

This study aims to fill the existing research gaps in the field of cybersecurity in the
FinTech industry, with a particular focus on Bahrain. By doing so, it will enhance
the current body of knowledge on this subject. The study undertakes a qualitative
research approach to address the problem. It begins by conducting an extensive re-
view that delves into the realm of cybersecurity, encompassing an examination of
the current challenges, common practices, and established cybersecurity standards.
By thoroughly analysing these aspects, the research gains a comprehensive under-
standing of the cybersecurity landscape and identifies the key areas that require
attention within the FinTech industry in Bahrain. Developing a FinTech sector-spe-
cific cybersecurity framework that is simple, flexible, and adaptable becomes crucial
in addressing these unique characteristics and challenges. By identifying and inte-
grating components, processes, and activities that were previously overlooked or
missed in existing international standards, this research contributes to filling these
gaps.
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1.4 Significance of the research

The potential of this research goes beyond addressing immediate FinTech cyber-
security challenges. By filling the gap in the literature and providing a tailored
framework, it contributes to the establishment of an ideal, secure, and streamlined
environment for FinTech innovations in Bahrain. This, in turn, fosters a conducive
ecosystem that encourages further growth and development of the FinTech industry.
With a robust cybersecurity framework, FinTech companies in Bahrain can oper-
ate with increased confidence, knowing that their systems and data are protected.
Furthermore, the results will benefit Bahrain’s local stakeholders and provide signifi-
cant insights and suggestions for other countries and areas with comparable FinTech
ecosystems.

Following this introduction, a comprehensive analysis of existing literature re-
lated to the topic being studied is provided. Section 3 outlines the methodological
approaches used: data collection and analysis procedures. Subsequently, Sect. 4 pro-
vides an in-depth review of the obtained findings, which will be further examined
in Sect. 5. Section 6 discusses the framework validation exercise of the proposed
framework. Finally, the study conclusions are given in the last Sect. 7.

2 Literature review

To address the research topic, it is essential to consider some literature, namely
the cybersecurity challenges facing FinTech innovations and existing cybersecurity
countermeasures, as outlined below. In recent years, various approaches for address-
ing cybersecurity challenges in FinTech have been established [14]. The findings of
the literature review indicate that the constraints of FinTech research begin with
identifying the FinTech framework [15, 16], which includes business models and
models tailored to each organisation’s culture. These factors have a significant im-
pact on national regulations and policies [11, 14, 17, 18]. This sector necessitates
conceptual frameworks that must be adjusted to technology advancements [14]. As
a result, numerous countries have implemented the regulatory sandbox approach
(FinTech start-up incubation), as seen in Singapore and Bahrain [19–22]. FinTech
demands the collection of a lot of personal data. Therefore, it is vital to develop nec-
essary measures for protecting consumer data [23]. The standard of data protection
and infrastructure security must be regularly improved on this basis [12].

According to Addae et al. [24], cybersecurity controls may be categorised into
three main types: technological countermeasures, operational countermeasures, and
managerial countermeasures. These categories address the protection of confidential-
ity, integrity, and availability of a FinTech system. The primary goal of management
and operational controls is on incidents and cybersecurity risks that people can ma-
nage and monitor, such as training, company-wide use policies, continuity planning,
etc. Technical countermeasure is an approach to secure systems using technologi-
cally based solutions, such as intrusion detection systems, encryption technologies,
and user authentication [25].
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To harden FinTech’s security, technologies such as biometry have been imple-
mented in combination with tokenisation [26]. Furthermore, Public Key Infrastruc-
ture [27] and biometric-based authentication [28] have been introduced to strengthen
the technical security controls of FinTech systems. Wang et al. [29] highlighted that
antivirus software, intrusion detection systems, firewalls, and other perimeter and
host-based countermeasures are inefficient in detecting and blocking insider attacks.
According to Mawgoud et al. [30], some countermeasures and solutions are listed to
tackle cyber risks for FinTech institutions, such as cyber surveillance, users’ security
awareness strategy, and legalisation setup.

FinTech businesses rely heavily on their information systems, so a well-struc-
tured framework would be essential to them. Part of the countermeasures is having
a cybersecurity framework or standard that protects systems and mitigates cyber
threats and vulnerability risks. Therefore, by following recognised cybersecurity
frameworks, FinTech will most likely comply with regulations, often even before
they become regulated.

2.1 Existing regulations

In our previous work, we analysed the existing literature and regulations to identify
comparable components that exist across several internationally well-known cyber-
security standards and frameworks with a specific focus on Bahrain [8]. According
to Al-Ahmad et al., standard certification does not always imply that FinTech is se-
cure [31]. If not maintained appropriately, cybersecurity certifications might create
an illusion of security. Additionally, since the standards are pretty system-oriented,
excluding organisational factors, a comprehensive view of cybersecurity risk man-
agement is scarce. High implementation costs, a lack of qualified professionals,
and the generality of standards extend to all the previously listed factors [31]. The
generality of the standards does not account for variances in business risk needs,
which might lead to different definitions by different stakeholders. Furthermore,
the complexity of cybersecurity frameworks restricts their acceptance in particular
businesses that lack the skills and resources to implement them [32]. To solve this
issue, a light version is recommended that may be utilised as a starting point for
many SMEs and FinTech companies. Businesses may also use it as a baseline for
achieving a suitable degree of cybersecurity control and governance [31].

Cybersecurity in FinTech is a relatively new technology focus, so no dedicated
cybersecurity framework exists for this field. However, there are some general cyber-
security frameworks and standards that regulators mandate businesses to follow to
stay safe against cyber-attacks. These frameworks could be considered as a baseline
for FinTech infrastructure protection. The systemic literature review by AlBenjasim
et al. [8] provides a detailed list of the governance bodies and related components
in each cybersecurity standard or framework.

These standards, frameworks and regulations may be used as a reference, de-
veloped, modified, or integrated with other standards as required to address unique
issues or audit for conformity with laws or regulations in place in a specific industry
or nation [12].
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While numerous cybersecurity studies were conducted globally within the finan-
cial services sector, few types of research addressing the same field were undertaken
in Bahrain. Our initial Systematic Literature Review (SLR) [8] in this domain served
as a means to condense the current state of affairs within Bahrain’s FinTech sector.
Building on this groundwork, our present study aims to bridge the gap between
academic research and its real-world implementation in the financial industry.

Benefiting from worldwide contributions, some studies seek to analyse current
cybersecurity risk management standards, namely ISO 27001 [33]. However, these
research studies mostly detail the benefits and drawbacks of these standards and
how to apply and manage them. Some articles discuss cybersecurity frameworks,
such as COBIT, PCI-DSS, and ISO 17799, as tools for regulatory fulfilment [34]. In
this [35], the authors present a cybersecurity management framework that considers
global, national, corporate, and personnel factors.

The more widespread FinTech innovations emerge, the more likely regulators will
take action to guarantee that the information systems underlying these innovations
are adequately protected and controlled. In the next section, we will further analyse
the research gap and the need to develop a cybersecurity framework for FinTech
specifically for Bahrain.

2.2 The need for cybersecurity framework for FinTech

A cybersecurity framework acts as a collection of rules, policies, and procedures
to handle cyber risks brought on by many highly advanced cyber threats. A cy-
bersecurity framework strongly emphasises a scalable, adaptable, and economical
method to stop cyber-attacks and boost the organisation’s cyber resilience [12]. It is
essential to understand that cybersecurity provides a financial institution with several
advantages, including company stability, increased return on investment, decreased
risks, further business expansion, and alignment of business goals with information
technology. Additionally, it makes financial institutions more resistant to cyberat-
tacks [36–39]. A cybersecurity framework offers guidelines for monitoring cyber
activities on the premises, designing preventive and detection methods, and taking
necessary action to stop these activities to safeguard FinTech institutions from the
threat of cyberattacks.

The cybersecurity framework should have characteristics that make it simple to
implement and should not need huge teams or significant technical understanding.
They should also be adaptable and customisable to FinTech’s unique risk envi-
ronment, security requirements, and skill level. Additionally, concerns are handled
within financial contexts, resulting in easily understandable outcomes [8]. The choice
to invest in adopting a particular standard should be carefully evaluated [40]. The
assumption that a single standard would adequately cover corporate demands is un-
realistic, given the difficulty of designing a generic high-level framework applicable
to all FinTech companies. We could not locate any research supporting adopting
a certain standard as a curative for all cybersecurity risk challenges [8]. This is
when a tailored approach may be the most excellent option. A customised approach
leverages individual experience and transforms it into a solution that matches busi-
ness needs. Rather than relying on the standards’ prescribed elements, FinTech firms
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might create their inventory of threats, vulnerabilities, and risks unique to their busi-
ness type. Additionally, associated controls and governance criteria must be tailored
to FinTech’s objectives and risk tolerance [41]. A locally designed framework tends
to grow and adapt over time while remaining closely aligned with FinTech business
demands.

Thus, to investigate the critical aspects involved in developing such a framework
for FinTech in Bahrain, this study will fulfil the below research question:

What are the crucial elements in developing a cybersecurity framework de-
signed for FinTech entities in Bahrain? FinTech, in general, requires a robust
cybersecurity framework to control both their business and technical operations.
This research aims to develop a cybersecurity framework and common cybersecu-
rity resources to support the FinTech sector against cyber threats. The framework
aims to achieve excellence by striking a balance that maximises its benefits while
minimising potential cyber risks to the financial system.

3 Research methodology

A qualitative methodology is used to meet the objectives of this study. Depending
on the area of research, this technique may take many different types [42]. This
method aims to have a broader understanding of the results collected and make
evident conclusions. For the qualitative data, interviews were scheduled with crucial
stakeholders from banks and FinTech firms in Bahrain to discover more profound,
transferable knowledge from field experts. Cybersecurity Regulations published by
the Central Bank of Bahrain for local financial institutes were reviewed and studied.
The outcomes of such investigations will help design the research tool as inter-
view questions to explore the critical aspects involved in developing a cybersecurity
framework for FinTech in Bahrain.

To verify the theoretical cybersecurity controls, it is necessary to look at the
methodological approaches while investigating the answer to the research question.
It was determined that the research ‘onion’ approach created by Saunders, Lewis,
and Thornhill [43] would be the best plan to use for this study. This has been
used by a variety of researchers [44, 45] to gain an understanding of each step that
comprises the research process. Many different research philosophies, strategies,
options, methods, timeframes, tools, and processes for data gathering are the diverse
layers that make up this onion.

This type of research mainly concentrates on actual practices by examining how
businesses typically operate. According to Silverman, a case study design is suitable
for researchers aiming to analyse an in-depth event, action, or process of a few peo-
ple, making it the best design for addressing the research question [46]. Therefore,
the study used an exploratory qualitative methodology to comprehend the circum-
stances or situations related to cybersecurity in Bahrain’s financial sector. This helped
us to carefully and meaningfully address the research question using qualitative data
findings. Moreover, the qualitative method helped us define and evaluate the consis-
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Fig. 1 Research Design and Plan
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tency and correctness of the findings by comparing the data from various sources.
Fig. 1 depicts the research design and plan.

4 Data collection & analysis

For the adopted qualitative methodology, in-depth research interviews were con-
ducted with professionals who possess valuable expertise and insights in the Fin-
Tech domain. These include executives, experts, and other stakeholders intimately
involved in Bahrain’s FinTech business ecosystem. Engaging with these knowledge-
able experts gives the researcher access to firsthand experiences, industry perspec-
tives, and practical insights that enrich the research findings and recommendations.

4.1 Population of the study

The research population for this study comprises executive leaders, IT managers,
risk, compliance, and legal specialists, cybersecurity auditors and consultants, and
Information security and IT specialists who have a part in business operations, reg-
ulatory, or compliance activities inside Bahrain financial institutions. According to
Suri [47], the research population refers to the comprehensive collection of individ-
uals and cases that belong to a particular class or interest group, sharing a defined
set of common characteristics [47]. Population is used as a means for identifying
the whole from which the sample is selected [48]. These individuals will be inter-
viewed for the purpose of data collection and are the target group for this qualitative
research.

4.2 Research sample

Qualitative research places significant emphasis on the deliberate selection of partic-
ipants who possess relevance to the study problem, possess distinctive viewpoints,
and have the capacity to provide comprehensive and varied insight [43]. The deter-
mination of sample size in qualitative research is guided by the principle of data
saturation [48]. This approach entails terminating the process of data collection and
analysis when little or no new information or themes arise from the data. Scholars
continue gathering data until they reach a state of conceptual saturation when the
acquisition of more evidence is unlikely to provide significant novel findings. To
meet the study needs of a justified sample with particular criteria, the approach of
(Purposeful Sampling) was used. Purposeful sampling is a commonly used method
in research studies that aims to find and gather information from instances that are
rich and relevant to a given subject of interest or phenomena [47].

Qualitative research studies often use a very limited sample size, generally ranging
from 12 to 20 people [49]. However, the specific number may vary based on factors
such as the study methodology, the research question, and the characteristics of the
phenomena being investigated. The emphasis is on the comprehensive and detailed
nature of the data rather than the statistical adequacy of the sample. Table 2 shows
the sampling groups contacted and those who responded and agreed to participate.
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Table 2 Sampling Groups

Sampling Groups Contacted Agree to participate

Executive management 5 3

Business Owners & Managers 4 4

Compliance, risk, and law experts 2 1

IT Professionals and consultants 3 3

Cybersecurity Experts 4 2

Financial industry Regulator 2 1

Total 20 14

4.3 Interview questions

For the data collection, interviews were scheduled with the research sample group
to get more profound and broader knowledge from operational and technical ex-
perts. The interviewees included various experts who cared about cybersecurity for
FinTech.

Although there are only a few interview questions, these were designed to obtain
a broad view of the financial industry’s cyber risks and countermeasures to address
them as a consequence of the emergence of FinTech service providers. Table 3 lists
guided questions asked/discussed during the interviews.

4.4 Participants characteristics

Twenty Professionals who work as cybersecurity experts, IT managers, executive
directors, and IT auditors interacting with FinTech innovations were contacted for-
mally to get their agreement to participate in the study. 14 participants agreed to be

Table 3 Interview Questions

Interview Questions

1. What IT assets do you think are most vulnerable to cyber-attacks? What are cyber threats tar-
geting your organisation?

2. Which cybersecurity standards/frameworks your institution is committed to? What are the rea-
sons for selecting them?

3. Where do you think your company is in terms of the maturity of your Cybersecurity strategy?

4. Which regulatory/compliance issue(s) would be of concern if firms collaborated with other
FinTech companies?

5. What are the security technologies and solutions to protect against cyberattacks?

6. What security monitoring and protection tools are used to interpret malicious activities?

7. What challenges do you face in implementing a cybersecurity protection solution?

8. What barriers inhibit your organisation from adequately defending against cyber threats?

9. What education, training, and awareness reinforcement are needed to improve end users’ be-
haviours and workers’ skills in the context of cybersecurity? What are the most essential secu-
rity skills required in your organisation?

10. Should the government get more involved in helping to combat cyber threats in a systemically
important industry like banking/financial services?
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Bank
50%

Fintech
36%

Consultancy
7%

Regulator
7%

Fig. 2 Total years of experience for the participants and line of businesses

part of this study. Figure 2 shows the total years of experience for the participants
and the line of businesses they are working with.

4.5 Interviews and data collection

All the interviews were conducted using MS Teams audioconferencing software, and
the data was collected between January and April 2022. The 14 interviews lasted
763min in total. Each interview lasted an average of 54min.

At the end of each interview, MS Teams automatically transcribed the conversa-
tion. After that, many rounds of analysis were carried out. Each transcript was first-
hand-coded and constituted a dataset inside the corresponding interview discussion.
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The first set of codes was obtained from the research questions to guarantee that
the analyses, themes, and supporting patterns were aligned with the research ques-
tion. As a result, the first codes were created to deal with semi-structured interview
content. These early codes also included a set of sub-codes to keep track of which
interview question was answered. For further categorisation and thematic analysis,
the manually coded datasets were imported into the latest version of NVivo software
[50].

Another level of analysis using the NVivo program is performed, including pattern
coding and classification. To fulfil the requirement of theme analysis, this extra
analysis required looking for repeated patterns in all the data connected to the
research question. The thematic analysis comprises the recursive investigation and
evaluation of codes, themes, and patterns to establish their validity in relation to the
data obtained [51]. This increased consistency assures quality and is an advantage
of using the theme analysis technique.

4.6 Bahrain FinTech stakeholders

During interviews and discussions with the experts, FinTech services vary from
traditional financial services in several ways. First is the customer domain, where
services are provided to customers in an innovative model, mainly through smart
devices. The other point is the transaction medium, which is technologically inten-
sive, comprising self-service financial activities completed through a smart device
using data service over telecom networks.

An abstracted service model for FinTech stakeholders in Bahrain is drawn to
serve as both a reference and a classifying scheme. The service model used in

Fig. 3 Identified FinTech stakeholders in Bahrain
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investigating cybersecurity threats for FinTech’s stakeholders is shown in Fig. 3.
The diagram depicts the wide variety of players engaged in the delivery of FinTech
services and the many ways in which they are connected and interact. This will
facilitate the comprehension of the relationships between customers, entities, agents,
layers, and functions in Bahrain’s financial sector. Moreover, it will establish a shared
understanding of a FinTech ecosystem and the cyber threats and risks surrounding
it.

Because of the several threat possibilities and the lack of available defences,
the cybersecurity challenges that such services confront are slightly diverse. Aside
from the risks immediately addressed by cybersecurity frameworks deployed and
effectively used in the financial institutes in Bahrain, there are particular types of
risk that such frameworks do not manage, given the environment in which they were
designed. In general, these frameworks do not consider national laws and regulation
enforcement.

Table 4 gives an overview and analytics of the concerns brought up by the ex-
perts regarding the FinTech business’s cybersecurity environment. The participants

Table 4 Participants’ Feedback and Highlights

Participants Feedback and Highlights

P4, P6, P7 The existing regulatory guidance in Bahrain exhibited shortcomings in effectively
addressing the dynamic landscape of cyber threats and the need to update cybersecu-
rity guidelines for the FinTech sector regularly

P2, P9, P10,
P11

There was a lack of attention given to the need for third-party risk management, par-
ticularly in evaluating and supervising the cybersecurity measures used by vendors
and partners operating within the FinTech ecosystem

P4, P5, P8 Insufficient consideration was given to the unique challenges and threats inherent to
the FinTech sector while adopting cybersecurity standards. These issues include the
incorporation of emerging technologies like blockchain or mobile payments

P1, P8, P9, P14 Inadequate clarity and advice on incident response and recovery protocols associ-
ated with FinTech were observed, highlighting the significance of these procedures
in mitigating the consequences of cyber incidents and maintaining uninterrupted
business operations

P1, P2, P6, P12,
P13, P14

Establishing a unified and effective cybersecurity ecosystem became difficult due
to the lack of attention given to the coordination and cooperation among regulatory
agencies, financial institutions, national government, and technology partners

All Not enough focus was devoted to the significance of cybersecurity awareness and
training activities for personnel in FinTech businesses, resulting in a possible defi-
ciency in human-centric security measures

P1, P2, P3, P4,
P5, P11, P13,
P14

Implementing and enforcing comprehensive data privacy and protection measures,
particularly regarding the sensitive financial information managed by FinTech com-
panies, were inadequate

P3, P4, P5, P7,
P12, P13

The consistent enforcement of assessment and systems integrity procedures for the
cybersecurity posture of FinTech entities, such as frequent audits and penetration
testing, was lacking, resulting in the possibility of undiscovered vulnerabilities

P3, P5, P6, P8,
P10, P12

The significance of particularly secure software development practices, including
secure coding standards and comprehensive testing, was not adequately stressed,
potentially leading to vulnerabilities in FinTech applications

All The absence of a comprehensive structure for incident reporting and information
sharing within the FinTech industry has negatively impacted the sector’s capacity to
address new threats and vulnerabilities promptly
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identified several areas that need improvement to address how cyber threats are
growing and to build a robust cybersecurity ecosystem. The common concerns of
the experts are the regulatory structure, third-party risk management, taking unique
challenges into account, handling incidents procedures, coordination and collabo-
ration, cybersecurity awareness, data protection, cybersecurity assessment, secure
software development, and reporting of incidents.

5 Thematic analysis & results

The data analysis is among the most crucial tasks in the qualitative research process
[52]. The research philosophy and approach determine the methodologies utilised to
analyse qualitative data. The process of eliminating enormous volumes of gathered
data to make meaning of it is known as data analysis, composed of three steps:
data is structured, data is condensed via summary and classification, and patterns
and themes in the data are recognised and connected [53]. We were receptive to
new elements revealed inductively via data analysis and were willing to adjust the
components of the cybersecurity framework appropriately. Pattern matching, which
compares an actual pattern to a predicted one, is one of the analytical processes that
may be used to analyse qualitative data from a logical viewpoint [54].

To analyse qualitative data, a typical five-point approach, known as LeCompte’s
methodology in Fig. 4, drawn from [53], was adopted. Therefore, it would be easier
to discover the factors influencing FinTech’s cybersecurity controls by utilising the
existing literature, data collected, and LeCompte’s methodology. These theoretical
assumptions may converge significantly to what the participants think.

5.1 Themes and supporting patterns

Using the above qualitative analysis methodology, this section presents the common
themes and supporting patterns throughout the data collected by interviewing the
sample groups. It focuses further on the research themes from collected data and

Cleaning up Finding items

Forming 
stable 

groupings of 
items

Crea�ng 
pa�erns

Building 
structures

Fig. 4 Typical five-point approach drawn from LeCompte’s [53]
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P1 P10 P11 P12 P13 P14 P2 P3 P4 P5 P6 P7 P8 P9
1 : Capacity Building and Awareness 0% 0% 1.86% 0% 3.04% 2.32% 0% 1.46% 0% 2.32% 0% 0% 2.78% 0.65%

2 : Awareness Ac�vi�es 1.74% 13.11% 11.26% 15.36% 9.42% 11.63% 4.10% 10.67% 3.41% 1.75% 7.57% 3.57% 13.92% 11.41%

3 : Customers Protec�on 0% 0.49% 0% 6.91% 4.25% 2.63% 0% 0% 0% 0% 0% 5.84% 2.48% 2.56%

4 : Human Resources 2% 12.59% 7.18% 8.72% 0.56% 1.84% 3.35% 0% 0% 5.33% 6.87% 1.37% 1.64% 2.47%

5 : IT Staff training 8.56% 1.90% 10.49% 18.13% 6.34% 2.60% 5.87% 2.14% 0% 4.19% 7.07% 2.02% 1.30% 0%

6 : Knowledge Mgt & Capacity Building 1.28% 8.74% 1.19% 1.50% 5.73% 0.52% 0% 2.44% 11.23% 2.55% 8.99% 3.21% 0.76% 1.82%

7 : Regula�on and Governance 12.51% 4.37% 0% 0% 0% 1.59% 0% 0% 1.51% 0% 0% 6.44% 0% 5.08%

8 : CBB Rule Books 1.33% 5.63% 2.79% 3.23% 14.28% 4.19% 13.93% 17.98% 4.75% 15.15% 4.88% 2.66% 11.02% 18.09%

9 : Open Banking 0% 0% 0% 0% 0% 9.73% 0% 0% 0% 0% 0% 1.92% 0% 0%

10 : Sandbox 6.46% 0% 0% 0% 3.86% 9.73% 0% 0% 0% 0% 0% 3.53% 0% 0%

11 : Compliance 3.33% 1.21% 1.45% 10.68% 0% 0% 1.78% 1.36% 0% 0% 6.54% 4.42% 0.91% 0%

12 : Management Support 4.82% 0% 0% 0% 7.64% 1.07% 3.55% 0% 4.73% 0% 8.86% 0.32% 5.34% 6.29%

13 : Opera�onal Processes 0% 5.38% 0% 0% 2.60% 0.55% 1.64% 3.31% 10.02% 0% 2.09% 2.75% 0% 0.30%

14 : Event log & Monitoring 2.92% 0% 3.82% 11.63% 1.56% 2.80% 3.14% 7.70% 1.77% 0% 6.31% 4.29% 4.31% 0.95%

15 : Incident Management 5.95% 0% 1.03% 1.95% 0% 0.55% 7.31% 0% 5.51% 7% 0.90% 2.91% 0% 3.34%

16 : Threat management 0% 0% 8.68% 2.36% 0% 4.92% 0% 4.04% 0% 2.21% 0.56% 5% 1.26% 0%

17 : Strategy 5.89% 0% 2.89% 0% 1.95% 0% 9.29% 0% 1.84% 0% 11.75% 0% 0% 5.12%

18 : Risks Management 7.69% 1.86% 1.03% 0% 9.85% 1.56% 9.84% 3.02% 5.79% 4.57% 2.75% 4.86% 0% 5.21%

19 : Assests 0% 2.79% 8.78% 0% 0% 4.22% 0% 1.66% 6.17% 7.38% 0% 1.40% 6.18% 5.29%

20 : Data Protec�on 0% 0.45% 3.05% 2.27% 0% 0% 0% 0% 3.61% 5.14% 3.45% 0.89% 0% 0%

21 : Review & Audit 0% 1.98% 0% 0.50% 0% 0% 0% 3.75% 0.71% 0% 0% 4.15% 0% 0%

22 : Vulnerability Assessment 5.38% 7.28% 4.91% 0% 0% 0.52% 2.05% 7.02% 4.06% 0% 5.91% 10.27% 7.47% 2.17%

23 : Secure Service Delivery 11.89% 6.52% 1.39% 0% 2% 5.89% 0% 5.60% 4.12% 0% 0% 1.03% 6.33% 0.30%

24 : Applica�on Coding 0% 1.82% 0% 0% 0% 11.67% 0% 0% 1.60% 17.62% 0% 2.75% 10.87% 0%

25 : Authen�ca�on 2.41% 0% 5.53% 0% 0% 0% 3.89% 0% 3.63% 3.24% 0% 1.63% 0% 1.74%

26 : Encryp�on 0% 1.86% 0% 0% 0% 0% 7.58% 0% 5.48% 0% 0% 0% 1.75% 0%

27 : Infrastructure 11.99% 6.56% 10.64% 0% 1.13% 0% 6.15% 8.24% 0.78% 0% 2.56% 4.45% 0.38% 6.33%

28 : The Road Ahead 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0%

29 : Best Prac�ces 1.33% 0% 4.08% 10.54% 6.16% 2.08% 0% 0.54% 7.92% 1.98% 0% 3.69% 1.49% 11.32%

30 : Collabora�on 0% 0% 0% 0% 5.99% 4.50% 0% 4.53% 0% 8.83% 0% 2.22% 4.54% 4.47%

31 : Maturity 2.51% 0% 3.51% 2.68% 0% 1.35% 1.23% 1.75% 1.66% 4.83% 0.90% 1.99% 4.65% 0.35%

32 : Resilience 0% 2.02% 0% 0% 0% 3.19% 0.27% 3.31% 1.71% 0% 0% 3% 0% 2.30%

33 : Third Par�es 0% 0% 0% 0% 7.86% 3.98% 0% 0% 0% 0% 0% 2.04% 1.03% 2.43%

34 : Cloud Compu�ng 0% 5.10% 0% 0% 0% 0% 0% 0% 0% 5.90% 8.89% 2.41% 8.58% 0%

35 : Outsourcing 0% 8.34% 3.87% 3.54% 1.13% 2.98% 15.03% 2.78% 8.01% 0% 3.15% 0.14% 0% 0%

36 : Vendor Support 0% 0% 0.57% 0% 4.64% 1.39% 0% 6.68% 0% 0% 0% 2.84% 1.03% 0%

Fig. 5 The common items extracted and the word count in terms of ‘% coverage’

describes the critical aspects of developing a cybersecurity framework for FinTech
innovations in Bahrain.

5.1.1 Cleaning up

The first step in preparing data for analysis is to clean it up. It allows researchers
to do a brief testing of the data collection. This involves designing and revising
the transcribed interview files generated by MS teams after the end of each virtual
interview meeting. They are sorted and named anonymously.

5.1.2 Finding items

The Nvivo software was used to import the transcribed interviews. Items emerge
through repeated readings of the transcribed interviews to highlight topics relevant
to the research questions (termed as codes in Nvivo). Figure 5 lists thirty-six items
that commonly emerged from the 14 individuals’ interview session analysis.

The results demonstrate that all the items included in the aspects relevant to
the cybersecurity framework for FinTech were agreed upon by all the participants.
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Fig. 6 Codes Word Cloud

We assume that the frequency of words and themes offers a decent indicator of
meaningfulness, as [52] found word count beneficial. In this case, word count was
utilised to determine and analyse the participants’ attention in Fig. 7. The word count
in terms of ‘% coverage’ (Table 4), which represents the number of characters as
a proportion of the overall source, was generated using Nvivo’s constant comparison
analysis tool.

Word clouds are useful for visually representing qualitative data because they are
easy to use and give fast insights into a look-through depiction of word frequency.
The bigger the word appears in the graphic created, the more often the keyword
occurs in the analysed text. Word clouds are becoming more popular as a simple
technique to identify the focus of written material.

Figure 6 highlighted words like cyber, security, people, organisation, information,
controls, risk, process, etc., as more frequent topics and areas during the interviews.
Incorporating concepts from the theoretical framework discussed in the literature
shows how people, processes, and technology interact in reference to the cyberse-
curity model for FinTech.

For instance, interviewees emphasised, as shown in Fig. 7, the significance of
capacity building and awareness, as well as regulation and governance, as important
topics to address cybersecurity controls for FinTech in Bahrain.

Based on the participants’ answers, themes were developed. Nvivo was used to
determine how often the items appeared by displaying their percentages in Table 4
to identify which topics the respondents paid the most attention to.
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Fig. 8 The relationship of Capacity Building and Awareness and other factors

5.1.3 Forming stable groupings of items

To thoroughly understand the outcomes, a topic analysis [50] was conducted using
semantic correlations [55] on the 36 items. The goal is to combine and compare
the coded ideas (items). This leads to analysing and contrasting the interviews and
the essential elements related to risks and cybersecurity controls that need to be
implemented for FinTech firms. The analysis incorporated any extra categorisations
that may have arisen from the participants’ opinions. Several of them generated
a distinct theme and established valid categories of objects.

5.1.4 Creating patterns

Pattern creation is grouping concepts that are related to one another in such a manner
that they begin to reflect a meaningful explanation or description of the factors under
investigation [56]. Defining the most relevant patterns may assist in establishing
fundamental principles of a cybersecurity framework for FinTech. For example,
the relationships between several emerging themes related to the people factor are
shown in Fig. 8. It shows that cybersecurity awareness activities are part of Capacity
Building and Awareness’s main theme. All respondents mentioned the significance
of staff awareness training and its frequency in leveraging cybersecurity awareness
and capacity building.

While discussing cybersecurity Regulation and Governance, most respondents
emphasised the importance of following the Central Bank of Bahrain (CBB) Rule
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Fig. 9 The relationship of Regulation and governance and other factors

Books as they contain mandated guidelines and control from the primary financial
regulator in Bahrain (Fig. 9). FinTech must go through the sandbox check to validate
their compliance with all rules and regulations.

Twelve participants considered the risk management concept to include areas
such as asset protection, data protection, and vulnerability assessment (Fig. 10).

Fig. 10 The relationship between Risk Management and other factors
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Fig. 11 The relationship between Secure Delivery of Service and other factors

Figure 11 shows the relationship between Secure Delivery of Service and the fac-
tors that fall under its domain. All interviewees emphasised that FinTech businesses
should take high measures to guarantee that end-to-end security exists between
their internal systems and customers’ systems. Other exterior systems and networks
should not be trusted for security. They point out that users should be forced to verify
themselves using a tool when initiating a transaction or accessing confidential data.
Multi-factor authentication (MFA), including biometrics, should be considered.

The majority of participants encourage FinTech to embrace and execute recog-
nised cybersecurity standards. When implemented correctly, this will facilitate com-
pliance and resilience with ongoing regulatory needs easier. To improve the cyber-

Fig. 12 The relationship between Best Practices and other factors
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Fig. 13 The relationship of Third Parties and other factors

security of their systems, the FinTech IT department should implement and execute
worldwide Best Practices cybersecurity systems (Fig. 12). They should be able to
detect and respond to new cybersecurity threats as they arise.

Furthermore, as the discussion about third parties (Fig. 13) goes deeper, there
is an issue regarding outsourcing financial organisations and potential threats to
financial data security. It’s important to mention that when organisations outsource
specific software and services built by third parties, this could lead organisations to
experience financial data breaches and other adverse events. We understand that it
potentially threatens organisations’ financial information as they would have access
to privileged systems.

5.1.5 Building structures

This stage entails putting together collections of all created patterns into structures in
order to provide a comprehensive description of the proposed cybersecurity frame-
work for FinTech. Composing such a framework may assist stakeholders in better
understanding how to address issues, enhance activities, evaluate their efficacy, or
build evidence to explain what occurred. The relationships between the patterns are
shown in Fig. 14 using a produced conceptual map from Nvivo.

To generate a comprehensive view of the cybersecurity controls for FinTech
institutes, groupings of patterns discovered in the previous step were combined to
create the proposed framework. As a result, the most significant revision of the
risks and cybersecurity controls was grouping the 36 items into six principles. The
total weight of each factor was estimated by the weight focus given by respondents
throughout interview talks in terms of word count.
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Fig. 14 The Relationships between the Patterns and the Conceptual Map

The empirical findings helped us refine the developed framework to make it
more applicable to the FinTech environment while also supporting them. Respon-
dents focused more on FinTech’s considerable Regulation and Governance, Capacity
Building and Awareness for security measures.

Six themes and 36 supporting patterns were obtained from the analysis of the
collected data of the sample groups. Table 5 lists the common themes and support-
ing patterns that emerged from the analysis of the 14 semi-structured interviews.
Participants contributed to 592 quotes that were directly linked with the relevant
codes and main research themes.

Figure 15 depicts the percentage coverage of the resulting theme and fundamen-
tal cybersecurity principles as referenced by the participants. As can be observed,
Regulation and Governance and People’s Capacity Building and Awareness have the
most significant influence on the distribution of cybersecurity controls. Indeed, the
most effective level of knowledge and skill necessary is managing risks, compliance,
and security.
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Table 5 Resulting themes

Themes/Principles Codes Ref %

Regulation and Governance 11 173 29.22297

Capacity Building and Awareness 6 154 26.01351

Risk Management 5 85 14.35811

Secure Service Delivery 5 76 12.83784

Best Practices 5 60 10.13514

Third Parties 4 44 7.432432

36 592 100

5.2 Principles of cybersecurity framework for FinTech

Cybersecurity is not simply an internal concern for FinTech; financial regulatory and
supervisory bodies must mandate certain principles for all financial sector stakehold-
ers to guarantee the security of services and the protection of customers.

The proposed six principles are intended to help FinTech innovations in Bahrain,
including regulatory and supervisory authorities, improve their supervisory frame-
works, policy measures, and cooperation on FinTech services, focusing on address-
ing cybersecurity challenges. The principles outline the conditions that must be met
by FinTech innovations and are meant to aid regulatory authorities in their oversight
of FinTech firms in Bahrain. The principles affect Bahrain’s financial stakeholders,
as shown in Table 6.

The progressive results achieved through the research journey of developing the
cybersecurity framework explicitly tailored for the FinTech industry in Bahrain can
be observed through Figs. 14, 15 and 16. In Fig. 14 a conceptual map is presented,
showcasing the relationships between various patterns. This map is generated using
Nvivo software and serves as a visual representation of the interconnectedness of
these patterns. Moving to Fig. 15, the focus shifts to the percentage coverage of the
resulting theme and fundamental cybersecurity principles, as indicated by the inter-
views participants. This figure provides insight into the significance and prevalence
of these principles within the study context. Finally, Fig. 16 presents the culmination
of this progression, where a comprehensive Framework is presented. This Frame-
work consists of six principles that establish crucial cybersecurity goals for FinTech
firms to implement and achieve. Alongside these principles, Fig. 16 includes a list of

Table 6 The principles affecting Bahrain’s financial stakeholders

Principles Relevant Bahrain Stakeholders

1. Regulation and Governance CBB, Banks, FinTech

2. Capacity Building and Awareness FinTech, Banks, Customers, CBB, BIBF

3. Risk Management Regulators, Telecom, FinTech, Banks, Customers, CBB,
BIBF

4. Secure Service Delivery Telecom, FinTech, Banks

5. Best Practices Regulators, FinTech, Banks

6. Third Parties FinTech
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Fig. 15 The Percentage Cover-
age of the Resulting Themes

recommended controls, which offer further guidance and direction for effective cy-
bersecurity implementation within each principle. Together, these figures showcase
the progression of the framework’s development, starting from a conceptual map
and culminating in a comprehensive set of principles and controls for cybersecurity
in Bahrain’s FinTech industry.

6 Framework validation

Since this research is exploratory, the validation exercise of the proposed framework
is essential as it ensures that the cybersecurity framework is aligned with financial
industry best practices. The Delphi approach has been utilised for conceptual model
validation and evaluation. The Delphi approach is appropriate for research involv-
ing a new or emerging trend. Researchers have extensively employed it in policy
creation and judgement [57]. Numerous uses of the Delphi technique are common
in qualitative research. The fundamental idea of this method is to get participants’
feedback and arrive at a consensus. Delphi studies may be combined with quanti-
tative data gathering and using quantitative techniques to analyse data to provide
more precise and realistic results. Triangulation is one of the approaches that may
promote the validity of qualitative findings and is one of the methods employed in
this study [58].

6.1 Delphi session—NGN Majlis

A Delphi session was arranged at NGN Majlis International [59] for a group of
FinTech and cybersecurity experts in Bahrain’s financial sector. NGN Majlis is
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Fig. 16 The proposed cybersecurity framework for Bahrain’s FinTech entities

a monthly panel discussion platform for Bahrain’s ICT experts in different cyber-
security themes. In total, 42 experts attended the NGN Majlis, and 25 participated
in the Delphi session. Rounds of discussions were conducted to comprehensively
evaluate the framework by discussing the participants’ opinions on the framework,
identifying any gaps, and considering areas for improvement.

6.2 Delphi rounds

In the first round of the Delphi session, experts were surveyed systematically and
asked to rate each framework’s principles on a Likert scale while providing their
thoughts on the framework structure and controls.

In the second round, the experts were given a new questionnaire to complete. They
were asked to rank the framework’s principles in order of priority while seeing the
ranking from the first round, which was derived from the average points provided
to each principle. The highest priority was given to the value of 1, and the lowest
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Table 7 Ranking and prioritising of framework’s principles as a result of Delphi session rounds

Delphi Round 1 Delphi Round 2

Principles Mean Std. Devia-
tion

Ranking Mean Std. Devia-
tion

Prioritising

Risk Management 2.00 1.118 1 1.76 0.831 1

Regulation and Gover-
nance

2.56 1.685 2 2.12 1.269 2

Capacity Building and
Awareness

3.36 1.655 3 3.32 1.345 3

Secure Service Delivery 3.88 1.364 4 3.48 1.194 4

Best Practices 4.32 1.464 5 5.08 0.954 5

Third Parties 4.881 1.130 6 5.20 1.000 6

priority to the value of 6. Table 7 displays the ranking scores and outcomes of the
framework’s principles’ prioritisation for both Delphi rounds.

6.3 Statistical analysis

The optimal number of Delphi session rounds remains unclear, and it should be em-
phasised that increasing the number of rounds may decrease response rates [60]. The
data may be analysed in various ways, but in the Delphi method, descriptive statistics
are often employed to validate the data collected at each round [58]. A technique for
analysing changes across Delphi rounds is provided by more complex tools, such as
Kendall’s W, used in this research [60]. The Delphi method compares and evaluates
experts’ responses using descriptive statistics. Responses were quantified using the
Likert scale (1–5), and the concordance of feedback and the convergence produced
by the Delphi rounds were determined using Kendall’s W coefficient. Kendall’s co-
efficient of concordance (W) is a non-parametric statistical measure that quantifies
the level of agreement among participants based on rank correlation [61].

Thus, for m raters rating n subjects in rank order from 1 to n , and S is the squared
deviation of rating, the definition of Kendall’s W is:

W D 12S

m2 .n3 � n/

According to Schmidt [61], Kendall’s W is a measure of agreement that ranges
from 0 to 1. A score of 0 indicates no agreement, while a score of 1 indicates total
agreement, as shown in Table 8.

The calculated degree of consensus (W) values from Table 6 are shown in the
second column of Table 9. For each set of controls (Principles), the W values of
0.32, 0.46, 0.84, 0.55, 0.91, and 0.78 suggested an excellent agreement amongst the
participants on the framework’s controls ranking, according to the interpretation of
Kendall’s W coefficient [61].

Figure 17 demonstrates the degree of consensus based on the W values listed in
Table 9.
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Table 8 Interpretation of
Kendall’s W coefficient

W Interpretation

0 No Agreement

0.10 Weak Agreement

0.30 Moderate Agreement

0.60 Strong Agreement

1 Perfect Agreement

Table 9 The degree of
consensus (W) values

No Principles W

1 Capacity Building and Awareness 0.3208

2 Regulation and Governance 0.4574

3 Risks Management 0.8379

4 Secure Service Delivery 0.5546

5 Third Parties 0.9086

6 Best Practices 0.7832

Fig. 17 The degree of consensus (W) values

Therefore, the findings of Kendall’s W coefficient showed a high level of agree-
ment among the participants, giving confidence in the outcomes and offering a valid
justification for refining the framework according to their suggestions and comments.

This practice not only led to the higher value of consensus and conformity of the
cybersecurity framework among the ICT and financial experts but also highlighted
the definition and ranking of the framework’s principles and controls according to
their significance in the FinTech innovations context, making them more validated
and highly accepted.
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7 Conclusion

The cybersecurity framework for the FinTech sector in Bahrain aims to assist these
firms in establishing appropriate cybersecurity governance and robust infrastructure,
as well as essential analytical and preventative measures. Moreover, the framework
can aid in identifying relevant controls and guide in assessing maturity levels. The
framework’s adoption and implementation are critical in securing Bahrain’s FinTech
institutes and addressing cybersecurity threats. This ensures that cybersecurity risks
are effectively addressed and well managed. The ultimate goal is to establish a trusted
digital environment for both customers and FinTech companies in Bahrain.

The proposed framework encompasses various elements to address the sector’s
specific needs. It covers areas such as awareness activities, IT staff training, knowl-
edge management, capacity building, regulation and governance, secure service de-
livery, secure application coding, authentication, encryption, secure infrastructure,
risk management, assets management, risk mitigation, review and audit, vulnera-
bility assessment, third parties, cloud computing, outsourcing, vendor profile and
support, future scalability, collaboration, maturity, and resilience. The framework
comprises six principles and involves twenty-four control activities, adopting a risk-
based methodology to address current and future technological advancements and
potential threats.

To ensure the framework’s effectiveness and applicability, it underwent a rig-
orous review process involving cybersecurity experts from banking and FinTech
businesses. The framework’s components were reviewed, validated, refined, and
ranked through group reviews and Delphi techniques. This iterative process not
only enhanced the framework but also made the controls more straightforward for
implementation and more usable for different sizes of FinTech innovations.

The implementation of the framework is expected to have a profound impact on
various stakeholders. FinTech businesses will benefit from increased cybersecurity
resilience, protecting their systems, customer data, and reputation. Policymakers
and regulators will have a comprehensive framework to guide their decision-making
and ensure the security and stability of the FinTech industry. National security will
be strengthened as the framework mitigates the risk of cyberattacks that can have
broader implications for the economy and society. International collaboration can
be fostered by aligning Bahrain’s cybersecurity standards with global best practices,
promoting cross-border trust and cooperation. Overall, the framework contributes
to the sustainable growth of the FinTech industry, boosting investor confidence and
economic development in Bahrain.

The potential of this research goes beyond addressing immediate FinTech cyber-
security challenges. By filling the gap in the literature and providing a tailored frame-
work, it contributes to the establishment of an ideal, secure, and streamlined environ-
ment for FinTech innovations in Bahrain. Furthermore, adopting such a framework
facilitates Bahrain’s commitment to embracing technology-driven changes while
prioritising security. This commitment strengthens Bahrain’s reputation as a secure
destination for FinTech, which can positively affect the overall economy. The pres-
ence of a robust cybersecurity framework not only protects the FinTech industry
but also promotes trust and confidence among customers, investors, and other stake-
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holders. This can attract both local and international businesses to establish their
operations in Bahrain, positioning the country as a regional FinTech hub.
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