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Abstract: The healthcare industry is rapidly adapting to new computing environments and technologies. With

academics increasingly committed to developing and enhancing healthcare solutions that combine the Internet

of Things (loT) and edge computing, there is a greater need than ever to adequately monitor the data being

acquired, shared, processed, and stored. The growth of cloud, 10T, and edge computing models presents

severe data privacy concerns, especially in the healthcare sector. However, rigorous research to develop

appropriate data privacy solutions in the healthcare sector is still lacking. This paper discusses the current state

of privacy-preservation solutions in loT and edge healthcare applications. It identifies the common strategies

often used to include privacy by the intelligent edges and technologies in healthcare systems. Furthermore, the

study addresses the technical complexity, efficacy, and sustainability limits of these methods. The study also

highlights the privacy issues and current research directions that have driven the loT and edge healthcare

solutions, with which more insightful future applications are encouraged.
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1 Introduction

Edge computing paradigms and the Internet of Things
(IoTs) have led to a global technological revolution,
which has enabled the creation of a wide range of
intelligent healthcare services organized over the
Internet to improve the quality of care, the proposed
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treatment, and the cost of healthcare servicell:2l. IoT
devices generate a massive quantity of patient data
which are stored on servers and exchanged among
healthcare specialists for treatment purposes. The
processing of this big data poses a major issue in
the creation of real-time responses and secured
applications. Therefore, there is a demand for
designing and implementing effective solutions to
improve network bandwidth, service, security, and
more. These technologies include cloud computing,
mobile cloud computingB!, fog computing!], microdata
center, cloudletl®), and edge computing.

Smart healthcare harnesses cutting-edge information
technologies, such as artificial intelligence and big
data, constituting a new wave in the field. It aims at
integrating patients and doctors onto a shared platform,
intelligent health monitoring is achieved through the
analysis of daily human activities. The most common
method for storing and processing data in the smart
healthcare system is cloud computing. The major
healthcare data and services are hosted on cloud servers

© The author(s) 2024. The articles published in this open access journal are distributed under the terms of the
Creative Commons Attribution 4.0 International License (http://creativecommons.org/licenses/by/4.0/).
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available on the Web. Wireless Body Sensor Networks
(WBAN)I! are being applied in the healthcare industry
using cloud computing technologies. WBAN is used to
perform remote health monitoring with smart real-time
devices or sensors linked to people. As a result, the
sensor nodes generate an enormous amount of data. For
example, patient monitoring systems use specific
parameters, such as heart rate to decide whether there
are some risks related to critical patients with heart and
lung disease, breathing problems, paralysis, and brain
hemorrhage. Additionally, they can be watched by
sending images or videos while exercising with body
Sensors.

Massive amounts of data must be processed;
however, cloud computing is unable to handle this
volume of data because it arrives from numerous
sources over various networks. When several users
seek access at the same time, the network bandwidth
and transmission speed suffer. Simultaneously, remotely
stored data are vulnerable to security and privacy risks.
In cloud computing, access control and data leakage
are key concerns. Before being transferred to the cloud,
data are frequently encrypted to protect them from an
intruder. However, searching for such encrypted data
is a challenging task, which can lead to significant
bandwidth, cost, and storage shortages when each time
the complete encryption/decryption procedure is
required. Because of this, traditional cloud computing
systems are unable to handle real-time applications,
like remote patient care in emergency scenarios. This
problem motivates us to investigate existing
technologies in the realm of edge computing and
IoT based solutions capable of handling data privacy
and access control with minimal latency and processing
time.

Edge computing has recently emerged as a solution
to the aforementioned challenges, gaining significant
attention and interest from both academic and business
communities. It is considered a good solution for
protecting the privacy and security of patient datal’-8l.
The edge computing layer provides data processing
close to the data source (healthcare network), reduces
transmission costs, efficiently manages big data,
increases data processing speed, and resolves security
and privacy problems. Although there are several
benefits to such technology, it poses some challenges
that need to be tackled, particularly when it comes to
data security and privacy. Since connected devices
often have limited resources (e.g., low computing

power), they are particularly vulnerable to cyber and
physical threats.

There has been a lot of research done to solve the
difficulties mentioned above. Some of the studies
address IoT security in general without considering
privacy in healthcare using edge computing@®-11.
However, there is a lack of studies aiming at
addressing the issues related to the use of intelligent
edges in the domain of healthcare systems. Motivated
by security and privacy concerns, research gaps, and a
scarcity of existing literature on edge computing in the
healthcare industry, this study discusses these gaps and
addresses these flaws. Furthermore, an extensive
investigation of the existing body of literature
regarding the privacy and security concerns associated
with edge computing is presented, focusing particularly
on healthcare systems. The main objectives of this
work could be summarized as follows:

(1) Providing a comprehensive overview of edge
computing, its applications, and architectural aspects.
We also describe privacy and security in the context of
edge-based healthcare systems.

(2) Describing the security and privacy needs for
users’ or patients’ data using six key criteria: privacy,
confidentiality, availability, integrity, authentication,
and access control.

(3) Providing an in-depth exploration of the most
recent security and privacy solutions in healthcare that
are based on edge computing.

(4) Discussing some open challenges in-depth and
giving insights into several potential future research
directions in the context of healthcare systems using
edge computing environment.

The remaining part of this paper is structured as
follows. Section 2 describes the scope of this research;
Section 3 introduces the methodology adopted to
conduct this review study; Section 4 discusses the edge
computing architecture and the functional requirements
of secure healthcare systems; Section 5 presents the
primary concerns pertaining to privacy and security in
healthcare systems that utilize edge computing; Section
6 reviews the current solutions dedicated to data
security and privacy and countermeasures for mitigating
attacks on edge computing; Section 7 highlights the
most pressing issues and future research prospects; and
Section 8§ concludes this paper.

2 Related Study

Several studies have been conducted to address privacy
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and security issues in healthcare systems. The majority
of these studies have provided insight into privacy
concerns and their remedies in various sections of the
healthcare sector. They have analyzed several privacy
and security options for intelligent healthcare systems
that leverage edge computing paradigms to distribute
data across multiple specialists. However, this paper is
a comprehensive overview that aims at highlighting the
main privacy and security issues in the context of edge-
based healthcare systems, providing a comprehensive
review of the recent data security and privacy
solutions, and discussing the open security and privacy
challenges of edge computing and architectures in
smart healthcare systems.

A recent study was introduced by Algarnill?l to
discuss security issues in healthcare but without the use
of edge computing. It covers intelligent healthcare
security and privacy, analysis, assessments, and
classifications. Hathaliya and Tanwarl!3] concentrated
on utilizing blockchain technologies to deliver insights
for future applications, and they presented a
comparative review of the security and privacy in
Healthcare 4.0, including the technology and parameters
to address security and privacy concerns.

Sun et al.l'4l discussed the existing security and
confidentiality methods on the Internet of Medical
Things (IoMT), focusing on data encryption, access
management, trustworthy third-party audits, data
anonymization, and data search. However, the study
includes many assessments of the general security and
privacy issues, but excludes the healthcare domain.
Xiao et al.l'3l reviewed the most important and
fundamental edge computing threats, which account for
82% of the most current threats reported by Statistal!6l,
Yahuza et al.l'7l and Zhang et al.l'8 provided an
overview of the classification of edge computing’s
privacy and security requirements, as well as the
cutting-edge techniques employed to address these
issues. To satisfy privacy requirements, Pussewalage
and Oleshchuk!!! carried out a methodical examination
of privacy-preserving strategies utilized in e-health
solutions.

Some articles deal with security without addressing
privacy, or vice versa. Roman et al.l20] assessed the
security threats, problems, and processes prevalent in
all edge models based on similarities and collaboration
venues. They demonstrated that advancements in
specific-domain paradigms should be considered by all
cutting-edge healthcare paradigms. Huang et al.2l]

examined some of the difficulties associated with
privacy protection, attack mitigation, access control,
key management, and anomaly detection based on edge
computing. Rao and Bertinol?2! addressed the
fundamental privacy-building elements, such as
differential privacy and homomorphic encryption.
They showed the privacy solutions for three common
forms of data usage crucial for edge-based problems,
which are data aggregation approaches, crowdsourcing,
and traffic information services and point of interest
services.

More recent studies!?3-25] have discussed more issues
related to the computing edge technologies used for
healthcare systems. Hartman et al.l?3] reviewed the
main issues and challenges of using edge and fog
computing compared to cloud and legacy technologies.
However, unlike this study, our research specifically
focuses on addressing the privacy and security
concerns associated with edge computing as a central
theme. Table 1 summarizes the main characteristics of
the recent related studies. Our study is distinguished by
providing a comprehensive review of privacy and
security issues in the domain of healthcare that uses
edge computing technologies.

3 Methodology of the Study

The approach taken in this survey promotes the
repeatability of the results obtained through a series of
clearly defined steps. These steps are: (1) define the
research questions; (2) formulate the keywords to
search literature repositories; (3) select and filter the
articles; and (4) discuss the results with suitable
classification. The first stage is to decide which
research questions the literature review will answer.
This includes a Major Question (MQ) and three Specific
Questions (SQ), which are:

e MQ: What are the current solutions available to
secure and maintain the privacy of edge computing in
modern healthcare systems?

* SQ1: What are the most important research questions
and solutions addressed in the literature?

*SQ2: How should the existing privacy/security
solutions in smart healthcare systems be classified?

* SQ3: What are the principal challenges and future
research directions?

Based on these study questions, we set the keywords
to search and extract the raw corpus from the literature
databases. The keywords include the most significant
terms in our core research topic, as well as their
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Table 1 Summary of the existing related studies.

Reference Year Covered issue Privacy  Security = Edge computing  Healthcare
[12] 2019 Healthcare security and privacy N v X v
[13] 2020 Blockchain-based security/privacy v v b v
[14] 2018 Security/privacy solutions in IoMT v v x \
[15] 2019 Fundamental threats and attacks X v v X
[17] 2020 Classification of security requirements v v v X
[18] 2018 Data protection and privacy v v v b
[19] 2016 Privacy-preserving for e-health solutions v v x v
[20] 2018 Security threats and challenges X v v X
[21] 2020 Edge computing security X v v X
[22] 2019 Privacy solutions in edge computing v X v X
[23] 2022 Edge computing issues in healthcare v v v \
[24] 2022 Intelligent monitoring using edge computing v X v y
[25] 2022 Security issues in cloud, fog, and edges X v v X

This study 2023 Edge-based healthcare security/privacy v v v \

popular synonyms. We extract the search results from
the ACM explorer, ScienceDirect, and IEEE Xplore
using the following keywords: “edge computing”,
“security”, “privacy”, “healthcare”, “privacy edge
computing healthcare”, and “security edge computing
healthcare”. Also, we evaluate the publishers’ interest
in this research topic. The mechanism of joining these
keywords adopted as follows:

* (“security” A ‘“‘edge computing”) Vv (“privacy” A
“edge computing”);

* (“security” A “edge computing” A “healthcare”) v
(“privacy” A “edge computing” A “healthcare”);

* “privacy edge computing healthcare” A “security
edge computing healthcare”.

We obtain the articles from the leading journals and
conferences as follows: 771 articles from ACM, 865
articles from ScienceDirect, and 32 articles from IEEE
repositories. Next, the raw corpus retrieved and
collected is evaluated and filtered to generate the final
list of relevant studies. The filtering process is
controlled by the following criteria:

(1) Period: Include the articles written in English
and published between 2015 to 2022.

(2) Scope: Apply a preliminary screening to weed
out articles that are not particularly pertinent to the
scope of this study, i.e., the articles do not mainly
handle privacy, security, edge computing, or smart
healthcare.

(3) Duplication: Exclude analogous publications
focusing on minor concepts and discard any duplicates.

Consequently, we generate a collection of 1609
articles, from which we chose the most relevant

comprehensive studies for review and discussion in this
study. The first observation drawn from the search and
filtering procedure is that the utilization of edge
computing technologies and algorithms in healthcare is
expanding rapidly. Figure 1a demonstrates how articles
are distributed by year of publication. The final
collection includes 14% of articles published in 2021
and 14% of articles published in the first quarter of
2021. The analysis and discussion of the literary corpus
is the final step in this systematic review. Figure 1b
shows the distribution of research articles in the
resulting literature corpus grouped by topics. We
provide here a brief analysis of each of these categories
with recent representative works in literature.

The literature corpus is classified into five general
topics, as discussed in the following subsections, which
are: (1) privacy of edge computing in healthcare; (2)
security of edge computing in healthcare; (3)
confidentiality guarantees for training data; (4)
Machine Learning (ML)/Deep Learning (DL) models;
and (5) edge computing architecture.

3.1 Privacy of edge computing in healthcare

This group encompasses which
propose secure and intelligent medical monitoring
services based on edge computing solutions. Rahman
et al.l20] described a safe therapeutic framework using
blockchain-based Mobile Edge Computing (MEC) that
allows patients to own and manage their personal data
without the involvement of a third party. Kumar and
Tripathil?”] employed the blockchain and InterPlanetary
File System (IPFS) cluster to improve the scalability of

the studies
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Fig. 1 Distribution of articles in literature corpus.

IoMT healthcare systems, providing secure access to
patient data simultaneously. Tripathi et al.[28]
investigated a smart city ecosystem with technology-
enabled healthcare and proposed a privacy-preserving
Smart Medical System (SMS) architecture.

Given blockchain’s popularity as a distributed
architecture for authenticating data, many studies have
been conducted to investigate its applicability to edge
computing. Saha et al.[?®) proposed an e-healthcare
framework that addresses privacy concerns with
Electronic Medical Records (EMRs). In a multi-server
edge computing environment, Wang et al.39 presented
a blockchain-assisted handover method for Intelligent
Telehealth Systems (ITS), that permits effective
authentication, stringent privacy, and computational
load transfer. EIRahman and AlluhaidanB3! utilized
blockchain technology with IoT architectures to assess
the absolute patient data privacy, unaltered data
transfer, and safe transmission of patient examination
findings.

3.2 Security of edge computing in healthcare

The second set of literature studies focus on the use of
individual security techniques to guarantee the
confidentiality of medical data. Hewa et al.[32
developed an MEC and blockchain-based secure
service architecture to access and control patients’ data
using smart contracts. Abou-Nassar et al.[33] introduced
a blockchain-based Decentralized Interoperable Trust
(DIT) framework for IoT regions, with an intelligent
contract ensuring budget authentication and the
Indirect Trust Inference System (ITIS) reducing
semantic gaps and improving Trustworthy Factor (TF)
estimates via network nodes and edges. Li et al.[34 also
created an architecture for Software-Defined Network
(SDN) based edge computing in an IoT-enabled

healthcare system. The framework employs an
authentication mechanism to authenticate IoT devices.
After that, the device gathers patient data and sends
them to edge servers. The SDN controller, which
controls load balancing, network optimization, and
resource use for the healthcare system, is connected to
the edge servers.

However, scenarios requiring data exchange between
possibly dishonest parties call for the implementation
of various security measures, such as MedRec,
which Azaria et al.[33] presented as a decentralized
record management system that manages EMRs using
blockchain technology. MedRec provides identification,
secrecy, accountability, and data sharing. Christo et
al.B% also focused on deploying the Elliptic Curve
Cryptography (ECC) technology, a lightweight
authentication solution for data sharing success,
discussing two key aspects of data security: data
authentication and secrecy. Li et al.[37] also introduced
safe edge computing technology (namely EdgeCare)
for mobile healthcare systems, where data management
is decentralized and collaborative. In general, the
studies discussed above have investigated several
distributed edge computing designs.

3.3 Data confidentiality

Medical data are inherently sensitive. The
confidentiality of specific data items used to train
models makes it one of the most demanding
requirements for edge computing in healthcare
applications. To guarantee the validity of Electronic
Healthcare Records (EHRs) embedded in blockchains,
Guo et al.[38] collaborated with several authorities using
an attribute-based signature technique. Multiple
authorities are incorporated into the Attribute-
Based Signature (ABS) and suggest a Multiple Access-
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ABS (MA-ABS) scheme that fits the requirements of
the blockchain structure while ensuring information
anonymity and immutability to protect patient privacy
in a blockchain-based EHR system. Also, Egala et
al.%1 demonstrated the Smart Healthcare system for
Patients in ICU (SHPI), which uses blockchain
technology and cryptography techniques to ensure
protected patient data and reliable medical records.

Various existing approaches are combined with
encryption to increase data confidentiality. Such a
strategy on edge computing enables data processing
while data are still encrypted. Al Omar et al.[40]
proposed a healthcare solution to ensure patient privacy
and transparency regarding insurance policies. These
policies are kept on the blockchain in order to make the
user’s insurance policy more transparent. Additionally,
users can safely store personal data and healthcare
information on the blockchain, including test results,
prescriptions, and diagnostic reports. Cryptographic
technologies, such as the ECC encryption algorithm,
are used to keep the patient’s data private. Jan et al.[4]
also provided a simple mutual authentication method
for Industrial Cyber-Physical Systems (I-CPS) to
safeguard wearable devices’ and their data’s privacy.
The approach is based on client-server interaction
architecture and provides symmetric encryption for
secure interactions between entities. An Al-enabled
Hidden Markov Model (HMM) is utilized to forecast
the privacy risk associated with patient data after
mutual authentication.

Islam and ShinMZl presented a blockchain-based
health monitoring method that collects health data from
users’ wearable devices using UAVs. A user encrypts
health data before sending them using the UAV’s
public key. After gathering health data, the UAV
decrypts them and transfers them via UAV to the
nearest MEC server. If MEC servers detect any
problems with health data, they will notify the user as
well as any nearby hospitals in the event of an
emergency. Guo et all*3] gsuggested a hybrid
blockchain and edge node paradigm that allows the
multi-authority ABE scheme to encrypt EHR data
stored on the edge node and the Attribute-Based Multi-
Signature (ABMS) method to validate user signatures
while maintaining the privacy of sensitive information.
Based on the Lamport-Merkle Digital Signature
(LMDS), Alzubil* proposed a secure blockchain-
assisted approach for medical IoT devices. The LMDS
Generation (LMDSG) model creates a tree with leaves

that reflect the hash function of private patient medical
data to initially authenticate IoT devices. A Centralized
Healthcare Controller (CHC) wuses the LMDS
Verification (LMDSV) to identify the origin of the
LMDSG.

3.4 ML/DL models

Since machine learning is dependent on vast amounts
of medical data, it is essential to keep the data from
leaking. Ma et al.[*3] developed a privacy-preserving
eXtreme Gradient Boost (XGBoost) over encrypted
model parameters known as Lightweight Privacy-
preserving Medical Edge (LPME), which modifies the
XGBoost model using the edge model. In another
experience related to the Corona pandemic, Vadrevu et
al.l*6] broadcast patient data to the public using several
applications to maintain patient privacy without using
any techniques to protect individual privacy. After
completing the COVID-19 test, the government is
informed of the subject’s infection or lack thereof. If a
person is infected with a virus, such details are shielded
using K-ananonymity, I-diversity, or differential
quality.

Due to the difficulty of using Artificial Neural
Networks (ANN) in mobile medical networks, Guo et
al.471 proposed a Federated Edge Learning (FEL)
system for mobile devices that can safely and
effectively analyze distributed private data in parallel
to train medical ML models. Tasks for monitoring and
training are partially transferred from the mobile device
to the hospital’s private server. The data are then stored
on the devices of the users, while scattered hospitals
merge their models to form a global model to increase
diagnostic quality.

There has been a notable increase in research
attention directed toward fundamental machine
learning algorithms, with an emphasis on enhancing
their scalability and decentralization. For example,
a significant portion of the work proposed by
Alabdulatif et al.[*®! applies well-known distributed
designs in the context of edge computing. The authors
developed a secure Edge-of-Things (EoT) platform,
which can gather, track, and analyze biosignal data in
real time. Early disease identification and treatment are
made possible by the EoT framework, potentially
lowering disease-related harm and lengthening many
lives. When data are stored in EoT databases on the
cloud, Fully Homomorphic Encryption (FHE)
is utilized to assure end-to-end data privacy, with
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K-Means Clustering (KMC) and Fuzzy C-Means
(FCM) approaches.

3.5 Edge computing architecture

The last group of literature studies focuson the
development of complete architectures for edge
computing applications in healthcare. They are more
concerned with the combination of existing techniques,
as well as the overall distributed architecture required
for edge computing. For instance, Bosri et al.[4]
proposed a user-centric edge-based architecture, known
as HIDEchain, that assures safe edge computation for
healthcare by keeping user information transaction logs
on the blockchain. In Section 4.1, we elaborate
more on the edge computing architectures in smart
healthcare systems.

4 Architectural and Functional
Requirements of Edge Computing for
Healthcare Systems

In this section, the key concepts, functional architecture,
and confidentiality requirements of edge computing are
presented for smart healthcare systems. For healthcare
systems, requirements  establish  the
intended functionality of a system, while architectural
requirements specify the manner in which the system
should be designed and structured.

functional

4.1 Characteristics of computing environments

The main notion behind the use of cloud computing is
to store and access data and programs over the Internet
rather than on local computing equipment. Cloud
computing enables organizations to rapidly expand
their accessible storage without needing to maintain
additional servers on-site. Data may also be gathered
from numerous sites and devices, and accessed at any
time and from any locations®%- 311, Subsequently, Cisco
introduces the fog computing concept, which
extends cloud computing to the edge of an enterprise’s
network[32l, With data processing taking place in a
fog node or IoT gateway, fog computing brings
intelligence down to the Local Area Network (LAN)
level of network architecture. It simply involves
moving your computers closer to the sensors which are
communicating with. Trains are one example of fog
computing. As part of the introduction of the industrial
IoTB3-551, smart trains and tracks are being supplied
with a new generation of technologies and sensors,
with trains acting as the primary hub for all data

gathered from these sensors. The difficulty is that,
because trains travel so quickly, maintaining a
connection with the cloud is challenging. This problem
can be avoided by placing a set of fog computing nodes
in the locomotive.

The design of fog computing, on the other hand,
relies on many links in a communication chain to
transmit data from the physical world of our assets into
the digital realm of information technology. Each
of these connections has the tendency to fail.
Consequently, the emergence of edge computing
enables local data processing, resulting in decreased
traffic to the central repository. It lowers potential
failure points and streamlines the fog communication
chain. Edge computing is the processing of sensor data
toward individual data sources, close to the logical
edge of the network and away from centralized nodes.
In essence, it moves computing tasks closer to the edge
of the network. In other words, this process takes place
a great deal closer to the data’s original source, rather
than transferring all the data back to the cloud
for analysis and execution. Edge devices can be
anything with sophisticated processing, storage, and
functionality, such as routers, switches, and sensors
that collect data.

Edge computing enables computing technologies at
the network’s edge, reducing latency closer to the
requests, upstreaming data for IoT services, and down-
streaming data for cloud services. A smartphone, for
example, as an edge is the interface between people
and the cloud, a gateway in a smart home is the
interface between house things and the cloud, and a
Micro Data Center (MDC) or a Cloudlet®! is the
interface between a mobile device and the cloud. The
crucial aspect of edge computing is that computation
should occur close to data sourcesl®’l. The edge
computing paradigm has several advantages over the
traditional cloud computing model, including real-time
data processing and analysis, high levels of security
and privacy protection, scalability, robustness, low
traffic, and location awarenessD8:591, Therefore, Edge
computing is particularly supposed to be a successful
solution to lowering latency, reducing data
transmission, and maintaining local data privacy.
Table 2 summarizes the main characteristics of edge
computing compared to cloud and fog computing.

4.2 Edge computing functions

The typical functional architecture of edge computing
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Table 2 Characteristics of cloud, fog, and edge computing.

Criterion Cloud computing Fog computing Edge computing
Purpose Long-term analysis Real-time analysis Real-time analysis
Latency High Low Very low
Security Less secure High security High security
Storage High Low Low
Response time Minutes to weeks Seconds or less Milliseconds
Bandwidth utilization High Low Very low
Server overhead Very high Low Very low
Scalability Medium High High
Location of data processing Cloud server IoT gateway or LAN Device itself
Geographic coverage Global Connected devices Device
Architecture Centralized Distributed Distributed

Data center
Big data

Device example
Application

Car, phone, and computer

Sensor, actuator, and wearables

Dependable services M2M communication haptics

is characterized by a three-tier framework,
encompassing four layers: perception, connectivity,
processing, and performance, i.e., reaction. The layered
functional architecture of the computing environment
is illustrated in Fig. 2. Firstly, data are received by the
perception layer from a variety of sources, including
sensors, apps, social networking websites, and
electromagnetic devices. Sensors in the intelligent
environment collect data from multiple domains, such
as pollution monitoring, traffic control, etc. Data can be
in different formats and sizes, such as video, audio, or
text. Then, using a communication protocol and
various technologies, like Wi-Fil®l  Bluetooth[®l],
Zigbeel2], and Near Field Communication (NFC)I63],
all the captured data are sent to the processing layer.
The processing layer sends the collected data to the
middleware, referred to as the “edge gate”. The
essential functions of this layer are data reading,
aggregation, management control, etc. In the
performance layer, reports are prepared in any
intelligent environment after receiving the results from
the processing layer. The actuators take actions
depending on the data acquired by the sensors. The
apps may respond based on the processing outcomel®4].
This layer does all the essential operations to increase
processing speed significantly faster than the cloud.
Figure 2 also demonstrates the cloud, fog, and edge
environments into three tiers. The cloud level is
primarily made up of centralized cloud infrastructurel©3.
It comprises numerous servers with significant
computational and storage capacities that offer a
variety of services. In contrast to the traditional cloud
computing design, some computation or services in the

fog architecture may be proficiently shifted from the
cloud to the fog layer to lessen the burden on cloud
resources and boost efficiency. The fog level is made
up of many fog nodes. The OpenFog Consortium
defines a fog node as “the physical and logical network
piece that offers fog computing services’®l, Fog
nodes, which can be located anywhere between the
cloud and edge devices, can compute, transmit, and
temporarily store data. As a result, fog nodes are
directly connected to edge devices to supply services.
They, on the other hand, are linked to the cloud
infrastructure to supply and receive servicesl®’l. For
example, fog nodes can benefit from cloud storage and
computing capabilities while providing context
information to users. Finally, the edge level includes
edge devicesl®8! situated closer to the network end for
data processing, communication, or caching(®l, which
are the fundamental components of edge computing.

4.3 Architectural requirements
healthcare systems

of edge-based

This section introduces a generic architecture with the
main requirements required to deploy healthcare
applications in the edge computing environment.
Generally, healthcare applications can be classified
according to device type, data type, or unique use
casel23], The following are the primary healthcare
categories based on the use cases: Genuine health
monitors, emergency management systems, mental
well-being smart applications, and healthcare
dissemination of information.

As shown in Fig. 3, edge computing helps to improve
healthcare standards by offering more thorough and
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timely treatment anywhere. The widespread use of
health sensors, especially those with computing power
for disease diagnosis and patient monitoring, can
reduce the number of patients who visit hospitals and
clinics. Patients can easily keep these edge sensor
devices, which leads to new data insights on healthcare
through continuous vital sign monitoring. Edge
computing can therefore aid in lowering data transit

costs by moving necessary data from servers to the
edge, thus reducing latency issues with cloud systems.
Moreover, there are several architectural requirements
that should be maintained to achieve the best experience
and performance while employing edge technologies in
the field of healthcare. As can also be observed in
Fig. 3, low latency, location awareness, and high-level
privacy are important general requirements that should
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be maintained.

In terms of low latency, when compared to standard
cloud solutions, edge solutions have reduced latency,
and some specialized system design characteristics
enable this. With elderly monitoring in homes being
the most popular application needing low latency,
several edge mining algorithms can help to reduce the
amount of time spent transferring data to the cloud or
fog/edge nodes for computation or storagel?’]. Some
systems use sensors to gather information on a patient’s
current physical condition and transmit it to a Personal
Digital Assistant (PDA) or mobile phone. The PDA or
phone processes the data locally and notifies a patient’s
family or emergency services if a fall is detected or if
their heart rate or blood pressure are outside of the
normal range.

Mobile users can get services from the edge server
that is closest to them geographically because of edge
computing’s location-aware capability. Users can use a
range of technologies, including wireless access
points[70- 711 GPS, and mobile phone infrastructure, to
find electronic devices. It might be used by a wide
range of edge computing applications, such as fog-
based automobile safety systems and disaster
management!’2l, Since it enables the patient to be
located in the event of a medical emergency, location
awareness is also a crucial requirement for edge
computing in the healthcare industry. Greater precision
can be attained by adopting localization techniques
designed expressly for edge applications rather than
costly GPS locating systems. Algorithms can deduce a
person’s position indoors or outside using a cloud
server and a basic infrared sensor.

Health and location-related information are sensitive
in terms of high-level privacy, so it is essential to offer
users a high level of security. Prior to being sent to
other nodes, health information at the edge of the
network, frequently on mobile devices, must be
secured. This needs to be done effectively but
efficiently due to energy restrictions. Many potential
computer nodes create new opportunities for obtaining
patient data while simultaneously enhancing privacy
due to the dispersion of essential data®®). In edge
computing applications, authentication protocols and
trust ratings are employed to reduce the chance of
infiltration.

In addition to the general requirements mentioned,
there are a set of specific security and privacy
requirements that need to be also maintained in the

domain of edge-based healthcare. Because of the
massive volume of health data accessible and
communicated over the Internet, security and privacy
are now the key concerns of the healthcare business.
Because it is an open communication route, network
assaults on the data are possible. According to Zhang
et al.l'8] there are various critical components for
measuring system security. Edge computing requires
the outsourcing of the patient and doctor’s data
protection (to high-end data centers, for example),
which inevitably results in data loss, data leakage,
illegal data operations like copying and publishing, as
well as other data security issues, and data
confidentiality and integrity cannot be ensured!73-731,

As a result, external data security remains a
fundamental issue in the security of edge computing
data. In general, there is a demand to maintain the
following security and privacy requirements in any
edge-based healthcare system:

(1) Confidentiality: It aims to stop information from
being disclosed without authorization. Confidentiality
guards against unauthorized parties from accessing
user data while they are transferred and received in the
peripheral or core network infrastructure, and stored or
processed at the edge. This implies that the data must
be encrypted for the user before it is outsourced to edge
servers. Many techniques have attracted more attention
recently, such as Identity-Based Encryption (IBE)!76l,
Attribute-Based Encryption (ABE)77-7°1, Proxy Re-
Encryption (PRE)BY, and Homomorphic Encryption
(HE)(#11,

(2) Integrity: It ensures that data are transmitted
correctly and consistently to the authorized user(s)
without any observable data changes. Data integration
research in edge computing should focus on four
functional elements: batch auditing!8, dynamic
auditing!83], privacy auditing!84, and low complexity!83],

(3) Availability: All authorized parties can access
edge and cloud services whenever and wherever they
need them. It also means that user data are stored in
encrypted text in edge or cloud data centers, and
handled according to different operational needs.

(4) Authentication: Authentication ensures that a
customer’s identification is permitted, which implies
that there must be a way to verify the user’s identity.
Furthermore, the edge computing environment
mandates identity validation for every entity within a
certain trust domain and for entities to reciprocally
prove each other throughout those trust domains.
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Cross-domain authentication!®], which is a typical
identity management technique that authenticates
customers for sites that exist in various fields, single-
domain authentication!87], and handover
authentication/38, are currently acceptable
authentication techniques.

(5) Access control: Through control laws, access
management serves as an improved mechanism for
protection and privacy. It determines who has access to
the information and what abilities, e.g., reading and
writing, can be practiced.

(6) Privacy requirements: Sensitive information of
end-users is sent to remote servers from edge devices.
The privacy issue is exacerbated by the presence of
numerous honest but curious adversaries. These
attackers typically have authorized entities with the
secondary purpose of gaining access to more sensitive
information that could be utilized for egotistical
purposes. Probabilistic public-key encryption®, a
public-key cryptography system, which varies the
ciphertext of a message encrypted with the same public
key on each run of a probabilistic Turing machine!®,
and pseudo-random permutation®!l can all be used to
create lightweight data privacy-preserving algorithms.
Then, in a dynamic and dispersed computing
environment, users must safeguard their credentials
using management and authentication operations®2 931,
Finally, since users frequently have relatively constant
Points Of Interest (POIs), user location information is
highly predictable, suggesting that
frequently use the same edge servers. In this case, we
should be more concerned about protecting our
location privacy!4l.

users would

S Security and Privacy Challenges of Edge
Computing in Healthcare Systems

Recently, the proliferation of smart healthcare systems
has created massive amounts of data that are
communicated via the Internet between doctors and
patients, as the Internet is an open communication
route that enables easy attacks on this data. As a result,
privacy and security are now the top objectives in the
healthcare sector. To protect patient data from
unauthorized users, security techniques are utilized to
control access to it. It is possible to achieve it through
operational controls within a covered entity(%3],
Personal Health Information (PHI), which is
maintained and sent via digital systems, is used
worldwide. The protection of a patient’s healthcare

data from unauthorized access is defined as privacy in
health information. This can be accomplished through
the implementation of policies. On the other hand,
privacy implies that only authorized individuals have
access to a patient’s health information and that, under
certain conditions, patient information may be
accessed, used, and reported to a third party. The
HIPAA Act, for example, safeguards patients’ health
information[®®l.

IoT-based healthcare systems now face numerous
security and privacy challenges because they rely on
IoT devices that can connect with other devices. The
security and privacy of patients’ personal health
information acquired by IoT devices is a common
worry for medical professionals and IoT device
vendors. The major concerns are as follows: (1) When
an adversary obtains unauthorized access to patient or
healthcare provider data; (2) If a virus infects the
device; (3) If a device failure occurs, an opponent
steals the devices, copies them, and reprograms them
with malicious software that compromises the system;
and (4) How soon will the healthcare system restore
operations after a device malfunction or network
attack? Below, we summarize and discuss the major
security and privacy challenges in the context of edge-
based smart healthcare.

(1) Device authentication: It is challenging to
update the various medical devices and determine
whether an IoT device sends out misleading
information from a rogue node due to the vast number
of IoT devices and healthcare providers. The lack of
authentication IoT  healthcare
equipment could jeopardize patient privacy if an
attacker accesses the data and wuses them
inappropriately®7l, Kotz[®8] discussed some additional
privacy threats that can affect an IoT-based healthcare
system.

(2) Anonymity: The patient’s privacy may be
seriously compromised if an intruder manages to steal
their identity. As a result, anonymity is one of the
security criteria. The identities of the patient and doctor
must be verified during the login request phasel!8],
However, the symmetric encryption method, DES, is
applied to encrypt the identities of patients and doctors,
posing a challenge in determining their actual
identities.

(3) Data modification: The transfer of medical data
within the healthcare system can be intentionally
intercepted by adversaries, either from the IoT device

mechanisms  on
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node or during data exchange across the network. The
adversary can insert false information in the data,
prompting the healthcare provider to react and
administer treatment using false data. This could be
fatal for the patient.

(4) Compromise of hardware and software:
Adversaries can physically steal healthcare IoT
devices, extract patient data and security features,
reconfigure the stolen device, and relocate it to the
network. Furthermore, bugs or viruses may attack the
application’s operating system, causing the system to
malfunction. As a result, the challenge is in detecting
the infection and strategies to debug security incidents.

(5) Security and privacy vulnerabilities: Many
factors contribute to edge computing network security
and privacy vulnerabilities and putting patients’
personal data at risk, which are as follows:

* Edge nodes receive a lot of sensitive data because
they are located closer to users in edge computing. It
could have fatal consequences if any parts of the data
are stolen.

* Because edge computing has fewer network
resources than cloud computing, it cannot use
sophisticated encryption methods.

* The dynamic environment that makes up the edge
computing network is always evolving. Attackers can
so easily ingratiate themselves into the organization.
Additionally, it is difficult to create security rules for
such a dynamic network.

(6) Common edge computing attacks: The
following are the common edge computing attacks:

* Eavesdropping: The attackers can view patients’
medical data through the communication channel
between the sensor node and the edge server.

¢ Denial of Service (DoS) attacks: This enables an
attacker or hacker to get access to a system or network,
and block authorized users from using it by flooding
huge requests.

¢ Distributed Denial of Service (DDoS) attack:
This attack takes place when an attacker continuously
sends many packets toward the victim’s device from
compromised distributed devices, depleting the victim’s
hardware resources to handle any other packet and, as a
result, failing to timely fulfil any valid request.

e Data tampering attack: The attacker has the
ability to change data stored or sent through a
communication channel.

* Service manipulation: It is an attack in which the
adversary takes over the edge data center, enabling it to

alter or misrepresent the services.

» False data injection: The attacker introduces fake
code onto the system that gathers all database data and
transfers them to the attacker.

* Physical attack: This attack happens when the
edge infrastructure’s physical security is inadequate or
negligent. As the deployment of edge servers is
dispersed, physical attacks will have an impact on
services in certain geographical areas!9- 531,

* Rogue gateway: It is an assault conducted by
attackers that causes the same effects as a man-in-the-
middle attack by injecting excessive traffic into the
entire edge computing network architecture(*91,

(7) Data protection outsourcing: Healthcare
requires a high level of security and privacy from its IT
infrastructurel!®], In Healthcare Industry 4.0, The
medical industry adopts the design principles of
Industry ~ 4.00101. 1021 including  interoperability,
virtualization, decentralization, real-time capability,
service orientation, and modularity. Keeping medical
data private and secure is the primary issuell93],
Preventing physical and digital assaults on hospitals
with IT systems with the intention of using patient data
unethically is the main objective of maintaining the
security and privacy of IT-based hospitals. Smart
healthcare systems can enhance traditional healthcare
treatments in a flexible and effective manner. Because
medical sensors lack computation, storage, and energy
capability. Any IoT security architecture should fulfil
the three components of the Confidentiality, Integrity,
and Availability (CIA) triad. Because of the massive
volume of health data accessible and communicated
over the Internet, there are various requirements to
ensure the security of the system!'®], The protection of
patient and physician data must be outsourced, similar
to the principles of edge computing, which benefits the
healthcare sector in many different aspects:

* Strong infrastructure: Healthcare facilities can
continue operating normally even when there are
network issues by processing data on-site using edge
devices.

* Processing with very low latency: To ensure safer
surgeries, throughput and real-time insights are
required for tasks like hand-eye coordination or
notifications about the location of critical organs during
a procedure. Near-instant feedback is provided through
data processing at the edge.

¢ Increased security: Patient health data are
maintained secure and less susceptible to multiple
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threats and data breaches by keeping data on the device
and inference at the edge.

* Savings in bandwidth: Processing at the edge
avoids the need to send high-bandwidth data over the
network or to a remote location, such as video feeds.

6 Current Solutions for Secure and Private
Edge-Based Healthcare

This section offers an in-depth analysis of cutting-edge
data security and privacy-preserving techniques in
edge-related paradigms with a particular focus on smart
healthcare applications. As shown in Fig. 4, a specific
taxonomy solutions for data privacy-
preserving, data integrity, confidentiality,
authorization, authentication, access control system,
and core infrastructure.

includes

6.1 Privacy-preserving data integrity

6.1.1 Data privacy

It is necessary for the treatment profile to be
decentralized, secure, and seamlessly integrated while
moving the patient from one medical facility to
another. In this regard, Rahman et al.l2¢] described a
safe therapeutic framework using blockchain-based
MEC that allows patients to own and manage their
personal information without the involvement of a
permitted third party, such as a therapy center. The
treatment data will be unchangeable, anonymized,
secure, and available to the public. Full implementation
of the framework suggests that it can accommodate
enough users without significantly increasing the mean
processing time.

Further, IoT technologies raise privacy concerns
which are significant for healthcare systems that handle
sensitive patient data. It is necessary to provide
frameworks for secure and intelligent medical
monitoring based on edge computing
platforms. Singh and Chatterjeel!%0 presented an edge
computing layer and a middle layer for a smart
healthcare system based on edge computing, which
oversees controlling network latency and protecting
patient data privacy. This edge computing layer
handles the patient data’s encryption and privacy with
the help of the Privacy-Preserving Searchable
Encryption (PPSE) method[!194. The access control
method also prevents unwanted access to remotely
stored patient data. Sample patient monitoring data,
including body temperature, pulse rate, respiration rate,
blood pressure, and oxygen saturation, are gathered by
the authors. The proposed model’s implementation,
performance, and security analysis show low latency,
low transfer time, low power, and low energy when
compared to similar techniques. The computed results
show that the edge computing strategy reduces the
transfer time by 64.24%, the power consumption by
69.03%, and the energy consumption by 69.56%.

With the rapid advances in machine learning
capabilities, the users of mobile devices may transmit
specific symptoms for medical evaluation at any time
and from any location. However, because ML is
dependent on vast amounts of medical data, it is
essential to keep the data from leaking. Ma et al.[3]
introduced a lightweight privacy-preserving XGBoost
over encrypted model parameters, known as the LPME,
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to drastically lower computational costs when
compared to data-sharing-based and privacy-preserving
ML. LPME uses the edge model to modify the
XGBoost modell!%], The authors assessed two public
datasets: heart disease and thyroid disease. LPME
improves as the K-Treell%l count increases, which
results in an accuracy of 97.1% for the thyroid disease
dataset and 90.6% for the heart disease dataset.

In a different COVID-19 pandemic-related
experience, Vadrevu et al.[o] used several applications
to protect patient data by broadcasting the information
to the public without executing any personal privacy
preservation techniques and without violating the
privacy of the affected person. However, attackers can
take advantage of this public data and provide them to
any insurance agency. When an entity in charge uses
patient data for any authorized research or analysis,
data privacy must be highly maintained. As a case,
after completing a COVID-19 test, the government
receives information about the infected or non-infected
individual. If a person is infected with a virus, such
details are shielded using approaches, such as K-
ananonymity!!97],  l-diversity(108]  or  differential
privacyl!®l, The experiment is carried out using the
adult dataset and a sample dataset produced and
derived from news articles and published during the
pandemic period. If the entire process is automated
utilizing robotic and IoT technology, the outputs would
be efficient and accurate.

6.1.2 Identity privacy

The Internet of Medical Things (IoMT), which
leverages 1oT in the healthcare business, is the next
frontier in the digital revolution[!1%l. This vast volume
of medical data created by IoMT is maintained in a
centralized storage system. However, centralizing
sensitive patient data introduces a single point of
failure, along with concerns regarding privacy and
security. Kumar and Tripathil?’! proposed an IoMT-
based solution that employs
IPES technology!!'!l. The IoMT network’s security
mechanism is broken down into two parts: initialization
and authentication. To maintain anonymity in the
IoMT network, patients and their device data are
submitted as a transaction to the blockchain network
following registration and authentication. Furthermore,
unlike other cloud-based systems, the framework offers
authorized agents (peers) equitable service without
depending on a third party. The technique is designed
and implemented using distributed off-chain storage,

blockchain and

both safe and anonymous. Additionally, it is designed
and developed using distributed off-chain storage,
which is extremely secure and upholds anonymity. The
suggested architecture employs an IPFS cluster, which
increases the scalability of IoMT healthcare systems
while also facilitating safe access to patient data.

Bosri et al.[*?! designed the HIDEchain user-centric
edge computing architecture, which guarantees secure
edge computing for healthcare to retain user data
transaction records. A user might monitor how the
architecture wuses his/her data by
Blockchain maintains data transactions, which ensures
data integrity, and the user data remain anonymous in
the edge node. HIDEchain allows only registered IoT
devices to communicate data, thereby preserving
device authorization and authentication.

Saha et al.[?] developed an e-healthcare framework
to deal with Electronic Medical Records (EMRs)!12]
that addresses privacy concerns within the e-healthcare
network. In addition to recording the response time and
latency, the authors showed that the algorithm
effectively provides privacy while maintaining
conventional network settings. The transaction time is
statistically 13.84% less than similar algorithms,
possessing the required features for any cloud-based
healthcare system. IoT intelligent technologies are also
employed to secure patients’ identification and privacy.
For Intelligent Telehealth Systems (ITS) in a multi-
server edge computing environment, Wang et al.[30]
developed an efficient and expandable blockchain-
assisted handover approach. It can enable efficient
authentication, tight anonymity, and computing load
transfer. Furthermore, the authenticated edge server is
used to help with handover authentication, thus
reducing communication and computing overheads on
the user side.

Hossain et al.[l13] suggested a B5G framework to
detect COVID-19 using chest X-ray or Computational
Time (CT) scan images by utilizing the low-latency
and high-bandwidth capabilities of the 5G network.
The framework includes a mass surveillance system
that can recognize body temperature, social distance,
and mask use. Recent advances in -cutting-edge
computing analyze hospital test results and crucial
human signals at the edge. The proposed COVID-19
diagnostic technique might be used to diagnose any
infectious illness. As a result, it will aid in decreasing
hospital overcrowding, authenticating patients who do
not have COVID-19, and handling sensitive personal

saved hashes.
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data at the edge to maintain anonymity. Three deep
learning models are used to investigate blockchain
technology: ResNet50['14], deep tree, and inception
v3l115]

6.1.3 Low complexity

While maintaining great precision, a low level of
complexity can be used for deployment at the edge
zone. According to Huong et al.ll!6] Jow-complexity
cyberattack detection in IoT edge computing (namely
LocKedge) is a multi-attack detection technique with
low complexity for deployment at the edge zone while
maintaining good accuracy. LocKedge is implemented
and evaluated in centralized and federated
environments. Lin et al.I33 proposed a strategy for
managing fat clients in an edge computing environment
to provide tailored healthcare services. The proposed
solution includes a fat-client profile for each fat-client
user to operate, such as data source sequences and
analysis algorithms. The fat-client manager of the
cloud layer controls the fat-client model through the
fat-client profile. Each fat-client that belongs to the
user is managed by the edge layer’s fat-client instance
manager. The cloud layer oversees building and
managing the fat-client model, which necessitates
many computational resources. The fat-client is kept at
the edge layer for on-site data processing and includes
a number of user interactions. Table 3 summarizes the
solutions proposed for preserving data privacy, identity
privacy, and low complexity.

6.2 Authorization

The system decides whether the user has sufficient
credentials to access the requested resources; in this
regard, Egala et al.[¥] presented an SHPI, in which

essential data are handled in edge computing placed
within the hospital to decrease connection latency.
Blockchain technology and cryptographic techniques
are used by SHPI to ensure the confidentiality of
patient data and tamper-proof medical records. A data
access token system is also created to segregate the
group of users depending on their jobs. Logical
analysis is performed to define the operating principles,
demonstrating that the system can deliver the needed
security and privacy. Mistry[118] also proposed a system
that provides a cost-effective, secure, private, and
adaptable solution. The proposed approach uses rule-
based beacons for seamless data management,
machine-to-machine transmission, and a variety of data
processing algorithms to support smart healthcare
applications.

6.3 Access control

The procedure of gaining access to resources is limited
to a small number of users. Nguyen et al.[!!%1 suggested
a new decentralized healthcare architecture based on
blockchain and MEC for spreading EMR sharing
among federated hospital services. The focus of the
research is on a fully decentralized access control
system based on smart contracts, which enables EMR
access verification at the network edge without the
need for central authority. A decentralized IPFS
platform also connects to smart contracts on the MEC
network, reducing the time it takes to get data and
enhancing security for EMR sharing. The authors
conducted several real-world tests to validate the
efficacy of the EMR sharing strategy. By reducing data
retrieval latency, enhancing blockchain performance,
and providing security assurances, the implementation

Table 3 Summary of approaches on preserving data privacy, identity privacy, and low complexity.

Reference Feature Approach

Aim Result

[100] Data privacy Searchable encryption

[26] Data privacy Blockchain-based MEC

[45] Data privacy  Lightweight privacy preserving LPME
. K-ananonymity, 1-diversity,

[46] Data privacy differential privacy

[27] Identity privacy Blockchain and IPFS

[49] Identity privacy HIDEchain

[29] Identity privacy E-healthcare framework

Blockchain-assisted handover

[30] Identity privacy

AKA scheme
[113] Identity privacy B5G framework
[116] Low complexity LocKedge

[117]  Low complexity Fat-client profile

Prohibit illegal access Low time and energy

Patients control personal data Users scalability

Reduce computational cost High accuracy

Protected Covid-19 patient details High accuracy

Handle security and storage Scalability increased

Data integrity Authenticated device

Addresses privacy Low transaction time

Verification and strict anonymity Low communications cost

Low latency and high bandwidth Patients verified

Low complexity Maintaining high accuracy

Local data processing Efficient management
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results demonstrate a significant improvement in
Quality of Services (QoS) compared to the baselines.

Similarly, Hewa et al.32l created an MEC and
blockchain-based secure service architecture for future
study that makes use of lightweight Elliptic Curve Qu
Vanstone (ECQV) certificate mechanisms(!20], The
authors handled access control to patients’ data using
smart contracts. The authors conducted a near-realistic
performance assessment, demonstrating that the system
can manage large transaction volumes via MEC nodes
with little latency. They also optimized blockchain
storage by outsourcing it to expandable IPFS storage.

Guo et al.l?1l introduced a hybrid architecture that
controls access to EHR data using edge nodes and
blockchain. The identity and access control rules are
managed by a blockchain-based controller, which also
serves as a tamper-proof log of access events inside the
architecture. Additionally, off-chain edge nodes store
EHR data and implement attribute-based access control
on EHR data in conjunction with Access Control Logs
(ACL) based on blockchain technology. The proposed
hybrid architecture is evaluated using a hyperledger
composer fabric blockchain to determine how well
smart contracts and ACL rules executed in terms of
transaction processing speed and response time to
unauthorized data retrieval. Azaria et al.[3] suggested
MedRec, a decentralized record management system
that uses blockchain technology to manage EMRs.
The proposed approach gives patients easy access to
their medical records across doctors and treatment
locations, and provides a full and immutable track of
their medical information. By utilizing special
blockchain features, MedRec offers identification,
confidentiality, accountability, and data sharing—all of
which are crucial issues when working with sensitive
information.

Christo et al.[3¢] implemented ECC, a simple
authentication method for data exchange. The authors
went over two critical data security issues: data
authentication and confidentiality. To ensure data
validity, they used a method to encrypt and decrypt the
data with a 512-bit key. The blockchain ledger system
ensures data secrecy by allowing only ethical people to
access the data. The experimental findings show that
the time required to create the key, encrypt, and
decrypt is reduced compared to other current
techniques. To effectively analyze data and store it on
cloud servers, the suggested infrastructure also includes
edge servers on the ground. It ensures data security,

data secrecy, and authenticity by processing and
storing the data in the blockchain ledger. Table 4 lists
the main characteristics

of the access control

approaches proposed in this context.
6.4 Data confidentiality

6.4.1 Encryption

By using specific mathematical techniques and a
password or ‘“key” meant to decode the data,
encryption tries to protect digital data. Data are
converted during the encryption process using an
algorithm that makes the original data unreadable.
Among the works that use this technique is presented
by Alabdullatif et al.[*8], in which they developed a safe
Edge-of-Things (EoT) framework for smart healthcare
monitoring. The system is capable of collecting,
observing, and analyzing biosignal data in real time.
EoT is
intermediate processing layer between IoT devices and

a computing paradigm representing an

cloud computing. The EoT framework enables early
illness identification and treatment, possibly lowering
disease-related damage and extending many lives.
FHE!'22] is used in EoT databases stored in the cloud to
provide end-to-end data privacy. The authors devised a
distributed strategy for applying clustering-based
approaches in the context of the EoT paradigm. This
method is involved in clustering-based techniques,
such as K-KMC clustering and FCM clustering. The
authors of Ref. [48] assessed the proposed secure EoT
smart healthcare monitoring system using the Google
Cloud Platform (GCP), they used a real heart disease
dataset from the University of California Irvine’s (UCI)

Table4 Summary of the recent works handling access
control.

Reference Aim Result

Reduced data retrieval

IPFS platform i
S platform integrated latency, enhanced

[119]

with MEC network blockchain performance
MEC and blockchain- Handle transaction

[32] based secure service  volumes with optimized
architecture blockchain storage

Hybrid architecture with
[120] blockchain and edge
nodes

Store EHR data with
access control

Identification, secrecy,
accountability, and data
sharing
Provides data security,
data secrecy, and
authenticity

[121] MedRec

Elliptic-curve

(3] cryptography
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machine learning repository!123l,  together with
synthetic datasets that vary in size and distribution to
adequately demonstrate the proposed methodology.
The collection includes data from 303 patients and 75
characteristics. According to the dataset size, the
accuracy increase from 0.29% to 8.90%. When the
number of Virtual Machines (VMs) is changed from 1,
2, and 4, the performance measurement shows
considerable improvements to the execution time
ranging from 49.38% to 76.06% for 8000 data points.

Al Omar et al.[*0l proposed an alternative for the
healthcare system that would guarantee patient privacy
and transparency regarding insurance policies. These
policies are maintained on the blockchain to make the
user’s insurance policy transparent. Users can also
safely keep personal information on the blockchain and
healthcare data, such as test results, prescriptions, and
diagnostic reports, in the cloud. The patient’s data are
kept private by utilizing cryptographic technologies,
such as the ECCI!24] encryption algorithm.

Jan et al.l12%] introduced SmartEdge, an end-to-end
encryption architecture that handles computationally
challenging activities at the network edge and cloud
data centers, and is used for smart city applications. To
provide a secure connection between smart core
devices for multimedia streaming to registered and
validated edge devices, the authors developed a
lightweight symmetric encryption technique. The
multimedia streams are encrypted, encoded, and
broadcast to the cloud data centers when the edge
devices receive the data. Prior to broadcasting, each
edge device creates a secure connection with a data
center by combining symmetric and asymmetric
encryption methods. In SmartEdge, the wuse of
somewhat complex encryption techniques at the
network edge and cloud data centers is compensated by
the execution of a lightweight encryption approach at
resource-constrained smart devices. The suggested
system reduces end-to-end encryption delay, response
time, security overhead, and computational and
communication costs for participating entities.
Furthermore, the suggested system is very resistant to a
variety of adversarial techniques.

Jan et al.l*ll also provided a lightweight mutual
authentication solution for protecting the privacy of
wearable devices and their data in I-CPS. The
technique is built on a client-server interaction
architecture and offers safe sessions among entities by
using symmetric encryption. Following mutual

authentication, an artificial intelligence enabled HMM
is employed to anticipate the privacy risk linked to
patient datal!26], Furthermore, the authors evaluated the
scheme’s resilience and security using Burrows
AbadiNeedham (BAN) logic. This study shows that the
suggested method is secure, quick, and robust due to
the use of lightweight security primitives for session
key exchange. Finally, the proposed method reduces
the processing, communication, and storage overhead.

Islam and Shin?l presented a blockchain-based
secure outside health monitoring method that employs
an Unmanned Aerial Vehicle (UAV) to gather health
information from wearables worn by consumers. A
user encrypts health data before sending them using a
public key of the UAV. After capturing health data, the
UAV decrypts and transmits them via UAV to the
nearest MEC server. The health data are then encrypted
and sent to the nearest MEC server via MEC. MEC
decodes and analyses health data to discover health
problems in the user. If MEC servers detect any issues
with health data, they contact the user and any local
hospitals in case of an emergency. The MEC server
saves the health data on the blockchain after the
diagnostic is complete. The simulation results show
that the validation process requires a longer duration
and incurs higher energy costs as the number of users
increases. Furthermore, when the number of users
rises, UAV energy consumption increases, providing
security against cyber-attacks.

6.4.2 Attribute-based signature

Patients must reclaim control over their medical data
and prioritize their treatment. Guo et al.*3] proposed an
approach called ABS with multiple authorities to
guarantee the validity of EHRs stored on blockchains.
Multiple authorities are incorporated into the ABS and
suggest an MA-ABS scheme that ensures the
information is immutable and anonymous to protect
patient privacy in the blockchain-based EHR system
while also meeting the requirements of the blockchain
framework.

Guo et al.[38! proposed a hybrid blockchain and edge
node paradigm that enables multi-authority ABE to
encrypt EHR data stored on the edge node and
ABMSI!27l to validate user signatures without
disclosing sensitive information. The hyperledger
fabric platform is used to construct the blockchain
module, while the Hyperledger Ursa Library is used to
develop the ABMS module. The authors of Ref. [38]
measured the signing and verifying time for the ABMS
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module at various attribute lengths. They found that
both the signing and verification time metrics are
independent of attribute length, with values of time
remaining between 32 and 243 ms for each attribute.
The overall running time increases in a linear fashion
as the number of features increases.

Another secure blockchain-assisted approach for
medical IoT devices, based on the LMDS, was
proposed by Alzubil*4. The LMDSG approach initially
authenticates 1oT devices by producing a tree in which
the leaves reflect the hash function of sensitive patient
medical data. A CHC also employs LMDSV to
determine the data source. If the hash of the public key
equals the leaf in the verification process, it is
considered the tree’s root, hence the signature is
genuine. As a result, the proposed LMDS technique
efficiently identifies harmful user activity while using
lower computational overhead which is favorable in
medical IoT systems. Table 5 highlights the main
attributes of the data confidentiality works presented
for healthcare systems.

6.5 Edge infrastructure security

6.5.1 Privacy leakage

Many research works have used the benefits of
blockchain and IPFS technologies to maintain privacy.
The IPES aids the blockchain in resolving the storage
restriction issue. IPFS stores decentralized and
immutable data. BEdgeHealth, a decentralized health
infrastructure that combines MEC and blockchain,
was proposed by Nguyen et al.[128] for data offloading
sharing in dispersed hospital networks. To
enhance the QoS, the authors used a decentralized
authentication method with distributed IPFS storagel!291,

and
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management cell-based energy monitoring approach. It
corrects event categorization for an edge computing
mobile heart monitor with Wireless Body Area
Network (WBAN) engineering using the Digital Signal
Processor (DSP) frame compact approach. WBAN
detects every element of an Electrocardiogram (ECG)
pulse and classifies it as normal or abnormal based on
Heart Rate Variability (HRV), the key sign of an
arrhythmia. In contrast to previous QRS sensors, the
tracker may be adjusted to handle backdrop circling
objects while keeping precision with minimal
equipment. Wherever peak detection adaptive synthesis
is used, the method effectively enhances the slopes of
the ideal QRS complex. The ECG detector’s
application reveals that its proposed system absorbs 0.3
mw of power at the hardware level. Over a large
capacity design, transmitting only structured parts in
standby mode may preserve approximately 98% of the
transmission system. The highest activity level shows
that the invention is adequate for the real-time task.
The energy is mainly used optimally during both
propagation modes.

Yang et al.l'31 provided another decentralized
approach for sharing and controlling private health
data. The solution allows for data exchange between
Edge Data Hubs (EDHs) and medical institutions while
maintaining data privacy and reducing storage space
requirements. A Secure Computing Platform (SCP) is
utilized to run the executable code given by the service
in the EDH without exposing private data to ensure
data privacy. Data hash values are recorded on the
blockchain to ensure that the data accessed is tamper-
proof. The authors employed an off-chain storage
technique that uses data sparsity to save storage space.

Baskar et al.['39 presented a battery charge Because the blockchain ledger is tamper-proof, it
Table 5 Summary of the works dedicated for data confidentiality.
Reference  Scope Aim Approach Feature
. . Fully h hi .
[48] Encryption End-to-end data privacy Y omor_norp ¢ Improve accuracy and run time
encryption
[40] Encryption Patient privacy with insurance policies ECC Private patients’ data
. Secure link between smart core Minimize response time, communication
84 E t . SmartEd .
(84] neryption devices marttcee overhead, and end-to-end encryption delay
[125]  Encryption Protect privaC.y of .data and wearable Lightweig.ht n.lutual Low processing, communication, and
devices in I-CPS authentication storage overhead
. . Blockchain-based .
[42] Encryption  Secure outdoor health monitoring ockehain-vase s.ecu.re Protect against cyber threats
outdoor health monitoring
[43] ABS Protect patient privacy Blockchain-based EHRs -
Validat ignat ithout . . -
[38] ABS .a 1 .e user 51.g.na 1.1res W .0 . ABMS Assure anonymity and immutability
disclosing sensitive information
[44] ABS Identifies harmful user activity LMDS Linear growth with features
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maintains an auditable record of medical data access.
Furthermore, when the data analysis request is
approved, the system can avoid data leaking via SCP
and decrease off-chain storage while retaining as much
medical data information as feasible. The method can
reduce storage costs, making enormous volumes of
medical data collection viable. Taking one of the
essential characteristics of decentralization, it does not
rely on a centralized body but on many participating
entities that can avoid a single point of failure.

6.5.2 Data tampering

Malicious acts on the patient’s records inflict serious
damage to the reputations of all parties associated
directly or indirectly with the data, thus imposing
different hazards to patients’ privacy. EIRahman and
AlluhaidanBY provided an approach to include a
blockchain within an IoT-based edge computing
architecture. They specifically targeted the healthcare
sector, providing complete patient data protection,
secure transmission of examination results, and private
and unaltered data transfers. By obtaining and storing
data from the source studies, the system can ascertain
how quick the edge layer is.

Tripathi et al.[?8] investigated the various facets of
technologically enabled healthcare and suggested a
secure and privacy-preserving SMS architecture for the
ecosystem of smart cities. This study employs the
notion of protected MEC for executing essential time-
bound calculations on edge itself to provide real-time
analysis and replies. The blockchain concept is used to
protect patients’ personal and medical data and make it
tamper-proof. This technology is designed to detect
changes in patients’ and provide
notifications to physicians and caregivers. Furthermore,
information may be used to generate analytics and
prediction models with deep learning algorithms that
can forecast the patient’s future condition based on
changes in the patient’s vitals.

conditions
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MeDShare was introduced by Xia et al.[132] as a
solution to the issue of medical data interchange across
big data custodians in a risky setting. The blockchain-
based technology makes it possible to control, audit,
and establish the provenance of shared medical data
amongst huge data institutions. MeDShare checks
organizations that access data from a data custodian
system for unauthorized usage. It also keeps a tamper-
proof record of all data transfers and sharing between
entities, as well as any additional activities carried out
on the system. When data permissions are violated,
MeDShare employs smart contracts and an access
control mechanism to effectively trace data activities
and revoke access to offending entities. Table 6 lists
the main characteristics of the core infrastructure
methods discussed above.

6.6 User authentication

User authentication entails comparing the credentials
given with those in the database. Abou-Nassar et al.[33]
proposed a blockchain DIT framework for IoT zones.
A smart contract ensures budget authentication while
the ITIS addresses semantic gaps and improves TF
estimates. Semantic annotations for IoHT health edge
layers are provided by the robust ecosystem known as
the DIT blockchain healthcare-based IoT platform.
Cryptographic techniques are employed at various
phases of inclusion, exchange, and so on, to
authenticate, validate, and preserve data. Scalability,
interoperability, availability, mutual authentication,
trustworthiness, data integrity, authentication
mechanism, secrecy, and privacy are all advantages of
the proposed model.

A secure framework for SDN-based edge computing
in an IoT-enabled healthcare system was suggested by
Li et al.[34. To authenticate 10T devices, it collects data
from patients and sends them to edge servers. The edge
servers are linked to an SDN controller, which watches

Table 6 Summary of the core infrastructure approaches.

Reference Scope Aim Approach Result
[128] Privacy leakage Increase QoS BEdgeHeal QoS enhanced
[130] Privacy leakage Correct event categorization Energy monitoring Power absorbed
. . Controlling private

[131] Privacy leakage Avoid data leakage health data Storage cost reduced
[31] Data tampering Ensure edge data integrity Blockchain IoT Data integrity and confidentiality

. tients’ infi li . . .
[28] Data tampering Secure patients” informalion as SMS Identify changes in a patient’s status

tamper-proof

. . Track of data activity and ki

[132] Data tampering Avoid tamper of shared data MeDShare fack of Gata activity and revoke access

to offending entities
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over the healthcare system’s load balancing, network
optimization, and resource use. Li et al.37! introduced
EdgeCare, a safe edge computing technology for
mobile healthcare systems, in which data management
is decentralized and collaborative. EdgeCare relies on
specialized Local Authorities (LA) to function as
trustworthy authorities in scheduling edge servers to
process healthcare data securely and promote viable
data trade. The EMR management scheme and protocol
processes have been carefully designed to facilitate
healthcare information administration while adhering
to security and privacy standards. In addition, the
developers of EdgeCare investigate the optimization
problem of decentralized data trading.

To meet the contemporary demands of wireless
multimedia health sensor networks, Deebak et al.[133]
suggested a seamless, secure, anonymous authentication
approach that enables seamless connectivity/single
sign-in by utilizing ECC, a one-way hash function, and
a less expensive transaction. Ali et al.l134] designed a
heterogeneous biometric authentication system that
encrypts biometric user templates. The suggested
method can be used effectively in the centralized cloud
environment owing to the secured templates without
being concerned about information escaping in the
event of a data breach. It additionally capitalizes on
most computer resources by using personal portable
devices as edges, easing the load on the cloud. As a
result, the person’s identity cannot be revealed until
decoded with the appropriate secret key. Table 7 lists
the main characteristics of the user authentication
methods.

7 Challenge and Research Direction

Many research issues that act as a deterrent must be
addressed to acquire high-level privacy and security in
the future with the help of healthcare systems based on
edge computing. There are plenty of promising
techniques to train EC-based models with sufficient

and diverse datasets without sacrificing data privacy.
Although there are numerous examples of successful
uses of edge computing technologies, more research is
needed before EC-based architectures can be widely
adopted for use in smart healthcare applications. We
will now go over some of the most important issues in
further detail.

7.1 Federated learning

Obstacles specific to healthcare data can be imposed
which differentiate them from those encountered with
other information. Data heterogeneity is one of the
main functional challenges that need to be addressed
due to its influence on data privacy. Therefore,
effective implementation of Federated Learning
(FL)[135. 1361 golutions for healthcare and medical data
can significantly reduce privacy concerns!!37l. While
preserving the confidentiality of each client’s data, FL.
enables decentralized training of ML or DL models
across several clients. The utilization of federated
networks in healthcare entities, e.g., hospitals, is
instrumental because medical data have its own distinct
characteristics. Multiple healthcare data owners can
participate in the whole training process of algorithms
or models that are controlled by a central server. Data
owners use their local data to train an ML network or
algorithm, then share the updated observations with the
main server. The server acts as a training manager that
gathers all the sub-results and aggregates them into a
unified global model. Following the
training, the final global model is shared with the data
owners. This approach permits the use of private data
from several clients while retaining sensitive and
confidential information stored locally.

FL approaches can be generally categorized based on
the mechanism and amount of data exchanged between
the clients and the central server. Common FL
techniques include Federated Averaging (FedAvg)[136]
to minimize parameters change among data owners,

successful

Table 7 Summary of user authentication approaches.

Reference Aim Approach Result
[33] Ensure budget authentication Blockchain DIT Mutual authentication
. . . Load balancing, network
[34] Authenticate IoT devices SDN-based edge computing oad ba ancmg r.1e Wor resources
optimization
D tralized and collaborative dat ..
[37] ccentratized and coriaborative cata EdgeCare Secure and efficient data management
management
Authenticate wireless medical sensor Seamless, safe, and anonymous
[133] ECC L.
networks authentication
[134] Avoid unwanted access Heterogeneous biometric authentication Protect identity of patient
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Single Weight Transfer (SWT)[38] which trains deep
models at one client for a specific time period and then
passed to the next client, Cyclic Weight Transfer
(CWT)I126] which trains deep models at each client for
a particular time, and then transfers the next client with
possible multiple visits to each client, and split
learning! 13! which involves transferring middle layer
outputs of a deep neural network that excutes various
processes, input.
However, machine learning architectures still enclose
the parameters they
exchange. On a federated network, the encryption of
patients’ confidential data would be more feasible to
keep only the local training model from clients or data
ownersl 1401, This protects the learning models from any
possible distortion by malicious parties. Therefore,
there is a demand to secure such learning models and
to guarantee that adversaries are unable to breach data
and models, and cannot employ them in the
real world[141, 1421,

FL is also effective in securing data over mobile or
wearable devices. For instance, Guo et al.*7] presented
a federated edge learning solution for mobile devices
that trains medical machine learning models by
effectively and reliably processing distributed private
data in parallel. They attempted to address the
challenge in mobile medical networks that rely on
artificial neural networks. The mobile device offloads
essential training and monitoring tasks to the hospital’s
private server to increase efficiency. The data are then
maintained at users’ devices, while scattered hospitals
combine their models to develop the global model to
increase diagnostic quality. To defend against both
external and internal security threats, a two-stage
differential privacy approach is also used in the
interaction. Chen et al.['43] also proposed a federated
healthcare framework called FedHealth, which is based
on a transfer learning mechanism for deep models that
have little in common with samples or features. It is
designed specifically for wearable healthcare
applications.

introducing distortions to the

some confidential data in

7.2 Data snooping

Data snooping is a commonly used umbrella term that
encompasses various forms of inappropriate access to
records. It can range from an employee accessing the
records of their family or friends to excessive printing
of information, to viewing the patient log of another
unit. Snooping may be either intentional or accidental,

and it can occur due to curiosity, boredom, or a desire
to stay informed. In edge computing applications,
authentication mechanisms and trust ratings are
commonly employed to reduce
infiltration. Globally, stealing patient information is
illegal and the security of health information is
regulated; any breach of health data may result in a
lawsuit. To overcome this issue, health information at
the network’s edge must be encrypted before being
transmitted to other nodes, commonly done on mobile
devices.

Transferring a patient from one medical facility to
another necessitates decentralized, safe, and seamless
interaction and integration with the treatment profile.
For instance, Rahman et al.[?6] described a secure
therapeutic framework based on blockchain-based
MEC that permits patients to own and manage their
private data without the participation of a third party,
e.g., a therapy facility. The treatment data are
unchangeable, anonymized, secure, and accessible to
the public. The full implementation of the framework
indicates that it can support enough users without
significantly increasing the mean processing time.

Singh and Chatterjeel!%1 also proposed a smart
healthcare system for edge computing environments.
The edge computing layer, which controls network
latency and protects patient data privacy, is included in
this design. Using the PPSE approach, this layer
handles the encryption and privacy of patient data. The
access control method also prevents unauthorized
access to patient data stored remotely. In another
situation relating to the COVID-19 pandemic, Vadrevu
et al.[*6] employed multiple applications to maintain the
confidentiality of patient information by disseminating
the data to the public without adopting any personal
privacy preservation techniques, where also the
infected individual’s privacy is compromised.
Attackers can use this public data to provide them to
any insurance company. They may approach the
patients to issue an insurance policy due to the high
risk of death involved. Therefore, authorities must keep
patient data secure, especially when it is used for
research or analysis purposes.

the chance of

7.3 Infrastructure and deployment

Due to the limited resources of smart devices, most
resource-intensive tasks are carried out at smart edges
and cloud data centers. To tackle this problem, new
developments should be able to determine what data to
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encrypt and identify the various sorts of data exchanged
(e.g., credit card numbers and customer information)
according to usage, and regulatory
implications. They should establish only the resources
needed for data encryption.

As edge nodes typically have limited resources and
lack sufficient intelligence to detect attacks,
decetratized edge environment, especially user devices
connected to edge nodes, pose a greater vulnerability to
assaults compared to centralized systems, where
additional privacy concerns arise as they involve the
transmission of sensitive data over the network!44],
Additionally, existing data security protection
mechanisms are not generally applicable to edge
computing designs for resource-constrained edge
devices, because network edge devices have limited
resources. Most countries and cities also have only a
limited number of 5G communication networks in
placel!¥l, Edge computing often performs well in
contexts that can generate massive amounts of data.
For instance, when Hossain et al.ll13] used the B5G
framework, the training process requires a sufficient
and diverse COVID-19 dataset. To address this issue,
more efforts should be put into the use of effective
methods for resource allocation. However, raising
resource usage to minimize energy consumption may
result in an increased failure, latency, and inability to
communicate with edge networks. Consequently,
optimization factors should be favored according to
workload and QoS requirements. For example, Yang
et al.ll3ll used data sparsity to decrease off-chain
storage costs.

Additionally, the security requirements of extremely
diverse edge networks may vary according to the
applications and devices deployed!!44, While some
low-capability devices only need primitive security and
delay-sensitive networks, like vehicle networks, and
demand highly effective security measures to handle
their delay-sensitive applications. One of the attempts
to tackle this challenge is the design and
implementation of Domain Based Security (DBSy)!146],
The DBSy approach represents an organization’s
security requirements from two different but connected
views using basic models: The infosec infrastructure
model represents the logical provision of strong
boundaries that enforce separation, while the infosec
business model represents the security aspects of the
business. When combined, they create an infoSec
architectural model. This method lays the groundwork

sensitivity,

for conducting a complete risk assessment.
7.4 Communication encryption

Sensitive healthcare data are vulnerable to internal and
external threats, as well as probable leakage during the
exchange between multiple parties, especially under
the EoT paradigm. Furthermore, healthcare ML or DL
algorithms and models could be accessed by
adversaries over non-encrypted networks which enables
them to decrypt training models and expose patients’
information accuratelyl!47- 1481 FHEM8], which may
offer full confidentiality for members’ data, can handle
data privacy. In contrast to previous approaches, FHE
protects stored data and performs analytical tasks in an
encrypted environment. The volume of data transported
from the data source to the cloud may, however,
increase dramatically149- 1501, Additionally, the user
will not be able to access the encrypted file if the
password or key is lost. On the other hand, when data
are encrypted using simpler keys, the data are no
longer secure, and anyone can access it at any time.

A breach of data integrity also occurs when
unintended changes to data occur because of storage,
retrieval, or processing operations, including malicious
intent, unexpected hardware failure, or mistakes made
by humans. If such modifications are the result of
unauthorized access, that may also be a sign that data
security has been compromised. Data security is at risk
if keys fall into the wrong hands. Users must keep track
of all your encryption keys, as well as who has access
to them, and how and when they have been used.
Therefore, it is important to use key management
systems which help in storing and managing encryption
keys.

Alabdulatif et al.*8] presented a distributed strategy
adopting clustering-based approaches in the EoT
paradigm. The edge layer in this method, which
receives data from dispersed loT devices, may run
distinct analytical services. This method is also used in
clustering-based approaches, such as KMC and FCM.
It may, however, be expanded to numerous machine
learning approaches. The system relies on many
entities working together to carry out certain analytical
tasks, starting with data collection and storage tasks
and concluding with analysis responsibilities, while
adhering to privacy. The architecture is divided into
four major components, which are as follows: (1)
Community Members (CM) included within the smart
community, which comprises healthy people, geriatric
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patients, and hospital patients. The collection of
biosignal data from CMs using wired or wireless
sensors is followed by its encryption and delivery to
cloud-based storage; (2) Smart IoT gateway that
performs local analysis within each smart community.
Data collected from CMs is examined for local
diagnostic feedback within each community. The
encrypted data are then sent by each smart gateway to
cloud storage for additional processing; (3) Cloud-
enabled Database (CD) which is an encrypted cloud-
based storage for CM’s health data from all smart
communities; and (4) the system’s analytical engine,
called Abnormality Detection Model (ADM), analyses
aggregated encrypted data from several smart
communities in an encrypted form. In order to gather,
store, and analyze biosignal data for anomaly detection,
the entities work together. Following the transfer of
encrypted data to the CD entity, the ADM safely and
autonomously performs encrypted analytical operations
on encrypted data. The CD entity can provide
encrypted feedback results to the CM, which the CM
can decode securely.

Al Omar et al.*9 also suggested a blockchain-based
smart city solution that protects patient information
data, the diagnostic report of the patient, and the
prescription of the patient in the cloud for later access
while maintaining user IP privacy. There are seven
entities included in this platform: users, insurance
company, Election Commission (EC) databases,
system applications, Health Organization (HO),
blockchain, and cloud. The system application
communicates with patients, EC database, doctors,
health insurance companies, cloud, and blockchain. To
register and join the system, a new user must provide
the necessary information. Verification Unit (VU)
validates the submitted information from the insurance
company and the EC repository before authenticating
the user. HO registration will be also validated by the
governmental healthcare database. This procedure
guarantees that only verified HOs are permitted access
to the site.

8 Conclusion

This study highlights and discusses the importance of
maintaining privacy and security in healthcare systems
based on edge computing solutions, where patient data
protection is critical. An overview of edge computing
architecture is provided, including definitions,
applications, and architecture. The needs for privacy

and security in healthcare systems are articulated using
six ~ fundamental privacy, data
confidentiality, integrity, availability, access control,
and authentication. We do believe that this systematic
review is beneficial for those who are interested in
marinating data privacy in the healthcare industry that
relies on edge computing technologies, as they will be
able to rely on many challenges and issues, discussed
manuscript, to fresh
contributions. As part of future endeavors, the scope of
this review study can be broadened to encompass
additional specific domains that pertain to emerging
technologies. These areas may include addressing
confidentiality federated learning
paradigms and implementing cryptography within the
context of smart healthcare systems. A potential
avenue for further analytical investigation involves
exploring the integration of edge and fog computing,
laying the groundwork for a new dimension in
handling more complex healthcare algorithms.
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