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Abstract 
Wireless sensor-based smart home systems are increasingly gaining prevalence, offering new opportunities for automation and an 
improved quality of life. However, the seamless integration of multi-layer wireless sensor networks remains a significant 
challenge. This article delves into a comprehensive approach to integrate wireless networks that employ distinct protocols, such 
as Zigbee, Z-Wave, Wi-Fi, Bluetooth, and LoRa, within the context of Home Assistant-based smart homes. The article explores 
architectural solutions and data transformation methods, and presents the outcomes of performance experiments, as well as the 
stability of multi-layered wireless sensor networks. These findings culminate in the identification of an optimal configuration. 
The formulation of this research problem sets the stage for novel perspectives in the development of efficient and adaptive smart 
homes. 
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1. Introduction 

The contemporary world is undergoing rapid technological advancements that wield a significant influence on 
everyday life. One pivotal trend in this context is the concept of smart homes, which is swiftly permeating our reality 
and transforming conventional residences into intelligent environments capable of automated control, resource 
optimization, and enhanced resident comfort [1]. 
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Wireless sensor networks play a pivotal role in the functioning of smart homes, as they collect data about the 
surrounding environment, security systems, comfort levels, and numerous other aspects. However, in practical 
circumstances, a plethora of wireless protocols exists, each possessing distinct advantages and limitations [2]. To 
ensure the complete functionality and optimization of smart homes, it becomes imperative to develop methods for 
integrating heterogeneous wireless sensor networks. 

The objective of this article is to investigate the multi-layer integration of diverse wireless protocols for the 
optimization of smart home systems. Our focus centers on the Home Assistant platform, which presents a robust 
solution for the management of smart homes [3]. Within the scope of this research, we present an approach that 
facilitates the amalgamation of protocols such as Zigbee, Z-Wave, Wi-Fi, Bluetooth, and LoRa into a unified multi-
layer network (Fig.1). This approach enables the optimization of data transmission, ensuring high reliability, efficient 
energy management, and an elevated level of smart home system performance [4]. 

 

 
Fig. 1. Architecture of multi-layer integration of wireless protocols. 

 
In the subsequent sections of this article, described the architecture of multi-layered wireless sensor networks, 

explore data transformation methods, and present experimental results that substantiate the efficacy of the proposed 
approach. 

Ultimately, our study offers practical and applicable methodologies for the integration of heterogeneous wireless 
sensor networks into smart home systems. This contribution serves to optimize and enhance the performance of smart 
homes, thereby fostering the creation of a more convenient and efficient environment for their inhabitants. 

2. Architecture of Multi-Layer Wireless Sensor Networks 

The main part of smart home functionality resides in wireless sensor networks, which facilitate the collection and 
transmission of data from devices, sensors, and actuators. However, distinct usage scenarios may necessitate diverse 
wireless protocols, contingent upon requirements for communication range, energy consumption, and bandwidth [5]. 
Consequently, the multi-layer integration of heterogeneous wireless sensor networks stands as an efficacious 
approach to ensuring both reliability and flexibility in the context of smart homes [6]. 

Within the architecture of multi-layered wireless sensor networks, the incorporation of multiple network tiers is 
envisaged to guarantee optimal data transmission. At the upper tier, Wi-Fi-enabled devices can be positioned, offering 
high bandwidth albeit with greater power consumption. Below, devices utilizing Zigbee, or Z-Wave protocols may be 
deployed, affording low energy consumption and coverage of larger areas. Moreover, the lower tier could encompass 
devices employing protocols that provide an extended range, such as LoRa. 

Each network level has its own strengths. For example, Zigbee and Z-Wave can provide stable interaction within 
premises and low power consumption. Wi-Fi, in turn, allows for high data transmission speeds, which is suitable for 
video surveillance and other high-bandwidth applications (Fig. 2). LoRa, with its extended range, is suitable for 
monitoring external zones [7]. 
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The main part of smart home functionality resides in wireless sensor networks, which facilitate the collection and 
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wireless protocols, contingent upon requirements for communication range, energy consumption, and bandwidth [5]. 
Consequently, the multi-layer integration of heterogeneous wireless sensor networks stands as an efficacious 
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envisaged to guarantee optimal data transmission. At the upper tier, Wi-Fi-enabled devices can be positioned, offering 
high bandwidth albeit with greater power consumption. Below, devices utilizing Zigbee, or Z-Wave protocols may be 
deployed, affording low energy consumption and coverage of larger areas. Moreover, the lower tier could encompass 
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Fig. 2. Comparative table of wireless protocols. 

 
One of the pivotal facets of multi-layer integration pertains to the efficient routing of data across disparate levels. 

Queries arise concerning the transmission of data from lower strata to upper strata, alongside the selection of optimal 
transmission pathways. The utilization of routing mechanisms and bridge protocols ensures the reliability of data 
transmission. 

The architecture of multi-layered wireless networks further entails management and control at each tier. This 
encompasses the capacity to monitor the statuses of devices, ascertain energy consumption, regulate transmission 
power, and perform analogous functions. The provision of an interface for administrators and users to configure and 
oversee each network level assumes critical importance [8]. 

In essence, the multi-layer architecture of wireless sensor networks constitutes an efficacious approach to the 
integration of diverse wireless protocols for the optimization of smart homes, as a part of the Smart City concept [9]. 
It guarantees not only reliability and flexibility but also efficient system management, thereby empowering users to 
tailor the network to their specific needs and requirements. 

3. Data Transformation and Adaptation 

The process of integrating diverse wireless protocols into a multi-layer wireless sensor network necessitates 
efficient data interchange among devices that operate on disparate protocols. However, distinct protocols may employ 
differing data formats, thereby mandating their transformation and adaptation to ensure harmonious compatibility and 
coherence throughout the system’s operation. 

Each wireless protocol has the latitude to employ a distinct data format for the transmission of information. For 
instance, Zigbee and Z-Wave may utilize their individual packet structures, while Wi-Fi might adhere to standardized 
IP packets [3]. 

To ensure harmonization between the varied protocols, the formulation of data transformation methods that 
accommodate different formats becomes imperative. This could entail the recoding of data fields or adaptation to the 
structure of another protocol, among other communication channels in the infrastructure [10]. Effective data 
transformation safeguards data integrity during the transmission of information across disparate network tiers. 

For a successful integration, the utilization of data transformation protocols can enable the translation of 
information from one format to another. For example, JSON or XML can be employed to represent data and facilitate 
their conversion between protocols. This streamlines the process of data adaptation and diminishes the necessity for 
the development of specialized algorithms. 

The data transformation process also mandates the assurance of compatibility not solely at the data format level 
but also in terms of structural congruence between protocols. It is pivotal to verify that the transformed data aligns 
with the anticipated data structure of the receiving device. 
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An essential aspect of data transformation involves the minimization of the time expended during this procedure. 
Prolonged delays can give rise to data inconsistencies and may even culminate in the loss of information. 
Consequently, the deployment of efficient transformation algorithms and optimized transformation protocols assumes 
paramount significance. 

4. Experimental Research on the testbed 

To carry out the experimental research, a smart home testbed was established using open-source software, 
specifically constructed on the Home Assistant platform and developed it’s digital twin as a mobile application (Fig. 
3). The Home Assistant platform encapsulates an innovative solution for the seamless integration of sensors that 
operate on diverse multi-layer wireless protocols into a unified functional framework [3]. 

 

 
Fig. 3. Digital twin of the “Smart Home” testbed and Home Assistant platform control panel 

 
Within the Home Assistant platform, JSON (JavaScript Object Notation) can be effectively harnessed for the 

purpose of data transformation and adaptation across diverse wireless protocols within the context of a multi-layer 
sensor network. JSON serves as a lightweight and versatile data format, presenting a structured representation of 
information. This user-friendly nature facilitates the transmission, interpretation, and transformation of data, 
irrespective of the wireless protocols in employment [11]. 

The initial phase of our endeavour entailed the configuration of sensors for each protocol within the Home 
Assistant platform. This can be accomplished through the utilization of distinct integrations that endorse these 
protocols, such as “zigbee2mqtt” for Zigbee, MQTT for LoRa, and standard integrations for Wi-Fi (Fig. 4). 

Subsequently, the integration of templates must be executed, thereby permitting the establishment of a template to 
construct a JSON structure from the data acquired from sensors. 
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Fig. 4. Conceptual view of the device’s connection topology 

 
As an illustrative instance, let us contemplate a humidity sensor operating under the Zigbee protocol and an air 

humidifier that can be regulated via Wi-Fi commands. Our focus lies in the integration of the Zigbee humidity sensor 
into the Home Assistant platform, rendering its data accessible through an entity denominated as 
“sensor.datchik_humidity” (Fig. 5). Subsequently, the ensuing task is to devise a template for constructing a JSON 
structure, designed to transmute the humidity data from the Zigbee format into a format that aligns with the 
comprehension of the air humidifier: 

 

 
Fig. 5. Setting of the configuration of the JSON structure template in the configuration.yaml file 

 
In this illustrative scenario, a virtual sensor termed “adapted_humidity” has been generated, utilizing a template to 

effectuate the transformation of humidity data into a JSON structure. 
Following this, the incorporation of a Wi-Fi-enabled air humidifier into the Home Assistant platform ensues, 

resulting in the availability of an entity designated as “switch.humidifier” for regulatory purposes. 
Consequently, an automation mechanism is established, tasked with the monitoring of humidity data (Fig. 6). 

Based on the assessed humidity value, this mechanism governs the activation or deactivation of the air humidifier: 
 

 
Fig. 6. Coding example of automation in the automations.yaml file 

 
This automation will monitor changes in the “sensor.datchik_humidity” entity. If the humidity drops below 40%, 

the air humidifier will be turned on to maintain a comfortable humidity level. 
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5. Conclusion 

Data transformation across different wireless protocols constitutes an integral facet of multi-layer integration. 
Diverse protocols often adopt disparate data formats, necessitating the transformation of data into a comprehensible 
format universally accessible to all devices. It is paramount to not only address data format considerations but also 
structural aspects to ensure precise transmission and interpretation of information. 

The experimental investigation conducted on the smart home testbed served to validate the efficacy of the 
proposed methodology. The application of data transformation through JSON yielded successful amalgamation of 
sensors employing distinct protocols, such as Zigbee and Wi-Fi. This facilitated their unified management within the 
Home Assistant platform. The formulation of transformation templates and the implementation of control 
automations further enriched this process, culminating in the seamless operation of the system. 

The research emphasized the imperative of minimizing data transformation duration to avert delays and potential 
information loss. Algorithmic optimization and the deployment of efficient data transformation methodologies 
assume a pivotal role in the proficient integration of varied wireless protocols. 

In essence, this research delineates novel horizons for the advancement of more potent and adaptable smart home 
systems in future works. The multi-layer integration of wireless networks employing diverse protocols within the 
Home Assistant platform emerges as a robust optimization tool, engendering heightened performance, stability, and 
management flexibility. This study bears considerable practical significance in the realm of crafting comfortable, 
efficient, and versatile smart homes that resonate with the exigencies of contemporary society. 
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Fig. 4. Conceptual view of the device’s connection topology 

 
As an illustrative instance, let us contemplate a humidity sensor operating under the Zigbee protocol and an air 

humidifier that can be regulated via Wi-Fi commands. Our focus lies in the integration of the Zigbee humidity sensor 
into the Home Assistant platform, rendering its data accessible through an entity denominated as 
“sensor.datchik_humidity” (Fig. 5). Subsequently, the ensuing task is to devise a template for constructing a JSON 
structure, designed to transmute the humidity data from the Zigbee format into a format that aligns with the 
comprehension of the air humidifier: 

 

 
Fig. 5. Setting of the configuration of the JSON structure template in the configuration.yaml file 

 
In this illustrative scenario, a virtual sensor termed “adapted_humidity” has been generated, utilizing a template to 

effectuate the transformation of humidity data into a JSON structure. 
Following this, the incorporation of a Wi-Fi-enabled air humidifier into the Home Assistant platform ensues, 

resulting in the availability of an entity designated as “switch.humidifier” for regulatory purposes. 
Consequently, an automation mechanism is established, tasked with the monitoring of humidity data (Fig. 6). 

Based on the assessed humidity value, this mechanism governs the activation or deactivation of the air humidifier: 
 

 
Fig. 6. Coding example of automation in the automations.yaml file 

 
This automation will monitor changes in the “sensor.datchik_humidity” entity. If the humidity drops below 40%, 

the air humidifier will be turned on to maintain a comfortable humidity level. 
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5. Conclusion 

Data transformation across different wireless protocols constitutes an integral facet of multi-layer integration. 
Diverse protocols often adopt disparate data formats, necessitating the transformation of data into a comprehensible 
format universally accessible to all devices. It is paramount to not only address data format considerations but also 
structural aspects to ensure precise transmission and interpretation of information. 

The experimental investigation conducted on the smart home testbed served to validate the efficacy of the 
proposed methodology. The application of data transformation through JSON yielded successful amalgamation of 
sensors employing distinct protocols, such as Zigbee and Wi-Fi. This facilitated their unified management within the 
Home Assistant platform. The formulation of transformation templates and the implementation of control 
automations further enriched this process, culminating in the seamless operation of the system. 

The research emphasized the imperative of minimizing data transformation duration to avert delays and potential 
information loss. Algorithmic optimization and the deployment of efficient data transformation methodologies 
assume a pivotal role in the proficient integration of varied wireless protocols. 

In essence, this research delineates novel horizons for the advancement of more potent and adaptable smart home 
systems in future works. The multi-layer integration of wireless networks employing diverse protocols within the 
Home Assistant platform emerges as a robust optimization tool, engendering heightened performance, stability, and 
management flexibility. This study bears considerable practical significance in the realm of crafting comfortable, 
efficient, and versatile smart homes that resonate with the exigencies of contemporary society. 
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