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ABSTRACT

Cloud computing faces more security threats, requiring better security measures. This paper
examines the various classification and categorization schemes for cloud computing security
issues, including the widely known CIA trinity (confidentiality, integrity, and availability), by
considering critical aspects of the cloud, such as service models, deployment models, and involved
parties. A comprehensive comparison of cloud security classifications constructs an exhaustive
taxonomy. 1ISO27005, NIST SP 800-30, CRAMM, CORAS, OCTAVE Allegro, and COBIT 5 are rigorously
compared based on their applicability, adaptability, and suitability within a cloud-based hosting
methodology. The findings of this research recommend OCTAVE Allegro as the preferred cloud
hosting paradigm. With many security models available in management studies, it is imperative to
identify those suitable for the rapidly expanding and dynamically evolving cloud environment. This
study underscores the significant methods for securing data on cloud-hosting platforms, thereby
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contributing to establishing a robust cloud security taxonomy and hosting methodology.

Introduction

Cloud Computing is a technological innovation that pro-
vides a centralized reservoir of resources for configurable
and outsourced computing services. This approach deli-
vers computing services comparable to common utility
services like water and electricity. The transition to cloud
computing has numerous advantages, including faster
development times, reduced production costs, and
increased dependability." Customers in search of reliable
and high-performing computer services now have access
to alternatives that are more cost-effective than ever in
the form of cloud services, which include web services,
e-mail services, and instant messaging services.”

In the study conducted by Khan et al.” it is mentioned
that according to the 2022 State of the Cloud Report, 94%
of those polled are currently employing Cloud
Computing, with 91% using public cloud and 72% using
private cloud. Cloud Computing’s appealing qualities
may clarify this extensive popularity. Users can select
from four deployment modes, private, community, pub-
lic, or hybrid, along with various standards like software
as a service and infrastructure as service, enabling them to
tailor their cloud computing solutions to meet specific
needs and requirements.* Moreover, Cloud Computing
offers network-accessible services with virtually limitless
computing resources, available on-demand without

requiring technical expertise or maintenance. Users are
solely billed for the resources they actively utilize.”
Greater resource flexibility and efficiency is
a significant advantage of cloud computing. The ability
to run many virtual machines (VMs) on a physical server
is crucial to cloud computing, achieved through virtuali-
zation. The fact that VMs may be easily transferred
between different hosts only adds to the advantages of
virtualization. This offers numerous benefits, including
hardware utilization, remote access, resource protection,
and isolation: Virtualization, along with other cloud-
related technologies, presents security challenges. With
the emergence of new risks and hazards within the infra-
structure of these technologies, the issue of cloud security
remains a concern. According to Szalay et al.,” in 2021,
76% and 79% of respondents identified security as
a challenge. Others argue that research should concen-
trate on different activities such as encryption, authenti-
cation, data integration, and access issues, whereas some
cloud computing consumers prioritize data protection
and privacy.®'' As mentioned in the given statement,
these are considered to be the crucial areas of study,‘r”6
researchers continue to pursue a comprehensive
approach to classifying and organizing cloud security.
Traditional approaches to information security risk
assessment are relied on to assess the potential dangers
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posed by cloud computing environments. This involves
identifying key evaluation indicators, assigning values to
these indicators, and employing various methodologies
to calculate the final risk rating. In their research,
Tariq'? described the assessment process involved sev-
eral vital components, including establishing a risk
assessment index system, introducing a multi-level
fuzzy comprehensive assessment model, and construct-
ing a cloud computing-based information security risk
assessment model specifically for power grids, utilizing
gray correlation analysis. However, Nonetheless, it is
essential to consider the unique attributes of cloud-
based systems during these procedures.'’

In their work Li et al."” illustrated the execution of
information security risk assessment from both the cli-
ent’s and server’s perspectives by integrating the three
tiers of cloud computing architecture. During the
assessment process, this technique considers the cloud
system’s design; however, it does not consider how the
system risks interact with the factual application cir-
cumstances. This implies that risks originating in one
part of the system might propagate to other system
components.

A security scenario quantification approach was sug-
gested in another research that was mentioned by
Tian."* This method was based on the likelihood of
threat propagation. Graph theory was used for the mod-
eling process in this approach, which targeted the intri-
cate network structure present in the Energy Internet.
Nevertheless, this approach only considers scenarios in
which risks or threats propagate along a specific chan-
nel. The current situation does not align with the fact
that risks within a single system component can pose
a threat to the overall network resources to varying
extents. Moreover, it is crucial to evaluate the permis-
sion links between system resources thoroughly. This
examination is vital as it impacts the extent to which risk
can be transmitted from one resource to another.'

Hosting in the cloud has become an essential strate-
gic orientation for companies such as Amazon,
Microsoft, and Google." It offers numerous advantages
to businesses of all sizes, such as expansion flexibility
and minimal effort. Services such as storage and com-
putational power capacity expansion, business owners
and top management find 24/7 support, high service
availability, adherence to security standards, and effec-
tive business continuity strategies are appealing.
However, cloud hosting has disadvantages, such as los-
ing control over infrastructure and data. Regulators in
the local financial sector are aware of the need for
standardization to encourage the widespread use of
technology enablers like cloud hosting and computing.
Nevertheless, certain governments continue to restrict

the transfer of data from local infrastructure to cloud
hosting due to apprehensions about security and
privacy.'” A strong security model is essential to ensure
secure cloud hosting, is capable of adapting to the envir-
onment, involving the right resources, and effectively
managing risks. Multiple security models are available,
including 1SO27005, NIST SP 800-30, CRAMM,
CORAS, OCTAVE Allegro, and COBIT 5. The informa-
tion must be protected, whether hosted in the cloud or
locally. Cloud hosting with an appropriate security tech-
nique that satisfies all requirements and challenges for
maintaining the information’s security ensures that the
information system is always safeguarded.”

As more businesses use cloud computing, there will
be an even more significant need for practical informa-
tion security management in these environments. The
increase in cloud computing has substantially raised the
possibility that exposed data would be compromised
because of the increasing complexity of information
security risks and attacks. Igbal et al.'® Padmaja and
Seshadri'” conducted research that recorded real-time
threats in specific sectors such as healthcare, retail, and
banking applications in the cloud and assaults on cloud
service providers. These investigations highlight the
ever-changing and dynamic nature of cybersecurity
concerns in cloud systems. These occurrences empha-
size the urgent need for a proactive information security
management system, as detailed in this paper, to effi-
ciently reduce such developing threats and safeguard
sensitive data in cloud computing. Therefore, imple-
menting a meticulously developed and proactive infor-
mation security management system is of the utmost
importance to limit such attacks effectively. This paper
examines the various classification and categorization
schemes for cloud computing security issues, such as
service models, deployment models, and involved par-
ties, this research analyses the criteria and dimensions
employed in developing classifications and taxonomies
for cloud computing security. The study also focuses on
the possibilities and problems presented to organiza-
tions when it comes to safeguarding their data in the
cloud. This research is a valuable reference for busi-
nesses aiming to enhance their understanding of infor-
mation security management in the context of cloud
computing. It achieves this goal by concentrating on
four primary key responsibilities: Risk Management
and Auditing, Security Culture in Cloud Computing,
Technological Security Controls, and Safeguarding
Data in the Cloud.

The rest of the paper is structured as follows.
Section 2 presents a comprehensive analysis and com-
parison of various scholarly articles, incorporating our
own. The section systematically reviews these papers



based on essential aspects of information security, such
as privacy, data integrity, event management, frame-
works, policies for counter-measures, solutions, and
cryptography. The landscape of information security
threats and attacks within cloud computing is discussed
in Section 3, while Section 4 centers around highlighting
risk management and auditing in cloud computing,
exploring the importance of risk management, and con-
ducting an extensive analysis of the numerous potential
risks that businesses and organizations may encounter.
Furthermore, it investigates the function that audits play
in ensuring that cloud computing environments adhere
to the set of security laws and regulations. The security
culture in cloud computing is the primary emphasis of
Section 5. This section investigates the significance of
cultivating a security conscious culture in cloud com-
puting settings and considers the many approaches
businesses may take to adopt this mind-set among
their employees further. In Section 6, technological
security measures in cloud computing are investigated
offering an overview of the various technological safe-
guards businesses can employ to defend their informa-
tion systems against attacks and threats. In addition, the
section investigates the difficulties associated with
applying technical controls in an environment that is
both dynamic and scalable. Finally, the paper is con-
cluded in Section 7.

Literature review

Cloud computing requires a comprehensive examina-
tion of information security threats and attack land-
scape; furthermore, it holds significant importance in
this domain due to its growing prevalence in current
business operations. This creates new and complex
security threats, such as data breaches, Distributed
Denial of Service (DDoS) attacks, and phishing; for
example, unauthorized access causes one of the essential
security threats, a data breach. Many approaches are
available that ensure data integrity and make cloud
computing more secure.'® Data integrity guarantees
that digital data remains unaltered and can only be
accessed or modified by authorized individuals.'**° In
their study, Pai T and Aithal*' have analyzed the secur-
ity problems associated with cloud computing while
discovering its possibility to enhance systems security
issues cost-effectively.

Even though cloud computing technology has the
advantage of making data easier, users need to be
very careful and stay aware of the security risks and
challenges that come with it. In their extensive ana-
lysis, Gill et al.>? conducted a comprehensive investi-
gation into the privacy and security issues within

JOURNAL OF COMPUTER INFORMATION SYSTEMS ‘ 3

cloud computing, accompanied by a detailed case
study on intelligent security keys. This case study
emphasized the importance of effectively addressing
security challenges in the field of cloud computing.,
stimulating further research in cloud security.
Additionally, another study by Alrasheed et al.*’
have performed an analysis study concentrating on
different deployment methods for intelligent devices
in cloud computing services, encompassing the
Internet of Things (IoT). They have recognized sev-
eral data security matters and suggested tools and
frameworks for assessing the security capabilities of
cloud services.

Sadavarte and Kurundkar®* executed a comprehensive
examination of data security-related issues, analyzed con-
siderable data security strategies and techniques, and
offered several safe cloud data storage methods, all with
the goal of delivering optimal data protection by mitigat-
ing threats and risks. Hussain et al.>> Implemented was
a distinctive model for categorizing security threats at
multiple levels, specifically designed to identify risks asso-
ciated with various cloud services. The model specifies
risk ratings and attack types for each tier and determines
the intensity of the danger categories dependent on the
positioning of the layers within the cloud infrastructure.
Additionally, the security requirements of different cloud
services, including data encryption, multi-tenancy, data
privacy, authentication, and authorization, are crucial
factors in determining the extent to which these risk
categories exist. The multi-layer categorization approach
offers a flexible security framework for each layer of the
cloud, addressing the specific security needs of both cloud
providers and consumers.

Kumar et al.”® surveyed data security issues in
multi-tenant cloud computing environments, provid-
ing resolutions to address the problems. The research
underlines that data violations or corruption can
damage public confidence and confidentiality, leading
to enterprise failure. The widespread adoption of
cloud computing by numerous organizations under-
scores the importance for information security man-
agement firms to prioritize data security in this field.
Radwan et al.”’ reviewed deployment and delivery
prototypes for cloud computing and analyzed signifi-
cant security considerations, threats, and problems
facing the cloud field. The study also compares
cloud computing with other computing models and
highlights the need for security criteria for cloud
deployment and delivery approaches. The authors
conclude by summarizing possible investigation direc-
tions for cloud computing security.

Aldossary and Allen*® determined obstacles to cloud
implementation and proposed a new solution to reduce
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associated risks. The emphasis was placed on addressing
the specific obstacles associated with storing data in the
cloud, including Confidentiality, Integrity, and data
Availability (CIA). Various solutions were presented to
tackle these challenges. Further, the same study high-
lighted the difficulty of conveying cloud-stored data
among considerable users due to inconsistent authenti-
cation and approval by cloud service providers.

Data integrity protection is vital to stop unauthorized
deletion, alteration, or manipulation of data and stop
accessing valuable information or services.*’
Furthermore, in cloud computing, data integrity plays
a crucial role by enabling centralized management,
streamlined network event monitoring, improved traffic
analysis and web filtering, and simplified disaster recov-
ery planning. ACID (Atomicity, Consistency, Isolation,
and Durability) transactions safeguard data integrity,
while access to data is carefully regulated to prevent
unauthorized use, theft, and misappropriation.
However, access control solutions in cloud computing
are more complex than traditional systems because of
the need for more trust between cloud servers and
users.”’!

Table 1 presents a comprehensive analysis and com-
parison of various scholarly articles, incorporating our
own. The table systematically reviews these papers based
on essential aspects of information security, such as
privacy, data integrity, event management, frameworks,
policies for countermeasures, solutions, and cryptogra-
phy. A thorough examination of the table reveals that
the reviewed papers emphasize particular aspects of
information security. For instance, Sharma et al.,*®
Patel and Patel®® emphasize incident management and
countermeasure policies, emphasizing the fortification
of data against unauthorized access and establishing
effective incident response procedures. In contrast,
Alkadi et al.*® focuses on confidentiality and

Table 1. Review comparison table.

cryptography to prevent the unauthorized disclosure
of sensitive information. Our study distinguishes itself
from other publications in several significant ways. Our
research employs a comprehensive methodology that
encompasses all of the evaluated factors. We place
equal value on privacy, data integrity, incident manage-
ment, and frameworks, among other factors. This all-
encompassing perspective distinguishes our research in
cloud computing systems. The comparison table is
a valuable academic resource that equips practitioners
and researchers in the field of information security risk
assessment. It provides nuanced insights into the
strengths and limitations of previous research endea-
vors, effectively identifying knowledge deficits and areas
requiring additional study.

Various studies have addressed the constraints asso-
ciated with only depending on frameworks for cloud
security. Chauhan and Shiaeles* highlight the need to
implement novel security rules and procedures to tackle
the distinctive problems posed by cloud security effec-
tively. Barraza de la Paz et al.** examine and contrast
several frameworks for managing information security
risks in cloud computing, emphasizing the need to
adopt a complete strategy. Krishnan et al.** presents
a model for designing and implementing cloud security
architecture that is efficient and successful. Sun*® ana-
lyses the protection of user data in cloud computing and
suggests a methodical strategy for cloud service provi-
ders. These findings highlight the need of implementing
a holistic approach to cloud security that goes beyond
frameworks alone.

Our research aims to conduct a complete investigation
of several facets of data security and privacy in the con-
text of cloud computing. The aforementioned elements
involve several facets such as flexibility, considerations
pertaining to hardware and software, technological
advancements, ensuring data integrity, a comprehensive

Paper Confidentiality Data integrity Incident management Frameworks Countermeasure Policies Solutions Cryptography
Sharma et al.® X X v X v X X v
Alkadi et al.”® v X X X X X X v
Patel and Patel* X v X X v X X v
Xie et al.*! v X X X X X X v
Gai et al.>? X v v X v X X v
Pavithra et al.>* X v X X X X X v
Memon et al.3* X X X v X X X v
Murthy and Shri*® X X v X v X X v
Xu et al.3¢ v v X X v X X v
Prianga et al.>’ v X X X X X X v
Gill et al.?? X X v v v X X v
Mohammadian et al.*® X X X X X X X X
Isharufe et al.> X v X X v X X X
Shyam and Theja* X v X v X X v X
Panda et al.*! X X v v v X v X
Khoda Parast et al.*? X X X X X X v X
Our study v v v v v v v v




Table 2. Contribution to the literature review.
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Paper Title References Contribution
Security and Privacy Issues in Cloud Computing Chen and The paper examines data privacy and security in cloud computing, describing
Zhao'® potential solutions to these problems and outlining directions for future

Data security and integrity in cloud computing Aldossary and

Allen®

Sadavarte and
Kurundkar®*

Data security and integrity in cloud computing: Threats
and Solutions

Machine learning classification of texture features of MR  Hussain et al.®

To Discovery The Cloud Services Authentication An Expert Kumar et al.?®

Based System Using Multi-Factor Authentication

7

Cloud computing security: challenges and future trends  Radwan et al.

research.

The paper analyses issues and solutions related to data security in cloud
storage. It also provides solutions for users sharing data with an
untrustworthy cloud service provider, among other users, by focusing on
data confidentiality, integrity, and availability (CIA) in the cloud.

This study conducts an investigation of data protection approaches and tactics
in cloud computing, with a focus on ensuring optimum data security and
integrity.

The research investigates using MRI to predict treatment outcomes in breast
cancer. The study reveals that the prediction accuracy significantly improves
when early treatment data and molecular information are considered.

The paper explores methods to enhance cloud authentication for improved
security, with a specific focus on advocating for the implementation of
multi-factor authentication as a robust solution.

The study assesses the cloud’s primary security concerns, difficulties, and
threats. Moreover, the article explores the discourse around security
prerequisites for cloud deployment and delivery methods. Furthermore, it
provides valuable insights into forthcoming trends and research prospects
within cloud computing security.

classification of security risks at multiple levels, an ana-
lysis of security strategies, suggested solutions, and the
maintenance of data integrity and security. Furthermore,
we explore the obstacles and emerging patterns in the
realm of cloud computing security. Cumulatively, our
study offers vital insights and knowledge to the current
corpus of literature, therefore facilitating future investiga-
tions and progress in this particular domain. Table 2
provides a concise overview of a range of scholarly pub-
lications, effectively delineating their respective contribu-
tions to the academic discipline.

Information security threat and attack
landscape

The aim of managing information security in cloud
computing is to safeguard the infrastructure, data, and
applications.”” Cloud computing security is enforced
through a variety of measures, including controls,
policies, technologies, and approaches that adhere to
security management regulations. The result is
increased data privacy, integrity, and availability. The
domain of data protection covers a heterogeneous
array of solutions aimed at minimizing a spectrum
of threats. The hazards discussed include several cate-
gories of sensitive information, such as trade secrets,
e-mail scams, medical data, and corporate papers, all
of which are vulnerable to potential compromise. In
cloud computing, these security measures are utilized
for safeguarding data, promoting regulatory compli-
ance, upholding customer privacy, and establishing
authentication procedures for users and devices."’
Furthermore, the implementation of cloud protec-
tion measures must be shared among both service

providers and data owners. The incorporation of
a fundamental secure layer in cloud computing is
derived from the practices of most cloud service
providers.*®  Additionally, this study forecasts
a substantial surge in the worldwide market for public
cloud services by the end of 2021, signifying a swift
adoption of such services.The security team and IT
experts encounter difficulties when it comes to develop-
ing effective methods to safeguard sensitive information
and dealing with problems related to cloud computing
that hinder the secure transfer of data and applications.
The main concern revolves around the potential vulner-
ability of sensitive data and intellectual property, which
can be initially targeted either through unintentional
information leaks or advanced cyber attacks. The
domain of cloud computing presents significant security
obstacles, specifically concerning the process of choos-
ing secure keys using resilient algorithms. Ensuring
secure and uninterrupted access to cloud storage is
a crucial responsibility for developers. The verification
of large amounts of data can be achieved using an
algebraic signature-based approach, as demonstrated
in the previously cited source.* As previously demon-
strated by Chen® in their study, the method eliminates
the requirement for the original data. In addition, cloud
providers offer auditing services to enhance data integ-
rity. The service, as mentioned above, needs to demon-
strate more measures of security methodology
concerning the three fundamental indicators of security
performance, specifically Availability, Confidentiality,
and Integrity (CIA).>®

Thereby recommended that Cloud Service Providers
(CSPs) establish a public service for Third-Party (TPA)
auditing to enhance their auditing practises.
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Implementing this solution would facilitate the provi-
sion of analytical services to verify data integrity in
cloud-based systems.”"

There exist three distinct categories of users who
participate in the domain of cloud computing, namely:
users, hackers, and cloud managers. The potential risk
to data integrity poses a significant concern in the rela-
tionship between users and cloud service providers. This
is due to the possibility of unauthorized access by hack-
ers who may remotely replace or delete data, which can
have significant consequences for the original users.
This issue has been documented in previous
research.’® Figure 1 depicts the verification process uti-
lizing cryptographic techniques. There exist numerous
techniques to safeguard data from interception during
communication or local data exchange. Algorithms
serve as the initial line of defense in safeguarding per-
sonal data against potential security breaches.
Algorithms, such as symmetric and asymmetric crypto-
graphic techniques, including popular ones like RSA,
DES, or AES, and their hybrids, are utilized in cloud
computing, exemplified by Verma et al.”’

Yu et al.>* suggested approach utilizing Remote Data
Integrity Checking (RDIC) is presented, which facilitates
the verification of cloud storage by a designated verifier.
The predominant portion of a currently existing Research,
Development, Innovation, and Commercialisation project
is centered on utilizing the RSA algorithm and critical
Public Key Infrastructure. (PKI) The abovementioned
approach is denoted in Figure 2.

In a Cloud Computing Environment (CCE), the
implementation of public auditing ensures data integ-
rity by leveraging the involvement of a Trusted Third
Party Auditor(TPA). This approach addresses the chal-
lenge of verifying data accuracy, which can be arduous
and costly for cloud users. Nevertheless, this process

Cloud Computing

]
¥ Key Generator

Figure 1. Cryptography techniques in cloud computing.

Third Party Auditor
[mmm] mum|

vvvvv
lllll

Data Consumer

—> .

Shared Data Flow Cloud Server

Data Owners

Figure 2. Remote data integrity checking (RDIC).

may violate data confidentiality, one of the three factors
of information security management that must be
controlled.”® In certain instances, users may be com-
pelled to disclose personal information that they con-
sider unnecessary, resulting in a breach of
confidentiality. The cloud service provider provides
strategies for safeguarding a user’s sensitive data, as
per.”®> The solution presented in the study by More
and Chaudhari,’® as depicted in this diagram demon-
strates the participation of three main entities: the data
owner, TPA, and cloud server. This passage describes
the responsibilities of the owner, which include dividing
the file into separate blocks, encrypting each block, and
generating a signature value for the encrypted blocks.
Subsequently, the Trusted TPA receives encrypted
blocks and signatures from both the cloud server and
the user. The TPA applies signatures to available blocks
and provides the resulting output. As depicted in
Figure 3, this procedure ensures the preservation of
confidentiality and integrity.

Cloud Service
Provider (CSP)

‘ Third Party Auditor

(TPA)
. sp0®
(=
v I
N e, Data
i oy,
Wiy R
g,
e01e,

Cloud User
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Figure 3. Third party auditor (TPA) signatures.



In contemporary times, many enterprise organiza-
tions have transitioned to cloud-based services, enabling
them to offer a pay-as-you-go model.”” The foremost
concern that necessitates attention pertains to the acces-
sibility of resources susceptible to various attacks,
including Denial of Services (DoS), worms, malware,
and brute force attacks.*>*® Kurosawa and Ohtaki”
proposed a solution that enhances data privacy and
availability by utilizing algorithms that enable users to
detect fraudulent servers, particularly during the execu-
tion of data manipulation operations such as updates,
deletions, and additions.

Threats and attacks

The dispersed geographical locations of data centers
operated by cloud service providers present security
challenges and risks, resulting in cloud computing cus-
tomers needing to be made aware of the specific where-
abouts of their confidential data. The increasing
proliferation of threats in virtualized environments
diminishes the effectiveness of conventional security
measures such as firewalls, host-based antivirus soft-
ware, and intrusion detection systems in providing ade-
quate protection for virtualized systems.>”¢*¢!

Data integrity

The absence of confidence in cloud computing is
a significant obstacle attributed to data privacy concerns
and the frequency of security threats and attacks.
Ensuring data integrity monitoring is highly important
to prevent any potential data tampering or data corrup-
tion within cloud service providers. Data consistency
and reliability maintenance are facilitated by data integ-
rity, which also contributes to the preservation of data
authenticity.*”*® Maintaining data integrity is an essen-
tial concept that ensures any modifications to the data
are executed with the user’s awareness and permission.
In the event of an intrusion or unauthorized access, the
security of protected information may be impaired,
potentially resulting in a breach of confidentiality.
Various methods that can be employed to compromise
user data encompass data alteration, tag forging, and
data leakage attacks. Various measures are employed to
prevent data integrity attacks in cloud environments.
An example of a security measure is cooperative prova-
ble data possession, which combines hash indexing
hierarchy with homomorphic verifiable responses.*”*®

Data trust
The primary concern pertains to trust, which is prone
to deterioration if two key issues are not adequately

JOURNAL OF COMPUTER INFORMATION SYSTEMS . 7

resolved: a dearth of lucidity and an infringement upon
security and confidentiality. The notion of trust is
multifaceted and contingent upon the conduct or
demeanor of another individual.*””® The flexibility
provided by cloud service providers is a key factor
that attracts customers to their services; however, this
may also expose their sensitive data to potential secur-
ity risks. Consumers’ need for more awareness regard-
ing the technologies employed and the data control
process can be attributed to their dependence on con-
tracts and the trust mechanism. According to Al-
Hashimi et al.®> adhering to legal security standards
requires meeting several fundamental security criteria,
including but not limited to authentication, integrity,
transparency, confidentiality, availability, and audits.

Multi-tenancy

Figure 4 depicts various additional challenges in cloud
computing that are specifically associated with cloud
security. Creating a secure multi-tenant environment
requires taking into account several factors, including
access policies, application deployment, and data
access and protection, as suggested by sources.®>
Poor and unrecorded implementation of access control
and change management protocols may subject an
organization to risks from both internal and external
sources, in addition to negative publicity and legal
repercussions.”’

Data Breaches

Malicious Insiders

Data Interception

Improper Insiders

Figure 4. Cloud computing threats and attacks.
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Risk management and audits

Evaluating potential risks is a crucial aspect of effectively
managing cloud computing resources. The emergence
of cloud computing has posed a new challenge in infor-
mation security management, with significant implica-
tions for cloud security. Enhancing the Risk Assessment
(RA) for security methodologies is imperative to achieve
improvement. In contemporary times, specific concerns
have been brought to the forefront within both aca-
demic and industrial spheres.®® Nevertheless, effective
risk management frameworks must address the
dynamic nature of changes. According to Petrascu,®”
Risk management can be defined as identifying and
assessing potential uncertainties that may result in
adverse outcomes for an organization.*®

Furthermore, there exists a risk that may harm the
feasibility of cloud services.®® Hence, risk management
refers to the actions undertaken to guide and oversee
individuals and organizations.®” Information security
risk management serves various objectives, among
which the three primary purposes can be identified.

Cloud computing offers significant advantages for
individuals and organizations but also presents
a substantial number of risks and vulnerabilities.
According to the author Singh et al.,”® security policies
are typically categorized into five distinct groups.
Table 1 displays the prominent policies that are utilized.

When adopting cloud hosting, which offers more
significant risks and threats, Irsheid et al.'> emphasize
the need for a reliable Security Model to handle hazards
and maximize environmental security effectively. In
order to guarantee that the chosen frameworks are
current and in line with the changing cloud security
environment, steps are taken to evaluate safe proofs
created by cryptographic evaluators and give confidence
levels to them before picking a distributed framework.”"
Furthermore, architects may get knowledge related to
crucial factors for choosing security frameworks from
internet platforms such as GitHub, which can assist
them in making well-informed judgments.”” The eva-
luation of hybrid methodologies and individual algo-
rithms is also conducted to ascertain the optimal
outcomes concerning fulfilling user specifications.””
These procedures provide confidentiality, privacy, and
protection in cloud systems while accommodating the
evolving security needs and metrics offered by new
frameworks in the cloud environment.”* In addition,
the paper underlines the significance of using an appro-
priate security model in an environment that is rapidly
expanding and constantly changing, such as the cloud,
to safeguard information successfully. The research

evaluates and contrasts six security models of risk
assessment methodologies: 1SO27005, NIST SP 800-
30, CRAMM, CORAS, OCTAVE Allegro, and COBIT
5. The evaluation of the models is based on their suit-
ability, flexibility, and engagement in an approach to
cloud-based hosting. Based on these evaluations,
OCTAVE Allegro is recommended as the standard for
cloud hosting, with COBIT 5 and CORAS serving as
viable options with some tuning."”

The research conducted by Ismail and Islam” offers
useful insights into the integration of effective security
processes and procedures that go beyond just imple-
menting frameworks. The authors highlight the need
of a cohesive framework for cloud security transparency
and audit, which beyond the mere deployment of fun-
damental security principles. They contend that while
frameworks are necessary, they are insufficient in isola-
tion to guarantee strong security in cloud computing.
The paper explores the intricacies of cloud security and
emphasizes the need of openness and audit methods
that may provide a full perspective on security policies.
The authors emphasize the need of surpassing frame-
works and prioritizing comprehensive methods that
include transparency and audit functions to improve
security procedures in cloud computing settings.

Establishing rules and procedures is crucial to ensure
the CIA of information throughout the entire process of
inputting, transmitting, and storing it.” Companies that
host their information systems in any environment are
now legally required to have sufficient security strategies
and practices to ensure that the CIA Triad can continue
to function as intended.”® Although an on-premise
setup may give businesses increased control over their
information technology infrastructure, Additionally, it
is important to have secure backups and clear visibility
into all system components, it does come with its own
unique set of challenges, such as the high cost of main-
taining information availability and the responsibility
for managing the infrastructure falling directly on the
shoulders of the IT staff.”” In addition, upgrading hard-
ware and software, expanding the capacity of servers,
and setting up a data center may all provide substantial
obstacles to the company and affect the organization’s
income, reputation, and credibility.78

Examining the cloud security categories is essential
for dealing with the possibility of prejudice or subjectiv-
ity in the evaluation procedure. Narang’? emphasizes
the recognition and examination of common cloud
security concerns, which is crucial for comprehending
the scope of possible prejudices or subjectivity in secur-
ity evaluations. In addition, Ismail and Islam”® provide
a consolidated framework for enhancing transparency



and auditability in cloud security. This framework facil-
itates the standardization of the evaluation process and
reduces the influence of subjective interpretations.
Furthermore, Jamshidi et al.” highlight the significance
of doing quality evaluation in systematic literature
reviews, specifically in addressing the potential bias in
the results. This is important because it emphasizes the
need for thorough review techniques to prevent possible
biases in cloud security classifications. The technique
used to assess and evaluate cloud security categories is
a crucial factor in guaranteeing the dependability and
accuracy of the results to guarantee the reliability of the
comparison. Using suitable assessment metrics and con-
sidering contextual aspects in this situation is crucial.
The research offers valuable insights into the dynamic
security metric framework, which tackles crucial ele-
ments that affect the overall security of a system from
several perspectives.*® This paradigm is especially perti-
nent since it highlights the need to consider contextual
elements that might substantially impact cloud security
classifications. The paper thoroughly overviews the
assessment metrics used in systems security by examin-
ing the current metrics and their strengths and weak-
nesses. It is essential to guarantee that the approach used
to compare cloud security categories is thorough.

1027005

Kure et al.*" comply with the requirements of the ISO
27,005 standard Figure 5 and Table 3, and businesses are
required to set up a technical security team to formulate
an all-encompassing security strategy. The standard
offers a methodical and organized approach to the
management of risks, outlining a series of activities
that companies and other organizations should carry
out.!

The technique that is utilized in ISO 27,005 entails
identifying the organization’s assets, the risks that those
assets are up against, any weaknesses or vulnerabilities,
the controls that are already in place, the chance of an
event happening, and the repercussions that will arise
from it.**

NIST SP 800-30

The NIST SP 800-30 methodology Figure 6 and Table 4
is one of the risk management methodologies used most
often nowadays. It assists businesses in improving their
capacity to thwart, identify, and react to cyber-attacks.
This strategy is often used to reduce risk exposure. The
process of risk management using NIST SP 800-30
encompasses several sequential steps.®’

JOURNAL OF COMPUTER INFORMATION SYSTEMS . 9

Risk ldentification

|

e ™

1 Risk Assessment

2 Understand
impacts
P
3 Prioritise Risk
Treatment
4 Identify Actions
p

5 Involve
Stakeholders

Monitor
6

Treatment

7 Document
Information

Conduct
8 Training

Figure 5. 1SO27005 risk management process.

OCTAVE

The United States Department of Defense (DOD)
designed the model known as OCTAVE Figure 7 and
Table 5. Its purpose is to facilitate the alignment of an
organization’s goals and objectives with its information
security strategies. The approach emphasizes the protec-
tion of an organization’s information assets by focusing
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Table 3. 15027005 risk management process.

Step

Description

NOouhwNn =

©

Engage in an activity to identify potential risks.

Conduct a business-oriented risk assessment.

Gain insight into the potential consequences and impacts of the identified risk.
Prioritize the risk treatment approaches

Give priority to the actions aimed at minimizing the likelihood of risks.

Involve stakeholders in risk management decisions

Set up risk treatment monitoring and perform regular monitoring of

the risk management procedure

Record all relevant information to enhance the risk management procedure.

9 Provide training to the organization’s staff regarding the
risks involved and the implemented measures to mitigate them.

Assess

NIST SP 800-30

/ Wi s,
. \
/ \

Ivlll lllll
Response M Montitor |
'\\ /.l"l

Figure 6. NIST SP 800-30 risk management process.

on identifying possible threats and vulnerabilities that
might put the safety of the systems at risk.** The
OCTAVE model may be broken down into four distinct
phases, each contributing to the overall execution of the

pl‘OC€SS.85’86

OCTAVE recommendation

The recommendation of OCTAVE Allegro as the pre-
ferred cloud hosting model effectively tackles the risk of

oversimplifying or generalizing results by prioritizing
the identification of crucial assets and hazards.*”
OCTAVE Allegro utilizes systematic risk assessment
techniques, avoiding general assumptions and ensuring
a detailed comprehension of the organization’s own risk
environment. The methodology eliminates the simpli-
city of security assessments and discourages the general-
ization of results by prioritizing a customized, risk-
based approach. This guarantees that the security sug-
gestions given are tailored to the organization’s unique
circumstances, reducing the dangers linked to a generic
approach and fostering a more efficient and focused
security stance in the cloud hosting environment.®”

CRAMM

The CRAMM methodology Figure 8 and Table 6 The
CRAMM methodology, which stands for Central
Communication and Telecommunication Agency’s Risk
Analysis and Management Methodology, is a strategy
developed by the British Government’s CCTA (Central
Communication and Telecommunication Agency) for
analyzing and managing risks.*® The methodology con-
sists of three distinct stages.

CORAS

Between 2001 and 2003, the European Commission was
responsible for developing and funding the CORAS
methodology, which provides a practical framework
for evaluating security risks. It is an eight-step process
that is based on a model as shown in the Figure 9 with
detail in Table 7, and it is used for doing security
analysis.”” To describe the CORAS method using the
Unified Modeling Language (UML), a graphical lan-
guage is utilized that employs diagrams to illustrate the

Table 4. Steps for developing NIST SP 800-30 risk management plan.

Phase

Description

1 Conducting a risk framing exercise to establish a risk management strategy.

2 Conduct a risk assessment to identify threats, vulnerabilities, potential harm, and likelihood of occurrence.

3 Develop an action plan to respond to the identified risks and implement the response based on prioritized actions.

4 Perform ongoing risk monitoring activities to track changes in the organization’s risk profile and ensure all necessary actions are implemented

effectively.
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Phase 1 Phase 2 Phase 3 Phase 4
| STEP 1: Establish | STEP 2: Develop | ' U
risk measurement information asset — ;‘r;:f:f';gf‘ggg 3 STEPrfék'ge“""
criteria profile |

.
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STEP 3: Identify e 5
information asset tﬂ:;: gc::;"nt:g
containers

-

STEP T7: Analyse
risks

A 4

STEP &: Select
mitigation
approach
Figure 7. OCTAVE model stages and steps.
Table 5. OCTAVE model stages and steps.
Phase Description
ONE Step 1: Establish a risk measurement criterion and utilize a ranking system to evaluate and quantify the level of the impact associated with risks.
TWO Step 2: Create an information asset profile as part of the process.

Step 3: Evaluate the information systems infrastructure in order to prioritize critical components, both internal and external, as well as key assets
and resources such as software, hardware, networks, and personnel.
THREE  Step 4: Employ brainstorming methods to identify areas of concern associated with risks.
Step 5: Identify potential risks, evaluate their likelihood of occurrence, and analyze the potential impact they may have in order to proactively
prepare for threat scenarios.
FOUR Step 6: Identify risks.
Step 7: Establish a risk analysis.
Step 8: Measure the impact of risks and create a mitigation plan.

Vulnerabilities

|
|
—

Assets }— Risks — Threats ’A nalysis ‘

Measurement

\»_

Implementation |Managment |

‘ ‘
c

o

]

Figure 8. CRAMM model stages and steps.
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Table 6. Phases of the CRAMM methodology.

Phase Description

1 In this initial phase, the organization performs an assessment to identify assets and evaluate their value.

2 During this phase, the team evaluates threats to the system by analyzing their nature and potential impact. The vulnerabilities are also examined
to determine their degree of risk.

3 The final phase involves selecting an appropriate mitigation strategy based on the risks identified in phase two. Recommendations are made to

help the organization address the identified risks.

Step 1:
Preparations for the analysis

© Step 2:
Customer presentation of
the target

Step 3:
Refining the targe
descriptin using

ep 4:
Approval for the target
description

Sefp 5
Risk identification using
threat diagrams

o
Risk estimation using
threat diagrams.

ep 7.
Risk evaluation using risk
diagrams

Risk treatment using
treatment diagrams

Figure 9. CORAS model stages and steps.

interactions and relationships between users and their
operating environment. Because CORAS models threats
to software and distributed systems, so it is well-suited
for deployment in cloud-based environments.”

COBIT 5
COBIT 5 is a framework of control association devel-
oped in 2012 by the Information Systems Audit as
shown in Figure 10. Its purpose is to help organizations
manage and analyze risks connected to their cloud-
based information assets and the consequences these
risks have on the organization. COBIT 5 was first intro-
duced in 2012. It relies on a foundation of five funda-
mental principles as shown in the Table 8 and is
supported by seven enablers for effective IT
management.91

The suitability of different security models, devel-
oped and deployed across different domains, relies on
the understanding of the organization’s business objec-
tives and risk management framework. After assessing
the levels of risk that are deemed acceptable, organiza-
tions can pick the risk management strategies that are
most suited to achieving their goals, or they may tailor
a strategy by selecting components from a variety of
frameworks. Both the NIST and ISO security models
have a systematic approach. However, the NIST security
model includes particular restrictions that might make
adapting existing procedures to new cloud infrastruc-
ture configurations more difficult. On the other hand,
the OCTAVE model emphasizes organizational risks
and practises and comes equipped with an automated
application to facilitate implementation. In terms of
applicability, flexibility, and participation, each model
has benefits and limitations; thus, when selecting
amodel, it is essential to consider the particular require-
ments of cloud-hosted systems.”*°

Security culture

As the prevalence of cloud computing continues to rise,
so do the associated security risks. Consequently, orga-
nizations must establish a culture of strategic informa-
tion security that addresses the unique security
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Step Description
1 The first step involves defining the primary objective and scope of the analysis to be undertaken.
2 During the subsequent phase, it is necessary to engage with customers to gain insight into their analysis needs and requirements, and to establish
a shared understanding.
3 The third step aims to ensure that there is mutual agreement on the focus, scope, and organizational assets for the analysis.
4 Step four involves documenting the analysis, including setting the target, focus, and objectives.
5 The next step is to identify risks through brainstorming, walkthroughs, and workshops with relevant individuals.
6 Step six involves determining the level of risk and estimating its impact based on the previous step.
7 The organization then decides which risks to accept and which require further treatment.
8 The final step is to identify and evaluate potential treatments for the identified risks.
B Therefore, the proposed strategic information secur-
Step 1: ity culture for cloud computing must be based on the
o NIST Cybersecurity Framework. This framework offers
needs a comprehensive and adaptable approach to resolving
~ Step 2: cloud computing security risks. By identifying the
= Covering the . isk iated with cloud . .
enterprise unique risks associated with cloud computing, organi-
o | End-to-End zations can tailor the framework to their particular
y — " y requirements.
4 tep 3: v
Sepamting | COBIT 5 \
| governace from \Principles |
_management / \ Access control policy
o Step 3: This policy describes the criteria for granting access to
Smggl::'l:’t'ggrgted cloud-based resources and data as shown in Figure 11.
y ~ framework There have been instances in which user data has been
[ Stepd: leaked, underscoring the necessity for solid security
| Enablinga | . .
(I olisti?: | measures.”>”” Most of the research in cloud computing
security is primarily concerned with safeguarding data

appraoch

Figure 10. COBIT 5 model stages and steps.

challenges posed by cloud computing. This paper will
propose a strategic information security culture for
cloud computing, suggest policies to enforce it and
address how to implement and administer these policies
effectively.

Strategic Information Security Culture Identification
for Cloud Computing: Extensive research was con-
ducted to identify the most pertinent strategic informa-
tion security culture. The National Institute of
Standards and Technology (NIST) Cybersecurity
Framework is a recognized approach for addressing
cybersecurity risks, including those related to cloud
computing. The NIST framework emphasizes five fun-
damental functions: Identity, Protect, Detect, Respond,
and Recover.”’

Table 8. COBIT 5 rules.

privacy,'? the utilization of ciphertext for data retrieval

and possession of evidence,'® and access control,'”"
which is essential for preventing unauthorized access
to confidential data.

Access control is crucial to safeguard cloud-stored
data and has undergone extensive research. Belguith et -
al.'? presented the concept of access control, highlight-
ing its key elements such as access control techniques,
subjects, and objects. Among the access control methods
mentioned is Discretionary Access Control (DAC),'*
which provides complete access authorization to the

|npu} Access Control Strategy

output

Access control decision Access control execution
maker module

Figure 11. Access control model.

Rule

Description

s WN =

Transform stakeholder needs into practical goals.

Encompass the entire enterprise and seamlessly integrate IT and business functionalities.
Implement a unified and integrated framework that aligns with various other standards.
Enable a holistic approach for managing IT and information assets.

Decouple governance from operational management.
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object owner based on user identification authentication
and access rules, but it may contribute to unrestricted
access rights and difficulty in administration. DAC is one
of the access control methods. The use of a security
marking mechanism, which can only accomplish coarse-
grained access control, is incorporated into the architec-
ture of the Mandatory Access Control (MAC),'** the
system is designed to meet the confidentiality require-
ments of the information by implementing the Role-
Based Access Control (RBAC) mechanism,'*>'%
Initially, access rights are assigned to specific roles,
which are subsequently assigned to administrators.
However, RBAC might not validate the identification
and authorization of network entities. The use of the
requester’s and the resource’s attributes to make access
decisions enables adaptable and confidential access.'"”
Attribute access control is a technique of access manage-
ment that is built on attribute encryption.'*®

On the other hand, these access control methods can-
not identify unauthorized data access or optimize access
control policies promptly. Additionally, A potential solu-
tion involves implementing a data protection model that
incorporates access control mechanisms utilizing encryp-
tion attributes and employs a data access detection algo-
rithm. This integrated approach establishes a closed-loop
control system that generates real-time feedback,
enabling continuous optimization of data access control
strategies. As a result, the overall integrity of data protec-
tion is enhanced, providing a robust framework for safe-
guarding sensitive information.

Data protection policy

Data protection policy in cloud data protection encom-
passes the regulations and protocols governing the hand-
ling, storage, processing, and sharing of sensitive data
within cloud environments. As the utilization of cloud
computing services continues to grow, ensuring the secur-
ity of cloud data has emerged as a paramount concern for
businesses and organizations across the globe.”” Data pro-
tection policies in cloud computing place significant
importance on encryption.'” Encryption transforms sen-
sitive data into an unintelligible format that can only be
accessed with the corresponding decryption key. Before
preserving data in the cloud, encrypting it to prevent
unauthorized access is essential. To ensure data security,
robust encryption algorithms such as Advanced
Encryption Standard (AES) should be utilized. Access
management is an additional essential component of
a comprehensive data protection strategy for cloud
computing.''® The term”access control” refers to
a method used to safeguard private data kept in the
cloud by preventing unauthorized users from gaining

access. The process involves allocating rights to users
based on their designated roles, the provided duties, and
the level of trust they have earned. The implementation of
access control rules is vital in ensuring that only authorized
personnel are able to access private data that is kept in
cloud-based systems. It is important to have established
data backup and recovery protocols to guarantee the ability
to recover critical data in case of data loss."'" Regular data
backups should be taken, and backup data should be kept
secure. Compliance with regulatory standards like GDPR,
HIPAA, and PCI DSS is essential for data protection in the
cloud.""? Organizations must ensure that their data protec-
tion policies align with these standards to avoid legal and
financial repercussions.

Incident response policy

This policy lays out the procedures that are to be fol-
lowed if there is a security breach. It should include
protocols for reporting incidents, limiting the damage,
and carrying out post-incident reviews Figure 12.

After an incident has been identified, it is neces-
sary to react appropriately to reduce the adverse
effects of the incident. The term”response” was
coined by Baskerville et al.'*® to describe an immedi-
ate and purposeful reaction to an occurrence. During
this period, the emphasis is placed on activities that
are reactionary rather than preventative measures.
Three critical steps must be taken to effectively
respond to an incident: confinement, elimination,
and recuperation.''® Changing the credentials on
infiltrated systems is one example of a confinement
and elimination strategy that can be implemented.
Other examples include turning off the contaminated
system, securing compromised accounts, and stop-
ping incoming network traffic. In addition, the sig-
nificance of backup and recovery in enhancing
performance and procedure and making use of
sophisticated technologies, such as online backup
and cloud storage, has been highlighted by research
efforts in recent years."'* No technique or strategy is
universally applicable when responding to security
situations, just as no two criminal scenarios are
ever the same. Cichonski et al.''* suggests consider-
ing the following parameters when developing an
effective incident response strategy:

e The protection of existing information.

e Availability of services, including network commu-
nication and services supplied to third parties and
the general public.

e Time and workforce
implementation.

requirements  for
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Figure 12. Incident management.

e The approach’s effectiveness may include complete
or partial confinement of the situation.

¢ The time that the solution will be in effect, including
whether it is a transient or permanent remedy or an
emergency alternative that will be eliminated later.

In a perfect world, incident response strategies
should be adapted to particular circumstances to
deploy them rapidly. This rapid deployment can be
achieved through the utilization of automatic tools.
One illustrative tool is the Automated Incursion
Response System (AIRS), which employs an auto-
mated decision-making process to select and imple-
ment suitable response options promptly.''> It has
been demonstrated through research carried out by
Luo et al,,''® Anwar et al.''” that AIRS is effective in
reducing the time between detection and response.
This leads to the genuine case of complex and multi-
stage attacks, significantly improving incident
response rates.

Implement policies effectively

There are various phases of cloud interactions where
risk analysis can be conducted.''® Providers participat-
ing in the cloud have security concerns regarding other
providers, which can be related to trust, service hazards,
or legal issues. Providers may need to evaluate the risk of
collaborating with other providers, or they may need to
address specific security requirements. Risk assessments
can also vary depending on the form of cloud deploy-
ment—private, public, or hybrid. Analyzing security
concerns in the context of cloud computing reveals

that each concern has distinct effects on various
assets.''® Given the circumstances wherein organiza-
tions lack resources or expertise to implement and sus-
tain cloud security frameworks effectively, several
suggestions can be gleaned from the extant body of
literature. According to Chauhan and Shiaeles,** acquir-
ing knowledge about diverse cloud security frameworks
is critical to making well-informed choices concerning
the choice and execution of appropriate security proto-
cols for cloud-based systems. As a result, organizations
should prioritize acquiring knowledge regarding various
frameworks to comprehend their particular security
needs and make well-informed decisions.

Furthermore, Ismail and Islam” put forth a cohesive
framework that addresses the transparency and audit of
cloud security. Organizations that need to possess strong
proficiency in cloud security may find this framework
especially advantageous, given that it offers a methodical
strategy for augmenting the transparency and audibility
of cloud security procedures. By implementing this fra-
mework, organizations can establish a more methodical
and all-encompassing strategy for safeguarding against
cloud threats, even when confronted with limited
resources or expertise. When evaluating cloud frame-
works, it is essential to carefully analyze their compat-
ibility, flexibility, and applicability in different cloud
settings and use cases. Chauhan and Shiaeles* highlights
the need to thoroughly compare the focal point, extent,
methodology, effectiveness, constraints, implementation
procedures, and necessary tools in deploying cloud secur-
ity frameworks. An extensive examination is essential for
evaluating the relevance and appropriateness of each
framework in various cloud settings and use cases. In
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addition, Ismail and Islam”® provide a comprehensive
framework for enhancing transparency and auditability
in cloud security. This paradigm can potentially provide
valuable insights into the effectiveness of security frame-
works in various cloud settings. It is crucial to compre-
hend how these frameworks may be integrated and
customized for different cloud settings to assess their
flexibility. In addition, Andrikopoulos et al.'"* examine
the process of modifying programs for the cloud envir-
onment, emphasizing the significance of flexibility in
cloud computing. This source offers excellent perspec-
tives on the flexibility of programs, which may also be
used for the flexibility of cloud frameworks in many
scenarios and settings. Aside from applicability, flexibil-
ity, and appropriateness, numerous more considerations
should be considered while assessing cloud security
classes. The methodical architectural support for adapt-
ability during cloud migration, as emphasized by
Jamshidi et al.,”” is of utmost importance. This highlights
the need to consider the architectural elements and sup-
port systems to ensure smooth migration and integration
of security frameworks across various cloud environ-
ments. In addition, Chauhan and Shiaeles*’ highlight
the need to consider the risk factors associated with sig-
nificant cloud security risks and their influence on cloud
platforms. This suggests that while evaluating cloud
security categories, it is essential to thoroughly analyze
the possible risks and threats that impact the efficiency of
security frameworks in various cloud settings and use
cases.

e Evaluate potential risks and vulnerabilities within
the cloud environment by conducting a risk
assessment.

e Create a comprehensive plan that outlines how
security policies will be implemented and enforced.
This plan should also identify who is responsible
for implementing and enforcing the policies.

¢ Regular training and awareness initiatives should
be conducted for employees and stakeholders to

aseyd uonedadp

Figure 13. Implement and manage policies.

Risk Resolution

ensure their familiarity with security policies and
to enhance their understanding of their responsi-
bilities in maintaining a secure cloud environment.

e Regularly monitor the adherence to security poli-
cies and evaluate their effectiveness in mitigating
risks to ensure ongoing compliance and
effectiveness.

e Update the security policies as necessary to reflect
any changes in the cloud environment or emerging
security threats.

Figure 13 demonstrates that there are different phases
involved in the methodology of risk mitigation, this
including the process encompasses several stages,
namely risk identification, risk assessment, risk manage-
ment, risk planning, risk resolution, and risk monitor-
ing. Throughout these phases, it is crucial to account for
potential risks associated with collaborating with other
providers and adhere to any specific security
requirements. e

As organizations increasingly move their data storage
and processing to the cloud, they face a significant threat
of having their most valuable information lost, brea-
ched, or otherwise compromised.'”” Therefore,
a reliable Risk management strategy and models are
required to safeguard vital data assets.'*’ The first
phase in the process of risk management is the recogni-
tion and identification of possible hazards or risks. The
subsequent phase is formulating solutions to alleviate or
counter the identified dangers. The first phase of risk
management involves the identification of prospective
hazards that may pose a threat to an organization’s data
and computer infrastructure. Furthermore, an assess-
ment is conducted to determine the potential magnitude
of damage that these hazards may inflict upon the orga-
nization if they were to materialize.'** The second step
is mitigating those dangers once they have been discov-
ered. El Fray'*' claims that over 200 different security
models are in use today due to the rapid development of
online services. 1SO27005, NIST SP 800-30, CORAS,




CRAMM, OCTAVE, and COBIT are some of the
widely-used risk evaluation techniques that can be
applied to evaluating and assessing the dangers impact-
ing cloud-based systems and services."

Static mapping

The static mapping model matching
a predetermined incident alert with a predetermined
response. However, this approach presents challenges,
including the possibility of an adversary predicting the
response.' >

involves

Dynamic mapping

The dynamic mapping model is a method for selecting
response strategies according to incident context.''?
However, diverse strategies have been proposed to
reduce response time and balance security and usability.
Risk assessment models, such as the Risk Index Model
and Response Strategy Model, have been devised to rank
incidents according to their severity and likelihood of
vulnerability. Machine learning methods, such as the
Markov decision model and Hidden Markov Model,
have been employed to improve the balance between
response accuracy and adaptability. The theory
approaches such as Response and Recovery Engines
and Dynamic tree-based have been proposed to mini-
mize conflicts of reactions.'*

Cost-sensitive mapping

The cost-sensitive response model aims to achieve
a balance between damage and response costs by
minimizing four factors: implementation costs,
resource utilization, time efficiency, and costs asso-
ciated with modifications.'*> The three most impor-
tant factors are damage, response, and operational
costs. Several methods have been proposed to improve
cost response and seek trade-offs, including preemp-
tive cost-sensitive response and balancing intrusion
damage and response cost. These strategies consider
intrusion patterns, available resources, security poli-
cies, and system environments to initiate the appro-
priate response.123

Post-incident

The phase that follows the resolution of an incident is
known as the post-incident phase.'** During this phase,
personnel must be highly proactive in identifying and
reflecting on new hazards and improving protection
mechanisms. During this phase, information and results
are compiled to provide feedback to improve incident
management. Adaptive incident learning, the process of
transmitting knowledge or experience garnered during
an incident to future actions, has been identified as
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a critical post-incident phase component. This ability
to learn from and adapt to past experiences is crucial for
future incident management.124

Even though it plays an essential part, the signifi-
cance and importance of incident learning receive
a different level of attention than the technological
elements of incident management.125 According to
Ab Rahman and Choo,'* the organizational learning
theory has been employed as a conceptual framework
to explore how organizations can acquire knowledge
to guide their practices through various forms, norms,
procedures, and strategies. This investigation was car-
ried out using the organizational learning theory. On
the other hand, ontology is a method of knowledge
management that provides a rigorous specification of
computer concepts that can be interpreted across var-
ious disciplines and their interrelationships.'**
Ontology is a strategy that can be used with other
knowledge management methods. It has been
hypothesized that this method could facilitate more
efficient education provided by the (Computer
Security Incident Response Teams) CSIRT to a more
extensive population.

The primary objective of the post-incident phase is to
collect data from the preceding three phases for learning
and development, as demonstrated by Ab Rahman and
Choo'?? in their work, as shown in Figure 14. This
information is typically documented in a report.'*®
Additionally, this stage involves presenting formal
reports to higher-level management and suggesting
enhancements to incident handling, considering both
technical and managerial aspects. Taylor'*® implies that
conducting research on generic information content
and templates would be beneficial in generating
a comprehensive and informative report, particularly

ost-sensitive'

Figure 14. Three response models.
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when the report is intended for utilization by law enfor-
cement agencies or in a courtroom setting.122
Therefore, a strategic information security culture is
essential for ensuring data and resources’ security and
integrity in a cloud computing environment. By imple-
menting and enforcing suitable policies, organizations
can proficiently mitigate the risks linked to cloud com-
puting, thereby protecting their data and assets.

Technical security controls

Cloud computing presents various security challenges
due to its shared infrastructure, distributed resources,
and lack of physical control. To ensure the availability,
confidentiality, and integrity of information assets, it is
crucial to implement effective technological security mea-
sures such as encryption, access control, Multi Factor
Authentication (MFA), Intrusion Detection and
Prevention Systems (IDPS), and Data Loss Prevention
(DLP). By implementing these technical security controls,
organizations can effectively thwart unauthorized access,
data leakage, and various security incidents. This proac-
tive approach to security significantly strengthens the
overall security stance of cloud computing environments,
minimizing the risks associated with threats and attacks.
It is essential for organizations to thoughtfully choose
their security controls, taking into consideration their
risk profile, compliance obligations, and security goals.

Due to the shared infrastructure and lack of physical
control in cloud environments, maintaining confidenti-
ality, integrity, and availability is challenging. Therefore,
adequate technical security controls are essential to
secure cloud computing environments. This review
will critically assess the state-of-the-art technical secur-
ity controls for cloud computing and recommend the
most effective protection mechanisms.

Encryption

Encryption is a cryptographic process that converts data
from its original, unencrypted form to ciphertext. This
transformation is achieved through a mathematical pro-
cedure, ensuring the confidentiality of the data. In
Figure 15, encryption is one of the most effective tech-
nological safeguards to protect data from unauthorized
access during transmission and while at rest. However,
the effectiveness of encryption depends on the encryp-
tion technique used, key management, and access
restrictions. Hence, it is imperative for businesses to
meticulously choose encryption algorithms and adopt
effective key management practices in order to guaran-
tee the authenticity and confidentiality of their data.

Cloud Users Cloud User Layer
Automation Cloud Automation
Layer
) Cloud Blockchain
Block chain Layer

Cloud Secure
Layer

Figure 15. Secure encryption-based cloud framework.

Table 10 demonstrates an evaluation of the encryption’s
strengths, shortcomings, and prospective consequences.
For instance, Butt et al.'*” highlights the importance of
encryption in cloud computing as it helps protect data
from unauthorized access. Pavithran et al.'*® conducted
an in-depth analysis of the applications of blockchain
technology in cloud storage security from 2010 to 2019.
Containerization and virtualization architectures, as
well as reliable intrusion detection that uses blockchain,
were a few topics covered in Alkadi et al.*® discussion of
collaborative anomalous detection mechanisms for
recognizing external and insider assaults from cloud
centers. Their article provided a high-level analysis of
cloud infrastructure and recognized potential contem-
porary security incidents based on the predominance of
certain security flaws in various cloud implementation
models. They also highlighted how the Network
Intrusion Detection System (NIDS) for cloud-based
blockchain applications could resolve data protection
and confidence management problems. The decentra-
lized and disseminated character of the blockchain pro-
cess, which guarantees protection specifications and
improves cloud storage security, was emphasized in
Mughal and Joseph'*”’s proposal for blockchain as
a solution for cloud security and storage.
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Figure 16. Intrusion detection architecture.

Access control

Access management is vital to ensuring the security of
cloud computing, with the goal of preventing unauthor-
ized users from gaining access to sensitive data and
resources. Organizations can implement access control
via a variety of methods, including Role-Based Access
Control (RBAC), Attribute Based Access Control
(ABAC), and mandatory access control mechanisms
(MAC). RBAC is the most commonly used access con-
trol technique, offering the potential to streamline
access management and reduce the risk of unauthorized
access. Access management has been highlighted as an
essential security measure for cloud computing by
Mondal et al."*° This measure can prevent unauthorized
access to confidential resources and is one of the most
essential security measures.

Cloud computing users can be classified into three
groups: malicious users, inadvertent users who experi-
ence losses due to organizational errors, and users with
a history of successful use. Traditional access control
methods become ineffective in cloud computing due to
the dynamic nature of resource allocation. This is
because the cloud server automatically and in real-time
distributes resources based on the application being run
by the user. Consequently, in their work Venifa Mini
and Angel Viji,"*! introduces the “T-RBAC” model
(trust and role-based access control), which uses trust
as the basis for user authorization and employs
a Markov model to enable dynamic user authorization.

Blaze et al."** are credited with being the first person
to put forward the idea of confidence as a solution to the
problem of insufficient security information in an open
system. The T-RBAC paradigm provides for the distri-
bution of varying trust values among users and the
distribution of varying authorization to users following
their trust values. The authorization procedure is car-
ried out dynamically under the Markov model. This

<::>

Cloud Servers

dynamic access control authorization follows the
dynamic characteristics of cloud computing users and
resource utilization. It allows authorization to be
adjusted in real-time, preventing unauthorized access
by malevolent users.

The process of access control has progressed through
several phases, with the primary areas of emphasis now
being access control models, access control founded on
cryptography, and virtual machine access control in
cloud computing environments.'>>'** These access con-
trol mechanisms have been intended to accommodate
the enormous, dynamic, and stringent private charac-
teristics of new computing environments such as cloud
computing and the Internet of Things (IoT). Table 10
presents the results of a critical analysis of the access
control system.

Multi-factor authentication

According to Bose et al.,'*> Security measures based on
Multi Factor Authentication (MFA) necessitate using
more than one form of user identification before grant-
ing access to protected areas or data (see Table 10).
Limiting unauthorized access due to compromised cre-
dentials makes this a helpful security technique for
cloud computing. One Time Passwords (OTP), smart
cards, fingerprint identification, and device authentica-
tion can be used to establish MFA in an organization.
The use of MFA in cloud computing environments can
substantially enhance their security posture and lower
the likelihood of unauthorized access. Traditional access
control approaches are inadequate because of the
unpredictable behavior of cloud computing users and
resource distribution.'*®

The cloud administration framework utilizes a multi-
factor authentication procedure, which validates activ-
ities using a combination of fingerprint, password, and
secret essential authentication methods that provide
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Table 9. Number of reiteration cycles for different key sizes in
AES™.

Key Size in bits

Number of Reiteration Cycles

128 10
192 12
256 14

a higher level of protection; the system generates
a private key through AES cryptography and incorpo-
rates the users’ fingerprints and passcode information.
When the biometric information a user provides
matches the biometric affiliated with the user, the user
can access the system. The AES algorithm generates
keys based on different fundamental values Table 9,
determining the number of repetition rounds for the
transformation. Table 9 shows the number of repetition
rounds is determined by the size of the key.*®

Intrusion detection

According to Nadeem et al.">’ in their study, cloud

computing offers advantages such as cost savings,
resource accessibility, and improved performance.
However, the growing number of cloud computing
users increases the risk of attacks. The Intrusion
Detection System (IDS) monitors the attack rate of
each device on the network. See the Table 10 for details.
Intrusion Detection and Prevention Systems (IDPS) are
regarded as one of the vital tools for safeguarding the
cloud server against attacks 14, which monitors network
activity and prevents unauthorized access, data
breaches, and other security incidents.'*®
Implementing IDPS in cloud computing environments
can significantly improve overall security and prevent
various security incidents, as pointed out by.'*®
Therefore, IDPS is considered a critical security strategy
for cloud computing.

One of the many approaches to resolving cloud
security issues that various solutions can carry out is
utilizing an IDS, as shown in Figure 16. According to
Basu et al.,,"*® keeping data on cloud computing can
present several risks, and the primary challenge
related to cloud computing revolves around ensuring
cloud security and safeguarding against various
attacks and breaches. Threats come in many forms,
such as those posed by software, inside assaults, a lack
of support and standardization, and more. According
to Chitkara University Institute of Engineering and
Technology, Chitkara University, Punjab, India. et al.”
"9 anti-malware and security software by themselves
are not enough to safeguard a complete network or to
provide protection on their own, so the intrusion

detection system, a hardware component, functions
upon connection to a network., keeps an eye out for
potentially malicious behavior on that network and
alerts the administrator when something goes wrong.
Aryachandra et al."*' developed an architecture imple-
mented on a practical utility called snort. An auto-
matic host-based methodology was suggested by
Gassais et al."** that uses machine learning techniques
to identify intrusions coming from smart devices.
Mazini et al.'"*’ leverages machine learning models to
enable anomaly-based intrusion detection systems.
She also develops a mixed method, uses the
AdaBoost algorithm, and discovers enormous expo-
sure charges with an inexpensive determined charge.
De La Torre Parra et al.'** went through several
articles and discussed how DOS attacks could occur
on cloud platforms, webpages, levels of the OSI
model, and other places.

Several researchers have conducted numerous stu-
dies to make cloud computing secure. Their research
entails the design of various algorithms and architec-
tural constructions to keep the cloud secure, as well as
the review of numerous publications demonstrating
improved detection techniques. It was also proposed to
use an intrusion detection system and machine learning
algorithms to detect intrusion from intelligent devices.
Nevertheless, further research is needed to explore novel
models that can enhance the performance of IDS and
address their inherent challenges. Also, it is essential to
think about what could cause DOS attacks and take the
steps needed to stop them from happening on cloud
servers.

Data loss prevention (DLP)

Data Loss Prevention (DLP) serves as a protective
mechanism that monitors data transfers and safeguards
against data loss, leakage, and unauthorized access as
shown in the Table 10. Bucur et al.'* stress that data
loss prevention (DLP) is an essential security measure
for cloud computing because it can stop confidential
data from exiting the cloud environment. DLP can be
network- or host-based, and it can prevent confidential
data from exiting an environment hosted in the cloud.
DLP has the capacity to considerably improve the gen-
eral safety condition of cloud computing environments
and prevent numerous security breaches.

Several different techniques use pre-defined key-
words and regular expressions to locate confidential
information. Nevertheless, employing these techniques
requires a substantial number of rules, which can result
in a decline in detection accuracy due to an increase in
false positives.'*> Costante et al.'*® introduced
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Table 10. Technical security controls critical assessment.

Methodos Strengths Weaknesses

Potential Impacts

Encryption Offers a strong level of
safeguarding for data while
it is stored and during its
transfer.

Encryption is selective,
allowing organizations to
protect only their most
sensitive data.

Encryption is a widely used
and accepted security
control in the cloud.

Key management can be challenging,
especially for large organizations with
complex encryption requirements.

Encryption can impact performance,
especially for data-intensive
applications.

Restricts access to sensitive
resources.

Access Control Can be complex to implement and

maintain.

Can be implemented using
various mechanisms such as
RBAC, ABAC, and MAC. RBAC
can simplify access
management.

Requires careful management of user
identities, roles, and privileges.

If access controls are misconfigured,
sensitive data may become vulnerable.

Multi-Factor
Authentication

Requires multiple
authentication factors for
access, providing an
additional layer of security.

Reduces the risk of
unauthorized access due to
compromised passwords or
single-factor authentication
methods.

Can be implemented using
various mechanisms such as
OTP, smart cards, and
biometric authentication,
allowing for flexibility and
customization.

Can improve compliance with
security regulations and
standards.

Monitors network traffic and
detects/prevents
unauthorized access and
other security incidents.

Can increase complexity for users and IT
administrators, potentially leading to
confusion and errors.

May not be foolproof, as attackers may be
able to bypass MFA using social
engineering techniques or other means.

Can increase processing overhead,
potentially leading to slower system
performance or increased costs.

Intrusion
Detection

Can generate false positives or false
negatives, leading to ineffective security
measures.

Either host-based or network-
based, and it may use
signature-based or
behavior-based techniques.

May not be able to detect sophisticated or
zero-day attacks.

Can significantly increase the
security posture of cloud
computing environments.

Can increase processing overhead.

Monitors data flow and
prevents data leakage,
unauthorized access, and
data loss

Can be network-based or host- Can increase processing overhead
based

Data Loss
Prevention

Can be complex to configure and maintain

Encryption can enhance the reputation of cloud providers
by demonstrating their commitment to security and
data privacy.

Encryption can increase customer trust by providing an
additional layer of protection for sensitive data.

The cost of implementing encryption may impact the
finances of smaller organizations, but it can be an
important investment for larger organizations that
handle significant amounts of sensitive data.

Effective access control can significantly improve data
security and prevent unauthorized access to sensitive
resources.

Weak access control can result in data breaches, loss of
sensitive information, and compromise of critical
systems.

Complex access control mechanisms can be challenging to
implement and maintain, leading to errors and
misconfigurations that can compromise security.

Can cause inconvenience for users, especially when MFA is
required frequently or when using certain devices or
locations.

Can be subject to false positives or false negatives, leading
to legitimate users being denied access or unauthorized
users being granted access.

Can require additional resources and time for
implementation and maintenance.

Can create compatibility issues with certain systems or
devices, requiring additional modifications or upgrades
to the infrastructure.

Increased security: IDPS can significantly increase the
security posture of cloud computing environments by
detecting and preventing unauthorized access and
other security incidents. This can help prevent data
breaches and other types of cyber attacks.

Decreased productivity: False positives or false negatives
generated by IDPS can lead to ineffective security
measures, causing legitimate traffic to be blocked. This
can negatively impact productivity and cause
frustration for users.

Missed threats: IDPS may not be able to detect
sophisticated or zero-day attacks, leaving the network
vulnerable to advanced threats such as malware and
APTs.

Increased costs: The implementation and maintenance of
IDPS can be costly, especially for large-scale cloud
computing environments. Additionally, the processing
overhead required by IDPS can require additional
hardware or resources, further increasing costs.

Can significantly increase the security posture of cloud
computing environments

May generate false positives or false negatives, leading to
ineffective security measures

DLP policies may cause delays or disruptions in normal
business operations
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a methodology for the protection of data loss that was
based on signature-based methods in addition to anom-
aly-based methods. A machine learning technique is
utilized by the framework in order to conduct an ana-
lysis of user behaviors and to develop a collection of
malevolent behavior indicators. Using the Named
Entity Recognition technique, Gomez-Hidalgo et al.'*’
suggested yet another method for preventing data loss,
but it cannot safeguard pictures. Ong et al."*® presented
a system that uses deep learning to identify confidential
information in documents based on semantic context
analysis. However, the application of this system is
restricted to identifying sensitive information only in
documents. These approaches have some drawbacks,
and it is possible that we cannot use them in the real
world because they need to work better.

The Cloud Access Security Broker (CASB) is widely
recognized as a prominent technology in cloud
security,'*” and Gartner has approved this technology.
To protect vital information, it functions by utilizing
proxy servers developed by various cybersecurity com-
panies such as CipherCloud."”® The Cloud Access
Security Broker functions by installing a gateway server
between users and cloud applications. By performing
protocol analysis, this intermediary can identify confi-
dential data, intercept it, and encrypt it. The implemen-
tation of this strategy, on the other hand, requires the
reverse engineering of network protocols for a variety of
cloud applications, this process can consume significant
time and effort due to its labor-intensive nature. As
a result, the adaptability of this methodology to
a variety of different applications is constrained.

Song has developed a plug-in for web browsers called
ShadowCrypt,"" that encrypts textual data in preexist-
ing cloud services. However, it cannot handle data items
such as binary files or picture files. Mimesis Aegis'>>
offers confidential data separation via a conceptual layer
for mobile apps but does not offer data file security.
CryptDB'"> acts as an intermediary between the data-
base and application servers to secure sensitive user
information. This technique protects sensitive informa-
tion in a database from a nosy database owner.
Regrettably, it only works with datasets at the moment.
Grubbs et al.">* is an online application data security
solution built on the Meteor JavaScript infrastructure.
However, Mylar is compatible with only certain plat-
forms and lacks the ability to support data processing
tasks. Virtru'> it is a web-based solution that provides
e-mail encryption and leak prevention capabilities.
Although it works well for e-mail systems, it has limited
potential for use in cutting-edge software.

Cloud storage services,'>® platforms such as Box,
Dropbox, and Salesforce remain widely used in business

settings due to their convenience in online collaboration
and communication, cost-saving benefits for data sto-
rage, and guaranteed data dependability. Despite these
advantages, such services are susceptible to exploitation
and abuse, which can result in the exposure of confi-
dential information to untrusted environments. Reports
indicate security vulnerabilities in Google Drive,
Dropbox, and Box, which may grant unintended users
access to confidential files and connections to file trans-
fers. Furthermore, the flaws of Amazon S3 have led to
the potential disclosure of sensitive medical and military
information. As a direct consequence, it is imperative to
prevent confidential data from being transferred from
on-premises corporate networks to less secure online
storage locations.

In conclusion, data loss prevention (DLP) is an essen-
tial security measure for cloud computing environments,
as a protective measure against the risks of data loss,
unauthorized access, and leakage. Numerous methods
and approaches can be employed to effectively incorpo-
rate DLP into an organization’s security strategy, such as
pre-defined keywords and regular expressions, machine
learning, and the use of Cloud Access Security Broker
(CASB). However, these approaches have their draw-
backs and limitations. Various tools such as
ShadowCrypt, Mimesis Aegis, CryptDB, Mylar, and
Virtru offer data encryption and security but are limited
to specific platforms or data types. Cloud storage services
are also susceptible to security vulnerabilities, which can
lead to the exposure of confidential information.
Therefore, it is crucial to prevent confidential data from
being transferred to less secure online storage locations.

Conclusion

In summary, cloud computing is a popular technolo-
gical innovation providing centralized computing ser-
vices and resources. It offers multiple deployment
modes and models, including public, private, commu-
nity, and hybrid, with infrastructure, platform, and
software. Cloud hosting has advantages like expansion
flexibility and minimal effort but disadvantages like
losing control over infrastructure and data. Cloud
computing offers benefits like decreased costs and
time, improved performance and dependability, and
infinite computing resources on demand. However,
security concerns remain significant as cloud comput-
ing presents challenges like data security and privacy,
authentication, encryption, data integration, and
access issues. Critical cloud hosting requires a robust
security framework capable of adjusting to the sur-
rounding context, involve the appropriate resources,
and effectively manage risks. As businesses transfer



their valuable data assets to cloud-based infrastruc-
ture, new risks that require a proper approach to risk
management, assessment, and governance are asso-
ciated with this migration. There are multiple meth-
odologies for security risk management and
assessment in cloud-based systems. The OCTAVE
Allegro, COBIT 5, and CORAS models are recom-
mended for the cloud hosting approach as they
address the CIA Triad, emphasizing the storage, pro-
cessing, and transmission of information. However,
the 1SO27005, NIST SP 800-30, and CRAMM models,
although comprehensive, may not offer specific and
accurate guidelines for assessing and evaluating cloud-
related risks. The CORAS, OCTAVE and COBIT5
models provide a clear procedure for addressing risks
related to both internal and external systems and soft-
ware resources, including the specific infrastructure of
cloud computing. COBIT 5 also encompasses the gov-
ernance aspect when managing cloud systems.
Therefore, the research indicates the possibility of
additional investigation to integrate and adapt the
mentioned methods, as well as assess various risk
management approaches considering different factors.
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