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Abstract: Multi-agent systems (MASs) have gained a lot of interest recently, due to their ability to
solve problems that are difficult or even impossible for an individual agent. However, an important
procedure that needs attention in designing multi-agent systems, and consequently applications that
utilize MASs, is achieving a fair agreement between the involved agents. Researchers try to prevent
agreement manipulation by utilizing decentralized control and strategic voting. Moreover, emphasis
is given to local decision making and perception of events occurring locally. This manuscript
presents a novel secure decision-support algorithm in a multi-agent system that aims to ensure
the system’s robustness and credibility. The proposed consensus-based model can be applied to
production planning and control, supply chain management, and product design and development.
The algorithm considers an open system; i.e., the number of agents present can be variable in each
procedure. While a group of agents can make different decisions during a task, the algorithm chooses
one of these decisions in a way that is logical, safe, efficient, fast, and is not influenced by factors that
might affect production.

Keywords: distributed systems; interactions; confidentiality; smart environments; algorithms

1. Introduction

An agent is a mechanical, biological, or software system that interacts with its environ-
ment. A multi-agent system (MAS) comprises several agents that interact with each other
in a common environment [1]. Interaction is the dynamic linking of two or more agents
through a set of mutual actions. Agents interact to manage, communicate, coordinate,
cooperate, negotiate, etc. MASs are currently a very active and wide branch of distributed
artificial intelligence (DAI) [2,3]. Agents in such systems are endowed with a greater degree
of freedom than typical entities of a security protocol. They may have clearly defined goals,
abilities, and knowledge about the world; they can also form coalitions working towards
a common goal. The advantages of MASs become particularly visible in the analysis of
scenarios involving interaction between human and technical agents, such as in healthcare
and smart manufacturing.

Smart manufacturing systems based on modern technologies are beneficial. However,
the challenge lies in integrating these systems with the evolving needs of the customer. Re-
cent market changes have revealed various problems, including allocating limited resources
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and responding to urgent emergencies. In addition, smart manufacturing at all levels is
an open, vast, and complex environment that assumes shared and distributed decision
making with security in mind [4], which requires the communication of many complex
and diverse forms of data between different sets of industrial environments. To provide a
unified and effective solution in this area, this paper proposes a novel model based on a
multi-agent system by providing certain production services in a timely and appropriate
manner, and ensuring fairness in decision making [5] regarding various procedures such as
confidentiality [6].

2. Related Work

Data acquisition, task scheduling, resource allocation, and decisions in manufacturing
systems are critical issues that require complex mechanisms, especially when demands
are high and random. To address all these challenges, several works have been proposed.
In [7], the authors proposed an architecture that consists of autonomous agents capable of
communicating with each other to make decisions using their knowledge. In particular,
the architecture was proposed for negotiation processes and scheduling optimization algo-
rithms in intelligent manufacturing systems. Other multi-agent approaches for modeling
supply chain dynamics with agent decision making have been proposed in [8]. To address
a variety of scheduling problems within a decentralized and hierarchical architecture,
an agent-based model has been proposed in [9]; these schedules include constraints such as
the blocking constraint. A multi-agent model to share distributed manufacturing resources
has been proposed in [10].

In [11], the authors formalized the selected features of the Selene [12] voting proto-
col by means of formulas and multi-agent models. Their models defined the space of
strategies for the members, the electoral authority, and the potential coercive. The work
in [13] investigated the aspect of robustness to respect the way in which votes are cast.
The outcome is declared when the conceptual requirements can be encapsulated in a formal
specification of the voting protocol. The authors of [14] proposed a system called smart
voting by extending classical liquid democracy in two ways: allowing ranked delegations
to avoid cycles and allowing generalizing delegations to be more expressive.

Many of the proposed algorithms suffer from high energy consumption due to the com-
plexity of the calculations they perform. Other algorithms are either very time-consuming
due to the large number of messages that are exchanged between agents or depend on the
leader agent concept, in which the principle of equal opportunities is absent. Moreover, this
type of decision making is not safe because the leader can manipulate the final decision.

The proposed model addresses all these gaps by (a) relying on linear arithmetic
operations, (b) minimizing the messages exchanged between agents, and (c) providing all
agents equal opportunity to declare the final decision by random choice, providing in this
way an intelligent voting method safe from tampering.

3. Model Description

To further improve the manufacturing system and to ensure that various decisions are
made in a safe, effective, and secure manner, this research proposes a consensus mechanism
in a distributed and heterogeneous environment where the solution is the result of the
interaction of several entities (agents), and this interaction is expressed by cooperation and
competition (Algorithm 1). The conception has considered the lack of trust between agents.

The consensus process is divided into three steps. In the first step, the agents must
be aware of the total number of participants N at this moment; therefore, they broadcast a
query− nbr−msg-type message and wait for MaxWaitTime in order to receive the answers.
After each agent announces its result N, the number N that receives a majority of votes is
set as the number of participants.
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In the second step, “creation of encrypted list”, each agent Ai generates a random and
temporary number xi, and also a random and temporary secret key yi to encrypt xi using a
symmetric scheme based on key exchange protocol according to the following equation:

vi = xi × yi mod p (1)

where p is a known prime and 0 < xi < p. The generated xi is encrypted so that some
faulty agents cannot control the result of the selection algorithm. For more solidity, that
agent can change the secret key yi or manipulate the selection value; then, the agent diffuses
vi and v′i where:

v′i = yyi
i mod p (2)

Each agent will read all vi and v′i; when the encrypted list is created and provided
that all agents validate it, the third step (selection) begins. In the third step, each agent
diffuses its secret key yi, and every other agent can calculate all the xi values by decrypting
the vi values (xi = vi × y−1

i mod p ). Then, the agents calculate v according to the
following equation:

v = (
N

∑
i=1

xi) mod p (3)

where N is the number of agents. The winner is the one that owns the value xi that is
closest to the value v.

Algorithm 1 Consensus algorithm

Require: P: prime number, MWT: MaxWaitTime
Ensure: winner

1: function CONS
2: broadcast query-nbr-msg
3: wait MWT, reading response-nbr-msg
4: broadcast N (number of participants)
5: agree N
6: generate xi
7: generate yi
8: v1i ← xi × yi mod p
9: v2i ← yyi

i mod p
10: broadcast v1i, v2i
11: while number of received v1,2j < N and wait < MWT do
12: receive v1,2j
13: end while
14: if Count(v1,2j) = N, broadcast yi
15: while number of received yj < N and wait < MWT do
16: receive yj
17: end while
18: xj ← decrypt v1j using yj
19: if Count(yj) = N then
20: v← ∑N

i=1 xi mod p
21: select the winner using v
22: return winner
23: else
24: failure
25: end if
26: end function
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4. Model Analysis

Since agents must be able to participate, interact, and make decisions, each one of them
has a random value generation system. Each agent has the value of identifying a personal
activity. This value represents whether or not they wish to participate in a consensus or
an election.

Assuming the agent can leave or fail within a period of time, the profile will only be
queried at the beginning of that time slot. Thus, the maximum waiting time should be
set to prevent the rest of the participants from not waiting for too long. In the proposed
protocol, system continuity is ensured while avoiding the futile study of whether an agent
was active or not in the previous consensus. The environment agent provides information
about the maximum wait time MaxWaitTime and the public key p.

The proposed model uses a symmetric encryption scheme that is lighter than asymmet-
ric encryption [15,16]. Moreover, it is less costly in terms of energy consumption compared
to many consensus algorithms [17], which is an important factor in media and applications
that use low-efficiency devices. When agents are waiting for each other to exchange yi
values to decrypt xi, and one of them fails in the previous step, the others have to wait for
a limited time and then start over. This procedure is obligatory to avoid endless waiting.
The waiting time depends on the environment and the application.

Domination is almost impossible because the generated numbers xi and yi are secret;
in addition, the choice of a winner is pseudo-random. It is not possible to manipulate
xi and yi or to predict the consensus outcome. Regarding scalability, the first step is to
calculate the number of participants N; then, the agents will make a consensus based on
N. In the worst-case scenario, where the number of agents is significant, the maximum
waiting time to calculate N can be enlarged; thus, a scalable system is going to be built.

Before the manager agent (MA) is selected, each agent will act according to the scheme
shown in Figure 1.

mission
target 

selection

knowledge

outgoingmessage

communication consensus

objective

result 

processing

Figure 1. The acting of agent-inside, where consensus is clearly shown where exactly the proposed
algorithm is executed.

Agent characteristics are described below:

• Attributes: Set of attributes that characterize its simulated state at a given instant in time.
These attributes include principal information about an agent, e.g., agent identifier.

• Knowledge: This consists of knowing details about the environment and other agents.
This includes information related to the agent identifier and the input needed to
execute the consensus algorithm. In a more comprehensive simulation, it might
include the past performance of different agents or suppliers where these values can
also be dynamically updated.

• Interactions: Constraints that define the agent’s relationship with other agents in a
consensus process, e.g., the set of agents with which it can interact.

5. Architecture and Implementation

In this section, initially, the types of agents and their behaviors will be described in
order to choose the appropriate type for the proposed model, and afterward, the algorithm’s
implementation will be discussed.
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5.1. Architectures and Communication

MAS architectures differ according to the range of application domains, i.e., the
number of factors, system design, and the number of variables that determine the decision-
making behavior of agents. They are functional, hierarchical, and blackboard structures.
The functional architecture manages each task of a total process as a single agent. Agents
connect and communicate with each other according to predefined ways. A blackboard
structure is a distributed system of decision making, with agents involved in executing
tasks and sending work to a central board. This is to avoid bottlenecks by offering tasks
to all agents. The hierarchical structure combines features of the first two, consisting
of heterogeneous agents cooperating in hierarchical relationships. This is the utilized
architecture in the conducted experiments.

These experiments consider blackboard-based communication, where each agent can
put information (data, knowledge) on the common space, and each agent can read from
the blackboard at any moment; hence, there is no direct communication between agents.
In the experiment, the space is a common matrix. The matrix contains five columns, and the
number of rows varies depending on the number of agents participating in the consensus
process. The first column is the agent ID, the second column stores the multiplication value
between the two randomly generated numbers, the third column stores the value of the
second number which is masked by the exponential operation, the fourth column is used
to share the original value of the key (the second number), and the last column displays the
value of the first number upon which the selection will be made.

5.2. Implemented Algorithm

In the conducted experiments, each agent was simulated by a process, where multi-
process programming was implemented. In several tests, different numbers of processes
were created, each of them starting with the creation of a random number ID ← random(),
which is considered as the ID of the agent. Afterward, each process follows the execution
of the proposed algorithm (Algorithm 2).

Figure 2 represents the behavior of the proposed algorithm when varying the number
of participant agents in the consensus. The prime number p equal to 1,000,003 has been
chosen, and the values x and y are random in the range [100, 1000]. It is worth noticing
that with the number of agents being less than 15, the increase in time was relatively small
since this increase represented on average approximately 0.5 seconds. When the number
of agents exceeded the number of 15, a faster increase was observed in execution time
compared to the first two experiments, where this increase was 1 sec. This is due to the
increased time resulting from the exchange of the messages containing the keys, as well
as additional operations for encryption and decryption and calculation of the results to
extract the leader.
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Figure 2. Relationship between the overall execution time of the proposed model and the number of
agents in each execution process.
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Algorithm 2 Progress algorithm

Require: ID, P, MWT, M(5,N) ▷ M: Matrix, N: number of agents
Ensure: Leader

function PROG
2: generate randomly x

generate randomly y
4: v1 ← x× y

v2 ← yy mod p
6: insert(ID, v1, v2) in M ▷ (M(1) ,M(2) ,M(3))

time← 0
8: while uncompleted M(1) and time < MWT do

wait
10: increase time

end while
12: insert(y) in M(4)

time← 0
14: while uncompleted M(4) and time < MWT do

wait ▷ M(4) denotes the fourth column that is the key y
16: increase time

end while
18: for i← 1 to N do

x′ ← M(2)/M(4)
20: insert x′ in M(5) ▷ x′ is the decrypted value

end for
22: sort M(5)

v← ∑N
i=1 M(5) mod (N + 1)

24: the leader is M(1, v)
end function

6. Conclusions and Future Research

Agent-based systems are increasingly being utilized to support decision-making
in manufacturing systems, especially critical tasks, and are environmentally sensitive
in terms of reliability and associated acceptance criteria that relate to risk and safety
considerations. To address this challenge, this paper presented an effective algorithm for
safe and rapid decision-making in a multi-agent paradigm, which can be applied in several
practices related to intelligent manufacturing such as obtaining information, scheduling
tasks, managing resources, etc. However, although the effectiveness of our approach
proved to be high, the key future direction that we plan to work on is to propose a new
variant of our algorithm taking into consideration the complex environments.
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