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Analyzing Machine Learning Models for Detecting Message Spoofing Attacks on 

Smart Vehicles 

 
Abstract 

In today's modern world, the rapid proliferation of smart vehicles, particularly connected vehicles, 
has given rise to an increase in cyber threats. Therefore, ensuring the security of associated 
equipment has become a pressing concern. Numerous studies have investigated various attack, 
anomaly, and intrusion detection techniques for smart automobiles. This paper presents an analysis 
of various machine learning models for detecting message spoofing attacks on smart vehicles. 
These types of attacks can pose a significant risk to the safety and security of smart vehicles such 
as accidents, hijacking incidents, and other severe consequences. The study utilizes datasets of 
message spoofing attacks to assess the efficacy of different machine learning models in detecting 
these types of attacks. The findings indicate the potential of machine learning models in detecting 
message spoofing attacks, with the "Reinforcement Learning" model achieving the highest 
accuracy, precision, and F1-score (FS). The results underscore the need for robust security 
measures to prevent message spoofing attacks on smart vehicles. 
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Introduction 
 

The automotive industry has been focused on enhancing safety, comfort, and convenience by 
integrating advanced computer systems, software, hardware, and communication networks into 
vehicles. One significant development is the Advanced Driver Assistance System (ADAS), which 
includes some components related to the Controller Area Network (CAN) bus and telematics 
system. However, as ADAS systems become more prevalent, concerns about their security against 
cyber-attacks have also grown. One of the most significant threats is message spoofing attacks 
through the CAN bus and Global Positioning System (GPS), where attackers send a fake message 
to the ADAS system, leading to false information, dangerous driving scenarios, and accidents. 

To mitigate this issue, reinforcement learning (RL) based control has emerged as a promising 
solution to prevent message spoofing attacks. RL is a type of machine learning where an agent 
learns to make decisions based on trial and error, to maximize a cumulative reward. By using RL, 
the ADAS system can learn to detect and prevent GPS and CAN spoofing attacks by adapting its 
behaviour and adjusting its parameters. 

This paper aims to propose a solution to prevent a message spoofing attack on ADAS systems. 
The paper will first outline the problem statement, define the key terms and concepts, explain the 
benefits of using RL for preventing GPS and CAN bus spoofing attacks and finally analyse the 
reason for choosing RL as a solution. Preventing message injection attacks through GPS and CAN 
bus spoofing in ADAS systems is a critical area of research that ensures the safety and security of 
drivers and passengers. This research can help in identifying and mitigating potential security 
vulnerabilities associated with such attacks and designing more secure and robust ADAS systems. 

In conclusion, this paper provides a comprehensive analysis of a message spoofing attack on GPS 
and CAN bus. It aims to provide insights into the risks associated with these attacks and explore 
potential countermeasures, which is RL-based control, to ensure the safety and security of ADAS 
systems and their users. 

 

 

 

 

 

 

 

 

 

 



2 
 

Literature Review 
 

I. ADAS 

According to Sayar et al. (2022), ADAS are designed to enhance the safety, convenience, and 
security of driving a vehicle. This enhancement occurs due to the ADAS components which are 
becoming increasingly common in modern vehicles and are expected to play a crucial role in the 
future of transportation. For example, the employing of the sensors, cameras, radar, Lidar and 
other components of the ADAS system will lead to providing real-time information to drivers 
and assist them in controlling their vehicles more efficiently. As illustrated in Figure 1, this 
system offers numerous features. 

 

 
Figure 1: ADAS features 

 

In their 2019 paper, Kurbanov et al. identified the Advanced Driver Assistance Systems (ADAS) 
that offer the functionalities listed in Figure 1. The ADAS system is subdivided into multiple 
subsystems, as depicted in Figure 2, each assigned specific responsibilities. ADAS use some 
components of the infotainment and telematic system to enhance the functionality of the system, 
such as GPS, sensors, cameras, and others. 
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Figure 2: ADAS systems 

II. Telematic System 

A telematics system is a vehicle monitoring approach that integrates a Global Positioning System 
(GPS) with onboard diagnostic technology to record and map the precise location and velocity of 
a car and correlate this with its internal performance. As shown in Figure 3, the system includes a 
device for tracking vehicles that can receive, transmit, and store telemetry data, and it connects to 
a wireless network through a SIM card and an onboard modem, using the vehicle's onboard 
diagnostics (ODBII) or CAN bus port. Telematics systems gather a wide range of information, 
such as speed, idling, tire pressure, fuel consumption, and hazardous driving behaviours, which 
are collected from the vehicle and sent to GPS tracking software for examination. This data can be 
analyzed and utilized to improve fleet efficiency (Young et al., 2020). 

 

 
Figure 3: Telematic System 
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III. CAN bus 

According to Md. Delwar Hossain et al. (2020), one of the most significant innovations in the 
automotive sector is the Controller Area Network (CAN) bus protocol. CAN bus is a type of 
vehicle bus standard for connecting electronic control units (ECUs) within a vehicle. The CAN 
bus is a serial bus, that uses only two wires to transmit data, which makes it a very efficient way 
to connect a large number of devices including ADAS systems. 

As shown in Figure 4, the CAN bus in smart cars coordinates the functions of various systems and 
devices, such as the engine control unit (ECU), the anti-lock braking system (ABS), the electronic 
stability control (ESC), and the infotainment system, enabling data transmission between them. In 
conclusion, the CAN bus facilitates data sharing and communication among different devices. 

 
Figure 4: CAN bus 

 

IV. Message spoofing attacks 

According to Vitale et al. (2021), there are several categories of attacks on smart vehicles which 
are indicated in Table 1. 
Table 1: Attacks Categories on smart vehicles 

 

Table 1 indicates that message spoofing attacks fall under the category of Authenticity or 
Identification attacks and Data Integrity, with potentially critical impacts on the system. 
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Shah Alam Khan, Mohsin and Iqbal (2021) mentioned in their research the two communications 
protocols in smart vehicles for exchanging information among different components, namely the 
CAN bus and GPS which makes them vulnerable to message spoofing attacks. Therefore, there 
are 2 types of message spoofing attacks, CAN bus spoofing and GPS spoofing. CAN bus spoofing 
involves sending fake messages on the CAN bus to gain unauthorized access to the vehicle's 
components or to take control of the vehicle by injecting spoofing messages (Baldini, 2022). 

Earlier studies show that the Jeep Cherokee was the target of the most attacks on automobiles, with 
the WiFi and CAN bus security of the vehicles being compromised. This attack disables the brakes, 
stops the engine, and controls the steering by delivering false messages to on-board subsystems 
over the CAN bus (Samira Tahajomi Banafshehvaragh and Amir Masoud Rahmani, 2022). 

The attack reported by Yang, Duan and Tehranipoor (2020) is characterized by an increased rate 
of CAN bus frames to disguise the attack message as legitimate. An IDS was developed to detect 
attacks based on the periods between messages. However, newer attacks like the bus-off attack 
could still bypass this IDS. 

Despite the weaknesses of cryptographic authentication on the CAN bus, it remains a viable 
solution. The limited data rate of the bus makes it difficult to use strong encryption or one-way 
functions that can resist attacks with high computing power. Additionally, the CAN bus serves as 
a diagnostic tool for mechanics, which means that authentication keys for accessing it need to be 
shared with many users, making it difficult to keep them secure (Yang, Duan and Tehranipoor, 
2020). 

 
Figure 5: CAN bus Attack. 

  

 

 



6 
 

There are various techniques and common devices that can be employed for message spoofing 
attacks, as presented in Table 2. 

Table 2: Message spoofing technique and components 

 

Message spoofing attacks can be executed through the injection, jamming, or modification of a 
signal, utilizing one of the components, GPS satellite, or antenna, as detailed in Table 2. Such 
attacks can confuse smart cars between their true position and the false position presented by the 
attacker, potentially leading to accidents and posing a serious threat to both drivers and pedestrians 
as shown in Figure 6. 
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Figure 6: Message GPS spoofing attack 

V. Message spoofing detection 

The study by Tahajomi et al. (2022) explores various machine learning-based intrusion detection 
systems (IDSs) to detect message spoof attacks. The IDSs use supervised and unsupervised 
learning, ensemble learning, optimization algorithms, neural networks and deep learning, and 
hybrid algorithms. Supervised algorithms categorise data based on specific outputs for certain 
inputs, while unsupervised algorithms classify data patterns without generating outputs. 
Combining various algorithms is how ensemble learning techniques improve detection 
performance, and optimisation algorithms are used to boost other machine learning techniques. 
Neural networks and deep learning algorithms, and other algorithms as shown in Figure 7 are also 
used. Hybrid algorithms incorporate various machine learning methods to improve detection 
performance. 

 

 

 
Figure 7: Spoofing attack IDS detection methods 

SVM and bagged decision trees (BDT) are mostly used to protect CAN bus due to the ability to 
implement them in real vehicles and detect masquerade, and bus-off attacks with low error rates 
and covering all types of CAN data frames. 

While k-nearest neighbour and random forest assist in the detection of GPS spoofing attacks, 
which can increase the detection accuracy by using relative speed for position verification. 
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Jiang, Wu, and Xin (2021) conducted a study that compared the performance of various machine 
learning classifiers for GPS spoofing detection and classification, such as Random Forest, K-
Nearest Neighbors, Support Vector Machines, Logistic Regression, Decision Trees, and Gaussian 
Naive Bayes. The results showed that each classifier had its strengths and weaknesses, and the 
most accurate algorithm depends on the dataset and application. They concluded that the decision 
tree was the best for location-dependent datasets, while logistic regression was the best for 
location-independent datasets. 

In another study, Dasgupta, Ghosh, and Rahman (2022) created an RL-based turn-by-turn spoofing 
attack detection model that utilized low-cost in-vehicle sensor data. They developed and evaluated 
the model using ten attack and non-attack datasets from the Honda Dataset. The results showed 
that the model had high accuracy and recall, but its precision and F1 score varied. Overall, the 
model was successful in identifying turn-by-turn attacks, but there were a few cases of false 
detection. The researchers plan to investigate the model's effectiveness in detecting other types of 
sophisticated spoofing attacks in future studies. 

 

VI. Limitations of existing studies 
 

The literature on the implementation of machine learning in detecting GPS and CAN spoofing 
attacks in smart vehicles is limited. Previous research studies have primarily focused on GPS 
spoofing attacks in the aviation industry, and there is a dearth of research that specifically addresses 
GPS and CAN spoofing attacks in smart vehicles. The studies that have focused on detecting GPS 
and CAN spoofing attacks using machine learning face certain limitations in terms of the datasets 
available. As a result, the evaluation of the efficacy of machine learning in detecting spoofing 
attacks may not be entirely accurate and requires further clarification in future studies. 

Moreover, some studies have evaluated a limited number of machine learning techniques and 
concluded that one technique is superior in detecting GPS and CAN spoofing attacks.  However, 
these studies fail to consider the fact that various additional machine-learning methods may be 
more efficient. Therefore, determining the best strategy for identifying GPS and CAN spoofing 
attacks in smart vehicles requires comparing and contrasting a variety of machine-learning 
techniques. 

 

Chapter 3: Methodology 
 

This section outlines the methodology employed to collect a dataset from various studies that 
utilized Intrusion Detection Systems (IDS) in conjunction with machine learning to detect and 
prevent message spoofing attacks. The accuracy, precision, recall, and F1-score (FS) were some 
of the criteria used to assess the classifiers' performance.  
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Table 3:ML evaluation parameters 

 

I. Study 1 

Dasgupta, Ghosh, and Rahman (2022) evaluated the performance of a RL model for message 
spoofing attack detection using the Honda Dataset. The results of their study are shown in Table 
4. 
Table 4: RL message spoofing attack datasets 

Attack 
Scenario  

Recall  Precision (%) Accuracy (%) f1-score 

1 100 98.57 99.99 99.28 
2 100 98.29 99.99 99.14 
3 100 100 100 100 
4 100 98.57 99.99 99.28 
5 100 93.44 99.99 96.61 
6 100 100 100 100 
7 100 97.72 99.99 98.85 
8 100 97.43 99.99 98.70 
9 100 94.44 99.99 97.14 

 

Table 5: RL message spoofing attack result 

Attack 
Scenario  

Precision (%)   Accuracy (%) f1-score 

count          9.0 9.000000     9.000000     
mean           100.0 99.99 99.14 
std            0.0 2.269692 0.004410 
min            93.440000    99.990000    96.610000 
25%            97.430000    99.990000  98.700000 
50%            98.290000    99.990000    99.140000 
75%            98.570000    99.990000    99.280000 
max            100.000000 100.000000 100.000000 
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Figure 8: RL message spoofing attack result 

Based on Figure 8 and Table 5 it could be concluded the following 

• The precision and recall values are very high, indicating that the RL model was very 
effective at detecting message spoofing attacks. 

• The accuracy values are also very high, indicating that the RL model was very effective at 
classifying the attack and non-attack datasets. 

• The F1-scores are intermediate between the precision and recall values, indicating that the 
RL model was effective at both detecting and classifying the attack and non-attack datasets. 

Overall, the results of the study suggest that the RL model is a promising approach for message 
spoofing attack detection as shown in Figure 8. 

 

II. Study 2 

In another study, Nayfeh et al. (2023) evaluated the performance of several machine learning 
models for message spoofing attack detection based on accuracy, precision, and F1 score.  

The results of their study are shown in the following table 6: 

  
Table 6:Performance of Machine learning models against message spoofing attack 

Model   Accuracy (%)   Precision 
(%) 

f1-score 

Random Forest (RF) 90.89           90.04      0.90 
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Nearest Neighbors (KNN)   87.99           90.53      0.86 
Multilayer Perceptron (MLP)   89.64 90.24 0.89 
Logistic Regression (LR) 90.53 91.13       0.90 
Decision Tree (DT) 92.36 93.95 0.92 
Support Vector Machines (SVM) 89.84  90.66      0.89 
Naive Bayes (NB) 91.17    91.10       0.91 

 

 
Figure 9: Result of the comparison between machine learning models 

Table 6 and Figure 9 indicate that the performance of each model varies across the different 
parameters. The "Decision Tree" model achieved the highest accuracy (92.36%), while the "Naive 
Bayes" model achieved the highest precision (91.10%). The RL model achieved the highest 
accuracy (99.99%), precision (100%), and F1 score (0.99). 

 

III. Result of the 2 Studies  

By aggregating all models and performing comparative analysis, the results presented in Table 7 
indicate that the average accuracy, precision, and F1 score across all models are 91.54%, 
92.21%, and 0.91, respectively. 
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Table 7: Combining all models of the 2 studies in one table. 

Models   Accuracy (%)   Precision (%) f1-score 
Random Forest (RF) 90.89           90.04      0.90 
Nearest Neighbors (KNN) 87.99           90.53      0.86 
Multilayer Perceptron (MLP) 89.64 90.24 0.89 
Logistic Regression (LR) 90.53 91.13       0.90 
Decision Tree (DT) 92.36 93.95 0.92 
Support Vector Machines (SVM) 89.84  90.66      0.89 
Naive Bayes (NB) 91.17    91.10       0.91 
Reinforcement Learning (RL) 99.99 100.0   99.14 

 

 
Figure 10: Machine learning results 

• Mean Accuracy: 91.54% 
• Mean Precision: 92.21% 
• Mean F1 Score: 0.91 
• Max Accuracy: 99.90% 
• Max Precision: 100.00% 
• Max F1 Score: 0.99 
• Model with the highest accuracy: RL 

 

Based on the results presented in Table 7 and Figure 10, the RL model achieved the highest 
accuracy, precision, and F1 score values of 99.99%, 100%, and 0.99, respectively. These results 
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suggest that the RL model has the potential to effectively identify message-spoofing attacks on 
smart vehicles. However, it is necessary to emphasise that the effectiveness of any model 
depends mainly on the number of datasets and tasks being addressed. 

 

 

 

Chapter 4: Conclusion 
 

In conclusion, message spoofing attacks targeting GPS and CAN bus cause significant threats to 
the security and safety of smart vehicles, with potentially catastrophic impacts ranging from 
accidents to hijacking events. Therefore, it is crucial to create an efficient technique for identifying 
and preventing message spoofing attacks on smart vehicles. 

This paper has proposed a reinforcement learning-based control solution to prevent message 
spoofing attacks on ADAS systems. The analysis of various machine learning models for detecting 
message spoofing attacks on smart vehicles has shown that the RL model achieved the highest 
mean accuracy, precision, and F1 score, making it a promising technique for detecting these types 
of attacks. 

Although further research is required to determine the effectiveness of these machine learning 
models against specific attacks, the combination of machine learning models with other physical 
and hardware countermeasures can enhance the prevention of message spoofing attacks through 
GPS or CAN bus. 

Overall, utilising machine learning models to identify message spoofing attacks on smart 
vehicles is a promising strategy that can improve the security and safety of critical systems. 
Moreover, it is essential to continue developing and enhancing these models in order to address 
the changing nature of security threats which can be beneficial for the automotive industry. 
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