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Abstract—With the gradual promotion of the fifth generation
mobile communication and Internet of Things (IoT) applications,
wireless communication transmission will be more vulnerable to
illegal interceptions and/or attacks. To ensure communication
security, we study covert communication of downlink non-
orthogonal multiple access (NOMA) systems, where the channel
knowledge of users is uncertain. A multi-antenna transmitter
tries to covertly transmit information to a covert user (strong
user) through the shield of a public communication link (weak
user), while the warden tries to detect the communication behav-
ior between the transmitter and covert user. To improve security
and energy efficiency, the k-th best antenna of the transmitter
is selected, since the optimal antenna may be not available due
to some schedule and/or other reasons. Aiming to evaluate the
proposed framework performance, we start by deriving exact
expressions for the minimum detection error probability and
the optimal detection threshold of the warden, followed by a
calculation analysis of the expected minimum detection error
probability and the outage probability of NOMA users. The
asymptotic behavior for the outage probability is investigated
at high signal-to-noise ratio in order to acquire greater useful
insights. With the goal of improving the system covertness
performance, we propose that a scheme is optimized to enhance
the covert throughput of the system to the maximum. Simulation
results show that: 1) channel estimation errors have a significant
effect on system performance; 2) reliability performance tends
to build up as the total number of antennas grows large; 3) as
the transmitting power and number of antennas increases, there
is an upper bound for maximizing the covert throughput.

Index Terms—Covert communication, channel estimation er-
rors, expected minimum detection error probability, NOMA
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[. INTRODUCTION

With the speedy development towards the mobile Internet,
social networks and Internet of Things (IoT), mobile smart
terminals are becoming increasingly popular, and the explosive
growth of mobile data services is putting more and more
demands on wireless communication systems [1]. In parallel,
the exponentially growing data traffic poses an enormous
challenge to the restricted spectrum resources [2, 3]. Therefore,
non-orthogonal multiple access (NOMA), which can support
large-scale connections, higher spectrum efficiency and energy
efficiency, has become a research hotspot for the industry
4.0 and academia [4]. NOMA meets not only the needs of
fifth generation (5G) with respect to the spectrum efficiency
and number of connections, but also the heterogeneous needs
of low latency, high reliability, improved fairness and high
throughput [5,6]. In contrast to the orthogonal multiple ac-
cess (OMA) technology, NOMA achieves multiplexing of the
power domain (PD) for the users [7-10]. Consequently, it is
possible for users in the NOMA system to transmit or receive
data on the same resources block of time and frequency.
The core of NOMA technology is the provision of multi-user
services through superposition coding (SC) at transmitters and
successive interference cancellation (SIC) at receivers [11, 12].
As a result, NOMA not only improves spectrum utilization, but
also addresses the issue of fairness of user communications.

NOMA has already drawn the wide attention of researchers
in the field of wireless communications [13-20]. In the down-
link NOMA networks, Sindhu et al. [13] investigated the most
optimal power allocation for Quality of Service (QoS) when
it comes to ensuring weighted sum-rate maximization. For
the pairing strategy of NOMA systems, the authors in [14]
designed a scheme about user pairing according to the analytic
expression for the pairing distance threshold with fixing power
allocation. To mitigate the impact of SIC errors on legitimate
users, Xiang et al. [15] proposed a power allocation scheme
and analyzed the security and reliability of NOMA and OMA
systems. In the wake of these papers, a number of dedicated
cooperative NOMA schemes, denoted as relay-assisted coop-
erative NOMA networks, have been proposed in the quest
to extend the coverage of the network and to obtain more
diversity gains. For example, the authors of [16] considered
a two-hop NOMA-based cooperative relay network and ap-
plied decode-and-forward and amplify-and-forward protocols
to the selected relays. In order to assist in relaying device-
to-device communication, Cai et al. proposed an optimal



power allocation strategy that aims to maximize ergodic sum-
ratc in [17]. In addition, intelligent reflective surface (IRS)
was introduced due to the low cost, which can effectively
adjust the direction of user channel vectors and facilitate
the implementation of NOMA [18-20]. The authors of [18]
improved the coverage of NOMA systems by deploying IRS
to assist cell-edge user devices to communicate with base
stations. With the aim of further enhancing network coverage,
Zuo et al. [19] studied the resource allocation problem for
IRS-NOMA systems transmitting in downlink. In [20], Zeng
et al. considered the problem of sum rate maximization for
uplink NOMA network with the assistance of IRS.

Security remains a key challenge for NOMA systems since
the broadcast nature of wireless transmissions allows them
prone to being accessed without authorization. There is a
situation to be considered, where the content of the transmitted
information cannot be protected, while only the transmission
itself can be hidden [21]. In this case, traditional security
schemes employing cryptography [22] and physical layer
security (PLS) [23] are considered far from adequate, as such
schemes can raise suspicions of adversaries, which can lead to
further probing. To enhance the existing security approaches, a
new proposition called covert communication has been recent-
ly proposed [24-27], which can hide the presence of wireless
transmissions. In fact, as well as protecting the content of in-
formation in the present-day society and political environment,
there is an urgent need to ensure the covertness of message
delivery, for example, covert military operations, authoritarian
government surveillance, intra-IoT interaction [28], etc. In
addition, sensitive information about personal health issues
or financial transactions falling into the hands of the wrong
people could be used, which is extremely undesirable. In both
above and a host of other communication environments, covert
communication provides a feasible avenue of enhancing user
privacy by being combined with current security methods [29].

Until recent years, the fundamental limits of covert commu-
nication have been described through an information-theoretic
perspective. Bash et al. [24] presented the information-
theoretic limits of covert communication over additive white
Gaussian noise (AWGN) channels, namely the well-known
Square Root Law (SRL). This ground-breaking work es-
tablished the basis for research in information-theoretic on
covert communication, pioneering two research directions that
explored the fundamental limitations and feasibility of covert
communication, respectively. Along the first direction, some
researchers also extended SRL to a variety of other channel
models, for instance, AWGN channels [30], binary symmetric
channels [31], and discrete memoryless channels [32], etc. For
example, Yan et al. [33] investigated covert communication
with limited block length over AWGN channels and demon-
strated that the effective covert throughput was optimal when
all available channels were utilized. As a matter of fact, it can
be easily seen from SRL that the average covert transmission
bits used per channel in a covert system is asymptotically
zero, but this does not mean that the covert communication
system cannot achieve a positive transmission rate. Therefore,
the second direction is developed, which allows to further
develop the covertness performance for covert communication

by conducting feasibility studies. In slow fading channels,
the authors in [34] analyzed covert communication with the
assistance of multi-friendly cooperative nodes and proposed an
opportunistic jammer selection scheme. To consider the effect
of multiple interferences on covert communication, Yuda et
al. [35] developed a public communication link using multi-
antenna technologies to mask covert communication, while
Shahzad et al. [36] considered covert communication in the
existence of multi-antenna adversaries and delay constraints.
Furthermore, covert communications with relay networks have
been considered in [37] and [38], however, the authors of [39]
enhanced the covert throughput in wireless networks by ex-
ploiting Poisson field interference.

A. Motivation and Contributions

Only a few studies on covert communication have been done
in NOMA, and the related researches are able to be noted
in [40-44]. In [40], the authors studied the covert commu-
nication performance in NOMA networks with AF relaying,
where the relay was designed to detect covert transmissions
and the transmitter hid covert transmissions by mixing covert
messages with open messages from other users. To investigate
the effect of a multi-antenna jammer with random power on
covert NOMA communication, Peng et al. in [41] calculated
the closed-form solution of average minimum detection error
probability, and proposed an optimization scheme for maxi-
mizing the covert throughput. In the uplink NOMA system, the
authors of [42] studied covert communication with the assis-
tance of energy harvesting jammer, and analyzed the maximum
effective covert rate (ECR) satisfying the QoS constraints.
It is shown that there exists an optimal transmit power and
time switch factor at Bob for maximizing the maximum ECR.
While Wang et al. [43] utilized truncated channel inversion
power control to achieve covert communication and proposed
the optimal choice of power control parameters in order
to achieve the maximum effective covert throughput. In the
downlink NOMA system, the authors in [44] proposed a novel
IRS-NOMA scheme that utilized the phase shift uncertainty of
IRS and the non-orthogonal transmission of public users to act
as a new coverage medium, and maximized Bob’s covert rates
with combined optimization of the transmitting power and IRS
reflect beamforming.

Although previous contributions provide a solid basis for
understanding NOMA techniques and covert communication,
it still needs further research and development. To the authors’
knowledge, the joint study of NOMA, covert communication
and channel estimation errors have not been found in the open
literature. The relevant studies can be found in reference [45]
and [46]. The authors in [45] studied covert communication of
block fading channels under condition of channel estimation
errors, but did not focus on the combination of covert com-
munication and NOMA. The authors in [46] considered covert
communication in downlink NOMA systems, unfortunately,
channel estimation errors were not considered. To this end,
we study covert communication of downlink NOMA system
by considering channel uncertainty. To improve system per-
formance, a sub-optimal antenna selection technique scheme



is adopted at the transmitter for the strong NOMA users. In
addition, we propose an optimization scheme that maximizes
the covert throughput for the purpose of improving the system
performance. The summary of the key contributions can be
presented as below:

o In contrast to existing work, we consider channel esti-
mation errors when implementing covert communication
for downlink NOMA system and propose a k-th best
transmitter antenna selection scheme. This occurs in the
case that the optimal transmitting antenna is not available
or has been scheduled.

o We derive the minimum detection error probability and
its corresponding optimal detection threshold for warden
in detecting covert communication behavior, and obtain a
closed-form analytical solution for the expected minimum
detection error probability (EMDEP). On this basis, an
analysis of covertness performance is carried out.

o We also calculate the outage probability for two users
and further bring the concept of covert throughput. For
the sake of maximizing covertness performance of the
considered system, we transform the covert throughput
into an optimization problem. This optimization enables
to obtain a maximum covert throughput with guaran-
teed covert constraints and interruption constraints, thus
improving the covertness performance of the considered
system.

B. Organization and Notations

The explicit arrangement of each of the remaining sections
of this paper is displayed below. Section II introduces the
NOMA-based covert communication system model consid-
ering channel uncertainty. Section III derives and explores
the optimal detection threshold as well as minimum detection
error probability for warden. Section IV investigates the covert
throughput for the considered system and optimizes it. Section
V verifies the correctness of the theoretical analysis by a
number of simulation graphs. In the end, the conclusions of
this article are provided in Section VI.

Notations: The CN (p1,0°) indicates the complex Gaussian
random variable with expectation y and standard variance 2.
E () gets used to denote the expectation operation. Pr(-)
stands for the probability of a random variable. exp (-) is used
to represent the exponential function. The sign || means the
absolute value of a scalar. In addition, f, () is the mathemati-
cal expressions for probability density function (PDF). Finally,
the permutation and combination of x and y are expressed as

x

Y

II. SYSTEM MODEL
A. Communication Scenario

Considering a downlink NOMA system as shown in Fig.
1, in which the transmitter (Alice) sends public messages to
the weak user (Carl). Alice also intends to send a message
towards the strong user (Bob) with the aim of hiding this

ﬁ Willie

—— Communication link ——— Monitored link

Fig. 1. System model.

communication from the warden (Willie). It is noted that low-
power signals are suitable for covert information, while high-
power signals are suitable as interference. Therefore, the covert
transmission between Alice and Bob is considered while using
the transmission to Carl as its cover in this study. A passive
detection of whether Alice is also sending messages to Bob
is performed by Willie. Assuming that the transmitting power
used by Alice is known to Willie, and Willie plays with a
radiometer (power detector) as its detector. For convenience,
it is also assumed that Alice is configured with NV, antennas
and the rest of the nodes are single-antenna devices operating
in half-duplex (HD) mode.

In the considered system, each of the wireless channels
is assumed to obey independent quasi-static Rayleigh fading
channels, and the channel coefficients are independent and
identically distributed (i.i.d.) circularly symmetric complex
Gaussian random variables. The channel fading coefficients
between the i-th (1 <7 < N;) antenna of Alice and Bob,
Carl, and Willie all obey zero mean and unit variance, i.e.,
hi, ~ CN(0,1), kL. ~ CN(0,1), and A%, ~ CN (0,1).
The distances from Alice to Bob, Alice to Carol, and Alice to
Willie can be represented as dgp, doe and dg,,, respectively.
It is assumed that the channel state information (CSI) of Bob
and Carl are known, while Alice only knows the statistical
CSI of Willie.

B. Antenna Transmission Solution

Alice first performs antenna selection before sending a
message. In this system, Alice adopts a sub-optimal antenna
selection algorithm to select the k-th best antenna to send a
message to Bob. The sub-optimal antenna selection algorithm
does not select the best antenna all at once, but the k-th best
antenna in the order of performance from best to worst among
the antennas, and the k-th best antenna selected is denoted as

k = ky, argmax (75;), (1)
1<i<N,

where 1 < k < Ny, fy;b denotes the signal-to-noise ratio
(SNR) from the i-th antenna of Alice to Bob. When k = 1,
the optimal antenna is selected. When & = NN, the worst
antenna is selected. The channel coefficient between the k-
th best antenna of Alice and Bob is expressed as hY,. The
PDF of ‘lz,';b’2 can be written as [47]
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C. Transmission Phase

While constantly sending legitimate messages to Carl, Alice
may send a covert message to Bob at a specific block of time.
There is a pre-shared secret between Alice and Bob, which
enables Bob to learn in advance the block which Alice has
chosen and thus receive the message exactly.

When Alice sends a covert message to Bob, it transmits a
superimposed message © = /(1 — ) Pyx1 + \/pP,x2 to a
predefined NOMA user pair (Bob, Carl), based on statistical
CSIL, where P, is used to denote the total transmitting power
transmitted by Alice, ¢ denotes Alice’s power allocation
factor. In general, weak users are given more power than
strong users for the purpose of ensuring system performance
and fairness between users. Since Bob is a strong user,
0 < ¢ < 0.5. z; and x2 are the signals corresponding to
Carl and Bob, where E Qx1|2) =F ﬁx2|2) = 1. Therefore,
the received signal at Bob can be obtained as

yo (n) = bty (/L= ) Pass (n)

+/¢Pats (n)) A vy (n) @
where n = 1,2,...,N, where N is the total number of
channels used. « is expressed as the path loss exponent.
ny, (n) ~ CN (0,07) represents the AWGN at Bob.

In practice, the perfect CSI is not be available due to channel
estimation errors. To obtain CSI, the linear minimum mean
square error is applied, so the channel coefficient is modelled
as [48,49]

hs = hg + €5, 4

where s € (aw,ac,ab), e, ~ CN(0,3s) and hy ~
CN (0,1 — f35) denote the channel estimation errors and es-
timated channel of the real channel hg, respectively, which
are zero-mean, independent circularly symmetric complex
Gaussian random variables. Therefore, Eq. (3) is given by

o (n) = (A +eby) (V=) Pas (n)

6
+v/ @Pyo (n)) d;ba/2 + nyp (n) ®

where iz';b and ¢”, are the known and uncertain parts of Bob’s
channel from Alice.

III. OPTIMAL DETECTION AT WILLIE

In this section, we explore the signal received by Willie. To
gain more insight, its detection error probability and optimal
detection threshold are calculated and analyzed.

A. Detection Performance at Willie

For a time slice of communication, a binary hypothesis
testing problem with respect to whether Alice sends a covert
signal to Bob is presented to Willie, with the null hypothesis
Hyj indicating that only public messages are being transmitted
and the alternative hypothesis H; indicating that a covert mes-
sage is sent by Alice to Bob. Under both of the two hypotheses,
the received signal at Willie is represented, respectively, as

Ho: yu(n) = (RS, + cby ) VL= 0) Pazi ()

, (6
xd7%/? 4+ ny, (n) ©
Hi: yo ()= (b, +ek, ) (VT=9) Pari (n)
R VAT (n)) A2 4+ ny, (n)
(N

where n,, (n) is determined as AWGN at Willie and follows
a circularly symmetric complex Gaussian distribution with
a mean of zero and variance of o2, that is n, (n) ~
CN (0,02).

Willie uses a radiometer for detection and analyzes the
received signal. The judgments made by Willie that Alice is
not sending a covert message and there is a communication
behavior between Alice and Bob, which is determined as
Dy and D;, respectively. Based on the Neyman-Pearson
criterion, the Likelihood Ratio test is the optimal decision
rule for minimization of the total detection error probability of
Willie [50], which can be translated into a test of the average
received power at the receiver over a time period. Thus for a
radiometer, the optimal decision rule can be given by [51]

D,
Yy 21, 3
Do

. 1 N 2 . -
where the test statistic Y, = N Zn_l lyw (n)|” is Willie’s
average received power over a time slot and 7 > 0 is the
predefined detection threshold of the detector. In this study,
we consider the use of an infinite number of channels, i.c.,
N — oo. Therefore, Yy is given by

N 2
hiw| (1= @) Pady
2 H07
+’e§w| (1 — ) Pud; + 02, )
N 2
WE L Padze + ek P Padse + 02, Hy.

aw

Y, =

Willie must make a decision about Alice’s communication
behavior when a certain time slot comes to an end. We
define the false alarm probability (FAP) as the probability
that the real occurrence is Hy whereas Willie makes a decision
favoring H;, denoted as Py, = Pr (D1 |Hp ). In a similar way,
the miss detection probability (MDP) can be described as the
probability that Alice and Bob do communicate covertly and
Willie decides that there is no communication between the
parties, which is denoted as P,,q = Pr(Dg|Hy). With the
hypothesis that Hy and H; have equal prior probabilities, it
is necessary to analyze detection performance of Willie for



assessing the level of covert communication. The detection
error probability at Willie is denoted as

‘f = I[Dfa + P, (10)

when ¢ is small enough, € > 0, all £ > 1 — ¢ are valid, it can
be considered that Alice successfully sends a covert signal to
Bob and the signal has not been detected by Willie.

B. False Alarm and Miss Detection Probability
Lemma 1. Willie’s FAP and MDP can be written as

T—1q

Pra = { e (11)
1, T <Y,
and
.
0, T < o,
respectively, where 11 = Ay ‘haw +0n, U2 = Ay Bsw ’ +
0ap A1 = (1 — ) Pud, s, Ay = P,d, ;.
Proof: See Appendix A. |

Lemma 2. Willie’s detection error probability can be written
as

1, T <Y1,

£ e Fau i, U1 <7<, (13)
1—6_% +€_ﬁ, T > o.

Proof: Eq. (13) can be obtained by bringing Eqgs. (11)

and (12) into Eq. (10). [ |

C. Optimal Detection Threshold

In this section, we derive the optimal value of the detection
threshold for minimizing detection error probability at Willie
and minimum detection error probability.

Theorem 1. With the above metrics for Willie in mind, the
optimal detection threshold is expressed as

2
el Tk
i Al, if haw < AQ, (14)
P, otherwise,

where A, =

2
Al—O'w

A1 A58, Al (Ai—ag)el
L1R2Paw 40 [ 2L A A e VAV
Ay — As

2, . - .
The minimum detection error probability can be derived as

A ) _A1 - 2
o) Lo e, o <D (15)
- _%o—y .
e PBawAi otherwise.

Proof: From the standpoint of Willie, it is necessary to
identify the optimal detection threshold for minimizing its
detection error probability, which is defined as

(16)

7" = argmin¢.
T

According to Eq. (13), it is clear that Willie will not set 7 at
(0,%1). Next, there are two remaining cases that we analyze
and study the optimal value of 7 allowing £ to be minimized.
Case 1: 1 <1 < 1o

From Eq. (13), One can see that £ decreases as 7 grows
larger. Therefore, Willie can choose the highest possible value
of 7 as the optimal threshold, iew Tw = 1)2. By substituting
into Eq. (13), we get £* = ¢ Faa A1,
Case 2: T > o

As a way to determine the optimal value of 7 in this case,
we find the first order derivative of £ with respect to 7 and
make it equal to 0, which is expressed as

*

o 1

87’ n BawA2 ﬁawAl

After some simple manipulations of Eq. (17), the optimum
value of 7 is represented as

A AQﬁaw Al (A1-Ag)of,
A A1A2Baw .
1= A1 Ag lIl (A2( >

We note that A; is expressed as the extreme value point of &.
It can be confirmed by the second order derivative of & with
respect to 7, which is written as

_ T—g
e BawAz —

T—1)

e BawAl = ().

)

(18)

825 1 o ﬂﬂ._uf N
[ — aw A
or?

2 2
awA2

1 _ T
—— e PawM
2 2 ’
awAl
2

19)

If we replace A; in Eq. (19) to obtain — > 0, we can

prove that A; is a minimal value point of6 ¢ and there is a
minimal value £* of £, which is expressed as

A=

5* =1— 6_ Baw Ao + 6_

Ar—
Baw A1 |

(20)

Thus, A; denotes the optimal threshold for ¢ provided when
A1 > 1o is satisfied. If A; does not satisfy this condition,
for 7 > Ay, £ is a monotonically increasing function with an
optimal threshold of 7* = )9, the same as in Case 1.

As a conclusion, the optimal detection threshold and the
minimum detection error probability for Willie can be shown
in Egs. (14) and (15).

|

Remark 1. First of all, it is obvious from Eq. (15) that £*

has nothing to do with (7 , because Willie learns it on the
basis of multiple observanons. If there is no channel estimation
errors, Willie can also track the transmit power by observing.
To solve this problem, it is assumed that all channels in the
system have estimation errors. Secondly, when the channel
iLk

ow| i much smaller than Ao, that is, when Ay is much

gain

A N
larger than 5, £ =1—e ﬂaw“f; +e BawAl, £* qnd A are

> Ao, £ has nothing to do

with A. Interestmgly, we observe mathematically that A1 is
independent of hE ., which can be explained by understanding

positively correlated. When ’ﬁk

aw’



the occurrence of Ay, i.e., /A1 is a function consisting of large-
scale fading and transmitting power, and therefore it is not
related to small-scale fading h*,,

IV. PERFORMANCE OF COVERT COMMUNICATIONS

In this section, we start with an analysis of the outage
probabilities at Bob and Carl. Secondly, we optimize the maxi-
mum covert throughput of the system under certain covertness
constraints and reliability constraints.

A. Outage probability

With the SIC in NOMA, the signal from Carl is firstly
decoded by Bob, then eliminated from the received signal,
and lastly Bob’s own signal is detected. Thus, the received
signal-to-interference-plus-noise ratio (SINR) of the signal z;
of Carl detected at Bob can be represented as

2

(-gP. ik

Yesb = 2y

pPa| I, +P|e b| +dgyof

In the case of v, > 21 _ 1, Bob can correctly detect
x1. We note that when Bob cannot successfully decode x4,
Bob cannot be able to decode x5 correctly. This is because
the SINR of x5 is lower than the SINR of x; at Bob, while
the transmission rate of xs is not less than that of x;. The
SINR of z3 following the SIC is given by

@Pa|hk,
W= (22)
P, ‘eab‘ + dabab
The SINR of z; detected at Carl can be obtained as
2
ﬂ*
Ve = ) (23)

Pl 1 Paleh |2 + dao?

(,

where ¢ is the variance of AWGN at Carl.
Next, we derive the outage probabilities to evaluate the
reliability of the considered system.

Theorem 2. The outage probabilities for Bob and Carl are

respectively denoted as
1
-1 it
0 J :

2g-19-
=0 j=

<L I - *f%fﬂ}
A A2 Ao = XofBap + A P2 Py Bap
(24)
and
1-— ﬁac _ 1’1 )
0. =1— T=Pac , 25
(I)lpaﬂac + 1-— Bac ( )

where g = Ny — k+ 1, pu; = of-1 Lo = oR2—1 (i.e., Ry

and Ry are predetermined rates for Alice to Carl and Bob,

respectively.). &1 = L by = M2 AL =
(1= —mp) P’ ¢

-k — i, )\2 =—k *], D1 dabab’ D2 d%.o

acc

Proof: See Appendix B. ]

Corollary 1. In the high SNR case, the asymptotic expressions
for the outage probability of Bob and Carl can be expressed

as
g 1g—-1
—1 L
i=0 j=0 J s
VLS i _ 1- ﬁab
A1 A2 A2 — A2Bab + A1 P2 PoSBap
(26)
and
1- ﬁac
0 =1- , 27
¢ (I)lpaﬁac+1_/3ac ( )

respectively. 6;° and 87° are constants.
Proof: Considering Bob’s outage probability in the high
SNR region, it is clear that P, — oo, i.e., $o — 0, so
A1 Dy @y
e 1=Fab

— 1, thus the asymptotic expression for the outage
probablhty of Bob is shown in Eq. (26). Similarly, ®; — 0,
e = — 1, so Carl’s asymptotic expression for outage
probability is displayed in Eq. (27). |

B. Expected minimum detection error probability

Given that the instantaneous CSI associated with Willie is
not known to Alice and Bob, they are obliged to obtain feasible
covertness by relying on the expectation of the minimum
detection error probability.

Theorem 3. The EMDEP with the optimal detection threshold
is given by

5 Baw T =Y T
o] - ——— — K — Pas A1 Paw
¢ { =25, \2 7 fe —e mAen .
m1t1 ’
XK1ky ™t (1 — K2)
(28)
where K1— A1Baw , Ko = e<»”aﬁr2*1>.
A2 (1 - /3aw) + Al (Qﬂaw - 1)
Proof: See Appendix C. [ ]

C. Covert Throughput

1) Covert throughput: Based on the channel throughput for
covert message transmission from Alice to Bob, the covert
throughput is determined as T' = (1 — &) Ra.

2) Covert throughput maximization: The objective of covert
throughput maximization deals with maximizing the covert
throughput while maintaining a sufficiently high-probability
of detection errors at Willie. We can state covert throughput
maximization as an optimization problem, which can be de-
noted by

(29)
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Fig. 2. Pyq, Pyuq and € at different values of 7.

where £* > 1 — ¢ represents the covertness constraint of the
considered system. dy, denotes the predetermined maximum
outage probability value.

Remark 2. There are three steps to address the optimization
problem: 1) When satisfying the covertness constraint in Eq.
(29), it is capable of finding a maximum value ©* since
Alice’s transmitting power P, has no effect on EMDEP; 2) The
reliability constraint by substituting " into Eq. (29) yields a
minimum of Py, i.e., P;nin. This indicates that the transmission
of information between Alice and Carl is ensured as long as
Alice uses a transmitting power greater than P™"; 3) The
maximum covert throughput of Bob is obtained by bringing
©* and any P, (P, > P;nin) into the expression for the covert
throughput. It is to be noted that the maximum covert through-
put of Bob converges to a constant when P, (P, > P;nin)
reaches a certain value.

Corollary 2. In the high SNR case, the asymptotic expression
for the covert throughput is given by

I = (1-6;°) Ra. (30)

I'°° remains fixed, so that the asymptotic value of the maximum
covert throughput satisfying Eq. (29) is also a fixed constant

ree.

V. RESULTS AND DISCUSSIONS

In this section, numerical results are used to prove the
correctness of the system performance analysis in Sections
IIT and IV. In all simulations, except where explicitly stated
otherwise, it was assumed that the system parameter settings
for these results as follow: dup = dgw = 3, dge = 4, a = 3,
oi=02=02=1,R =01, Ry =0.2.

Fig. 2 shows the variation curves of FAP P;,, MDP
P,,q and detection error probability ¢ for different detection
thresholds 7. We set ¢ = 0.2, B4 = 0.30, P, = 20 dB. We
can observe that the FAP Py, at Willie first stays at 1, and as
T increases, Py, decreases linearly and eventually stays at 0.
In contrast, the MDP P, 4 at Willie tends to be infinitely close

0.7
0.6
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Fig. 3. EMDEP £* vs. 4., for different values of P, and (.

to 1 as 7 increases. Moreover, we learn that detection error
probability ¢ is the sum of Py, and IP,,4. Since 7 is relatively
small, the former dominates £, causing ¢ to decrease with 7.
However, it is the latter that dominates & when 7 increases
further, which leads to an increase in £. As illustrated in Fig.
2, there exists a minimum &, whose corresponding 7 is the
optimal detection threshold. With this minimum ¢, Willie is
most capable of discovering the transmission between Alice
and Bob.

Fig. 3 depicts the EMDEP £* versus the channel estimation
errors (3., for different transmitting power P, and power
allocation factors (. As can be seen from Fig. 3, £* increases
gradually as S,,, increases and then converges to a constant
value. This shows that appropriate channel estimation errors
are very effective in interfering with the detection at Willie.
Furthermore, it is observed that the power allocation factor ¢
also has an effect on Willie’s EMDEDP, i.e., f_ * decreases with
the increase of (. This is because the larger the ¢, the greater
the transmitting power allocated to Bob by Alice and thus
the greater the probability of covert communication behavior
being detected by Willie. It is worth noting that when ¢ and
Baw are held constant, P, has no effect on EMDEP.

In Fig. 4, we show the relationship between outage probabil-
ity and the transmitting power P, of Alice for different channel
estimation errors 8 = {Bab, Bac}. We set o = 0.2, Ny = 5,
and k£ = 1. We begin by analyzing the outage probability for
Bob. From this figure, it can be seen that outage probability
decreases monotonically with P,, i.e., the higher the trans-
mitting power of Alice, the smaller the outage probability of
the system. As P, increases, the outage probability decreases
slowly and converges to a lower limit. As shown in Corollary
1, the asymptotic value of outage probability is a constant. We
can also find in the figure that outage probability increases
with 8 when P, is constant, which indicates that the channel
estimation errors reduces the reliability performance of the
system. The analysis of outage probability by Carl is similar
to that of Bob.

In Fig. 5, outage probability is plotted versus P, when Alice
picks different number of antennas, k& = {1,3,5}. We set
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v = 0.2, 8 = 0.10, and N; = 5. When P, is constant, the
smaller k is, the better outage probability performance from
the standpoint of Bob. This is due to the fact that a smaller
k indicates a better antenna selected by Alice, making the
Alice-to-Bob communication of higher quality and less prone
to outage events. However, the outage probability for Carl is
not relevant to k.

Fig. 6 illustrates the relationship between outage probability
and the number of transmitting antennas N; for different
channel estimation errors 5 = {Bup, Bac}. Some parameters
are set as follows: P, = 20 dB, ¢ = 0.3, £ = 1. It should
be noted that Alice selects the optimal transmitting antenna
when k£ = 1. After observing the simulation figure, we can
see that the outage probability of Bob becomes significantly
better with the increase of IV after Alice performs the optimal
antenna selection scheme. However, as IV, increases, the
performance improvement decreases gradually, therefore, /Vy
needs to be selected reasonably based on the system power
consumption and performance requirements. Whereas, Carl’s
outage probability is independent of N;. Furthermore, one
can observe that the outage probability of both Bob and Carl
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increases with the increase of /3, which remains consistent with
the analysis in Fig. 4.

Fig. 7 demonstrates the variation curve of the maximum
covert throughput I' versus Alice’s transmitting power P,
for different covertness constraints €. We set: (., = 0.30,
Bab = Bac = 0.10, Ny = 10, £k = 1. Without considering
Carl’s reliability constraint, we first notice that I' increases
monotonically with P,, which indicates that covert com-
munication between Alice and Bob becomes easier as the
transmitting power of Alice increases. When PP, — oo, we also
take note that the maximum I' converges to a fixed constant
I'>? as shown in Corollary 2, which is attributed to the fact
that the increase in the transmitting power of Alice not only
enhances the quality of the communication between Alice and
Bob, but also improves the probability of Willie detecting the
covert communication. Besides, we also note that the top limit
of maximum I' increases as & rises, since an increase in &
implies a smaller covert demand, which allows more covert
messages to be transmitted. By taking the reliability constraint
at Carl into account, we find that maximum covert throughput
exists only when P, is larger than a certain value, which is a
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result that also nicely validates Remark 2.

In Fig. 8, we show the maximum covert throughput I" versus
the number of transmitting antennas N, for different channel
estimation errors (3, and covertness constraints ¢. From Fig.
7, we can obtain the P, corresponding to the maximum T'
tangent to its asymptote, at which point increasing P, has
almost no effect on maximizing I', so we set P, in Fig. 8 to
the same value. The simulation curves in Fig. 8 display that as
N, increases, the maximum I increases as well. However, the
magnitude of performance improvement decreases as the num-
ber of transmitting antennas rises. Therefore, it is necessary
to choose the number of transmitting antennas reasonably by
integrating the power consumption and performance require-
ments of the considered system, and blindly increasing the
number of transmitting antennas cannot continuously enhance
the covertness performance of the system to a large extent.
Moreover, it is further observed that the larger the (B, is,
the smaller the maximum I' is, which is consistent with the
analysis we conducted earlier.

VI. CONCLUSION

In this paper, we study the performance of covert commu-
nication in a downlink NOMA system considering users who
are uncertain about their channel. To improve the transmission
performance of the considered system, a suboptimal antenna
selection scheme is used on Alice. We derive closed expres-
sions for Willie’s minimum detection error probability, the
optimal detection threshold, and EMDEDP, as well as the exact
expressions for the outage probability of the two users. Based
on this, we perform an optimization of the covert throughput.
Numerical results demonstrate that it is possible to improve
the maximum covert throughput of the considered system
through an increased number of antennas and transmitting
power. Furthermore, the selection scheme of the k-th best
antenna can solve the problem of unavailability of the optimal
antenna, as well as Willie’s detection performance can be
reduced by increasing the channel estimation errors. Finally,

we are able to conclude that the system is capable of achieving
a degree of covert communication.

APPENDIX A

Combined with Eq. (9), the FAP can be expressed as

Pty =Pr(Yy, > 7|Hop)

L2 5
P (Aljhgw\ +A1\e§w\ +gg>7>

(A.1)
|€ | — /l/)l y T > Z/]17
— aw Al —
1, T <P1.
In a similar way, the MDP is denoted by
P :Pr(Yw < T|H1)
2
—Pr <A2 ’h’;w‘ + Al 402 < 7)
(A.2)

_ (’f’aw’ ;:Z)2> s, T 2 1/}27

0, T < 2.

After some algebraic operations, Lemma 1 can be obtained.

APPENDIX B
The outage event will occur for Bob in two cases: 1) Bob
cannot successfully decode 21 (P;); 2) Bob can successfully
decode z1, but cannot decode the desired signal (P5). There-

fore, the outage probability for Bob is d, = P} + P,. P; and
P> are denoted as

PI‘ ﬂ)/c—)b < ,Ufl)

@1 (Pay+D1) ¢ _ B
/ / |fl:ib‘2 () f|€§h|2 (y) dady

and

=Pr (v < p2, Yesb > 1)
P2 (Pay+D1) .
/ / + &) o o () dady
®1(Pay+D1) ab

Similarly, Carl’s outage probability is given by

(B.2)

| ab‘

60 = Pr (A/C < :U‘l)

o0y (Pay+D2) , . (B3)
:/ / f|hk, K (@) fex_2 (y) dady

o Jo '

The proof of Theorem 2 can be obtained after some
calculations.
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APPENDIX C [10] X. Li, X. Gao, Y. Liu, G. Huang, M. Zeng, and D. Qiao, “Overlay

Based on Eq. (15), the EMDERP is represented as

T * |1k 2 Tk 2
& =E (¢ ||k, <ns ) Pr( |k, <Ay
~ 2 N 2
+E(§* it 2A2>Pr<]h’;w\ ZA2>

Then the four parts of Eq. (C.1) are solved in detail for each
of them, which are displayed as follows

S |2 Az
Pr (‘haw’ < A?) :/ f|iLk |2 (3:) dma
0 aw

. 2 oo
(el >)- |
J A2

(C.1)

(C.3)

(A —Ag)w
e A1faw f|ilﬁw|2 (.’l?)dl'

1 /°° (A1=A5—2A1 faw+Asfaw)r ’
- - e A Baw( Faw) dz
1- ﬂaw Ag
(C.4)
12 Az
Pr(‘haw‘ 2A2> =1- [y p@dn ©9)

The derivation gives us Eq. (C.2), which you can see at the
top of the following page.

The next step is simply to substitute Egs. (C.2), (C.3), (C.4)
and (C.5) into Eq. (19) to obtain the result of Theorem 3.
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