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ABSTRACT Cryptocurrencies acquire user confidence by making the whole creation and transaction
history transparent to the public. In exchange, the transaction history accurately captures the complete range
of user activities related to cryptocurrencies. It is thought to be one of the safest and simplest payment
methods that may be employed in the future. The trend of banks and other financial institutions investing in
cryptocurrencies has increased rapidly in recent years. Therefore, it is necessary to synthesize the findings of
previous studies on cryptocurrencies. In this paper, the use of data mining methods in Bitcoin transactions is
analyzed and summarized. Cryptocurrencies, similar to the well-known Bitcoin, were targeted to ensure
transaction security and privacy and overcome the drawbacks of traditional banking systems as well as
other centralized systems. In addition, a comprehensive analysis of the literature on the challenges and
applications of electronic currencies is conducted. The evolution of digital currency from electronic cash
to cryptocurrencies is summarized and the methods used to increase user privacy are highlighted. The
security threats in existing cryptocurrency systems (that compromise the privacy of Bitcoin users) are also
highlighted. Finally, several research gaps and trends are identified that need to be further explored.

INDEX TERMS Cryptocurrencies, electronic cash, privacy, security threats.

I. INTRODUCTION
Investments are made with the intention of reselling them
for profit [1]. Today, a new electronic alternative trade pay-
ment mechanism called cryptocurrencies has been developed
which gained wide acceptance, with substantial ramifications
for emerging nations and the global market in general [2].
Due to the widespread use of cryptocurrencies, trading in
cryptocurrencies is often thought of as one of the most

The associate editor coordinating the review of this manuscript and

approving it for publication was Luca Bedogni .

well-liked and fascinating forms of profitable investments.
Virtual currency has several appealing qualities that appeal
to an expanding range of customers of various types that use
a specific technology for their own purposes [3].

Without a centralized banking institution, a cryptocurrency
employs encryption to safeguard its transactions and confirm
the movement of digital assets via the Internet. Since its
first introduction in 2009, bitcoin has been the most widely
used cryptocurrency. The market value of cryptocurrencies
has now topped USD $472 billion, with Bitcoin making up
around USD $185 billion of that amount.
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It is widely believed that Bitcoin was an anonymous cryp-
tocurrency in its early years. On the other hand, coin history
tracking is a familiar problem that involves the potential for
examining the trail of a spent coin to link individuals to
addresses. It is feasible owing to the fact that the Bitcoin
blockchain is open to the public, meaning that anybody can
see the transfer of currency from address A to address B.
Knowing A and B by themselves is insufficient to identify
the addresses of the owners since the addresses are just ran-
dom strings produced using the public keys of the owners.
However, it becomes conceivable to speculate about who
could be the owner of the address if either of A and B is
in a transaction’s history or in future can be connected to
a real person. Different methods, such as network analysis,
monitoring, or just googling the address, may be used to
find out someone’s identify. Thus, there is a big market for
cryptocurrency that is anonymous. A short history of Bitcoin
and other cryptocurrencies is shown in Figure 1.
By merging cryptocurrency money with blockchain tech-

nology to conceal the path leading back to the asset’s initial
source, transaction anonymity has been made possible [4].
While sellers might get money sooner to maintain a stronger
liquidity position due to upfront payment, the flexible pay-
ment deadline is advantageous to customers [5].

Everyone has the right to financial transactions that are
private and untraceable, and this right extends to Bitcoin
transactions as well. While some cryptocurrencies prioritize
user privacy, others concentrate more on simple payment
methods or quick transactions. A cryptocurrency that is meant
to have strong cryptographic properties for its users’ pri-
vacy is called an anonymous cryptocurrency. In general, the
following information must be provided by the anonymous
cryptocurrency.

• Privacy: It is made sure that potential enemies cannot
see the sources, destinations, or values of any transac-
tions.

• Untraceability: All coins transmitted or received are
completely untraceable and cannot be linked to a spe-
cific transaction.

• Fungibility: All coins are guaranteed to be interchange-
able with one another since they cannot be distin-
guished from one another in a random sample.

The distinction between this survey and other survey publi-
cations is further explained in Table 1. In this study, research
on privacy delivery methods and privacy-related constraints
on current electronic currencies is reviewed. A concise review
of the privacy-related features of digital payment systems,
now relevant to more modern crypto money systems, is pre-
sented. The key components of the Bitcoin ecosystem and
the roles played by various players are outlined. Key trust
concerns that have an impact on the acceptance and reliabil-
ity of cryptocurrencies, directly or indirectly, are examined.
To assess the relative trustworthiness of each, the top five
cryptocurrencies and their supporting technical infrastruc-
tures are evaluated.

The remainder of the paper is organized as follows. The
background of cryptocurrencies is covered in Section II.
Section III presents cryptocurrency privacy, as well as
anonymity. Contributions are presented in Section IV. Before
concluding the paper in Section VI, promising research direc-
tions are discussed in Section V.

II. BACKGROUND OF CRYPTOCURRENCY
This section includes a brief history of digital currency on
topics important to the evaluation. To emphasize various
methods, including blind signatures, utilized to ensure the
anonymity of the user, a range of electronic currency systems
are described in particular. These methods are concentrated
since they have lately been applied to cryptocurrencies and
have gained relevance. Additionally, an introduction to cryp-
tocurrencies is provided where Bitcoin gets a bit more prefer-
ence, outlining the fundamental terms and system operations.
Table 1 presents top-5 cryptocurrency platforms.

A. THE BIRTH OF A CRYPTOCURRENCY
In [2], Satoshi Nakamoto integrates tried-and-true concepts
[15], [16], [17] into a fully functional currency that operates
independently from banks or other institutions of authority.
Every transaction that takes place on the network in Bitcoin
is recorded in a ledger of blocks, creating a shared ‘’truth’’
among network members. An assortment of transactions,
a hash value to the block before it, and a random number
called nonce that is utilized to verify transactions make up a
block (Proof-of-Work). A Bitcoin transaction is the exchange
of money between two addresses, or anonymous identifiers
i.e., public keys. By possessing the corresponding private key,
a member will be able to exchange an amount of Bitcoin.
The IDs will have control over several outputs holding the
cash since the output of Bitcoin is formed on the unspent
transaction rather than a balance.

B. BLOCKCHAIN TECHNOLOGY
A blockchain, which is essentially a series of blocks, offers
a decentralized method of bookkeeping. Any kind of record
may be embedded inside a block, and blocks are connected
by hash values. Depending on how the blockchain is set
up, a proof field may be used to contain various pieces of
evidence to support the accuracy of this block. Each par-
ticipant in the system has a local copy of the blockchain
on their own computer, and they use a predetermined con-
sensus procedure to decide which block will be added
next.

Applications of blockchain technology extend the peer-
to-peer payment system. To enable Internet of Things (IoT)
apps to work with the system’s distributed storage, this pro-
vides the system with integrity, security, trust, preservation
of privacy, attack prevention, etc. features based on a dis-
tributed ledger [18]. The benefit of this approach is that it is
decentralized and completely secures the whole environment,
allowing only appending of new blocks. Many blockchains
and cryptocurrencies are led by the blockchain application
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FIGURE 1. A brief history of Bitcoin and other cryptocurrencies.

TABLE 1. Comparison of this survey to other survey papers.

areas. Blockchain and cryptocurrency are related because
they provide incentives to machines and consume power for
blockchain validation. Cryptocurrency is a relatively new
sort of digital money that makes use of the blockchain to
boost decentralization, transparency, and immutability [19].
Cryptocurrency use is growing along with the use of
blockchain technology. This includes the network’s intrinsic
worth depending on numerous criteria. This procedure cre-
ates a new kind of money that stores values and improves
comprehension of price fluctuations depending on their
significance.

For a blockchain system to provide a secure and reliable
platform for cryptocurrencies, it must offer a few fundamental
qualities. These qualities consist of:

• Trustless— to stop centralized organizations from
manipulating and controlling the money.

• Decentralization— to allow a decentralized system via
peer-to-peer (P2P) networks to give users power, to elim-
inate the failure of centralized systems, to lower the
likelihood of security attacks, to guarantee there are

no scams or frauds by enabling algorithmic techniques
rather than creating user-oriented systems, and to con-
firm veracity and transparency via the design of open
systems.

• Distributed ledger technology— the provision stores a
copy of the database by each node, the avoidance of
malicious record modifications, the fair participation
of users, the implementation of consistent participation
rule throughout the network.

• Tamper-resistant environment— in order to guarantee
that, after-being committed, transactions can never be
changed or eliminated.

• Security and privacy— to employ hash keys for
anonymization and computationally challenging cryp-
tography techniques.

• Faster transactions— to give algorithms authority over
the system, rather than people.

By lowering transaction processing costs compared to
centralized systems similar to banks, payment networks,
and exchanges, blockchain technologies also benefit Bitcoin
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FIGURE 2. A simplified flowchart of cryptocurrency transactions.

consumers. Figure 2 presents a flowchart of cryptocurrency
transaction.

Similar to any other newly developed technology, using
Bitcoin has its advantages and disadvantages, as well as a
number of potential hazards. Bitcoin is said to have both the
following advantages and disadvantages.

C. BENEFITS
• No Third-Party Seizure: Since all money transfers

take place peer-to-peer, much physical cash, no central
authority can control or confiscate the currency. In par-
ticular, as the central authority does not print, possess,
or control bitcoins in the same ways that it controls
other cryptocurrencies, it cannot seize the Bitcoins.

• Transparency and anonymity: It is difficult to
identify Bitcoin users’ wallet addresses unless they
make them publicly available. But, even if the wal-
let addresses are made public, it is simple to create
a new wallet address. When opposed to conventional
monetary systems, where attackers may gain control
of the financial information of users, the Bitcoin sys-
tem greatly enhances privacy. Furthermore, since all
bitcoin transactions are stored in blocks similar to
a public ledger, this pseudonymity is accomplished
without compromising system transparency. Unfortu-
nately, a lot of research works have demonstrated that
flow analysis and clustering are more realistic methods
for tracking Bitcoin transactions and identifying the
owner involved [20], [21]. However, many efforts have
been done to improve Bitcoin’s privacy and anonymity
issues, and several research community-proposed
techniques have succeeded in enhancing anonymity
[22], [23], [24], [25], [26], [27].

• No taxes and lower transaction fees: There are
no taxes and cheaper transaction costs with Bit-
coin because of its decentralized structure and
pseudonymous-ness. In the past, Bitcoin offered quick
transactions for almost little money. Even today, bank
transfers, Paypal, and credit cards are more expensive
than using Bitcoin for transactions. The cheaper trans-
action cost, however, is only advantageous when a user
does significant overseas transactions. This is due to
the fact that themodest value transfers and transactions,
such as paying for common household items, result in
higher average transaction fees in Bitcoin.

• Stealing resilience: Until the assailant obtains the pri-
vate keys (often stored offline) linked to the user’s
wallet, it is impossible to steal Bitcoins. For example,
similar to the credit card, it does not require revealing
the secret PIN (Personal Identification Number) num-
ber every time one conducts a transaction in Bitcoin
and this security is offered by design. Additionally,
once committed, a transaction is impossible to change
as Bitcoins are immune to charge-backs. As soon as
the transferred Bitcoins are received, the ownership
address is changed to the new owner, making a reverse
transaction impossible. This makes sure that receiving
Bitcoins is completely risk-free.

D. CHALLENGES
• High energy usage: The PoW technique is used by

the Bitcoin blockchain to create distributed consen-
sus to ensure the integrity of the chain. Despite the
fact that it requires high computational power and
time to perform PoW, it keeps the system protected
from attacks similar to double spending, Sybil attack,
etc. [28], [29]. By altering the nonce, miners com-
bine a number of transactions to construct and mine a
block. Although hashing does not need a lot of work,
a miner must repeatedly do the operation until the result
has the right number of zeros. The Bitcoin network’s
miners all work in parallel to complete this thousand
times per day hashing and rehashing operations. As a
result, it uses a lot of energy. The energy cost for
Bitcoin transactions is higher than it is for traditional
financial transactions for the reasons described above.
For instance, each bitcoin transaction requires approx-
imately 5,000 times more energy than a credit card
(e.g., Visa Card) transaction. So, more enhancements
are needed for this case [30]. To guarantee that Bitcoin
has a sustainable future, breakthrough solutions that
save energy are urgently needed. Furthermore, the time
required to execute a Bitcoin transaction is growing as a
result of the constant rise in network traffic and energy
usage.

• Wallets may be lost: As the private keys are digitally
stored in a wallet, problems similar to hardware or soft-
ware damage may result in the loss of the key, and the
number of coins in that wallet will become unusable.
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The Bitcoins will remain orphaned in the system for-
ever since there is nothing that can be done to reclaim
them. A rich Bitcoin investor might go bankrupt in a
matter of seconds.

• Contribute to or enable criminal behavior: Criminal
conduct is made easier by the pseudonymity offered by
Bitcoin, which is used to facilitate a variety of illegal
operations including money laundering, tax evasion,
and ransomware [31]. However, since the transactions
of Bitcoin are pseudonymous as well as the transaction
history is open publicly, law enforcement agencies may
be able to apprehend criminals with a thorough study
of blockchain data. As a result, criminals are begin-
ning to employ alternative digital currencies similar to
ZCash andMonero, which are designed to improve user
anonymity.

Risk, as defined by [32], is the potential for loss due to
Bitcoin technology, albeit this definition is generic enough to
apply to any digital currency. The following are some of the
most serious threats to the widespread adoption of Bitcoin
payment systems.

• Social risks: Social risks include things similar to bub-
ble development, the ‘‘cool’’ factor, chain building, and
the introduction of additional currencies.

• Legal risks: Bitcoin’s decentralized ledger technology
runs counter to centralized authority; thus, it faces
resistance from regulators. The legal system’s response
to Bitcoin-related financial, operational, consumer pro-
tection and security breaches is also a potential threat.

• Economic risks: Volatility, deflation, and delays in
locating a block are all economic concerns that
might drive consumers away from Bitcoin and toward
other cryptocurrencies that provide their services more
quickly.

• Technological risks: The Bitcoin network is subject to
a number of technological dangers, such as the poten-
tial destruction of network hardware, changes in the
parameters of the peer-to-peer network, the existence of
malicious software that could compromise the system,
the potential failure of hash functions, and the inherent
security risks of the software used to run the network.

E. FUTURE OPPORTUNITIES
One of the biggest technical advances in recent years has been
the development of cryptocurrencies, the newest class of digi-
tal assets. The cryptocurrency industry has been instrumental
in advancing numerous important advancements, notably in
2021. In order to achieve spectacular development, cryp-
tocurrencies have gone through three key stages: acceptance,
innovation, and integration. But it is also critical to consider
the potential of cryptocurrencies and what that means for
all of us. After the enormous rise in 2021, experts warn
that the next few years may be sluggish. In the last year,
interest in cryptocurrencies has increased significantly, by a
factor of two. It is interesting to note that cryptocurrency

is no longer only a subject for investors; many celebrities
have begun to associate themselves with crypto assets. The
discussion that follows explains the forecasts for the future of
cryptocurrencies and their consequences for investors. To be
ready for changes in the cryptocurrency ecosystem over the
next five to ten years, it may be helpful to understand the
potential future for cryptocurrencies.

Since the introduction of Bitcoin, many have been leery
about cryptocurrencies. But circumstances have changed a
lot, and interest in crypto-based solutions is constantly grow-
ing. The current condition of cryptocurrencies unquestion-
ably provides the ideal bases for optimistic cryptocurrency
future forecasts. However, given the volatility of different
cryptocurrencies, predicting their future is challenging. Some
improbable forecasts about long-term developments in the
cryptocurrency world reflect a bullish outlook on the indus-
try’s future. At the same time, it is necessary to keep an eye
out for the crucial elements that might precisely determine
the future use of cryptocurrencies.

III. PRIVACY AND ANONYMITY IN BITCOIN
By only allowing the parties engaged in the transaction and
the reliable third-party access to the information, the con-
ventional banking system attains a certain amount of pri-
vacy. On the other hand, in Bitcoin, every user linked to the
network may see all the transaction information thanks to
the public blockchain. However, by severing the information
flow halfway along the Bitcoin transaction processing chain,
privacy may still be protected to a certain extent. Bitcoin does
this by maintaining the secrecy of its public keys, allowing
anybody to transmit money to another person while keeping
their identities hidden. It is suggested to employ a fresh key
pair for every transaction to prevent users from being identi-
fied in order to further improve user privacy. However, multi-
input transactions that inevitably show that all of their inputs
were held by the same owner are still capable of being linked.
Additionally, there is a chance that linkingmight expose other
transactions associated with the identical user if the owner of
a key is made public. By tracking the movement of money
using a reliable blockchain analysis process, it is feasible to
trace certain transactions to a specific user in particular since
Bitcoin enables partial unlikability.

Although the privacy of the Bitcoin system is strong,
pseudonymous addresses (or their hashes), which are vul-
nerable and readily broken by many methods, are the
sole source of privacy in Bitcoin. This strategy entails,
among other things, the reuse of Bitcoin addresses, tracking
payments using blockchain analysis tools, ‘‘taint’’ analy-
sis, IP address monitoring nodes, and web-spidering. Once
compromised, restoring this privacy may be difficult and
expensive.

The work in [4] draws attention to the fact that Bitcoin
lacks a directory to store the log and other transaction-related
data. On the other hand, a foe may link offline information
similar to emails and shipping addresses to online data and get
personal data about peers. A recent thorough assessment [6]
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gives an overview and in-depth analysis of the preservation
of privacy and anonymity in several cryptocurrencies.

A. RELATED WORK
Blockchain technology is being used in an increasing num-
ber of businesses and industries. The use of blockchain has
been deemed to be of utmost importance for information
systems’ penetration into a variety of fields, including cyber-
security [33]. Despite being in the exploratory stage of imple-
mentation, in [34], authors emphasized the potential advan-
tages for the logistics industry with the use of blockchain
technology. Although there are several issues, many sec-
tors including insurance have been preparing for blockchain
applications and future technologies. The ongoing academic
research works might further help in this regard [35].

B. BLOCKCHAIN TECHNOLOGY
In decentralized technologies and applications, such as
storage, computation, security, interface, and transaction,
blockchain, an emerging technology, plays a significant role.
Blockchain technology has the ability to revolutionize cor-
porate practices as well as spur their invention [36]. The
sudden increase in the price of Bitcoin since it was origi-
nally launched and used in the financial market in 2008 has
astounded the whole globe, with more and more focus
being placed on the blockchain technology that underpins it.
Blockchain has been already used in various fields and sectors
as a distributed ledger technology [36], [37], [38], [39].

Because of the dearth of knowledge, academics have
devoted their early careers to researching the technical details
and potential applications of blockchain. The following nine
qualities, in order, best capture the fundamental technological
properties of blockchain technology: decentralization, disin-
termediation, anonymity, immutability, smart contract, cost
reduction, traceability and provenance, transparency, secu-
rity, and privacy [40], [41], [42], [43]. Specifically,

• Decentralization: Each node (participant) in the
blockchain operates actively and equally and indepen-
dently in a decentralized system.

• Disintermediation: Because there is no centralized
supervisor or control, participants do not need to deal
with trust difficulties. Every eligible block should have
undergone verification and participant consent voting.

• Immutability: Algorithms for consensus and encryp-
tion are linked with blockchain. The data is hard to alter
without the consent of most nodes.

• Anonymity: To avoid participant verification and cre-
dentialing, blockchain offers an encrypted coded record
for every conceivable transaction.

• Smart contract: This programming language is used
to carry out queries relating to blockchain data. Accu-
racy, security, and interoperability are all guaranteed by
smart contracts.

• Traceability and Provenance: A blockchain database
contains all confirmed data. Participants have simple

access to data including comprehensive transaction
procedures.

• Cost reduction: Blockchain is open-source, free plat-
form. Participants do not incur any fees beyond those
related to mining operations.

• Transparency: A blockchain system provides equal
access to all users. There are no secret assets since the
block ledger is transparent.

• Security and Privacy: A blockchain system is
a private and secure platform because it com-
bines encryption, consensus methods, and smart con-
tracts [40], [41], [42], [43].

C. NETWORKING INFRASTRUCTURE OF BITCOIN
Bitcoin’s primary communication structure is an unstructured
P2P network [44] built on persistent Transmission Control
Protocol (TCP) connections that are not encrypted. The peers
in an unstructured P2P network are arranged flatly or hier-
archically in a random graph. To find peers with relevant
data items, it uses flooding and other comparable oppor-
tunistic approaches similar to expanding-ring, random walks,
Time-to-Live (TTL) search, etc. Unstructured overlays are
often simple to set up and resistant to extremely dynamic
network topologies, that is, peers entering and departing
regularly. In order to obtain agreement on the blockchain,
information must be distributed as quickly as possible, mak-
ing these networks ideal for Bitcoin. However, using the
Bitcoin network and protocol for testing presents a hurdle.
There are now a few ways to go about doing this assignment.
Connecting to the testnet or mainnet, often known as the
active Bitcoin network, is one option. Utilizing simulation
platforms similar to Shadow [45] event discrete simulator,
which seeks to simulate massive Bitcoin networks while
maintaining complete control of all components, is another
option.
A DNS (Domain Name System) server bootstraps the

list of IP addresses that Bitcoin nodes retain for possible
peers, and new addresses are traded between peers. Each peer
actively seeks new connections if the total number of asso-
ciates is less than 8, with the goal of maintaining a minimum
of 8 unencrypted TCP connections per peer in the overlay.
Peers by default watch for incoming connections on port
8333. Peers carry out an application layer handshake, which
consists of version and track messages when they establish
a new connection. A timestamp for time synchronization, the
protocol version, and IP addresses are all included in the mes-
sages. A node chooses its peers at random, then after a certain
period of time, it selects a new group of peers. By doing
this, the risk and consequences of a netsplit attack—in which
an attacker gives the attacked node an inconsistent image of
the network (and the blockchain)—are reduced. Bitcoin has
supported IPv6 since version 0.7. Bitcoin employs a soft-state
strategy to identify when peers have departed. Peers will send
a greeting message to maintain the connection if it has been
30 minutes since the last communication was sent between
them.
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The hash of the mined block is provided in INV messages;
which miners constantly monitor for fresh block announce-
ments. A miner sends a GETDATA message to one of its
neighbors if it learns that it does not possess a freshly
announced block. The neighbor then reacts by sending a
BLOCK message with the desired information. The miner
disconnects that specific neighbor and requests the same
information from another neighbor if the required block is not
received within 20 minutes. Nodes publicly request and share
transactions that have not yet been added to the blockchain in
a series known as GETDATA, INV, and TX messages, which
is how transactions are propagated. Newly found transactions
and blocks are spread across the whole network (via flooding)
to create a distributed consensus. New transactions are stored
by miners for mining reasons, but if they are rejected by the
blockchain they are eventually removed. The originator of the
transaction is accountable for ensuring that all network peers
receive the transaction. For this reason, if the transaction
was unsuccessful in entering the blockchain the first time,
the originator may need to broadcast it again. It is done to
guarantee that the transaction is taken into account in the next
block.

Bitcoin needs the rapid distribution of freshly created trans-
actions and mined blocks in order to preserve the consistent
global picture of the blockchain at the network nodes and
prevent blockchain forking. The Bitcoin networking infras-
tructure is, however, exposed to a variety of routing assaults
because of this necessity. An attacker on the forwarding path,
for instance, may reject, eavesdrop on, edit, or inject Bitcoin
messages since Bitcoin connections are delivered in plain
text and without any integrity checks. In order to launch
the double spend and netsplit attacks, an attacker might also
cause a delay in the propagation of both new transactions
and mined blocks. The propagation period may potentially be
prolonged under certain conditions, as illustrated in [46]. The
work in [47] outlines a classification of routing attacks and
how they affect Bitcoin, taking into account both small-scale
attacks that target specific nodes and large-scale assaults that
target the whole network. Adversaries may squander a large
amount of mining power by isolating some portions of the
network or stalling block propagation, which might result in
revenue losses and open the network up to a variety of attacks.
Due to the following two factors, identifying and thwarting
these network attacks is a difficult task.

In order to ensure that information is distributed quickly
across the network, Bitcoin utilizes an unstructured P2P
network. The consistency of the blockchain’s overall state,
which depends on the efficiency of its consensus algorithm,
is crucial to Bitcoin’s security. The consensus protocol may
suffer as a result of the transmission techniques’ differences.
If properly exploited, the existence of inconsistent blockchain
states might result in double spending problem. In order to
do this, it is crucial for the Bitcoin network to continue to
be scalable, with bandwidth, and storage needs since doing
so will make it easier for the network to grow and attract
more trustworthy miners, which will improve the consensus

mechanism. Since it is the method that ensures security, all
the nodes in Bitcoin download and validates every block
beginning with the genesis block. Although not required,
full nodes participate in the P2P network and aid in infor-
mation propagation. As an alternative, the thin clients carry
out transactions using the simplified payment verification
(SPV). Without downloading the complete blockchain, the
Bitcoin thin client uses the SPV to check if certain trans-
actions are incorporated in a block. More exactly, rather
than storing the full chain just download the block headers
during synchronization and request the full block only if
required. Nevertheless, using SPV results in costs for thin
clients since it gives them vulnerabilities similar to Denial of
Service and privacy leaks. In particular, the system still has
limitations brought on by the Bitcoin protocol itself as well
as the basic scalability concerns of unstructured overlays.
Numerous findings point to the fact that scalability is still
a challenge [52] and maintaining a completely decentralized
network in the future is challenging [53], [54].

D. REGULATION IN CRYPTOCURRENCIES
Absolute anonymity is undesirable in certain applications
and might impede the growth of cryptocurrencies owing to
potential legal infringement. Anonymity offers a pretext for
carrying out covert operations for a variety of illicit activities,
including money laundering, drug trafficking, tax evasion,
etc. Many cybercriminals use anonymous cryptocurrency as
a means of money collection. A classic underground black
market selling narcotics, firearms, and other illegal goods are
the famed Silk Road. Because Bitcoin is used to conduct and
transmit payments on Silk Road, there is no clear line between
what steps the government and law enforcement may do to
regulate the transactions.

Cryptocurrencies utilize a variety of strategies to preserve
privacy, including commitment and zero-knowledge proof,
which provide zero knowledge and concealment properties,
respectively and are computationally infeasible for an out-
sider to crack. As a result, tracing the transactions is a theo-
retically unsolvable challenge, necessitating the development
of additional approaches. In the next part, we evaluate the
tracing techniques currently in use and note the few works
that rely on cryptographic tools.

E. ECOSYSTEM OF CRYPTOCURRENCY
The essential elements of the cryptocurrency ecosystem must
be first comprehended, which include coins, wallets, min-
ing systems, exchanges, payment systems, blockchain, and
important players, in order to measure confidence in the
ecosystem of blockchain-based cryptocurrencies.

Cryptocurrencies must provide the exchangeability,
quantifiable quantity, and value of money in addition to
security measures. Additionally, cryptocurrencies are advan-
tageous because they enable extraneous features similar to
pseudonymization, which conceals the actual identities of
the parties involved in a transaction, decentralization, which
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TABLE 2. Top 5 Cryptocurrency platforms.

allows for multiparty transaction verification, rapid transmis-
sion of funds via overcoming institutional and geographical
barriers, lower transaction fees compared to conventional
payment methods, and trustless-ness. Other desirable char-
acteristics include the ability to be converted into fiat cur-
rency and other cryptocurrencies, rapid transaction settlement
(which enables quick value exchange between parties trans-
acting), irreversibility (which ensures that once a transaction
is completed it cannot be undone), and controlled supply
(which helps to maintain the proper equilibrium and good
intrinsic value). However, cryptocurrencies are not strong
enough to rule the currency markets, despite having these
cutting-edge qualities.

To secure reliable transactions between Bitcoin stakehold-
ers, a lot of work is required. More than 2100 cryptocurren-
cies are now in use (at the time of writing this article). Some of
them have, however, become well-appreciated. Table 2 lists
the five most popular cryptocurrencies with over 75% of the
market capital as well as their essential characteristics [55].
Table 3 summarized a comparison of the top 5 cryptocurrency
platforms.

Cryptocurrencies employ lengthy random character
sequences called as secret passwords and public usernames
to maintain user identities. Applications known as wallets
are used to generate, store, organize keys, and carry out
transactions. While each cryptocurrency has a native wallet
with some basic functionality, the open-source community
and business organizations are constantly developing more
advanced wallets with increased security. For instance, some
wallets facilitate an additional degree of security by enabling
users to generate mnemonics—clear, short phrases—instead
of lengthy private keys [56]. In order to increase security, hier-
archical deterministic wallets also provide users the option to
create and link numerous private keys to a single phrase. Inte-
grated currency conversion, connected credit and debit cards,
zero-fee off-chain and on-chain transactions, key recovery
services, insurance, and assistance through email and SMS
are a few further noteworthy features. Due to these added
functionalities, there is a thin line separating cryptocurrency
exchanges from wallets, with the majority of wallets offering
functions that were previously essential to exchanges.

Borderless cross-platform and inter-platform transactions
are made possible through exchanges. Exchanges may be

divided into three categories: order-booking exchanges, trad-
ing platforms, and brokerage services. Exchanges for broker-
age services are quite well-liked, and they allow businesses
to acquire and sell cryptocurrencies. Different cryptocur-
rency trading engines may be used with the services offered
by order-booking exchanges. In order to integrate different
cryptocurrencies, national fiat currencies, as well as digital
goods and services, the trading platforms provide interop-
erable services. An exchange may function in one mode or
many modes, depending on its size. According to a market
study, major exchanges provide services in two modes, but
tiny exchanges often operate in only one [57]. However,
just 4% of small exchanges and 22% of major exchanges
provide services across all three modalities. The exchanges’
support for cryptocurrencies differs as well. Bitcoin is sup-
ported by every exchange assessed, whereas 43% and 35% of
exchanges, respectively, support Ethereum and Litecoin. In a
similar vein, the majority of exchanges (65%) allow trading
in USD, followed by EUR (49%) and GBP (39%).

Payment service providers act as intermediary networks
that connect cryptocurrencies with the mainstream economy.
Payment rail and cryptocurrency payments are two main
categories of payment networks. Utilizing cryptocurrency
exchanges in the midst of the networks, the payment rail
facilitates trading between the fiat currencies and the digital
currencies at end-points. Payment rails are often used to carry
out quick cross-border transactions, but since cryptocurren-
cies have been pseudonymized, governments have found it
difficult to efficiently monitor and control these networks.
The payment rails provide both business-to-business and
inter-individual money transfer services. Alternately, cryp-
tocurrency payment networks make sure that at least one
end-point uses cryptocurrencies. These networks are used to
handle payments for businesses that accept cryptocurrency
via merchant services. These networks might also be used as
standard cryptocurrency platforms.

The key participants in cryptocurrencies are i) Users,
or those who transmit or receive coins via programs, systems,
or people. ii) Service providers, independent programmers,
or businesses that provide cryptocurrency creation and trad-
ing platforms. iii) Those who establish policies, operational
frameworks, regulations, and procedures for the moral and
legal usage of cryptocurrency systems, including regulators,
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TABLE 3. Comparison of top 5 cryptocurrency platforms.

executives, businesses, representatives, and consortiums. iv)
Validators—individuals or businesses who mine cryptocur-
rency and verify transactions.

F. PRIVACY AND SECURITY
A significant portion of blockchain technology research
in recent years has focused on cryptocurrencies, including
work on privacy and security issues [58], [59]. Major dan-
gers to the Bitcoin system have been outlined in several
studies, including double-spending assaults, attacks on min-
ing pools, attacks in the network system, security in the
client-side concerns affecting wallets, and that will harm
privacy. They have also proposed approaches to address these
problems and ideas to strengthen the security of the Bit-
coin system [60], [61], [62]. The underlining technology of
cryptocurrency is blockchain and the security and privacy
aspects of blockchain have also been extensively researched
[63], [64].

According to the authors of [65], who highlighted the
privacy and security needs of blockchain, there are a number
of areas that still need to be improved, including transac-
tion unlikability, secrecy, and resistance to the 51% assault.
In related research work, consensus protocols are examined
and developed as a crucial part of preserving blockchain secu-
rity and thwarting assaults [66], [67]. Additionally, it entails
the creation of privacy-preserving technologies to resolve
current privacy issues and improve blockchain’s secrecy,
anonymity, and user privacy control [68]. Although the pri-
vacy and several security aspects of cryptocurrencies have
been thoroughly studied from a technical standpoint, end-
user viewpoints and attitudes about these elements are little
understood. Usability and user views of Bitcoin security are
related, according to the work in [69]. However, Bitcoin users
use a variety of privacy and security measures based on how
risky they believe their intended use to be [70]. According to
a poll of Bitcoin users, there are numerous misconceptions
about how the network protects privacy and anonymity, and
many users are not making full use of the security features of

Bitcoin management tools [71]. These insights emphasize the
importance of understanding how users’ views of the privacy
and security of cryptocurrencies may affect their intentions to
utilize the technology for certain use cases.

G. MOTIVATION
Numerous research works look at the fundamental reasons
why individuals are drawn to interact with cryptocurrencies.
Although there is no defined classification, several inves-
tigations have reported on related topics. The impending
financial revolution, the empowerment that comes with using
a decentralized cryptocurrency, perceivedmaterial worth, and
an economic justification are all mentioned as having similar
motivations.

IV. CHALLENGES AND APPLICATIONS
A. PUMP AND DUMP OF CRYPTOCURRENCY ACTIVITIES
A security mechanism’s price is artificially inflated in a
‘‘pump and dump’’ operation. Beginning in the early days of
the stock market, these fraudulent tactics have now extended
to the cryptocurrency industry. The Securities and Exchange
Commission (SEC) and Commodity Futures Trading Com-
mission (CFTC) have issued many warnings [87] about Bit-
coin pump and dump schemes, indicating the seriousness of
the problem.

Although marketing teams used pump and dump tech-
niques in Initial Coin Offerings [88] in the beginning of
cryptocurrencies, they now come in a variety of shapes and
sizes. A gang of con artists, a secret or semi-secret communi-
cation channel where con artists may coordinate their illegal
operations, and social media for orchestrating coordinated
efforts to hype a particular currency are the three main com-
ponents of a pump-and-dump scheme. In a typical situation,
con artists set up groups on websites similar to Telegram or
Reddit to organizemass purchases of a certain cryptocurrency
while promoting it on Twitter. Normal traders may purchase
the currency in the aim of foreseeing the next trend, which
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would raise the price even more. These traders are oblivious
of harmful activities and simply watch the price climb. When
a certain price objective is achieved, the con artists start to
sell (or ‘‘dump’’) their shares, which causes the price to fall
sharply.

B. CRYPTOCURRENCY PRICES PREDICTION
The forecasting of Bitcoin values may also be done using
transaction characteristics. Here are some examples of accu-
racy indicators: 1) mean squared error, 2) root mean square
error, 3) mean absolute percentage error. Predicting the pos-
sible price of coins across various works could not be com-
parable since these measurements are susceptible to bitcoin
price scaling.

Deep Learning (DL) is a potent Machine Learning (ML)
technique that uses a lot of data and precise predictions to
solve complicated, nonlinear problems. Due to the wide range
of values, it is difficult to estimate prices with accuracy; how-
ever, the deep learning technique solves this problem. [86]
compared deep neural networks to Long Short TermMemory
(LSTM) and merged their results with Bitcoin price predic-
tion. The results of their methodology are shown, and they
show that LSTM has a respectable level of accuracy when
compared to other regression models. Regression analysis
is an inadequate tool for analyzing deep learning models in
the context of bitcoin trading, but this is what they tried to
do. A methodology for trend categorization and prediction
using deep learning is presented in [4], [76], [89], and [90]
for non-stationary Bitcoin time series data. The outcomes of
the created technique demonstrate howwell the LSTMmodel
performed based on a buy-and-hold strategy profitability
study. The output findings of this system demonstrate that the
LSTM generalized flawlessly in the bitcoin price prediction.
The acronyms for this system are mentioned below. To assess
prediction, the Dielbold-Matiano test and Hansen’s Model
confidence set are utilized. The comparison of a few compa-
rable papers on cryptocurrency price prediction is provided
in Table 4.

Various methods are studied for identifying users by ana-
lyzing the transaction graph of cryptocurrencies. A transac-
tion graph is one in which the vertices represent transactions
and the edges represent fund flows. Table 5 presents an
overview of transaction graph analysis methods.

C. PRIVACY AND ANONYMITY
The idea of protecting user data privacy is not new. For
instance, the majority of online social networks have cen-
tralized architectures with members who are continually
exchanging data. Because the central organization has access
to all user data and may provide extra access to third-party
businesses, privacy issues are raised over user data. Social
graphs, which depict the relationships, actions, and prefer-
ences among members of online social networks, include
sensitive data that may be used to identify individuals’ true
identities [95]. Decentralized social networks were presented

as a solution to these privacy issues. [95] assessed the pri-
vacy levels of several decentralized alternatives to online
social networks. Although the study found that end-to-end
encryption may provide secrecy, a recurring issue in decen-
tralized social networks was concealing the social graphs
that included private user information from storage providers
using dispersed techniques. [96] presented a study regard-
ing the protection of privacy in online social networks.
The decentralized social networks Pisces and Lockr were
explored, although Pisces was designed primarily for scaling
and does not handle the problem of link privacy, which links
one user to another in a social graph. Concerns about Bitcoin
transaction privacy and anonymity are directly tied to link
privacy and social networks. The constraints of privacy in
digital currencies have been studied in many ways since the
appearance of cryptocurrencies. The popularity of Bitcoin
has led to many studies on de-anonymizing Bitcoin users
[95], [96].

D. TECHNOLOGICAL CHALLENGES
To create practical and effective blockchain-based appli-
cations, several industrial difficulties that have not yet
been solved must be addressed and further investigated.
The primary open issues are covered in the sections
that follow. Table 6 presents a summary of technological
challenges.

• Benefits of a thorough analysis of the blockchain-
based solution include:Blockchain is a novel technol-
ogy that, when used to replace old solutions [97], has
the ability to upset the market by offering innovative
ideas that might change society [98]. Therefore, it is
crucial to determine if a blockchain is really necessary
for a particular application [99].

• Appropriate implementation: Blockchain may be
employed in a number of systems for a variety of
purposes if it is developed properly and maturely.
Blockchain technology includes many alternative
structures and transactional methods, therefore putting
it into practice is not an easy task. Therefore, an exten-
sive and in-depth investigation is needed before it can
be used in various applications [100].

• Standard testingmechanism:The need for a common
testing method is yet another difficulty encountered
while implementing a blockchain-based application.

• Resilience to security risks: It is necessary to
explicitly establish resilience to security hazards. The
blockchain may experience difficulties with large-scale
applications as a result of the system architecture or
hacks that aim to jeopardize its security.

• Scalability: The main cause of this problem is how
slowly blockchain-based transactions are processed
and confirmed. Processing transactions depends on
how well the processing system performs. The lim-
its of the suggested scaling approaches are mentioned
in [100].
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TABLE 4. Comparative analysis of related works on predicting cryptocurrency prices.

TABLE 5. An overview of transaction graph analysis methods.

• Integration with other systems: This problem has a
clear effect on businesses wanting to use blockchain-
based technology. There will be expenses associated
with changing the infrastructure, hiring skilled work-
ers, hiring specialist developers, and managing man-
agement expectations [101].

• Energy challenges: There is no question that using
blockchain would demand a lot more energy than nor-
mal. The requirement of too much energy can become
an environmental concern [102].

• Regulatory issues: For blockchain-enabled products
to be widely used and accepted, laws are crucial.

TABLE 6. A summary of technological challenges.

TABLE 7. A summary of application of cryptocurrency.

• Storage: The issue of data storage is brought up by
the incorporation of blockchain with different data-
intensive systems, including those built on the IoT.
In fact, the blockchain stores information in small, data-
constrained chunks. As suggested in [103], one option
is storing blocks in the cloud to take use of the cloud’s
expandable feature.

VOLUME 11, 2023 9461



A. F. M. Shahen Shah et al.: On the Vital Aspects and Characteristics of Cryptocurrency—A Survey

TABLE 8. A summary overview of the privacy-limitations from transaction.

E. APPLICATIONS OF CRYPTOCURRENCIES
In this section, the most significant blockchain technology
research possibilities are covered. Table 7 presents a summary
of application of cryptocurrency.

1) INTERNET OF EVERYTHING (IoE)
Compared to IoT, the IoE is broader in scope and aims to link
people, processes, data, and objects intelligently. The unique
function of IoE was explored in [104]. Business concepts and
procedures are predicted to be reinvented by- the IoE. The
first benefit of digital technology is the automation and opti-
mization of procedures. Second, the use of digital technology
makes it feasible for new business models in several sectors.
From a commercial perspective, it will be fascinating to look
into the effects of the various options when adopting IoE.
It is required to compete with previously unheard-of business
agility and velocity. Further study is needed to determine
the effects of integrating blockchain-based technology for
interoperability across various organizations.

2) ARTIFICIAL INTELLIGENCE (AI)
The ultimate objective of next-generation network commu-
nications is to make our civilization more advanced, super-
efficient, and environment-friendly. A far deeper integration
of AI is anticipated on all levels. It has been shown that
using AI and machine learning approaches would enhance
physical layer security, channel coding, and obstacle and
range detection [105], [106]. It is clear that all these fields
of study would require further research.

3) DATA STORAGE AND ANALYTICS
In today’s world, Thousands of devices are using the IoE
to continually produce real-time streams of fresh data. First

and foremost, this requires effective data storage solutions.
It is obvious that blockchain-enabled technologies have a
lot of potential in that area. How to spread and mix these
technologies in other fields is not yet evident; however, there
are already various concepts in the field similar to fog, edge,
and cloud computing-based solutions.

4) VEHICLE-TO-VEHICLE COMMUNICATIONS
One of the key applications that will succeed in the next
ten years is Intelligent Transport Systems (ITS), which
will call on the available technology capabilities, see
e.g., [107], [108], [109], [110], [111], [112] and the refer-
ences therein. Through simulation, a blockchain-based solu-
tion to defining the trust management of automobiles has
been shown and assessed in [113]. The method’s primary
flaw was its restriction to ad hoc networks; therefore, further
research is required to ensure efficiency in mobility and other
required situations.

5) UNMANNED AERIAL VEHICLES (UAV)
Due to the need for high-data-rate requiring wire-
less communication, UAVs or drones will also play
a crucial role in achieving this and are expected to
be part of the future 6G mobile networks, see e.g.,
[114], [115], [116], [117], [119], [120] and the references
therein. Here, blockchain has a significant opportunity to
secure drone security and privacy and the information they
gather [121]. In order to solve drone fleet security, IBM even
submitted a blockchain patent [122]. Drones may be used in
a variety of blockchain-based applications. First off, identity
management may be arranged with the aid of blockchain
technology. The management of air traffic may thus be set
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TABLE 9. Reliability issues: Requirements and solutions.

up in a safe, precise, and effective manner. Finally, insurance
firms may resolve disputes by using reliable records.

V. DISCUSSION AND FUTURE RESEARCH DIRECTIONS
Table 8 lists some systems that have been suggested
to enhance cryptocurrency privacy. These ideas range
from brand-new cryptographic techniques that use shielded
addresses and zero-knowledge proofs to network broadcast
techniques designed to conceal of the source address. But
as can be seen in Table 8, extensive studies have been done
in the field of cryptographic protocols. Even though it has
been argued in earlier works that Dining Cryptographers net-
work or Mixnets can impose unspecified broadcast between
peers [125], [127], [133], in many cases, the anonymous
broadcast will still let us construct the transaction graph and
subsequently carry out a number of potent attacks on the
users’ anonymity. The collection of Zero-Knowledge transfer
protocols, which lack a transaction graph, may reveal the true
value of anonymous broadcast. Our study of the current obsta-
cles to boosting blockchain trust in the bitcoin ecosystem is
shown in Table 9.

Further investigation in this area is needed, and it should
be customized to the sort of information that can be
retrieved from the different systems since the propagation
of transactions threatens both decoy-based as well as zero-
knowledge-proof systems. In particular, network privacy for
zero-knowledge systems may be improved via the creation of
non-interactive anonymous broadcasting. Decoy-based sys-
tems, however, are exempt from anonymous broadcasting
since an observer might still build the transaction graph in
such systems. The field of non-interactive transaction accu-
mulation across the propagation mechanism has to be investi-
gated if these systems are to be effectively safeguarded.While

there are some encouraging recommendations in this area,
there is yet no evidence of a significant improvement.

VI. CONCLUSION
In this paper, the vital aspects and characteristics of
cryptocurrencies are examined; especially, a systematic lit-
erature review on privacy in the context of cryptocur-
rencies is conducted. It was observed that none of the
solutions implemented in the area under study provided solid
anonymity assurance to ordinary users. Additionally, the cur-
rent approaches permit passive or active assaults that signif-
icantly affect the privacy of the system. A few techniques
are also utilized to reduce network analysis, leaving many
systems open to assault from a network observer. The actions
and behaviors of users have been reliably recorded on the
blockchain. Since discovering the depth of the blockchain
based database, academia has generated a sizable corpus of
study on Bitcoin transactions.

Bitcoin has already established itself as a well-appreciated
digital cryptocurrency in the market. However, Bitcoin’s
notoriety has drawn haters who utilize the network for their
own gain and convenience. Currently, there are almost 2000
distinct cryptocurrencies in use, many of which have just
entered the market. The exceptional popularity and large
market capital of Bitcoin among all these fiat currencies
attract adversaries to launch numerous security risks. Our
poll indicates that although the proof-of-work and consensus
algorithms used in the development of the Bitcoin system (to
safeguard user activities) are strong characteristics, they are
also turning into a point of persuasion for online criminals.

Attacks against Bitcoin range from double spending to a
wide variety, and they are all feared. Although some of these
threats have remedies in the literature (at least the proposals
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are available), there are currently no reliable and practical
security measures that can guarantee Bitcoin’s future func-
tionality. The distributed nature of the Bitcoin blockchain has
also caused issues with the users’ demands for privacy and
anonymity, in addition to security. In conclusion, this article
is a lone effort to highlight the security and privacy concerns
in several aspects of Bitcoin.

This study mainly focuses on the security and privacy
features that are present across the Bitcoin system at dif-
ferent levels, from the time a transaction is created until it
is successfully added to the blockchain, after briefly pre-
senting the main elements of Bitcoin, its fundamental prop-
erties, and related ideas. Issues related to user privacy in
this rapidly expanding e-commerce industry are examined
and highlighted. It is hoped that this study will spur nascent
researchers to take on the security and privacy problems with
the Bitcoin system and other cryptocurrencies to provide a
list of future study topics and open questions – possibly,
to suggest effective solutions.
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