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Purpose

Prior literatures lack of concrete and systematic review of the current blockchain application in
smart sustainable city that covered to the full extent of various components. Thus, this study
explores the integration of blockchain technology in making the city smarter, safer and sustainable.

Design/methodology/approach

This study conducted a systematic literature review of 49 publications published globally. Data
were analysed by coding of the publications whereby the codes were generated based on frequency
of appearance (n).

Findings

The results showed that smart sustainable city could leverage blockchain technology in several
areas such as governance, mobility, asset, utility, healthcare and logistics. Blockchain technology
could also aid smart sustainable city in achieving social, environmental and economic
sustainability.

Originality/value

This study proposes a smart sustainable city with blockchain technology framework: guiding city
planners and policy makers by deploying blockchain that supports technology within smart
sustainable city framework. This facilitates the digital transformation of a city toward smart and
sustainable through the use of blockchain.

Keywords: Blockchain, decentralization, governance, mobility, smart city, smart sustainable
city, sustainability.
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1 Introduction

Cities around the world is continuously changing and faced the most radical change in the
past decades through the growing population rate due to urbanisation, demographic and social
change, climate change, pollution and resource depletion. Cities are facing tremendous pressures
as the United Nations (2018) predicted that two thirds of the world’s population will be moving to
cities by 2050, as compared to 55% in 2018. Xie et al. (2019) further highlighted that the
urbanisation level in developing countries Asia were at a high risk. The rapid increasing rate of
urbanisation created various challenges and problems to a city such as environmental degradation,
rising resources consumption, massive traffic congestion, air pollution due to increased carbon
dioxide and greenhouse gas emissions (Silva et al., 2018). Resources are scarce - it is imperative
to plan how to utilise the finite resources in the best possible way without compromising the
capacity of future generations. Due to high density of population in urban areas, limited resources
will be spread throughout the city, which could trigger food, water and/or resource crisis. All these
problems create tremendous burden to a city and devise solutions for the sustainable development
of cities while ensuring citizens’ quality of life. Making a city smart is viewed as a novel solution
to response to these problems to tackle smart cities’ challenges.

Smart cities aim to improve quality of life of the citizens and build a sustainable urban
environment by utilising advanced information and communication technologies (ICT) in city
administration and services. There are several main goals of a smart city, such as engagement with
citizens, increased openness of Government, better use of finite resources, effective management
of traffic, improved environmental, health, and education services (Orecchini et al., 2018). ICT
play a key role in the development of efficient infrastructures by using state-of-the-art technologies
such as internet of things (IoT), artificial intelligence (Al), robotics, machine learning, big data
processing and analytics tools, and cloud computing. Many devices and machines are connected
with each other in a smart city, where large amount of data is created, shared, transferred, and
stored. This scenario makes it difficult to manage devices and data by using traditional centralized
approach (Xie et al., 2019). Blockchain is a promising technology to compliment smart city
transformation due to its various features such as decentralisation, trust-free, transparency, security
and immutable of transaction records, among others.

There were several studies regarding blockchain technology in smart sustainable city (SSC).
Salha et al. (2019), Shen and Pena-Mora (2018), Bhushan et al. (2020) explained the use of
blockchain technology in designing smart cities, and discussed the concepts, strengths, and
weaknesses of blockchain technology. Several potential applications were provided such as
governance, healthcare, energy, and supply chain but neglected other potential areas such as
mobility and asset management. Orecchini et al. (2019) presented the possibility to integrate the
blockchain technology in smart city, but particularly focus in smart environment and smart
mobility. Nagel et al. (2019) proposed a business model of blockchain-based smart city
applications after examining 80 start-ups’ business models which offer products or services for
smart cities. Xie et al. (2019) discussed how blockchain technology is applied in smart cities and
when it should be used to solve the problems in smart cities. Gupta et al. (2020) proposed the use
of blockchain to solve the inefficiencies of using conventional method for land record management
systems. Similarly, Dewan and Singh (2020) focused of using the blockchain to buy, sell or rent a



property in smart city. Besides, there were some reviews focused on the adoption of blockchain in
one component only such as governance aspect (Pieroni et al., 2018), in energy trading (Andoni
et al., 2019), in mobility (Jaffe ez al., 2017), in supply chain (Cui ef al., 2019), and in healthcare
(Tanwar et al., 2020).

Although these papers discussed the application of blockchain in smart city, but the
literature lacks of concrete and systematic review of the current blockchain application in SSC that
covered to the full extent of smart components as a whole. Moreover, the connection of it with
sustainability element is lacking in discussion. To fill this gap, this study aims to explore the state-
of-the-art blockchain technology that could be applied in smart city developments and to achieve
sustainability. This exploration can give policy makers and citizens, especially in a developing
country, an overall and comprehensive understanding in which blockchain technology can provide
critical support in the process of developing SSC. This could also help to achieve United Nations’
sustainable development goals (SDGs) by leveraging blockchain technology in SSC.

2 Smart Sustainable City (SSC) Development

Smart city has become the spotlight for citizens and Governments - it was first introduced in 1994
and has been appeared frequently since 2010 (Ahvenniemi ef al., 2017). A common definition
provided by the European Commission (2012) is a smart city equips with the digital and advance
technologies to regular city operations to improve living standards of their citizens, enhance
quality of services provided, and making cities more sustainable. Marsal-Llacuna et al. (2015)
highlighted that ICT plays a role in providing a better service to the citizens to improve quality of
life, minimize and decrease environmental impact, and increase collaboration between both private
and public sectors to stimulate economic growth which ultimately improved environmental,
economic, and social sustainability for smart city. Yigitcanlar and Kamruzzaman (2018)
highlighted cities’ administration leverages smart technologies and systems to deal with current
and future challenges in term of economic, social and environmental.

Silva et al. (2018) outlined that the four main attributes of a smart city were sustainability,
quality of life, urbanisation and smartness. Sustainability is the key attributes of a city to balance
the economics, social, and environmental aspects while performing city operations. It has been a
key focus and major role in the emergence of smart cities. Most of the cities were facing resources
constraints and it is crucial to scrutinise the scarcity of resources. Quality of life attributes concerns
with the emotional and financial well-being of the city citizens. Ahvenniemi et al. (2017)
summarised that people-oriented approach is important in smart city. The goals of smart cities
were unable to achieve if without social commitment and awareness. This improvement could be
done by innovative solution to encourage social learning and participation to enhance citizen’s
potential and capabilities in order to improve quality of life. Consequently, smart city will be
equipped with competent citizens, which will benefit to the growth of a city. Urbanisation brought
several challenges to a city such as resource scarcity, traffic congestion, pollution, and
infrastructure obsolete. Thus, the city needs to focus on transformation in terms of technological,
infrastructural, economical and governing aspects (Silva ef al., 2018). Ultimately, it will manage
the natural resources efficiently which in turn achieve sustainability. Smartness refers to the use



of ICT or advanced technologies in city operation and administration to improve social, economic,
and environmental performance of the city and its inhabitants. Deployment of technology is
essential as a way to accelerate smart city adoption (Ahvenniemi et al., 2017).

3  The Features of Blockchain Technology

Blockchain has attracted widespread attention from various industries and sectors. It originates
from Bitcoin, which was first introduced in 2008 as digital coin or cryptocurrency created by
Satoshi Nakamoto (Shen and Pena-Mora, 2018). It is believed that it will be the next technological
breakthrough that has great potential to innovate and improve every sectors and industries such as
banking, healthcare, manufacturing and other industries. Blockchain utilises distributed ledger
technology (DLT) across a network of users that relies on the consensus of a global peer network
to function. The digital ledger is encrypted into a data structure called “blocks” and chained it to
the previous block to form a linked chain. Blockchain can be classified into three types: public,
private and federated blockchain based on control mechanism. In public blockchain, anyone have
the full freedom to join the network and participate in the mining operation. Ethereum is an
example of permission less blockchain system (Xie et al., 2019). The private or permissioned
blockchain is a decentralised network whereby the data are shared with a group of people or
organisation, thus, this type of blockchain is restricted to authorised entities to participate in the
system. A federated or consortium blockchain is a partly private blockchain without a single owner
organisation. Thus, the control is under authority of a group of companies or multiple organisations
who are responsible for consensus and validation decisions. This type of blockchain is faster,
higher scalability, and provide more privacy.

The key features of blockchain will drive and improve the SSC development (Ibba ef al.,
2017). Blockchain technology adopted decentralized system in peer-to-peer (P2P) network.
Decentralization is a key feature of blockchain whereby the data recorded, stored, updated were
distributed across all nodes in the distributed networks (Xie et al., 2019). Conventionally, many
applications were operated in a centralized system which often inefficient due to single point of
information capture, storage and analysis. Moreover, the transactions between seller and buyer
will need a trusted intermediary to mediate the transactions which will slow down the process and
incur additional cost. In blockchain, new information can be stored in addition to the past
information in blocks while the centralized networks only allow the storing of the latest
information at a time. Moreover, blockchain technology uses consensus algorithm to determine
validity of block and which node could create it (Hakak et al., 2020). It refers to the rule and
technique to ensure the participants to agree and process on the validity of the transactions. In
blockchain, the consensus protocol validates the chronological and exact order of each transaction
and information that were created, executed and modified (Aste ef al.,2017). The quorum on nodes
can be 51% of the nodes to allow consensus to occur prior a new block is appended to the shared
ledger (Shen and Pena-Mora, 2018). The consensus on the chronological order is particularly
important as it establishes ownership for digital assets and rights and obligations in the parties
involved.

Immutability is one of the features of blockchain technology that made it in-favour with
multiple industries (QDlnes et al., 2017). Transactions cannot be falsified, modified and deleted
once it is chained into a block as each block (unique cryptographic number) contains a hash



(cryptographic signature) of the block before. Blockchain records were also made irreversible and
non-repudiable by virtue of one-way cryptographic hash function (Aste et al., 2017). The
immutable trait also on account of the blockchain consensus protocol which require validation
from the nodes of the blockchain network for any changes to the blocks. Any record is to be
reserved permanently in blockchain unless more than 51% nodes take control to change at the time.
Hence, the immutable blockchain ledger generates great trust-free platform, high reliability and
security for the users. The breakthrough of blockchain technology 2.0 has allowed automation of
digital contract using blockchain system which is called smart contract. Smart contract requires
computerized transaction protocols and algorithms deployment to automate the execution of the
term of contract. It consists a set of rules with the agreement terms which coded for autonomous
execution in blockchain decentralized network - information about an agreement and will only be
executed if the terms and conditions were verified by all nodes in the network and enforced by
consensus protocol without centralized control (Scott, 2017).

4 Research Methodology

This research adopted systematic literature reviews as a means to search, filter, evaluate and
interpret the available information relevant to a particular research topic. This method is
appropriate for synthesise the existing literature (Petersen et al., 2008). A systematic literature
review of the previous studies on the blockchain application in SSC was conducted for this
research. The research process divided into four main stages which consist of identification of
sources, filtering the relevant source, coding, and analysis of coding and aggregation as suggested
by Dikert et al. (2016). Figure 1 summarised the process of conducting systematic literature review
for this study.

Insert Figure 1 here

Firstly, keywords such as blockchain in smart city, SSC, sharing economy, smart concept,
and smart application were used to search and identify the relevant sources from databases. Related
academic journals, conference proceedings, articles and books that cover the blockchain use cases
in SSC were examined. 466 publications were returned after searching in Science Direct database
and IEEE Xplore. These publications were screened based on the titles whereby titles related to
blockchain in fields other than SSC were excluded. Moreover, the screening process also involved
abstract of the publication. The inclusion and exclusion criteria were used to filter the searched
publication. The inclusion criteria were developed based on blockchain use cases in SSC. On the
other hand, the exclusion criteria were publication with technical contents towards computer
science or use cases not related to SSC. As a result, only 160 relevant publications remained.

The next stage is filtering the keywords and abstracts of these publications, only 49 relevant
publications were selected for review. These selected publications were within the scope of this
study, which is Blockchain technology used in SSC. Next, these relevant publications were
extracted using Excel tabulation for systematic review and mapping process. Information
including paper title, author(s), publication year, country of lead author, publication type, nature



of publication, and research strategy were extracted and tabulated. The result is tabulated in table
1.

Based on Table 1, 65.4% of the papers were journal papers, followed by 30.6% of
conference papers, and only 1 from magazine and book series. In terms of year of publication, they
were published between 2016 to 2020. The largest numbers were 26.5% and 28.6% of the related
paper published in 2018 and 2019 respectively. It was discovered that the “blockchain and SSC”
topic has gained popular during the last five years. Table 1 revealed that geographical distribution
of the selected papers. It demonstrated that selected paper related blockchain technology in SSC
were across different countries, with majority from China (16.3%), United States (14.4%) and
India (14.4%). On the nature of study of the selected publications, 33 papers (67.3%) were based
on conceptual reasoning and literature review, whereas 16 papers (33.3%) were empirical works.
In the empirical works, 12 papers (24.6%) were simulation, by 3 papers (6.1%) were case studies
and 1 paper adopted prototype design. This revealed that blockchain application in SSC is still at
an exploratory stage. Future researches by using research methods such as simulation, case studies
and prototype can be further considered. The top three Journals for the selected publications were
Sustainable Cities and Society (6.3%), Smart and Sustainable Built Environment and IEEE Access
with 2 papers equally. The remaining of 42 papers were from various publishers, demonstrating
that publication related blockchain application in smart city has gained the wide attention from
various publishers.

Insert Table 1 here

Information from the publications were analysed by coding. This process was carried out by
reading the relevant papers and this helps in defining a set of keywords and concepts which is
representative to the research issue. Several codes were emerged from the coding process based
on frequency of appearance (n) in the selected papers. These codes included energy (n = 23),
governance (n = 22), mobility (n = 19), public service (n = 18), healthcare (n = 17), transportation
(n = 14) and more, as shown in Table 2. This showed that these areas have received attention in
the research topic among the researchers. These codes were then synthesied by creating a higher
category by adding new categories or merging and splitting existing categories. For instance, the
codes of asset, building, property, real estate and built environment were merged into a main
category which is smart asset. Energy, waste, water and carbon were grouped in smart utility. The
codes of public services, voting and transportation are removed and the codes of governance and
mobility are remained. Smart healthcare is formed through combining healthcare, safety and
medicine. Lastly, smart logistic was created based on the code of logistic and supply chain. Six
different categories are classified and formed that are as related to blockchain use cases in SSC
displayed in Figure 2 and discussed further in the following section.

Insert Table 2 here



5 The Potentials of Applying Blockchain Technology in SSC

Review process revealed that there were several potential application areas to integrate blockchain
technology that could bring impact in developing a smart city, and at the same time to achieve
better sustainability. These potentials were categorized into smart governance, smart mobility,
smart asset, smart utility and smart logistics as illustrated in Figure 2. Among the six categories,
the most frequently recurring topics in the areas of blockchain in SSC appear to be smart
governance (25%), smart mobility (20%), smart utility (19%) and smart healthcare (17%); smart
asset and smart logistic received less attention. It is suggested that future researches could focus
on these components due to lack of discussion.

Insert Figure 2 here
5.1 Smart Governance

Blockchain technology could assist the Government in the governance of a smart city (Nagel et
al.,2019). Government records such as tax revenues, donation funds, incomes, expenses, contracts,
agreements can be recorded and interconnected via blockchain technology, which can keep an
immutable and transparent record. This has several benefits such as improve transparency of public
service delivery and operation, ensure document integrity, lowering administrative costs, and
reducing corruption.

The electoral process could be benefit from the use of blockchain technology (Hakak et al.,
2020). It could create a decentralised voting platform from election creation, voter registration,
vote transaction, vote tallying, and vote verification, which eliminate manipulation of voting
results. Xie at al. (2019) stated that vote records can be stored on blockchain which can avoid
manipulation due to immutability features of blockchain. Qlnes et al. (2017) explained that a smart
contract will ensure eligible citizen only cast a vote once and the identity of the voter can be
accessed and stored securely based on blockchain. From this, blockchain can help create a secure,
transparent and democratic voting system.

Blockchain could contribute within a smart city network in digital citizenships (Hakak et
al., 2020). Citizens’ personal data increases exponentially due to increasing population in smart
city and storing these data securely become a challenging task to a city. In addition, verification of
identity can be time-consuming and laborious which involve multiple layers and documents.
However, citizen’s identity and information such as national identity, birth and death registration,
education and wedding certificates, passports, health and employment records can be tied to
blockchain (Salha et al., 2019), which make it an ideal choice for data storage. These data and
records remain encrypted and protected within the network. Furthermore, citizen can control the
accessibility of their personal data. Where identity verification is required, data can be shared and
authorised to be used by relevant parties and agencies - reducing fraud of using personal identities.
Thus, citizen’s privacy can be preserved by using blockchain chain in SSC (Hakak et al., 2020).
This also expedites the identity detection and verification process without the need of a third party
and various paper documents.



5.2 Smart Mobility

Integrating blockchain in mobility and transportation is another intensive area of investigation
(Dlnes et al., 2017). It aims to provide safe travel experiences for the drivers and passengers on
the road, improve traffic condition and enhance conveniences in city transportation (Xie et al.,
2019). The first area of application is vehicle data storage. The lifecycle of a vehicle typically lasts
from 10-to-20 years; therefore, this information is important for the car industry. Blockchain
creates a secured, trusted and decentralized platform to record and manage the vehicle data
systematically to prevent frauds or illegal usage.

The growing of sharing economy and collaborative consumption brought problems such
as trust issues. However, this could be solved by using blockchain that allows better personal data
protection and ensuring privacy. For instance, ride sharing has become a common usage in sharing
economy as mentioned by Shen and Pena-Mora (2018). A trusted network can be created when
the information on the vehicle, driver, passengers are stored securely within blockchain network.
The identities of the drivers and customers can be verified easily when engaging ride sharing
services which will benefit both parties.

Silva et al. (2018) mentioned that conventional transportation system is not connected.
Smart city requires revolutionary changes on these aspects by connecting all types of transportation
mediums. As a result, a more efficient system for ticketing (e.g. planes, bus, trains, etc.) is required
in smart city. A single platform offered by blockchain for the purchase of digital tickets and
facilitating transactions by using digital tokens. Blockchain can be used as a single platform to
store records and facilitating transactions for various types of transport mediums used in smart city.
The uniformity of a single platform will ease the transaction and remove the hassle to visit multiple
ticketing machines or desks.

An effective and highly trusted decentralized system is essential to manage large amounts
of traffic and vehicle data to avoid a single point of failure. With that, blockchain can build a
reliable, secure and distributed transport and vehicular management network (Xie et al., 2019).
Traffic data such as road conditions and traffic congestions can be integrated with IoT sensors and
blockchain. Real-time traffic data can be generated and accessed by city planners to monitor the
traffic situations. For instance, instant alert messages could be notified in the event of traffic
congestion or accidents. Alternative routes and transportation mediums could be proposed to the
drivers and passengers based on real-time traffic data. By integrating blockchain in smart mobility,
there is a potential for less vehicles on the road and traffic could be managed efficiently -
decreasing fossil fuel emission and air pollution.

Urban transportation sustainability is another aspect with large potential. Jaffe et al. (2017)
suggested an incentive system that could be implemented by blockchain technology to motivate
citizens in cycling to reward commuting habits. The reward system is also extended citizens taking
shared rides or public transport in the smart city. This can be done by using digital tokens and the
record can be stored at blockchain. Xie et al. (2019) proposed a blockchain incentive system to
motivate vehicles to share road-related messages to manage traffic in real-time in smart cities. In
addition, insufficient parking is a common issue in a city and Nagel et al. (2019) outlined that



private households can make available house’s grid by passing to the drivers for a parking fees,
and this can be done via blockchain smart contracts.

5.3 Smart Asset

Blockchain can facilitate land, property/real estate, and housing registration and transaction
(Rebrisoreanu et al., 2018) due to emergence of smart contracts. For example, in the property
market, transaction details, owners’ and buyers’ details are centralized, where all participants have
to rely on an authorized third party. With that, the buyer and seller need to pay service and
management fees to the authorized third party which incur additional cost. The transaction process
is lengthy and laborious which required various types of black and white documents for data
verification and agreement. To overcome this, blockchain technology can used to build a
decentralized data exchange platform and storage. Dewan and Singh (2020) created a blockchain
network to buy, sell, or rent a property within smart city context that eliminating the need of
centralized authority. It can facilitate users’ identities verification, which replaces the traditional
written agreement with intermediate. The property transaction details will be recorded immutably
on the blockchain and this process is expedited since the removal of mediators in the process while
ensuring cheaper and reliable transactions. Moreover, the problem of tenuous asset transaction,
double-registry and frauds can be eliminated (Scott et al., 2017).

Blockchain can also assist in property development processes that include land registry,
design, construction and maintenance stages. Rebrisoreanu et al. (2018) also outlined that
blockchain technology could be used to manage land and property title registration to avoid fraud
and corruption. Drawings, details, approvals, reports, and records can be captured and stored with
the combination of blockchain and Building Information Modelling (BIM). This will bring
accuracy in record keeping and transparency by providing an immutable view throughout the
lifecycle of an asset. Future maintenance and timely repairs can be managed effectively for
facilities management as records can be accessed easily through blockchain. Salha et al. (2019)
also explained that smart contracts can be initiated automatic payments upon completion of works
by builders or material orders. The problem of late payments that often lead to disputes between
the client and main builder could be eliminated or reduced significantly.

5.4 Smart Utility

There are several ways that blockchain technology will assist in smart utility, with the first
application area in energy management system (Orecchini et al., 2018). Blockchain will assist in
recording energy usage and demand securely and accurately to ensure data integrity and accuracy.
Smart Energy Grids was proposed by Pieroni et al. (2018) based on blockchain technology by
connecting several devices and equipment to energy accumulator via networks and an app
(Blockchain SEG App) via mobile to reach the trading platform. Energy amount stored in the
accumulators and actual energy consumption could be tracked easily using blockchain. Manual
readings will be obsolete (Nagel ef al., 2019) as blockchain guarantees data integrity and collection
simplicity. The consumers will be aware of their consumption patterns and feeding need which
allow them to react accordingly. Similarly, blockchain technology can be used to monitor water
consumption level to regulate water usage for different areas in the city.



Most of the electricity energy produced from fossil energy have adverse effects to the
environment. Renewable energies, such as solar, needs to use more widely and blockchain enables
peer-to-peer energy transaction (Bhushan et al., 2020). Prosumers will be able to convert their
surplus energy into tokens and sell-on to other consumers in a decentralized approach. For instance,
prosumers with solar panels could sell excess energy to neighbours on the same road, which then
minimises energy loss (Pieroni ef al., 2018). A transaction occurs and will be recorded in the
blockchain ledger when prosumers decide to sell and consumers decide to buy energy. The
payment is conducted automatically through energy trading via smart contracts deployed on the
blockchain. Thus, it creates a decentralised energy market by initiating transaction and payments
between consumers and buyers without the need of intermediates.

Effective waste management is crucial for the sustainability of a smart city due to
urbanisation which increases waste generation (Silva et al., 2018). Blockchain could be integrated
with IoT sensors and Al in waste management operations from waste collection, disposal, recycle
and/or recovery. For instance, [oT sensors will detect waste accumulation of households and alert
waste collection operators to collect and dispose the waste. This information can be stored on the
blockchain and shared to the users and relevant parties. Owing to real-time tracking capabilities,
it helps to optimise waste collecting schedules and optimum routes for collection; and also helps
to ensure maximum utilization of fuel by waste collection trucks since collection schedules can be
planned properly.

In addition, blockchain technology can also be used to track carbon footprints of home
appliances, goods, tools, vehicles and equipment (Shen and Pena-Mora, 2018). Manufacturers,
suppliers and consumers will be able to better understand environmental impacts of each products
to improve carbon emission compliance. The carbon footprints can be recorded in blockchain
based application to determine the charges of carbon tax, where applicable. This would discourage
potential buyers from purchasing where the carbon tax charges are high, which subsequently
reducing the products’ demand. Blockchain based system can monitor environmental quality in a
city, where environmental data could be integrated with IoT sensors and linked to blockchain to
alert citizens on the air quality index (Ibba et al., 2017). The levels of pollutants could be measured
for monitoring purposes in order to devise better efficient ways to combat pollution before the
pollution issue escalates. Thus, it also helps to maintain a healthy environment for the city.

5.5 Smart Logistics

A transparent, decentralized and trusted supply chain management can be established by
blockchain to facilitate track-and-trace (Li et al., 2018). Supply chain of products and services
consist of a myriad of entities that involve in different stages such as design, manufacture, deliver
and sales. Most products are not produced by a single company, but a chain of suppliers that are
composed of manufacturers and service providers which make the supply chain complex. Most
importantly, these entities (e.g., manufactures, distributors, transporters, suppliers and retailer)
have very little knowledge about the details of the life cycle of a product (Xie et al., 2019). On the
other hand, the consumer also has little information on the supply chain of the products which
jeopardize their trusts on a product and service they purchase. Thus, a decentralised, transparent
and trusted information sharing platform is needed to store supply chain information. A



blockchain-based system can be used to store information and shared among the entities along the
supply chains. Based on the information, entities can predict market trends and optimise their
decision-making process (Bhushan ez al., 2020). Consumers can also easily verify the authenticity
of the product which will gain trust on the product. The blockchain technology can guarantee the
reliability of the shared information which create responsibility and sustainability in sourcing and
production. Hence, supply chain management can be improved by using blockchain.

Improving product traceability is a growing concern in a smart city. Blockchain application
can help in tracking provenance of each products along the supply chain due to transparency
features. It provides an immutable record on the state of a product from mining, extraction,
production, transportation and in use. Thus, it streamlines the operation of the supply chain with
complete information and prevent counterfeit products in the market as it provides a tamper-proof
tracing record. Blockchain technology has a great potential in agricultural and food traceability
(Xie et al., 2017) to ensure food safety and quality. It helps to pinpoint the source easily in the
event of contamination by tracing the products’ origin in the blockchain system. It can trace the
entire supply chain process in real-time by removing the need for multiple verification by different
parties. In this way, the sources of problem can easily identify.

5.6 Smart Healthcare

Blockchain could potentially help in improving healthcare industry (Bhushan et al., 2020) as
conventional medical systems are insufficient to cope with the exponential growth of healthcare
demand for smart cities. With rapid growth of urban population, large amount of medical data is
generated and stored - data are important for treatment decisions. Conventionally, patients’
medical records are scattered across different places such as hospitals, clinics, medical centres or
other healthcare providers. There is no central place to store these data completely which resulted
difficult to trace the patients’ complete medical history and it affects the treatment of patients.
However, patients’ medical data can be stored securely and immutably in the blockchain (Nagel
etal.,2019).

Medical patients can use blockchain to specify the accessibility of their medical data (Xie
et al., 2019). Blockchain offers a secure framework for the patients to control their data
accessibility and protect their privacy. With the permission from patients, data can only be
accessible to authorised parties and healthcare organisations by preventing unauthorized
manipulation. For instance, the patient can give the accessibility to other healthcare organisations
who may not have a complete history and record of the patient’s health. By storing health data in
blockchain, the current healthcare organisation could view the diagnosis notes from previous
healthcare organisations as this is critical for the efficient treatment of patients. In addition, it
allows the doctors to make real time decisions with the real time information even in a remote
place. Moreover, it can also help streamline the processes associated with medical insurance claims.
The insurance industry involves several layers of intermediaries which make a frustrating approval
process (Salha et al., 2019). With the ease of patient’s data access via blockchain, the speed of
approval will be increased by eliminating the intermediaries.

Blockchain could be used to monitor and track the pharmaceutical supply chains to prevent
counterfeits and illegal trading (Xie et al., 2019). Fabrications throughout the supply chain to the



end consumers could be registered in the blockchain network. The origin of the medicines can be
tracked and traced easily by logging time series transaction data generated by IoT sensors to a
blockchain for verifiability. Nagel et al. (2019) also suggested the use of HealthCoin to reward
health conscious citizens to ensure a good lifestyle and behaviours.

6 Discussion

The findings from the review demonstrated that blockchain could assist cities in term of
governance, asset, mobility, utility, logistics and healthcare. The key features of blockchain such
as decentralize, transparent, secure, immutable and distributed make it as an opportunity to
improve potentialities of SSC development. By leveraging blockchain, cities will be in a better
position to achieve sustainability targets in environmental, social, and economic aspects - the triple
bottom line of sustainability development. In tandem, this could assist the Country’s commitment
in achieving SDGs as urged by the United Nations. This study revealed that blockchain
applications in SSC can enhance social aspects focuses on people in well-being, health and safety.
Aghimien et al. (2020) discovered that lack of citizen participation, poor governance due to lack
of trust and fear of potential system failure are the challenges hindering the SSC development.
This could be achieved through schemes such as digital administration and citizenships, smart
health records, medicine and food supply chain to ensure safety by leveraging blockchain
technology as it ensures a transparent, tamper-proof and secure systems as compared to
conventional system. In economic aspects, a large number of applications focusing on sharing
economy, collaborative consumption, and other related areas to improve income such as smart
governance, smart mobility, smart utility and smart logistic, aiming to bring significant impact to
both businesses and consumers, potentially contributing to economic boost. For instance,
blockchain have enabled applications of sharing economy in the energy sector through energy
trading and transportation sector via car sharing which improve asset utilization, monetise citizens’
assets and generate extra incomes to tackle unemployment issue (Andoni et al., 2019). Besides,
removing intermediaries and improving supply chain management in smart logistic could
streamline the business processes in many sectors which contributing to the economic sector (Shen
and Pena-Mora, 2018).

Concentration of population in cities has triggered many problems as explained by
Aghimien et al. (2020) and the goals of smart cities were to optimise the use of limited resources,
reducing waste and improving air quality by safeguarding the environment (Orecchini et al., 2018).
Within the environmental aspect, blockchain applications have concentrated on smart utilities and
smart mobility within smart city to promote greater awareness of city health (Silva et al., 2018).
Large numbers of blockchain use cases concerning the energy sector to better use of energy
through P2P energy transaction which reduce reliant of non-renewable resources. Proper water
and waste management, air quality and carbon emission monitoring have also been covered with
the use of blockchain in SSC to safeguard these finite resources. Besides, integrating blockchain
in transportation system such as transportation sharing and incentive system to motivate vehicle
sharing or share road-related message will further enhance the quality of life of citizens while
ensuring city’s environmental sustainability (Silva et al., 2018; Shen and Pena-Mora, 2018).

Despite the potentials of blockchain in smart sustainable city, the technology exhibits
numerous challenges that need to be addressed. The first issue is the data security and privacy.



Shen and Pena-Mora (2018) outlined a few security risks associated with blockchain-based system
such as double spending by malicious party and owning 51% of the computing power would
compromise the system. Blockchain technology ensures transactions transparency, therefore
information from sender, receiver, amount, and other complete information will be visible by the
blockchain network participants. As a result, the user’s activities can be traced and tracked by the
node in the network. This maybe a limitation for use cases where privacy is a necessity. Xie et al.
(2019) further highlighted the cost of deploying a blockchain-based system in smart sustainable
city is one of the main issues during implementation and it remains unknown. The operation and
maintenance cost of blockchain system remains a big issue within a smart sustainable city which
required further empirical study. Legal and regulatory issues need to be addressed for blockchain-
based system in smart sustainable city (Salha ef al., 2019). Unlike traditional centralised systems,
Blockchain adopted a decentralized system without intermediary, hence a new set of regulation is
required to suit for it to avoid disputes among the parties. Moreover, large quantity of data with
different formats will be generated by various devices in smart sustainable cities and be processed
by blockchain technology. The data format and storage standards need to be considered as well to
ensure data can be exchanged seamless and interoperability challenges can be solved.

Scalability is another issue and it refers to number of transactions in each block and its
interval time. As an example, the average time required to verify Bitcoin transactions take 10
minutes or longer to process, and with the maximum of 7 transactions per second (Xie et al., 2019).
However, in contrast, Visa which is the mainstream payment processor can process an average of
2,000 transactions per second and up to 56,000 transactions per second if required (Gilbert, 2016)
while PayPal can transact 10 million transactions per day. It clearly shows that there is a big gap
in scalability between Bitcoin and the mainstream payment processors. Therefore, proper schemes
need to be designed to improve the scalability of blockchain systems to support billions of devices
and huge volumes of transactions within smart sustainable city. Salha et al. (2019) described that
blockchain technology is energy intensive. Proof of work (PoW) is one of the common consensus
algorithms used in blockchain network and this mechanism has several limitations such as it
consumes large amount of electrical energy and computationally expensive (Bhushan et al., 2020).
It contradicts with the goal of smart city in achieving energy efficiency. Thus, an alternative of
consensus mechanism is required to propose to address the issues of high energy consumption,
expensive, and scalability limitation.

Notwithstanding the limitations of blockchain technology, there are tremendous potential
of using blockchain in SSC. This study reinforces that blockchain can accelerate SSC adoption in
achieving sustainability goals. A framework was proposed to facilitate understanding of applying
blockchain in SSC as presented in Figure 3. This will be helpful to incorporate blockchain
application into future smart city planning and development by assisting urban city planners,
policy makers, industrial practitioners and stakeholders especially developing countries to make
informed decisions, take appropriate actions, and plan for cities’ development towards a smarter
and more sustainable city. Smart city development is an expensive investment and is crucial for
responsible parties to understand that the concepts of smart and sustainability should be aligned
(Yigitcanlar and Kamruzzaman, 2018) during planning and formation of SSC before heavily
investing on it. Next, the proposed framework contributes a list of potential application in using
blockchain at SSC in body of literature. This can improve the understanding on how blockchain
could fit in the SSC in various smart components. Future studies can look into the evaluation the



applicability and importance of blockchain technology in specific use cases by focusing on smart
asset and smart logistic. Further empirical studies on the relationship between city smartness and
sustainability could be investigated.

Insert Figure 3 here

7 Conclusion

The world has experienced unprecedented growth due to population increase that added immense
pressure on the existing city’s infrastructure and resources. The city also faces numerous problems
such as traffic congestion, global warming, climate change, limited resources — leading it to be
unable to cope with the need of high population. SSC is seen as key solution to address these
challenges with emerging advanced technologies such as blockchain. This study aims to explore
the potential application of blockchain in accelerating the development of SSC. The findings of
this study revealed that blockchain technology could assist SSC in achieving social, environmental,
and economic sustainability. Thus, there is a strong alignment of blockchain technology with
SDGs, where this implementation can assist in attaining SDGs within SSC development. SSC
could leverage blockchain technology in several aspects such as governance, mobility, logistics,
utilities, healthcare, and assets. A smart sustainable city-blockchain (SSCB) integration framework
was proposed as the outcome of this study. Future studies could seek opinion on large population
to uncover the citizen’s perception on SSC development by integrating blockchain technology. It
serves a guidance and framework for city planners, local authorities and regulators to design
appropriate public policies in deploying blockchain technology in developing SSC. It enables
target setting for a city on future direction based on citizens’ opinion so that assessment can be
conducted to assess whether the development is proceeding towards the wanted direction.
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Table 1 Information of selected reviewed papers

Number Percentage Number Percentage
(n) (%0) () (%)
Type of publications Geographical distribution of publications
Journal 32 65.4 | China 8 16.3
Conference 15 30.6 | United State (US) 7 14.4
Magazine 1 2.0 | India 7 14.4
Book series 1 2.0 | Italy 4 8.3
United Kingdom
(UK) 3 6.1
United Arab
Emirates (UAE) 2 4.1
Year of publications Romania 2 4.1
2016 6 12.3 | Korea 2 4.1
2017 8 16.3 | Brazil 2 4.1
2018 13 26.5 | Austria 2 4.1
2019 14 28.6 | Greece 1 2.0
2020 8 16.3 | Gaza, Palestine 1 2.0
Morocco 1 2.0
Nature of the publications Spain 1 2.0
Conceptual 33 67.3 | Germany 1 2.0
Simulation 12 24.6 | Norway 1 2.0
Case study 3 6.1 | Jordan 1 2.0
Prototype 1 2.0 | Australia 1 2.0
Finland 1 2.0
Top 3 Journals Poland 1 2.0
Sustainable Cities 3 6.1
and Society
IEEE Access 2 4.1
Smart and 2 4.1
Sustainable Built
Environment




Table 2 List of codes

Codes Number of Codes Number of
frequency (n) frequency (n)
Governance 22 Waste 6
Public Service 18 Water 5
Voting 11 Carbon 6
Mobility 19 Logistic 5
Transportation 14 Supply chain 13
Electric vehicle 8 Asset 4
Healthcare 17 Built Environment 3
Safety 6 Building 7
Medicine 11 Property 6
Energy 23 Real estate 1
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