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Chapter  11

INTRODUCTION

Logistics and supply chain management are 
key areas where developments in Information 
and Communication Technologies (ICTs) are 
enabling a paradigm shift in the evolution of 

traditional business practices. The introduction 
of e-logistics and e-supply chain management 
has brought on new challenges in the way that 
tasks are fundamentally assigned, executed and 
managed, from an operational as well as an or-
ganisational perspective. The adaptation and use of 
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ABSTRACT

This chapter reviews the potential benefits and challenges of introducing Radio Frequency Identification 
(RFID) technologies as a means of e-enabling logistics supply and distribution systems. It introduces 
RFID and associated technologies as a catalyst for e-enabling optimised supply and distribution activi-
ties. In particular, the emerging role of RFID in integrating logistics supply chains is considered key to 
aligning tasks and achieving operational efficiencies. Other benefits include better visibility resulting 
from proactive task and process management, and improved risk assessment associated with better data 
accuracy/quality. In addition, the optimisation of planning and control functions is enhanced through 
the introduction of key RFID technologies and their integration into logistics systems and operations. 
Finally, the use of RFID technologies is reviewed in a variety of diverse sectors and areas, from assist-
ing humanitarian efforts through solutions aimed at recovering from the effects of natural disasters to 
providing accurate and effective methods of recording race times for the Los Angeles marathon.
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e-enabled technologies such as RFID has resulted 
in optimisation gains across extended logistics 
and manufacturing supply chains. The immediate 
availability of information and the dynamic nature 
of data enables amongst others, better visibility, 
more agility, more awareness, better pro-activeness 
and better decision support, all of which translate 
to higher efficiency gains. In this Chapter, we aim 
to introduce RFID technologies and demonstrate 
their positive impact on e-logistics and e-supply 
chain, in supporting and enabling the overall 
optimisation of operations management practices 
required to maintain competitiveness.

A historic overview of the development of 
RFID technologies shall be presented, and ex-
amples of key RFID applications and their use 
will follow. Case studies shall be presented dem-
onstrating the challenges of introducing RFID 
technologies and their potential benefits.

The objective of this chapter is to critically 
review recent developments in the field of RFID 
technologies, and to discuss their suitability, 
adaptation and use in a variety of sectors, from 
production to services. The aim is to familiarize 
readers with the challenges associated with the 
various types of RFID technologies available and 
to present examples of their use in the fast evolving 
e-logistics and e-supply chain sectors. The special 
focus of this chapter is to identify suitable methods 
of integrating the extended logistics supply chains 
through the use of RFID technologies, in order to 
enable visibility and competitiveness

On a critical note, the suitability of RFID 
technologies will be discussed in depth, demon-
strating that RFID is not a “one size fits all” solu-
tion, rather an e-enabled approach for optimally 
aligning and integrating key logistics operations 
with a focus on sustainability and competitiveness. 
We will present a critical review of the literature, 
supporting key arguments and identifying areas 
of future research.

BACKGROUND

Radio Frequency Identification (RFID) is defined 
as a type of wireless information and communica-
tion technology, which has the ability to identify, 
record, verify, and process data associated with 
various tangible items, such as physical location of 
goods and the associated movement or variations 
thereof, as well as supporting intangible tasks, 
such as information processing and data execu-
tion operations associated with the provision of 
services.

Examples of data and information pertaining 
to tangible goods, which are typically captured by 
RFID systems are inventory quantities measured 
against time, date and location. Other types of 
measured data may include monitoring of ambient 
conditions, such as temperature, humidity and/
or pressure, which make the use of RFID very 
appealing to specific sectors, such as perishable 
goods and pharmaceuticals. RFID has a wide use 
in many diverse sectors, from retail to banking, 
particularly in the areas of inventory management 
and control, such as tracking and security. RFID 
is key in supporting e-logistics and e-supply chain 
operations through its ability to exchange informa-
tion with systems such as Enterprise Resources 
Planning (ERP) systems. The integration of 
RFID with ERP systems and more recently cloud 
computing, offers new opportunities for enabling 
visibility, particularly in supply chains, where the 
exact location and movement of parts enables 
proactive planning and control, thus enhancing 
efficiencies and enabling competitiveness.

The roots of RFID date back to World War II 
and were born out of necessity to identify friendly 
or enemy aircraft in the air. This system, which 
is still in use to this day in the form of radar, was 
called Identify Friend or Foe (IFF). IFF used 
transponders placed on-board the friendly aircraft 
which, when interrogated by base radar stations, 
would return a unique code identifying them as 
being friendly or, in the absence of this code, the 
enemy. After the war, and in particular in the 1950s, 
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IFF evolved further as many military spinoffs do, 
and is common place in both military and civil 
aircraft flying today (Roussos, 2008).

More applied developments of RFID took 
place in the 60s and 70s, primarily by the Los 
Alamos National Laboratory in the USA, as a 
means of tracking nuclear materials, and would 
later evolve into Electronic Article Surveillance 
(EAS) for controlling stock theft (Roussos, 2008). 
This placed an emphasis on stock control, and was 
the forerunner of the typical security tag opera-
tions used in many retail outlets today. During 
the 90s, several large-scale deployments of RFID 
solutions were undertaken, notably electronic toll 
collection in the United States and on rail cars 
in North America (Landt, 2005). Widespread 
adaptations of RFID were further driven by large 
retail companies, such as Wal-Mart and METRO. 
However, in spite of its promising potential, the 
successful use of RFID in e-enabling and optimis-
ing end-to-end logistics supply chains remains a 
challenge and has not been fully realised in recent 
years, suggesting that the process of RFID adapta-
tion is more complex than previously anticipated 
(Ustundag, 2010).

Literature Review

There has been a significant academic interest 
surrounding RFID since its inception. This interest 
stems from the potential which RFID technologies 
have to redefine the way organisations traditionally 
identify and manage their products, and the way 
that they exchange information between partnering 
supply chain echelons. Much research attempts 
to identify key success factors and barriers to 
RFID adoption (Attaran, 2012; Charikleia 2010; 
Sabbaghi and Vaidyanathan, 2008). Within the 
literature, efficiency gains resulting from better 
insight and speed arising from the use of RFID 
technologies is discussed prolifically, with only 
fleeting acknowledgment of the fact that RFID 
might be in fact unsuitable in some instances. As 
a result, negative connotations to RFID are only 

visible in the research though the perspective of 
‘barriers to adaption’ and not as important dif-
ferentiating characteristics which could render the 
technology ineffective or unsuitable.

Over the years significant applied research has 
been conducted in the area of RFID adaptation. 
Such research focuses primarily on Return On 
Investment (ROI) through the review of several 
successful case studies, such as Walmart, Tesco 
and also the US Department of Defence (Wamaba 
and Boeck, 2007; Charikleia, 2010). Recently 
however, research has focused on the application 
of RFID in specific areas such as supply chain 
management, inventory management, logistics 
and transportation, assembly and manufacturing, 
asset tracking and object location (Sarac et al, 
2009; Coltoman et al, 2008).

By comparing research conducted from an 
applied perspective, which details information 
pertaining to specific cases, to that of an academic 
or research perspective, which analyses theoretical 
benefits, there is evidence of only a limited range 
of positive applications which have been adapted 
for RFID solutions across both perspectives. 
These are: inventory transparency from strategic 
viewpoint and actual real-time inventory tracking 
of physical products. Specific areas of interest 
derived from these two points have been focused 
on intermittently, but rarely does RFID adaptation 
vary from the above areas at the fundamental level.

While these reasons are prolific and there is 
much consensus as to their value, they are the only 
factors which appear to be attracting consensus 
with the literature. This shows a clear disparity 
between the enthusiastic imaginings of the ap-
plications for RFID technology and the practical 
reality of its application. This suggests one of three 
possible concluding reasons: Firstly, that the barri-
ers to RFID implementation are more obstructive 
than the widely popular opinion would suggest, 
despite its theoretical promise. Also, potential 
barriers such as cost, integration commitments 
and error prevention are significant enough to 
hamper diffusion into a diversified range of sec-
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tors. Secondly, that the benefits are not sufficiently 
persuasive or sufficiently well developed to influ-
ence perspective adopters to commit. Lastly, that 
the enthusiastic ideas of RFID proprietors have 
encapsulated the imagination of interested parties 
to the extent where this enthusiasm is causing an 
un-cautioned support of a technology not yet ma-
tured in its application. This idea is given further 
weight by Whang (2010), who suggests that early 
adopters of RFID have had a number of issues and 
that adopting a ‘cautious posture’ regarding this 
innovation may be the better ideology.

In addition to the typical barriers and success 
factors discussed throughout the literature, Whang 
(2010) discusses RFID from another important 
viewpoint, namely the perspective of the supplier/
buyer power relationship. Large retailers, such as 
Wall-Mart and Tesco have set a mandate requir-
ing their suppliers to integrate with their RFID 
systems. This creates a ‘free-rider’ situation, 
where the receiving company in a supply chain 
can reuse the RFID tags placed upon products 
from the sending organisation. As a result, this 
affects the dynamics and places additional stress 
on the formation of supplier buyer partnerships.

Another disparity between the theoretical 
possibilities of RFID and the practical reality that 
arises is that most of the areas analysed throughout 
the literature are limited to one product, one service 
or one part of a business that has implemented 
RFID. There are very few examples within the 
literature of any extensive company-wide RFID 
implementation. The reasons are that for such a 
wide scope implementation, the technology is 
still by comparison, significantly more expen-
sive than alternative methods. In addition, while 
RFID offers greater utility, alternative tracking 
and ID solutions such as bar-coding are still fit 
for purpose and remain economically attractive. 
With there being little research penetrating to 
multiple operating concerns within an organisa-
tion, it is unsurprising that the literature examining 
supply chain wide RFID usage is also found to 
be somewhat lacking. Conversely, while RFID 

usage is prevalent throughout 3PL companies (as 
well as in large organisations operating within the 
same supply chain) these appear to be discreet 
RFID implementations, joined to accommodate 
each other as opposed to a deliberate, coherent 
and homogenous set of technologies and process 
implemented from a strategic perspective (Sarac 
et al, 2009; Narsing, 2005; Ganesan, 2009).

This lack of coherence within RFID enabled 
systems appears to be a central theme in much of 
the literature. Potential reasons for this include: 
technological maturity, number of deployment 
styles, sensitivity to processes within an organisa-
tion and commitment of strategic management.

Due to the pervasive nature of RFID technolo-
gies, the adaptation and widespread use of various 
RFID applications has raised several concerns 
relating to privacy and data security. Near Field 
Communication (NFC) chips, essentially used in 
mobile phones for contactless payment and data 
transfer between devices, are in essence RFID tags. 
However so prevalent are the security concerns 
regarding RFID that mobile phone organisations 
felt that rebranding was necessary to disassociate 
the term RFID from their own devices (Damgard 
and Pedersen, 2008; Madlmayr, 2008).This nega-
tive depiction of RFID highlights the industry’s 
concerns with standard RFID tags, in that they 
offer little defence against unauthorised access. 
However, in supporting specific types of RFID 
implementations, such as in the use of NFC chips 
which contain sensitive data e.g. e-passports, 
safety measures are employed, such as encryption 
which can be used in conjunction with mobile 
phones or radio proof sheath’s to prevent unwanted 
access in the case of e-passports.

However, in terms of RFID deployments 
which are typically used in supply chains, the 
above described countermeasures are often not 
practical or cost-effective to implement. In addi-
tion, a consumer privacy problem may arise if an 
RFID tags are not removed from items at specific 
intervals, such as before being shipped or sold to 
the public. There are two typical characteristics 
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of RFID tags used in supply chains, which if not 
adequately monitored, have the potential to create 
this problem. Firstly, RFID tags are indiscriminate 
as to what device is reading them: their utilisation 
within supply chains is feasible due to the fact that 
tags are easy and cheap to use, and ‘universal’ 
type reading devices may be located at many 
points in extended supply chains. As a result of 
their widespread adaptation, they are unable to 
support any electronic countermeasures, such as 
those countermeasures which are present in mobile 
phones or laptop computers. Secondly, passive tags 
cannot be instructed to stop transmitting at the 
point of purchase. This could result in situations 
where either individuals or organisations acquire 
RFID scanners and profile specific items based 
on their value (Grimaila, 2007; Juels, 2005; Wang 
et al, 2012). The above issue remains unresolved 
and is further evidence of the immaturity of this 
revolutionary technology.

In conclusion, it seems that while RFID holds 
much promise, there are still a wide variety of 
constraints in terms of process re-engineering, 
external and internal integration, understanding 
the scale, security implications inside and outside 
the organisation and in considering the future of the 
technology within a wider context before adoption.

RFID in Logistics Supply Chains

RFID may be viewed as an evolutionary succes-
sor of barcodes, but in reality RFID has unique 
functionality and its selection must be carefully 
considered. RFID can either be deployed as a 
stand-alone solution or could work well in con-
junction with a typical barcode implementation. 
RFID should neither be seen as a technology that 
supersedes all existing barcode implementations 
regardless of their functionality nor viewed as the 
solution to all barcode shortcomings. Selection 
needs to be informed, with a clear understanding 
of the business objectives for which the required 
RFID implementation is sort, as well as a clear 
understanding of possible limitations for its use. 

A comparison between RFID and Barcodes is 
presented in Table 1.

In its basic configuration an RFID tag com-
prises of an antenna and microchip, but can also 
include other components such as sensors (e.g. 
temperature) and a power source (battery, solar 
panel). The RFID tag contains a small amount of 
virtual memory that can be used to store informa-
tion pertaining to an item to which it is attached. 
This information could be a unique identification 
code, e.g. part number and in addition may include 
other information, such as specific instructions, 
dates, limits, warnings, etc.

In the case of an active RFID tag, data and in-
formation are broadcast using the tags’ own power 
source. Alternatively, for passive RFID tags, data 
and information can be sent as a response when 
the passive tag is activated within the proximity 
of an RFID reader. Once in communication, the 
reader can read the information from the tag, and 
update or add new information relating to the item 
to which the RFID tag is attached, to either the 
tag itself and/or to an ERP or similar system. This 
functionality offers a wide scope of use for RFID 
technology. An example of an RFID implementa-
tion is presented in Figure 1.

The RFID chip can be attached directly to a 
single item or to packages with a set quantity of 
the same item, e.g. one dozen. In addition, pallets 
can also contain their own RFID tag, which would 
record the number of packages on each pallet. 
This is useful for warehousing operations, includ-
ing storage and location, and for integrating such 
information with Warehouse Management Sys-
tems (WMS). Once this chip is in the proximity 
of a reader, for example at the loading bay, the 
chip is activated and causes it to respond. The 
reader then relays the information to a stand-alone 
computer of a centralised database. This new 
information is then analysed and an appropriate 
response is generated. This response could simply 
be updating the status of that particular product, 
such as an inventory adjustment, or in the case of 
an unauthorised movement, sending a warning 
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Table 1. Comparison between RFID and barcodes (after: Attaran, 2012; Wamaba and Boeck, 2007; 
Wamaba and Chatfield, 2009) 

Factor RFID Barcode

Line of Sight RFID does not require direct line of sight. A bar code required direct line of sight to be 
scanned.

Multiplicity

RFID can interact with a reader autonomously and therefore 
does not require individual attention. A huge number of 
RFID tags can pass by a reader and be processed without 
individual attention or delay.

A barcode scanner is required by the user to scan 
one code at a time, delay in processing time when 
dealing with a large volume of items.

Capacity

RFID’s memory is limited but, depending on the design and 
cost of the chip, can contain up to around 1MB of data. This 
allows one tag to contain much more than a simple product 
code.

Barcode memory capacity is limited; in the case 
of one-dimensional barcode it works on a similar 
basis to Morse Code and can contain only a series 
of numbers. In most instances this is a unique 
identifier.

Read/Write

An RFID chip can read the information on this chip but also 
amend it. This gives many powerful applications in terms of 
monitoring expiry dates, health and safety, or even a running 
credit system (where a chip can be credited and debited with 
amounts) or simply augment a tally as in the case of bus and 
train passes.

A barcode only has the capacity to provide a 
reader with a piece of information. This leaves its 
function as only being an identifier. There is an 
argument however that if readers are sufficiently 
well equipped with software and/or Internet  
connection then there is little advantage to being 
able to write to a chip.

Longevity

In terms of passive RFID chips there is very little limit on 
how long they can last, as they do not contain any internal 
power source that might deplete. Active RFID chips  
however, like those used to ascertain proximity in a  
warehouse or shipping area, will spend their energy in time. 
There are some innovative solutions around this, such as the 
inclusion of a solar panel on the chip. However this is still 
considerably more expensive and not useful in all areas of 
application.

A bar code can theoretically last forever, but 
its functional constraints make this more of a 
symptom of inadequacy rather than a testament to 
function.

Environmental  
Constraints

One major problem with RFID is the constraints on its  
operating conditions. Proximity to reader, proximity to 
metal, amount of material in the way, background noise and 
liquid all have to be considered in an RFID enabled solution. 
This is very much dependant on the type of tag.

A barcode has no environmental constraints. It 
cannot be scanned through a liquid but no amount 
of surrounding metal and or electronic noise will 
hamper its function.

Figure 1. Components of basic RFID enabled system (after: IDTechEx, 2005; Veryfields, 2012; Gunther 
and Spiekermann, 2005)
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message to the reader, stating that there is no as-
sociated order for that product.

RFID Tag Types

There are many RFID tag types and various 
deployments that can be used depending on the 
particular situation on hand. The RFID tags vary 
significantly in terms of operating conditions, 
functionality and cost. Therefore, their selection 
must be carefully mapped to their use and the 
specific type of RFID tag should be considered in 
detail before adoption. While there are numerous 
types of tags, they can mostly be categorised into 
two broad groups: passive tags and active tags.

Passive RFID Tags

A passive RFID tag is called such because it 
does not actively seek to share information: it is 
simply activated when in proximity to a reader. It 
therefore does not need to contain a power source. 
This gives the tag far greater longevity because 
there is no battery integrated within it, which 
potentially would limit the tags’ use by linking it 
to the battery operating life. It does however have 
additional constraints due to this factor, because 
it cannot activate itself and therefore it cannot be 
used to locate items. Also, the range or proximity 
can be challenging: depending on the frequency 
being used (low to ultra high frequency) the dis-
tance fluctuates substantially but never exceeds 
approximately 3 metres in range (Chawla 2007). 
That said, the most notable characteristic of passive 
RFID tags is that they are substantially cheaper 
than active tags: typically between 5% and 8% 
percent of the cost of an active tag.

Active RFID Tags

Active RFID tags contain batteries and because of 
this, they have a variety of different applications. 
For example, they can activate themselves which 
makes them useful in real time location systems 

(RTLS). These are also known as ‘beacon’ tags, as 
they transmit their location intermittently. This is 
only made possible because the range of active tags 
is substantially greater. Using the onboard battery 
to generate Radio Frequency (RF) energy typically 
allows a range of 100m or more, which is signifi-
cant over passive tags. Additionally, the battery 
can be used to power other sensors attached to the 
tag, which can record other associated information 
such as temperature, humidity, pressure, etc. In 
addition to the substantial increase in cost, there 
are a further two limitations created by the inclu-
sion of a battery, these being; the tags longevity 
and diversity of environments in which they can 
be deployed (Chawla, 2007; Weinstein, 2005).

Semi Passive Tags

There are now a multitude of hybrid tags that 
combine functionalities from each of the active 
and passive categories. A battery assisted passive 
tag can be thought of as essentially a passive tag 
that has a battery included, in order to perform 
additional tasks such as the powering of a tem-
perature sensor. Their power usage is minimised 
through the use of an RFID tag as a power source to 
transmit information. Once the battery is depleted 
these tags stop transmitting (Jedermann, 2007).

Battery Assisted Passive 
Tags (BAP) RFID Tags

These are tags that contain a battery only for the 
purpose of assisting with the ‘wake up’ problem 
of passive tags. While a passive tag has to retain 
enough energy from a reader before transmitting 
a battery assisted passive BAP RFID tag does not. 
They therefore have a significantly larger range 
than passive tags whilst using less power than 
active tags which transmit there signal without 
using the power from the reader. Collecting power 
from the reader before transmitting is called the 
“backscatter technique.”
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Passive RFID Tags with Light Panel

Passive tags can be thought of as battery assisted 
passive BAP RFID tags, however instead of a 
battery they use a small solar panel to acquire the 
power needed. The obvious advantage to this is 
that it does not having its lifespan limited by bat-
tery life, however it is also reliant on intermittent 
exposure to a light source or sunlight to function.

RFID Tag Frequency Types

Various frequencies can be used in order to 
communicate with a passive RFID tag. These 
frequencies have a profound effect on a number 
of factors, which make each one more suited to 
various situations. Table 2 shows the types of 
frequencies used for typical RFID solutions and 
their characteristics.

RFID Implementation Challenges

RFID technologies has been present for over 60 
years, however it is only now that they are being 
rapidly adopted in industry and adopted on a wide-
spread basis. There is evidence that the technology 
has not fully matured yet and is still developing in 
terms of the cost per tag and the capabilities of the 
system in terms of distance, interference, power 
acquisition. Additionally the infrastructure that 
support the technology is poorly developed and 
currently lacks a global uniform RFID standard, 
which gives significant challenges when attempt-
ing to integrate a number of different partners that 
are not committed to supply chain consistency. In 
firms that are largely vertically integrated, a single 
solution can be deployed across the entire supply 
chain. However, in industries where the supply 
chain is open there are significant issues in terms 

Table 2. Types of frequencies used in typical RFID solutions and their characteristics (after: Ward and 
Kranenburg, 2006; Liu et al., 2010) 

Characteristic Low Frequency High Frequency Ultra High Frequency

Distance

The low frequency tag has the 
shortest operating distance of all 
frequencies. The proximity  
between reader and low  
frequency tags can be around 
1.5ft at a maximum.

High frequency tags have a greater 
operating distance than low frequency 
tags with an maximum of around 3ft.

Ultra high frequency tags have a 
substantially larger range, a  
maximum average of around 10ft

Issues with  
Liquid and Metal

Low frequency tags can operate 
most effectively through liquid 
and metal.

Can operate though liquid and metal 
to some extent, but can suffer from 
the interfering effects.

Are hugely affected by liquid and 
water making them unsuitable for 
many applications.

Background Noise

Ignores the vast majority of 
background EM noise and can 
operate in most conditions

High frequency chips are a middle 
choice, being more sensitive than low 
frequency but not as sensitive as high 
frequency.

The most sensitive to background 
noise, which can lead to a lack of 
read ability or false reads.

Cost High relative to the other two 
options

The price of these chips is the lowest 
out of the three options

Comparable with the cost of high 
frequency chips.

Read Speed

The speed at which information 
can be transferred between tag 
and reader is slowest with low 
frequency tags.

High frequency offers a greater read 
speed than low frequency, not as 
much as ultra high

Provides the greatest read speed 
of all passive tags.

Typical Applications

• Point of Sale 
• Vehicle immobilisers 
• Healthcare application 
• Product Authentication 
• Animal tracking

• Smart Cards 
• Smart Shelves 
• Library books 
• Healthcare Patients 
• Airline baggage

• Supply chain functions 
• Electronic Product Code 
• Electronic Toll Systems  
(Motorway) 
• Parking lot access
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of compatibility of infrastructure as well as with 
the cost of the significant middleware requirements 
(Chan et al, 2012). This can be seen in Figure 2.

In an open supply chain set-up, where various 
supply chain echelons will be servicing several 
clients, no prescription exists that each of these 
clients will be using the same RFID systems. 
Indeed is likely that the same solutions will not 
be suitable to support the different functions re-
quired by the various parties involved. Therefore, 
as shown in Figure 3, each retailer RFID gener-
ated data will be entered into their respective ERP 
systems via a piece of middleware, the purpose 
of which is to facilitate integration. Their ERP 
information will then be sent to the suppliers 
system via the Internet. If the retailer wishes to 
promote total transparency, then the RFID codes 
and tags will be placed onto the products at the 
distributor level. This will require the use of dif-
ferent tags for each retailer, depending on their 

own requirements. In addition, it shall require a 
different piece of middleware in order to integrate 
the RFID tag with distributors own ERP system. 
It is probable that the distributor shall need to 
have the ability read the incoming RFID tags from 
the suppliers, thus requiring yet another set of 
readers and middleware. This is costly and unde-
sirable, and it is likely that firms who wish to 
benefit from supply chain transparency and RFID 
efficiency will need a consolidated effort, which 
in itself presents huge challenges. It is therefore 
clear that in each situation where RFID is being 
considered as a solution, a full return on invest-
ment analysis should be carried out to assess the 
total cost of integration with existing company 
data structures as well as the data structures used 
in by value chain partners. This is a current draw-
back of RFID in that it can rarely be considered 
an addition to current systems and often requires 
redesign of exiting processes (Angeles, 2005). 

Figure 2. Integrating RFID in an open supply chain (after: Narsing, 2005; Wamaba & Boeck, 2007)
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The future will require a standardised set of RFID 
technologies that offer interoperability between 
readers and tags for all stakeholders across ex-
tended supply chains.

Cost Related Challenges

While RFID technologies are steadily coming 
down in price they are currently still relatively 
expensive. The total cost is also relatively difficult 
to consider as it depends on the deployment design, 
how many passive tags are needed, how many ac-
tive tags, type of active and passive tags, special 
sensor requirements, number of readers, amount 
of data required to be exchanged, operating condi-
tions etc. Cost has long been a significant factor 
in deterring potential investors from investing in 
the technology and this seems likely to continue 
to be true (Michael and McCathie, 2005). The 
complicated pricing of the technology as well 

as the lack of maturity and standardisation may 
understandably make potential investors nervous 
about using RFID.

Reliability Challenges

There are numerous reliability issues surrounding 
RFID, which need to be considered in any RFID 
deployment. Passive tags for example take time 
to charge in order to acquire the energy to return 
a signal. Higher frequency tags charge faster but 
are very poor at signalling thought water or metal. 
Tags with a power source could cause potential 
disturbance of processes if the battery fails at a key 
moment. All of these issues must be considered 
in order to address the individual needs of RFID 
users whilst taking each specific deployment into 
consideration based on its characteristics and 
idiosyncrasies (Mishra et al, 2012; Derakhshan 
et al, 2007).

Figure 3. RFID in logistics supply chain system
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Data Challenges

It is not unusual for a reader to be able to interact 
with 800 or more RFID tags in a second and with 
the increased memory on the tags the demand on 
virtual storage is significant. Wal-Mart suggested 
that RFID generates 7.5 terabits of information 
per day. The volume of information places extra 
demands on hardware and software to be able to 
extract the desired information. There may also be 
unnecessary and misleading information generated 
by an RFID system e.g. when a member of staff 
moves an item to simply let something past or if 
a customer changed what shelf an items was on. 
This volume of data will require some element 
of redesign in terms of both the process mapping 
and software deployment used to extract business 
intelligence from operational data.

RFID IN LOGISTICS AND 
SUPPLY CHAINS

There are many examples of RFID solutions in 
logistics and supply chain sector. RFID is particu-
larly suited due to its ability to track and control 
inventory movements and control the location 
of stocks.

Figure 3 is a typical supply chain process, 
whilst viewing the roles of RFID in logistics. 
These functionalities are based on actual cases 
used in international logistics companies such as 
DHL and FedEx.

Process A: The supplier, of what in this instance 
are raw materials, has to transport these 
materials from their facility to the manu-
facturing plant. In order to do this they are 
loaded into standardised shipping containers. 
If we assume that the materials are palletised 
before placing them into a container, then 
there are multiple opportunities for RFID use 
on offer. Since these are raw materials it is 
likely the value is reasonably low. We will 

therefore assume these items are potentially 
not worth tagging individually. Instead, the 
pallets and containers are tagged. Pallets 
with passive ID tags can be loaded and the 
tags programmed. These pallets can then be 
loaded into a shipping container in proxim-
ity to RFID reader, which will feed back 
information on weight, approximate value 
and time of loading through the Internet into 
a centralised database.

Process B: These shipping containers are to be 
loaded into a train. When the tagged pallets 
where placed into the container they became 
associated with that specific container in the 
ERP system. Each of the containers also 
has a tag and while the passive tags on the 
pallets cannot be scanned through the metal 
container their contents are known. The ERP 
system already lists the approximate weight 
of each of these containers, pallets and the 
associated value. This can guard against theft 
and aid the supplier’s case for reliability by 
having each container weighed when it gets 
to its destination.

Process C: Once at the manufacturing plant the 
containers can be off-loaded from the train 
and scanned. It is possible that the container 
scanners can be fitted with a movement sen-
sor to detect the likelihood of damage to the 
materials due to shifting, in order to aid in 
quality control. In the event that there has 
been significant movement to the products, 
they can undergo an inspection and be send 
back without wasting time unloading.

Process D: Once the pallets have been removed 
from the train they can be placed in site stor-
age though an RFID reader, which can detect 
the nature of the contents of each pallet. This 
information can instantly be fed back to the 
handler to instruct them where in the storage 
area the pallets should go. For example, if 
they are in short supply they may be required 
immediately; if they are hazardous special 
precautions can be adhered to.
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Process E: After the manufacturer has produced, 
palletised and added to a shipping container, 
the new products can be sent to a shipping 
port for distribution. Each major shipping 
port has used RFID technology for a num-
ber of years in increasingly diverse ways. 
Shipping ports do not belong to one sup-
ply chain alone, and have a huge volume 
of containers present in any given time. 
In order to effectively locate each of these 
containers, each of the containers or indeed 
pallets can contain active RFID beacon tags 
that intermittently broadcast there location. 
Therefore also helping to efficiently manage 
and control all the items on the site.

Process F: When loading the shipping contain-
ers it is appropriate to consider weight 
distribution, weight sensors attached to an 
active RFID tag on each of the container 
will allow appropriate allocation of weight 
on the ship itself. Once again, all containers 
are read by readers as they are loaded. This 
information can be fed back to the expecting 
customer, allowing them to plan resources 
such as lifting equipment or manpower and 
expertise, thus enabling pro-activeness and 
maintaining supply chain visibility.

Process G: After processing at the receiving 
port, the containers will be loaded onto 
transportation vehicles. The arrival time of 
each product can be automatically updated. 
The distribution centres most in need of the 
products can be identified by the ERP system, 
in order to determine the order of delivery 
and to track any change in delivery method 
or process. DHL have labelled this kind of 
automated RFID-enabled recalculation of 
product logistics as ‘The Internet of Things’ 
since the products are effectively informing 
their destination depending on time, market 
demand, potential damage, etc.

Process H: Logistics has a long-standing issue 
with the time delay in sending goods the 
‘last mile’, which is a term used to identify 

the final stages of delivery of a product to 
a customer. Using on-line shopping as an 
example, it can be seen that the international 
shipping process is arguably more efficient 
than the regional Distribution Centres (DCs) 
complex system deliveries. RFID can offer 
a solution for the above by having the items 
scanned into the DCs in bulk without the need 
to laboriously scan each of the bar codes. The 
functionality offered by movement sensors 
in quality control can also have a profound 
impact here.

Process J: When products have been entered in a 
DC, there can be multiple RFID readers in 
order to track movement and order progress. 
These status updates give greater transpar-
ency both internally and supply chain wide, 
such as low stock levels, in order to tackle 
the problem of stock-outs. This also does 
not slow down the processes within the DC 
because RFID requires no manual involve-
ment beyond initial installation, or line of 
sight between product and scanner.

Process K: Outbound loading in a DC is made 
easier with RFID. Having the RFID read-
ers either at the outbound loading station or 
actually in the vehicles themselves allows an 
efficient and non-laborious loading process. 
In addition, having portable RFID scanners 
in the vehicle offers added opportunities to 
monitor goods in transit, particularly if they 
are perishable, subject to heat damage or 
if there is potential for damage caused by 
driving. The goods can return to the DC, 
without undergoing the process of delivery, 
rejection, and return.

Process L and Process M: There is a drive by 
proprietors of RFID technologies and some 
prominent retail industry players to have 
RFID tags moved from the logistics equip-
ment and onto the products themselves, 
totally replacing barcodes. This would allow 
dramatic application for both the supply 
chain and the customer. A customer could 
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pick up a product with an RFID tag from a 
‘smart shelf’ and the shelf could then display 
the price, expiry date, offers involving the 
product etc. If the product is not replaced the 
system can deduct this item from the in-store 
inventory and inform the stock area thought 
the ERP system regarding re-supply. Finally, 
all items could be simultaneously scanned 
at the checkout by RFID readers.

Eventual integration with NFC (near field 
communication) chips in phones, which is being 
perused by Nokia, could simply allow custom-
ers to enter a store, pick up items and leave the 
store. All payment could be automated through 
RFID and the mobile phone. Biometrics could 
be incorporated into the phone for a more secure 
system. The potential for the technology is clearly 
extensive, with the RFID cost dropping and con-
tactless infrastructure growing, the possibly of 
these seemingly science fiction style applications 
are coming a more viable option.

Case Studies: RFID in Logistics

The following section discusses several case 
studies presented by the Association for Auto-
matic Identification and Mobility (AIM) (2012), 
which implemented a number of RFID solutions 
in various sectors. Each case study is described 
and summarised in Table 3 by presenting suit-
able scenarios detailing the specific challenges 
faced by each company and the RFID solutions 
implemented.

Case Study 1 (Griva Textiles): Italian Textile 
Firm. (Access to full case study at http://
www.aimglobal.org/members/news/
articlefiles/3361-CS_Alien-Griva.pdf). 
Griva Textiles is a high-volume textile 
manufacturer. Their biggest challenge was 
managing inventory through each production 
stage and introducing an RFID solution to 
manage the manufacturing and distribution 

process, from raw materials to finished 
product.

Case Study 2 (The State of Texas, US): (Access 
to full case study at http://www.aimglobal.
org/members/news/articlefiles/3454-CS_
motorola-StateofTexas.pdf). This case ad-
dresses the challenges faced by the State 
of Texas when addressing the effects of 
natural disasters and describes how RFID 
played a key role in assisting the humanitar-
ian efforts that arose as one million people 
evacuated from Hurricane Katrina in August 
2005 and more than 2.7 million people fled 
from Hurricane Rita the following month. 
The solution includes an RFID automated 
evacuee tracking system using wrist bands.

Case Study 3 (McCarran International 
Airport): (Access to full case study at 
http://www.aimglobal.org/members/news/
articlefiles/3456-CS_motorola-McCarran_
Intl.pdf). McCarran International Airport 
is the 7th busiest airport in the USA, and 
handles nearly 70,000 passengers and over 
460 flights daily. The airport has experiences 
a large growth in passenger numbers primar-
ily due to its proximity to the popular city 
of Las Vegas and its resorts. To meet such 
high demand, the airport introduced an RFID 
solution to manage passenger’s baggage.

Case Study 4 (American Apparel Clothing): 
(Access to full case study at http://www.aim-
global.org/members/news/articlefiles/3457-
CS_motorola-American_Apparel.pdf). 
American Apparel is a leading retailer with 
a unique selling point: they stock only one 
item of each style, colour and size on the 
shop-floor at any time. This makes inventory 
management challenging for its manufac-
turing, distribution and retail operations, 
and relies on RFID to provide accuracy in 
ensuring minimising out-of-stock situations.

Case Study 5 (Southeastern Container 
Company): (Access to full case study at 
http://www.aimglobal.org/members/news/
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Table 3. Analysis of RFID case studies 

Case Scenario Benefit

Griva Textile 
Company 
(AimGlobal, 2012)

Griva an Italian textile company had previously been identifying 
their rolls of material with barcodes at the base. The fabric is  
exposed to chemicals and harsh temperatures as a method of 
quality control. This often destroyed the barcode and made a 
chaotic environment to attempt the kind of highly controlled 
inventory management that the industry demands.

Griva contacted a RFID enabling company 
called Simet. With the use of highly durable 
passive tags from Alien Technologies, Simet 
succeeded in replacing the existing barcode 
system, solving the problem of harsh environ-
ment and integrated the information in real 
time with their current ERP thought a bespoke 
development of middleware.

The State of Texas 
(AimGlobal, 2012)

The state of Texas was flooded with over 450,000 refugees after 
Hurricane Katrina hit the southern coast of America, 145,000 
of these had no identification whatsoever. It became clear that 
current methods of dealing with the refuges where ineffective as 
families where separated and the logistical and housing  
confusions that arose cost the state a large amount of money.

The head of state contacted Motorola and a 
number of partner companies to help solve 
this by using RFID. The state now has RFID 
wristbands that will be given to refugees 
and associated family members stored in the 
database. All emergency vehicles and public 
transport such as busses have been fitted with 
GPS tracking and an RFID reader. Readers 
can also be found at all designated Refugee 
centre. This allows the state authorities to track 
individuals and traffic, and resource  
requirements across state

McCarran  
International 
Airport 
(AimGlobal, 2012)

This airport located in Las Vegas is the 7th largest airport in the 
world with 70,000 passengers and 460 flights each day.  
McCarran International Airport has experienced growth into 
double digits for the past few years due to the increased  
popularity of Las Vegas to tourists’ hot spot. This had lead to 
the processes in place being overwhelmed and unable to scale to 
meet the increased demand. A particular issue was the airports 
poor effeminacy record with baggage.

Motorola was contacted to solve the issue. Low 
cost passive disposable RFID tags are fitted 
to the baggage upon check-in and a series 
of RFID reader along the conveyer system 
directs the luggage to either a scanner, detailed 
inspection department or the relevant plane 
depending on the information contained on the 
RFID tag. The airport has reported near 100% 
accuracy rating with reference to their baggage 
handling since the implementation.

American Apparel 
Clothing 
(AimGlobal, 2012)

American Apparel are a large clothing manufacturer in the US. 
They were suffering losses from excessive internal shrinkage due 
to internal theft and processing errors (60% of total shrinkage). 
They are heavily vertically integrated and system wide  
transparency had significant potential to affect profits in the 
origination and theirself-controlled supply chain.

American Apparel introduced a supply chain 
wide RFID system to control all assets with the 
chain. This involved scanners and tags in the 
textiles plant thought to the distribution centre. 
The result of this was a 55% reduction in total 
shrinkage.

Southeastern  
Container  
Company 
(AimGlobal, 2012)

The Southeastern Container Company produces more than 70% 
of the bottles for Coca-Cola in the US. In 2012 they changed the 
container used to transport there product from a of the shelf  
disposable plastic container in favour of a bespoke hard plastic 
bin that was designed to carry more of their product in a safer 
way. The problem however was that they already suffered  
significantly from damage and loss of other non-disposable 
containers used and given that the bins where ten times more 
expensive than any of the containers currently used.

In order to prevent this each of the containers 
was fitted with an active RFID chip to  
intermittently broadcast its location on site. 
They reduced their shrink rates hugely and 
expect a return on investment by 2014.

Log Angeles 
Marathon 
(AimGlobal, 2012)

The Los Angeles Marathon attracts over 12,000 runners at each 
event. Large numbers of participants crossing the finishing line 
at the same time posed issues in associating timings to all of the 
participants.

By simply placing an RFID scanner inside the 
finishing line itself and attacking inexpensive 
RFID tags to each of the runners’ armbands 
the organisers managed to achieve a 98% 
success rate and save considerable amount of 
money when pared to any other system that 
could deliver that level of accuracy. This is a 
good example of how RFID can be used for a 
diverse range of industries
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articlefiles/3500-CS_motorola-Southeast-
ernContainer.pdf). Southeastern Container 
handles nearly 70% of the bottle production 
for Coca- Cola in the U.S., and introduced an 
RFID system to provide an end-to-end solu-
tion designed to address inventory control 
and traceability for specialized product con-
tainers. This solution, which was designed 
to work in association with existing barcode 
systems, involves approximately 30,000 bins, 
which will be permanently identified with 
an RFID tag and their locations tracked to 
minimise losses.

Case Study 6 (Los Angeles Marathon): (Ac-
cess to full case study at http://www.
impinj.com/Documents/Applications/
Case_Studies/LA_Marathon_Event_Tim-
ing_Case_Study/). The innovative solution 
was aimed at supporting the popular Los 
Angeles Marathon, which is the USs fourth-
largest, with 20,000 participants and 12,000 
race day volunteers. The solution provided an 
accurate and effective way of recording race 
timings, which is challenging particularly 
when large numbers of participants cross the 
finishing line simultaneously. The solution 
provided RFID tags integrated into runner’s 
bibs, which is a piece of material used to 
display a runner’s number and association 
or attached to their running shoes.

CONCLUSION

This chapter has introduced RFID as a viable 
tool and contemporary solution in the areas of 
e-logistics and e-supply chain management. The 
historic evolution of RFID has been presented, 
detailing how early advances in radar technologies 
helped to develop the key functionality behind 
RFID. The ongoing evolution of RFID, from the 
research environment to an applied solution in the 
real world, has further focused its requirements 
and offered new directions for its potential use.

The recent widespread adaptation of RFID 
across various sectors has raised awareness of this 
technology, as well as questions relating its ability 
to meet contemporary challenges. The effective-
ness of RFID in certain types of applications and 
under certain scenarios is undisputed. This can be 
seen from the case studies, where the benefits of 
adapting RFID solutions are clearly demonstrated. 
However, evidence also suggests that RFID should 
not be seen as the ‘panacea’ for all problems, and 
selection of this technology should be made on 
an informed basis, with a clear understanding of 
both its abilities as well as its limitations. This can 
be done by reviewing the objectives and business 
benefits for each prospective deployment against 
the technical, operational and cost implications. 
For example, under some conditions the use of 
RFID may be possible as a long-term solution, but 
not viable on the grounds of cost-effectiveness. In 
this case barcodes may be a more suitable solu-
tion, due to their lower cost of implementation.

RFID has proved to be a valuable tool support-
ing operations across extended e-logistics supply 
chains, through its ability to track, monitor, control 
and manage the movement of goods and associ-
ated processed and services. RFID has enabled 
efficiency gains, optimised and indeed changed 
the way that certain practices are traditionally car-
ried out, such as inventory management. Due to 
their versatility and ability to integrate with other 
systems, such as Enterprise Resources Planning 
(ERP) systems and Global Positioning Systems 
(GPS), they have enabled goods tracking on a 
global scale. In the process RFID has demonstrated 
tangible cost benefits, such as reducing losses due 
to pilferage, theft, etc. and optimised e-supply 
chains by enabling better visibility.

RFID is at the forefront of technologies sup-
porting many different types of logistics opera-
tions, such as humanitarian logistics, e.g. disaster 
relief. In addition, RFID increasingly plays a key 
role in conservation projects, from wildlife tag-
ging e.g. studying migratory habits of animals, to 
the preservation of antiquities, e.g. recording of 
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artefacts. As RFID matures further, it finds addi-
tional uses in many diverse areas, from controlling 
the movement of perishable items to monitoring 
of donor organs. RFID continues to offer a way 
forward in effectively recording and monitoring 
an increasing array of parameters, and is being 
integrated into a number of products aimed at, 
amongst others, offsetting counterfeiting such as 
e-Passports, and supporting effective decision 
making processes. The adaptation of RFID will 
undoubtedly increase as its costs of acquisition 
decrease and its use and application of its tech-
nologies find new ground.

Further Research

Future research in this area revolves around ex-
ploring the potential of Low Field magnetic auto-
Identification technology, known as ‘RuBee,’ as 
a potential alternative, replacement or accessory 
to RFID. In many respects the technology would 
appear to mimic the functionality of RFID; how-
ever it has a number of differing characteristic that 
alter its potential application. RuBee, like Active 
RFID systems, consists of a tag that contains an 
antenna, battery and a small amount of data stor-
age that can be read and written to by a reader. 
(Mishra et al, 2012).

The similarities however end there. Instead 
of high frequency radio waves, RuBee uses long 
wavelength microwaves and requires a cheaper 
yet potentially more physically intrusive reader. 
Unlike RFID, the RuBee reader utilises a long loop 
antenna and all tags must be contained within or 
close to the limits of this loop. These antennas add 
the undesirable requirement of having to precisely 
plan the area to be scanned; however, they can 
often be concealed in ceiling floors and are less 
expensive than the readers associated with their 
RFID counterparts (Chiu, 2010).

In addition to the infrastructure, the usage 
characteristics also differ: the long wavelength 
of RuBee means that the technology can operate 
irrelevant of surrounding water, metal or elec-

tromagnetic interference—indeed steel is shown 
to actually boost the signal. This makes that the 
technology is far superior to Radio based auto-
identification systems, such as RFID, in many 
applications, circumstances and environments. A 
few examples include: the mining industry which 
has an existing requirement for auto identification 
of explosives in an underground setting (Mishra 
et al, 2012), in hospitals where current equip-
ment typically produce a significant amount of 
electromagnetic interference (Kapa et al, 2012) or 
within logistics and distribution, to locate items 
amongst the large volume of metal found in the 
shipping containers or shelving units.

RuBee technologies also differ from RFID in 
that they are predominately active tags that contain 
a power source. Whilst this does give the tags an 
eventual expiry date, the low wavelength used 
results in a lower power usage rate, with a battery 
being able to last 10-15 years, essentially mitigat-
ing this draw back in many potential instances of 
RuBee utilisation (Jolluck and Weich, 2010). The 
nature of the technology and its low power usage 
allows RuBee to operate peer-to-peer, i.e. tags 
can communicate information and logic between 
them. This characteristic facilitates a significant 
number of innovative auto ID applications, such 
as the RuBee tag on a car being able to tell if the 
RuBee tag on the engine or wheels have changed. 
Another example is in aircraft, where a Rubee tag 
attached to a particular part could hold informa-
tion pertaining to the last maintenance of that 
specific part. This tag could communicate with 
one in the cockpit that disallows take off until 
a certified mechanic with a certified reader has 
cleared the part.

RuBee technologies do however have signifi-
cant drawbacks compared with RFID. Typically 
RuBee tags are more expensive and the long 
wavelength leads to a slow data transfer rate which 
would make it incapable of processing a large 
number of tags at speed. This would invalidate the 
technologies usefulness in scenarios that require 
high speed data transfer, such as a cross docking 
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depot or a supermarket receiving a large number 
of concurrent deliveries (Stevens et al, 2010).

That fact that RuBee tags can utilise larger 
volumes of data on the tag and interact peer-to-
peer has led to RuBee being dubbed a ‘visibility 
tool’ rather than a ‘tracking tool’, for use when 
exact location and absolute visibility is required. 
The two auto-identification technologies seem 
to significantly overlap but fundamentally fulfil 
different functions. It therefore seems highly 
unlikely RuBee will replace RFID. Neither one 
completely replicates the utility of the other, 
which suggests that the future will possibly see 
hybrid deployments of the two technologies medi-
ated by a centralised computer system. What is 
subject to future research is the manner in which 
these technologies will evolve and how they will 
precisely manifest.
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KEY TERMS AND DEFINITIONS

Active RFID Tag: Tags which have an internal 
power source, which is able to transmit as well as 
receive information when in the vicinity of a reader.

E-Enablement: The ability to use Informa-
tion and Communication Technologies (ICTs) to 
integrate various systems and processes, for the 
purposes of dynamically sharing and distribut-
ing information relating to specific tasks and 
operations.

Passive RFID Tag: Tags which do not have 
an internal power source, and as a result rely 
on a reader to power it up in order to enable the 
transmittal of date and information stored within 
it. The advantages of passive tags over active tags 
include lower cost and smaller size.

Radio Frequency Identification (RFID): 
A type of information and communication tech-
nology which has the ability to identify, record, 
verify, and/or process tangible items, intangible 
processes, people and operations. It has a wider 
use in inventory management and control, such 
as tracking and security, and is particularly suited 
to logistics and supply chain related operations.


