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Abstract: This paper investigates the reliability and security performance of the downlink
non-orthogonal multiple access (NOMA) networks over Nakagami-m fading channels, where the base
station (BS) aims to communicate with multi-antenna NOMA users in the presence of a multi-antenna
eavesdropper. To be more practical, a detrimental factor at both transmitter and receiver is considered,
namely in-phase and quadrature-phase imbalance (IQI). To further improve the reliability and
security of the considered networks, the selection combining (SC) algorithm at the receiver is taken
into account. More specifically, the exact analytical expressions for the outage probability (OP)
and the intercept probability (IP) are derived in closed-form. To obtain a better understanding of
the influence for the IQI parameters on the system performance, the asymptotic behaviors for the
outage probabilities (OPs) in the high signal-to-noise ratio (SNR) region are analyzed. Based on the
asymptotic results, the diversity order of the considered system are obtained and discussed. The
numerical results are presented to verify the validity of the theoretical analysis.

Keywords: non-orthogonal multiple access; in-phase and quadrature-phase imbalance; physical
layer security; selection combining

1. Introduction

Non-orthogonal multiple access (NOMA) is widely known as one of the important multiple access
technologies in the future wireless communication systems, which can achieve high spectral efficiency,
massive connection and low delay [1]. In general, NOMA technologies are typically classified into
three categories, namely, power-domain NOMA, sparse code multiple access (SCMA), and pattern
division multiple access (PDMA) [2]. Compared with the traditional orthogonal multiple access
(OMA), the main characteristic of NOMA is that it allows different users to occupy the same frequency
spectrum, time and space resources by power-domain multiplexing [3]. At the transmitter, all the
information is processed according to superposition coding, and then the successive interference
cancellation (SIC) is carried out at the receiver to extract its own information [4]. Apart from the above
aspects, NOMA can also ensure the fairness of users by allocating more power to users with weak
channel conditions [5].
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NOMA networks has been extensively studied in wireless communication [6-11]. In [6], the
authors evaluated the performance of downlink NOMA networks over different modulation schemes
and analyzed the impact of system parameters on the system performance. To provide high diversity
and extend the coverage of network, cooperative communication has been introduced into NOMA
networks, and the analytical closed-form expressions for the outage probability (OP) and the ergodic
sum rate (ESR) by using amplify-and-forward (AF) relaying were derived [7]. In [8], the outage
performance and asymptotic behaviors for NOMA and OMA networks over Nakagami-m fading
channels was explored, which demonstrated that NOMA can provide better fairness than the
traditional OMA. In addition, the outage performance of the NOMA-based downlink cooperative
relay networks was studied in [9], which also showed that NOMA can provide better fairness and
higher spectral efficiency. Furthermore, NOMA can also be applied to millimeter-wave (mmWave)
systems [10] and wireless cognitive radio (CR) networks [11].

Unfortunately, the above research works are basically based on the ideal radio-frequency (RF)
front-end. In the actual communication systems, due to the mismatch of analog components and the
non-ideal transceiver manufacturing, it is easy to lead to defects in the RF front-end, thus limiting the
overall performance of the system. In this paper, the main studied in-phase and quadrature-phase
imbalance (IQI) is an important factor of these defects, which refers to the mismatch between the
amplitude/phase of the in-phase and quadrature-phase of the signals at the transceiver. It leads to the
imperfection of image suppression, and finally leads to the degradation of system performance [12].
Specifically, the performance of the AF dual-hop relaying systems in the presence of IQI was studied
by deriving the exact expressions for the OP and ergodic capacity of the considered systems in [13].
The authors of [14] investigated the effect of RF front-end IQI based on space time block coding (STBC)-
orthogonal frequency division multiplexing (OFDM) systems. Similarly, the authors analyzed the
effects of IQI and Phase noise (PHN) on the beamforming of OFDM direct-conversion transceivers
in [15]. Several research works have been proposed to compensate for the impact of IQI schemes
and algorithms [16-18]. In [16], the authors proposed a finite-impulse-response (FIR) structure to
compensate IQI. A method of modifying the transmission channel IQI was proposed in [17]. Based
on the least mean square (LMS) and recursive least square (RLS) adaption algorithms, the authors
proposed two blind adaptive IQI compensation algorithms to improve the image rejections [18].
However, only a few research works studied the impact of IQI on the performance of NOMA-based
wireless communication systems, which discussed the OP of the single-carrier and multi-carrier and
proved that IQI would have a different effect on each user of NOMA-based system [19].

Since the broadcast characteristic of wireless transmission, this makes wireless communication
systems vulnerably attack by illegal users, thus, it is vital to ensure the security of the communication
networks [20]. The traditional encryption mechanism protects the information transmission by
adopting the encryption algorithms, which rely on complexity and time-consumption [21]. Different
from the network layer security, the physical layer security (PLS) is to consider the security of wireless
networks from the aspects of information theory [22]. The dominant feature of PLS is to utilize the
time-varying nature of the wireless fading channel to guarantee reliable communication [23]. A PLS
scheme based on channel pre-compensation was proposed in [24], which improved the security
performance of the system. The authors of [25] proposed a hybrid cooperative beamforming and
interference scheme, which proved that it can effectively improve the transmission security of physical
layer networks in the presence of eavesdropper. In [26], the authors investigated the average secret
capacity (ASC) and the secure outage probability (SOP) over &« —  — x — u fading channels. In order to
improve the security of the system, the authors proposed a transmit beamforming scheme to maximize
the signal-to-noise ratio (SNR) of the primary receivers, and analyzed the secure performance of the
system [27]. Therefore, PLS technology plays an important role in guaranteeing the security of the
wireless communication systems.

Recently, the security of NOMA systems has been extensively investigated [28-33]. The secure
outage performance of the NOMA system was investigated under two connections: (1) Direct
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transmission phase; (2) Cooperation phase [28], in which considered the base station (BS) has the perfect
channel state information (CSI) of each legitimate user and unknown the CSI of the eavesdropper.
In [29], the authors proposed a best-secure-near-user best-secure-far-user (BSNBSF) scheme to improve
the secure performance of multi-user NOMA networks. To improve the security of NOMA users, the
authors presented a scheme of using media access control (MAC) address and international mobile
equipment identity (IMEI) [30]. In addition, the authors of [31] designed and analyzed the secure
transmission in full-duplex (FD) two-way relay networks (TWRN) with artificial noise in the presence
of eavesdropping. The security performance of the multiple eavesdroppers system with collusion and
non-collusion eavesdroppers scenarios was studied [32]. The closed-form expressions of SOP and
strictly positive secrecy capacity (SPSC) for cooperative NOMA systems over Rayleigh fading channels
were derived in [33].

Multi-antenna is another physical layer technology to improve the performance of a wireless
communication system. By introducing multi-antenna into the NOMA systems, it can achieve the
advantages of multi-antenna and NOMA. Therefore, some research works have investigated the
combined technology; see [34-38] and the references therein. Authors in [34] studied the performance
of multiple-antenna NOMA and OMA, and it indicated that the performance of multiple-antenna
NOMA outperforms that of multiple-antenna OMA one. The antenna selection (AS) technology has
the advantages of low cost, low complexity, high diversity gains, which can solve the computational
complexity and power consumption issues caused by multiple antennas. Therefore, the combination
of NOMA and AS has attracted significant attention [35-38]. In [35], the authors analyzed the secure
outage performance of MISO-NOMA systems by deriving the exact analytical expressions of SOP
under optimal antenna selection (OAS) and suboptimal antenna selection (SAS) schemes, and proposed
an effective power allocation scheme to obtain the non-zero diversity order under the two AS schemes.
The authors analyzed the security performance of the uplink NOMA system, where the BS is equipped
with multiple antennas [36]. Regarding hardware impairments at transceiver, the authors of [38]
investigated the reliability and security of multiple-antenna cooperative networks by proposing three
SC schemes [37]. The most widely used is SC where the destination selects a branch with the highest
SNR to be connected to the output portion of the receiver. In this paper, we adopt SC scheme since it
outputs the signals of the branch with the largest signal-to-interference-plus-noise ratio (SINR) and
low complexity [38].

Although a great number of works have studied the influence of HIs on NOMA-based systems,
to the best of our knowledge, there is no open literature to analyze the impact of IQI on the PLS
performance of NOMA-based systems. Motivated by the aforementioned discussions, we study the
reliability and security of NOMA system in terms of OP and IP in the presence of IQI. In order to
analyze the effects of IQI and system parameters on the performance of the considered system, we
derive the asymptotic OP in the high SNR region and discuss asymptotic behavior in terms of diversity
order. In addition, the Nakagami-m fading channels is considered with the following reasons (Lately,
some research contributions have investigated the PLS over generalized fading channels under ideal
conditions [39,40], such as &« — y, x — u etc. These fading channels extensively characterize some
realistic propagation environments. Therefore, studying the security performance of the wireless
communication systems over these fading channels in the presence of IQI will constitute our future
research work.): (i) It can be used to capture the distribution characteristics of the received signal of
both diffuse and specular scattering; (ii) It can be applied to many types of propagation environments,
such Gaussian, line-of-sight (LoS) and non-LoS (NLoS); (iii) It provides a mathematical tractable for the
system performance evaluation. The primary contributions of our paper are summarized as follows:

o Considering IQI at both transmitter (TX) and receiver (RX), we propose an AS scheme at the
multiple-antenna legitimate users and eavesdropper to enhance reliability and security, in which
the antenna of optimal quality link between the source and the receiver antennas is selected.

e Based on the proposed selection scheme, we derive the exact analytical expressions for the OP and
intercept probability (IP) of the considered single-input multiple-output (SIMO)-NOMA system
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over the Nakagami-m fading channels. The results show that the reliability of the considered
system can be improved by increasing the number of antennas at the receiver, while the security
of the system will be reduced with the increase of the number of antennas at the eavesdropper.

e Inorder to obtain deeper insights, we investigate the asymptotic behaviors of OP in the high SNR
regime. Based on the derived asymptotic results, the diversity order for the OP can be derived
and discussed. Specifically, it is proved that there is a trade-off between OP and IP. Moreover,
considering the different degrees of impairment, the diversity order of the asymptotic OP for the
considered system is derived, and the results demonstrate that IQI does not affect the diversity
order of the considered system.

The rest of this paper is organized as follows: Section 2 presents the SIMO-NOMA system and
channel model in the presence of IQI. In Section 3, we derive the exact closed-form expressions for
the OP and IP of the considered system in order to investigate the reliability and security. Section 4
provides some numerical results and discussions, while conclusion of this paper is given in Section 5.

Notation: In this paper, the main notations are shown as follows: the E {-} and |-| denote the
expection and absolute operations, respectively. A complex Gaussian random variable with mean
and variance o2 reads as CA {j,0?}. ()" denotes conjugation. R {x} and S {x} represent the real
and imaginary parts of x, respectively. Notation Pr (-) is the probability, I (-) denotes the Gamma
function, X! denotes the factorial of X, while f, (-) and F, (-) are the probability density function (PDF)
and the cumulative distribution function (CDF) of a random variable, respectively.

2. System Model

We consider a SIMO-NOMA downlink system, as depicted in Figure 1, which consists of one
source S, N legitimate destinations (D1, D; - - - Dyy), one eavesdropper (E). It is assumed that, each
D and E are respectively equipped with M antennas and K antennas, while S is equipped with
a single antenna. Without loss of generality, the channel gains of between S and D are ordered

2 2
as ‘hSDl,m < ... < |hSDn,m| < ... < ‘hSDN/m
eavesdropping channels are subject to independent and non-identically distributed Nakagami-m

. We assume that both the legitimate and the

distributions. The channel gain p; follows the Gamma distribution with p; = |h;|* ~ Gamma («;, ;).
Thus, the PDF and CDF of the unsorted channel gain p; are respectively expressed as [41]

x"‘i_l _x

fPi(x) = r(ai)ﬁiaie b, 1)
#j—1 e*ﬂ% x \ &

Fp.(x)=1— — 1, 2

) =1- 5 0 (5) @

where a; > 1 and ; > 0 are the shape and scale parameters of Gamma function, respectively. With the
aid of order statistics, the PDF and CDF of the order channel gains p, , are represented as [42]

N!

fden,»n (x) - (Tl _ 1)! (N _ n)!fpi (x> [sz‘ (x)}n71 [1 o FPi (x)]N*”, 3)
1 N—n 1!
Founn (%) = = 1)!1\& Y EO (M) (n—il—)l (B (0] ()

To be more practical, we assume that both TX and RX are subject to IQI, in which case the
transmitted baseband with IQI can be expressed as

Xs = peys + ve(ys)”, (5)

where y; = YN | \/a,Psx, is the baseband transmitted signal under ideal 1/Q with E {|xn|2} =1
Ps is the average transmit power of signal S; x;, is the signal of the n-th sorted user. Also, a; is the
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power allocation coefficient of the n-th sorted user, which satisfies 2y > - -- > ay and ZnN:1 a, = 1.
ur = (L4+grexp (jor)) /2, vi = (1—crexp(jdt)) /2, where ¢; and ¢; are the amplitude and phase
mismatch levels at TX. Considering IQI at the RX, the received signals at D,, and E are respectively
given by

YD, = Hr, (hsp,,,,Xs +10) + vr, (Asp,,xs +m0) ", (6)

ve = pir, (hsg,Xs + 10) + vy, (hsp,xs +19) ", ()

where both hsp, , and hgg, denote the channel coefficients S — Dy, and S — Ey, respectively;
ng ~ CN (0, Np) represents the complex additive white Gaussian noise (AWGN); ., vy, and py,, Vr,
correspond to the IQI parameters of the n-th user and E, respectively. y;, = (1—|—grjexp (j(j)rj)) /2,

Vr, = (1 —Gr,exp ( j¢rj)) /2,j € {n,e}, where ¢;; and ¢y, are the amplitude and phase mismatch levels
at RX, the typical ranges of ¢;, Gri and ¢, 4>r], are 1 ~ 1.5 and 0° ~ 30°, respectively [43]. It should
be noted that for ideal RF front end, the IQI parameters are g; = Gr, = 1.0, ¢ = 4>r]. = 0°, which
correspond to y; = pr; = 1and vy = Vrp = 0. The severity of TX IQI and RX IQI can be determined by
the TX/RX image rejection ratio (IRR), which is defined as [44]

. )

According to the NOMA protocol, perfect SIC is performed, and we can obtain

n—1 N
yDn :((Vrnyt_1)+1/rnv;<) hsDn,mZ \% aiPSxi—’_(yrnl’lt—H/rnvr) hSDn,mZ \% aipsxi
i=1 i=n
N
+ (]/erVt + Vrn]’l;k) hSDn,m 2 \% aipsx;k + Hr M0 + Vr, 10, (9)
i=1

n—1 N
ve = ((rope — 1) +ve,07) hg Y /aiPsxi + (propis + v, 0F ) hE Y \/aiPsx;
i=1 i=n

N

+ (Hr, vt + Ve, i) hE Z VaiPsx} + pr,ng + veno. (10)
i=1

Figure 1. Single-input multiple-output (SIMO)—;(E;chogonal multiple access (NOMA) system model
with eavesdropper.

Since D, and E are equipped with multiple antennas, we adopt SC to detect the received signals
at receiver (In this study, we consider SC scheme, but the results herein can be extended to other



Electronics 2019, 8, 1327 60of 17

receiver schemes as well, such as maximal ratio combing (MRC) and equal gain combination (EGC).).
Then, one optimal antenna 7 is selected according to the SNR of the S to D, as

i = arg m:I{}?f.M PSDy (11)

one optimal antenna k is selected according to the SNR of the S to E as

o~

k = arg k:r?ngpSEk. (12)

yoee

Therefore, the SINR at the output for the D;, to decode the D,’s information x, (p < n), can be
written as

PSD, » Y Andp
132 = = — , (13)
0$D,,5YDn 121 A+ psD, 7 YAn L : i+ psD, 7 YBn + Cn
1= 1:p+

2 J— * 2 p— 2 * 2
. An - |I’l"n‘ut +V7’nvt | - |nu7nl’lt| + |Vrnvt | +
|2

where v = Pg/Nj is the SNR at S, PSD, 5 = ‘hSDM
|2

2R {Vrn.utvrnl’?}r Bn = |‘u7’nvt + Vrny:( = |ﬂ"nvt|2 + |Vrnl’l;< |2 + 2% {]’lrnvtvrnl’l?}’ Cn = |yrn |2 + ‘Vrn
Dy = |pr, e = 117 + v,
For direct conversion transceivers, IRR is generally in the range of 2040 dB [45], whereas due to

the inequality, it can be safely assumed that [46]

7

28% {‘Z/lrnﬂtl/rnl/;k} < ‘yrn‘ut|2 + |U7’nv?|2’ (14)

and
2R {‘urthV;»n‘M;k} < “’lrnvt|2 + |V7'n‘u;k‘2' (15)

Therefore, A, and B, can be accurately represented as
An & |pr, e + |Vrth*|2/ (16)

Bn ~ |Vrth‘2 + |V7ny;6|2' (17)

According to the NOMA principle, when the D,’s signals is eavesdropped, E successfully
eliminates the signal of D; (1 < I < n) with SIC, whereas the signals of D; (N > [ > 1) are treated as
noise. According to (10), the SINR required to eavesdrop the D,,’s message at E is given by

OSE, T Aeln

VsE, = — , (18)

1 N
PsE. Y De ,21 a; +psg v Ae kZ i +0se, YBe + Ce
1= i=k+

2
where pgp. = ‘hSEﬁ - Ae & i + v i P Be & (i + v i 2 Co = [ + v 2, De =

‘nurfnut - ]‘|2 + |V7’evt|2‘
3. Performance Analysis

In this section, we evaluate the reliability and security of the considered system by deriving the
exact analytical expressions for the OP and IP in closed-form. Moreover, we examine asymptotic
outage behavior in the high SNR regime, and then we obtain the diversity order by using the derived
asymptotic results.
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3.1. Outage Probability

The OP is a way of characterizing the link quality. If the link SINR cannot meet the required
threshold, an outage event will occur, which is defined that outage event occurs at D, if it fails to
decode its own signal or the signal of D,. Therefore, the OP at D, is evaluated as

Py =1-Pr (ESR 0N ER) (19)
where E 5’2 denotes D, can successfully decode the signal of D, which can be expressed as
Eig = {’Y;gn > 'Ythp}
= {PSDM > 9?} ’ 20
where Yinp = 22Rp 1,

and Ry denotes Dy’s target rate,
-1
Gp:Cn'Ythp/ Y (Anﬂp - ’YthpDn Zle a; — ’YthpAn Zg\ip.H ai — ')’than .
Utilizing the above discussion, the exact closed-form expressions for the OP of the considered

system over Nakagami-m fading channels in the presence of IQI are provided in the following theorem

Theorem 1. The exact closed-form expressions for the OP of D,, can be expressed as
e  Non-ideal conditions

’ NI N—n (_1)1M(”+l) b \Nb _fuy
pouni N (N*") uE-n‘u,v, (6 ) e Fi, (21)
ot = ) (N—n)! &\ )t b;) b !
Ana Dy ni Ana
0< < £ yand Py ™ =1 > - :
for Ytnp D, Zfz_ll it A Zfierl B ana r,,; for Yihp D, ZLf Gt Ay ZfinH 4+ By
e Ideal conditions (gt = ¢r, = 1.0, g1 = ¢y, = 0°)
4 NI N—n (_1)1M(”+l) ) o0y
PDnﬂd S (an) U(—l) ubvb(g)be Bi”, (22)
i = G 5 0T &
Dy,id
for 0 <y, < g” ,and Py =1 for vy, > i
a; ai
i=p+1 i=p+1
where
0p = max 6y,
1<p<n
0 = max L ,
1<p<n N
v <ap —Yp L ai>
i=p+1
— q—ql—..ga;—2
Uéiq 7 Z ,
b 71 g2=0 Ja;—1=0
~ (M@+DY (9 (9-19 == a2
y = () () ) G5 )

(23)
(el HGE)

a0 —2)q2 — (@ —3)q3 =+ o;—1-

=
|
—
B
|
—_
~—
—
AN
|
A
=
~—
|
—
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Proof. See Appendix A. [

3.2. Intercept Probability

In this subsection, we investigate the security of considered system over Nakagami-m fading
channels with IQI in terms of IP. The intercept event will occur if the information at Dj, is successfully
eavesdropped by E, which is given by

int = Pr(CE > Rn), (24)

where R, represents the target rate of D,, and according to C} =log, (1+y%), (24) can also be
expressed as

P = Pr (’VZEE > ’)’the,n)
= Pr (psr, > 6n) (25)
where Ytheyn = 22Ru — 1,00 = CE'Ythe,n/ [’)’ (Agﬂn - ’)/the,nDe E?z_ll ai — ')/the,nAe Ef\iwrl i — Ythen Be)} .

Similarly, the following theorem explores the security performance in term of IP over Nakagami-m
fading channels with IQL

Theorem 2. The exact closed-form expressions for the IP of Dy, can be expressed as

o  Non-ideal conditions

K

on
, =1 78 /5 \8i
e R LR D (26)
nt ggo git \ Bi

Aety
De Y ai+Ac TN, q aitBe

for 0 < Yipen < DT Acty , and P].'}l’fi =0f0r 0 < Yipey >
i=1

Toait+Ae ZfinJrl a;+Be
o Ideal conditions (¢t = ¢y, = 1.0, ¢y = ¢, = 0°)

K

w—1 —% Si
n,id —e Fi (o !
Pt =1-11-% — () , 27)
g=0 8i- pi
an n,id _ an
for 0 < ypen < o and P " = 0 for e n > o

where § = 'Ythe,n/ ['7 (Lln — Vthen ZilinJr] ai) } .
Proof. See Appendix B. [

Remark 1. Theorems 1 and 2 have provided some insights that for the reliability and security of the considered
system, there exist upper bounds for the effective SNR, Apay/ (Dp Ef;ll a; + Ay Zfipﬂ a; + Bn>, and
Aelly — Yinen De 21'7;11 aj — Yhen Ae Zfin 1 — VihenBe, otherwise, the outage event always occurs and the

eavesdrop event can not occurs. Moreover, IQI parameters has detrimental effects on the OP of the considered
system, while it is always beneficial to the IP of the considered system.

3.3. Asymptotic Analysis

To gain more insights, we will carry out the asymptotic analysis for the OP of the considered
system over Nakagami-m fading channels in the presence of IQI in the high SNR region. According
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to [47], the CDF of the channel gain p; of the unordered and ordered channels can be respectively
approximated as

o
00 X

Fpi (x) ~ D‘i!ﬁiai,

0=t () () )

Corollary 1. At high SNRs, the asymptotic outage probability for Dy, can be expressed as

(28)

e  Non-ideal conditions

. | nM %\ 4nM
out, (N —n)in! \ a;! Bi
o Ideal conditions (¢t = gy, = 1.0, ¢y = ¢, = 0°)
. | nM ajnM
outs (N —n)tn! \ a;! Bi

3.4. Diversity Order

In this section, we focus on the diversity order, and the definition of the diversity order is given
by [48]

d, = — lim M.

7—00 log 0% (32)

Based on the derived asymptotic results, the diversity order for the OP of the considered system
are provided in the following corollary.

Corollary 2. The diversity order of the n-th user is expressed as
d, = ajnM. (33)

Remark 2. Corollary 2 reveals that diversity order are only rely on the shape parameter «, user order n and the
number of antennas of destination node. In addition, the diversity order for ideal conditions and non-ideal conditions
are the same. This means that 1QI parameters are irrelative to the diversity order of the considered system.

4. Numeric Results

In this section, the correctness of theoretical analysis is verified by Monte Carlo simulations. We
obtain the Monte Carlo simulation results with 107 iterations. Unless other stated, the simulated
parameter values are set as in Table 1.

Table 1. Table of Parameters for numerical results.

Monte Carlo Simulations Repeated 107 Iterations

The number of legitimate destinations N =3

The number of antennas M=K=2

Power sharing coefficients of NOMA a=1/2,ap=1/3,a3=1/6

Noise power No=1

Targeted data rates (OP) Y1 =09, Ygo = 1.5, vz =3

Targeted data rates (IP) Yhen = 0.87, Vinep = 1.5,and 43 = 3.6
The fading parameters of the channel a; =ap =a3=a=1,5; = =pB3=05
Ideal RF front end Gt =6r,=10,¢: = ¢y, = 0°

IQI parameters Gt=¢r, =114, ¢y = ¢, =7°




Electronics 2019, 8, 1327 10 of 17

Figure 2 shows the OP and IP versus the average SNR for different NOMA users. For the purpose
of comparison, the OP and IP curves in the presence of ideal conditions are provided. We can see that
the outage performance of each user under ideal conditions outperforms that of the IQI conditions;
and the IP under ideal conditions is greater than that under IQI conditions. These results are consistent
with the conclusion of Remark 1. In addition, we can conclude that IQI parameter has more severe
impact on the OP and IP of D, and Dj3 than that of D;. This happens because during SIC operation, the
effects of IQI on D, and D3 can not be fully eliminated, and there are still some residual interferences
from D;. On the other hand, these residual interferences are always beneficial to the IP performance.
Finally, we can also see that there exists a trade-off between reliability and security.
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Figure 2. Outage probability (OP) and intercept probability (IP) versus the average signal-to-noise
ratio (SNR) for different NOMA users.

Figure 3 plots the OP and IP versus M and K for different users, respectively. In this simulation,
we assume SNR = 15 dB for OP and SNR = 10 dB for IP. From Figure 3, we can observe that the
change in the number of antennas has the same effects on the OP and IP of each user. Specifically,
we can observe that the OP decreases as the number of antennas of destination node (M) increasing,
while IP increases as the number of antennas of eavesdropper node (K) increasing. This means that the
increase of M can improve the reliability of the receiver, and the increase of K can reduce the security
performance. Moreover, we can observe that there are optimal values to ensure the balance between
OPs and IPs.
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Figure 3. OP and IP versus M /K for different NOMA users.
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Figure 4 plots the OP versus the power allocation coefficient a; for the first user of a three-user
NOMA system. In this simulation, we set SNR = 13 dBand a, = 2(1—a3)/3, a3 = (1—11)/3,
Y1 = 0.9, Y2 = 0.9, yys = 1.2. For comparison, the curves for the OPs of ideal conditions and
IQI conditions are provided. We can observe that IQI can cause a significant increase in the OP of
the system, which depends on the power allocation coefficient of the NOMA users. When the power
allocation coefficient a1 is larger than 0.8, outage events will always happen. This is because for large
a1, there is no power to allocate to a; and a3. In addition, we can also observe that the increase of the
number of user antennas will lead to a sharp drop in the OP, it also mainly depends on the power
allocation parameters. At the same time, there exists an optimal 2; to minimize OP, i.e., the outage
performance is the best when a; ~ 0.54.
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Figure 4. OP versus a; for different numbers of antennas.

Figure 5 shows the IP of a three-user NOMA system versus the power allocation coefficient a;
in the presence of IQI. In this simulation, we set ap = 2(1—ay)/3, a3 = (1—a1)/3, SNR = 6 dB,
Yinel = 0.9, Yineo = 1.4, Yies = 2.5. From Figure 5, we can obtain that IQI has slight effects on the IP of
D1, especially for large value of a;, while other users experience a significant drop in IP due to IQI and
few power allocation. It can be clearly seen from Figure 5 that as the power distribution coefficient a;
increases, the IP of the D; also becomes larger, and the IP of the D; and the D3 become smaller. This is
because when a; increases, the power allocated by the D; becomes large, thus causing the security
thereof to be lowered.

Figure 6a,b show the OP and IP of a three-user NOMA system versus IQI amplitude mismatch
parameters ¢; = ¢, for different target rates. For the convenience of comparison, we set ¢y = ¢ = 0°.
In this simulation, we set {yi;1, Yo, Y3} = {0.9,1.5,3} and {Vie1, Vineo, Yines} = {0.87,1.5,3.6} for
Figure 6a, {vu1, Yo, Yz} = {0.7,1.7,1.7} and {Vine1, Yine2, Yines} = {0.87,1.5,1.5} for Figure 6b.
Figure 6a shows that the outage performance can be reduced as ¢; increases, especially for D, and Dj.
At the same time, the IPs for three users decrease as ¢; increases, which is more obvious for D, and Ds.
This means that although amplitude mismatch parameters can reduce the reliability, it can enhance the
security performance of the system. For Figure 6b, there is a different phenomenon for the OP that
D, and Dj suffer more effects from IQI due to different rate threshold. The similar phenomenon also
happens in IP. By comparing the Figure 6a,b, we can observe that D; is quite robust to the variation of
amplitude parameters of IQI in these two cases, even at a higher IQI level. For the moderate or high
level of IQI amplitude parameters, the OPs of the other two users increase significantly, while the IPs
decrease. In addition, we can also observe that the order of OP and IP between users is changed due
to the change of target rate of each user, which is due to the power domain multiplexing of NOMA,
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which allocates less power to high-order users, which makes them more sensitive to noise, interference
and impairments.
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Figure 5. IP versus a7 for different NOMA users.
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Figure 6. OP and IP versus amplitude mismatch ¢; (¢t =¢,) for different target rate (a):

v v ymsy = {09,1.5,3}1; {Vinet, Yene2 Yinea} = {0.87,1.5,3.6}.  (b): {vimn1, Yo, Y3} =
{0.7,1.7,1.7%; {Ytner, Ythez, Yenes} = {0.87,1.5,1.5}.

Figure 7a,b show the OP and IP of a three-user NOMA versus the phase mismatch for different
target rates. For this consideration, we set ¢t = ¢» = 1, ¢ = ¢,. It can be seen that the phase parameters
of IQI have smaller effects on D; for the two cases, and it has a greater impact on Dy and Ds. The
reason for this is that D; has poor channel conditions. With the increase of phase, the OP of each user
increases and the IP decreases. We can also observe that the outage event occurs when the phases are
¢t = ¢r > 13°. This happens because that when v,; > Aa;/ (D Z{;} a;,+ A Zf\i]-ﬂ a; + B), the OP is
always 1. Finally, by comparing Figure 6 with Figure 7, we clearly observe that the amplitude and
phase have the same effects on the OP and IP.

Figure 8 plots the OP and the asymptotic results versus average transmit SNR for different fading
parameters & and antenna number M. In this simulation, we set 7,1 = 0.8, vy = 1.5, yy3 = 2. We
can observe from the Figure 8 that for each user, when antenna number is the same, the corresponding
OP becomes smaller with the increase of fading parameters. When the fading parameters a have the
same values, the OP decreases with the increase of antenna number M. It is proved that the reliability
of the system will be improved with the increase of channel fading parameters or the number of
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antenna at the receiver. In addition, we can also see from the Figure 8 that the asymptotic curves of
Dy (M =2,a=1)and Dy (M =1,a = 1) is parallel, and the asymptotic curves of D; (M = 2,a = 2)
and D, (M = 2,a = 1) are also parallel, which verifies the diversity order of derived in (33), and their
corresponding diversity order is the same.
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5. Conclusions

In this paper, we investigate the effects of IQI on SIMO-NOMA systems over Nakagami-m
fading channel. Considering the practical factor of IQI at TX and RX, the closed-form analytical
expressions of IP and OP of the considered system under IQI are derived. Also, the diversity order of
the legitimate users has been discussed in detail, and the results of the analysis are verified extensively
by Monte-Carlo simulation. These results have shown that both the amplitude and phase parameters
of the IQI reduce the reliability of the users and improve the security. The severity of the performance
degradation depends on several factors, including the power allocation ratio, the transmission SNR
ratio, the number of antennas, and the order of considered users. In addition, IQI can affect the optimal
power allocation coefficient among users.

In future work, cooperative communications can be combined with our considered system to
further improve reliability and security performance. In addition, the Nakagami-m channel model can
also be applied to other scenarios, such as the cloud environment composed of vehicles [49], which
constitutes our future research work.
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Appendix A. Proof of Theorem 1

Based on the fact that the D,, needs to decode all of the user’s information, whose the channel
conditions of their gains are worse than its own, and using (13), the outage probability of D, in (19)
can be expressed as

out

Pt =1—-Pr(ESf N ESD)

N-n I M(n+l) _
_ N! N-n) (1) b >\ —%b
e (M) L Y UV (6:) ¢ 7 (A1)

where 6, = ax 0y, otherwise, using the CDF of the channel gain pyy, , in (4) and through some
<p<n :

simple mathematical calculations, the CDF of the channel gain psp, . can be obtained as

M(nH)

N! Nt (D) | St e i < x >gi
= 1— — A2
(n=D(N-n! = (k )n—i—l g;) 8! \ Bsan (42)

Substituting (A2) into (Al), (21) can be obtained, the proof is completed. In the special case of ideal
conditions, the outage probability expression can be obtained by setting ¢ = ¢, = 1.0, ¢ = ¢, = 0°
in Theorem 1.

Appendix B. Proof of Theorem 2
Substituting (18) into (25), the Intercept probability can be expressed as

P = Pr(YSg > Ythen)

PE.YAelk
=DPr g > Ythen

k-1 N
PE.YDe '21 aj + P YAe % ) a; +pg,vBe + Ce
i= i=k+

=1 Fy_(6n) (A3)

In what follows, P}, will be addressed. According to the CDF of the the channel gain pf in (2),
the CDF of the channel gain pg_ can be calculated as:
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Fop (x) =Pr (pg% < x)

= [Fpe (0)]"
ﬂéi—le*ﬁ% x \ & K
[1_320 8i! <,5z> 1 (A9

Substituting (A4) into (A3), we can obtain the (26), the proof is completed. In the special case

of ideal conditions, the outage probability expression can be obtained by setting ¢; = ¢, = 1.0,

¢r = ¢r; = 0° in Theorem 2.
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