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ABSTRACT Heterogeneous devices are connected with each other through wireless 
links within a Cyber Physical System. These devices undergo resource constraints such as 
battery, bandwidth, memory, and computing power. Moreover, the massive 
interconnections of these devices result in network latency and reduced speed. Edge 
computing offers a solution to this problem in which devices transmit the preprocessed 
actionable data in a formal way resulting in reduced data traffic and improved speed. 
However, to provide the same level of security to each piece of information is not feasible 
due to limited resources. In addition, not all the data generated by Internet of Things (IoT) 
devices require a high level of security. Context-awareness principles can be employed to 
select an optimal algorithm based on device specifications and required information 
confidentiality level. For context-awareness, it is essential to consider the dynamic 
requirements of data confidentiality as well as device available resources. This paper 
presents a context-aware encryption protocol suite that selects optimal encryption 
algorithm according to device specifications and the level of data confidentiality. The 
results presented herein clearly exhibit that the devices were able to save 79% memory 
consumption, 56% battery consumption and 68% execution time by employing the 
proposed context-aware encryption protocol suite. 

INDEX TERMS Edge Computing, Cyber Physical Systems, 6LoWPAN, Context-
awareness, Device Specification, Information Profiling, IoT     

I. INTRODUCTION 
Internet of Things (IoT) allows different devices to connect 
with each other through a wireless network as a part of 
Cyber Physical Systems (CPS) [1]. These interconnected 
devices are designed in such a way that they share 
information about their surroundings to respond to real-
world events. The key features of IoT include self-
configuration, smart decision making, environment sensing, 
event triggering, ad-hoc networking, autonomously reacting 
and action controlling [2]. The number of IoT devices is 
increasing exponentially and is estimated to reach 50 billion 
till 2020 [3]. For the deployment over large areas and in 
numerous quantities, these devices need to be highly 
affordable. These affordability factors give us devices with 

limited capabilities in terms of battery, computation power, 
size, and storage [4, 5]. Due to these constraints, IoT 
devices need a communication protocol that can work with 
short radio range and consume fewer resources. 6LoWPAN 
[5, 6] provides a promising solution to this problem with 
the help of edge computing by adding an adaption layer in 
the network protocol stack for integrating low-power 
network such as IEEE 802.15.4 into IPv6 [7, 8]. This 
adaption layer solves two major problems including a 
massive number of IoT devices through IPv6, and their 
resource constraint nature through utilizing less resouces. 
Moreover, with the increase of IoT devices on the network, 
data production ratio also increases resulting in network 
latency and decreased speed. In this regard, edge computing 
is one of the available approaches [9] in which data is 
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collected and aggregated on the edge node. This requires 
securing the work nodes and edge nodes, as well as the data 
transferred among them [10]. Such preprocessing reduces 
network latency and improves speed. However, providing 
security (device and data)  to such a large infrastructure is 
challenging as security requirements vary from device to 
device and data to data. Therefore, the encryption standards 
in edge computing needs to be context-aware and 
adjustable according to the requirements of the device as 
well as the data. .  
The adaption layer of 6LoWPAN generally includes one 
encryption standard for providing security to different types 
of data and devices [6]. In 6LoWPAN, message encryption 
is usually performed through traditional cryptographic 
algorithms such as AES, DES, and RC4, etc. [5]. These 
algorithms require more computational power, time and 
memory that cause an overhead for lightweight IoT devices 
[7]. Due to these constraints, the adaption of an encryption 
mechanism according to the capability of the resource is an 
open challenge [8] [11]. To make matters worse, IoT 
devices use one encryption algorithm for all types of 
sensitive as well as non-sensitive information [6] [12]. On 
one hand, it is inappropriate for a resource-constrained 
device to provide the same security level to sensitive and 
non-sensitive information. While on the other hand, any 
modification in this protocol may result in either heavy 
resource utilization or compromized security. Therefore, it 
seems unavoidable, for long, to implement a context-aware 
encryption mechanism in 6LoWPAN to provide encryption 
to the data according to its security demands as well as 
device capabilities [13, 14]. The mechanism should use 
encryption algorithm according to the confidentiality level 
of the information as well as the capabilities of the IoT 
device.  

To address this challenge, this paper proposes a 
Context-aware Encryption Protocol Suite (CEPS) for 
6LoWPAN. CEPS is an optimal encryption mechanism that 
considers device capabilities and information sensitivity 
level. To achieve this goal, various encryption algorithms 
were implemented as part of the protocol suite varying in 
strength as well as computational requirements. The 
proposed context-aware encryption suite extracts the device 
capabilities such as battery and memory using kinetic 
battery model [15] and memory usage probe [16], 
respectively. It also classifies the information 
confidentiality requirements through fuzzy logic [34] and 
extracts the resource utilization and security strength of 
each encryption algorithm through simulation. It then maps 
the resource current status and information requirements to 
select an appropriate encryption algorithm optimal for both 
device available resources and information requirements. 
Experimental results showed that CEPS was able to save 
79% memory consumption, 56% battery consumption and 
68% execution time compared to current existing solutions. 
This paper extends the literature in the following three 
ways: a) context-awareness in encryption protocols; b) 
information classification based on its confidentiality for 

6LoWPAN; c) mapping of encryption algorithms based on 
resource availability and information requirements. 

The remainder of this paper is organized as follows. 
Section 2 presents an overview of related work. In Section 
3, the proposed context-aware encryption protocol suite for 
6LoWPAN is discussed. Simulation of the context-aware 
encryption protocol suite and its comparison with the 
existing techniques is explained in Section 4 while, Section 
5 provides some concluding remarks. 
 
II.  RELATED WORK 
IoT devices are not only different from each other with 
respect to their resources such as memory, CPU, and 
battery [4], but also with respect to the confidentiality 
levels of the information they generate [18]. Thus, to 
provide the same security level to every piece of 
information seems less efficient, as the confidentiality 
requirement of information and the capabilities of devices 
may vary. Context-awareness often provides solution to 
similar situations by utilizing the context to provide 
relevant services to the user [19]. In IoT, context-awareness 
is used to solve many problems in various situations 
including smart homes [20], smart grids [21], agriculture 
[22], health care [23], and automated logistics [24].  

In recent times, context-awareness has also been used 
in IoT paradigm to provide some security solutions. The 
literature review for this research can be broadly 
categorized into four different categories including a) 
device profiling, b) information profiling, c) security 
protocol suite in IoT, and d) security in 6LoWPAN. 
Following is a brief overview of the research work in these 
areas:  

A.  DEVICE PROFILING 
For a resource-constrained device, it is less desirable to 
adopt an expensive encryption technique for different 
pieces of information varying in security requirements, 
without considering its resources [25]. A context-aware 
system supports the acquisition, representation, delivery, 
and reaction [15]. Device profiling in context-awareness is 
to match user demands over a device by asking questions, 
for example, does the device has enough memory to 
perform this task? Does it has ample power to execute this 
task? For an encryption protocol suite, it is essential to find 
a security cipher according to the device capabilities. In the 
past, various architectures for IoT devices have used device 
profiling to perform certain tasks. A brief overview of some 
of these research works is as below: 

Messer et al. proposed an approach for small-memory 
devices to execute full version of an application by 
offloading program’s portions to a service [26]. Their 
system enhances the device's capability so if a device has 
not sufficient resources at runtime, it finds a nearby trusted 
computing node for offloading. However, they only 
considered static decisions for managing memory 
constraints but did not consider other resources such as 
network, transmission, and power. In addition, Hofer et al. 



 

  

proposed a context-aware software framework to support 
network connections and limited computing power [27]. 
However, the framework allowed sharing of context among 
devices without assessing their security and reliability. 
Further, a content adaptation system for heterogeneous 
mobile devices was proposed by Lum et al. [28], to provide 
rich hypermedia according to the device capabilities. The 
system was implemented for optimal adaption based on 
various QoS attributes like device battery level, bandwidth, 
screen size, and network conditions. However, while the 
system focused on basic objects like text and images, the 
overall content adaption approach appeared ad hoc. 
Likewise, Taneja et al. [29] proposed a module mapping 
algorithm to minimize the IoT application latency and 
energy consumption. Their results provided a benchmark 
for IoT computation and can be used to provide QoS for 
various applications. However, only static network 
topologies were evaluated but no dynamic wireless 
constraints were considered. In addition, Sathyamoorthy et 
al. proposed a power management solution for resource 
constrained IoT devices [30]. Their proposed approach 
predicted the behavior of IoT devices by extracting the 
application characteristics and calculating their resource 
utilization. However, data confidentiality was not 
considered at all in their profiling, power management or 
analysis of data logs. 
Different studies in the literature proposed interesting 
architectures based on the device profiling, however, the 
authors were unable to find any research that could suggest 
suitable encryption protocol according to the device 
profiling. 

B.  INFORMATION PROFILING 
Massive amount of data is generated by IoT devices which 
vary in level of sensitivity. For a resource-constrained 
device, it is less feasible to use an expensive encryption 
operation for each piece of information regardless of its 
confidentiality requirements [17, 31]. Selecting an 
encryption technique without understanding the 
confidentiality level of data is not a valid technical 
approach [32]. Information profiling [33] can categorize the 
data into different classes according to its confidentiality 
requirements, so appropriate decisions can be observed 
about the optimal encryption algorithm. A brief overview of 
various research works present in this domain is as below: 

Zardari et al. proposed an enhanced version of the 
KNN algorithm to improve the efficiency and accuracy of 
data classification into confidential and non-confidential 
classes [32]. Their proposed algorithm uses a subset of 
training file for classification contrary to the utilization of 
entire file in KNN. However, their algorithm did not 
classify data in the IoT paradigm neither it was evaluated 
on the execution time or resource utilization. Further, 
Mohammadian et al. proposed a data classification model 
based on the organization's privacy policies and 
government rules [34]. Their model used fuzzy logic to 
classify different attributes of the data about an 

organization. Primarily, the model was suggested to be used 
in financial organization, where data can be categorized 
into "very high", "high", "medium" or "low" confidentiality 
levels. The main drawback of this approach was users 
defining attributes’ weights which are prone to biases, 
errors, and complex for large dataset. In addition, a model 
for IoT data classification is proposed in [33], which also 
encrypts the data if found sensitive. The KNN algorithm 
was used for classifying the data while the RSA algorithm 
is used if the classified data is found sensitive. The 
proposed approach reduced the computation of the system 
by not encrypting non-confidential data and hence 
enhanced the efficiency of the system. However, the 
proposed system was not context-aware and also not 
evaluated on network or resource utilization.  

The above-mentioned proposals classify data according 
to its confidentiality level yet do not provide context-aware 
classification in IoT paradigm. Also, they were not 
evaluated on their computational cost or device capabilities 
including memory, bandwidth, network latency, and power. 

C.  SECURITY PROTOCOL SUITE IN IOT 
IoT is a network of sensor devices which are connected 
through wireless network and technology to achieve overall 
perception of information, reliable transmission, and 
intelligent processing [16]. Hence, protecting privacy and 
security are the essential features of IoT [35]. In the recent 
past, various encryption mechanisms have been proposed 
for different IoT protocols to ensure less power 
consumption, memory, and network latency. A brief 
overview of these mechanisms is provided below: 

Adrianto et al. performed a comparison among various 
security protocols, implemented in ETSI M2M standards, to 
find the most suitable algorithm for applications generating 
bulk of data [16]. Their selection criteria were message 
size, CPU usage, memory utilization and processing time. 
However, they did not consider battery consumption and 
information confidentiality level in algorithm selection. 
Likewise, Wu et al. [36] presented a lightweight security 
protocol suite for IoT which includes lightweight 
encryption, authentication, and key management. The 
security of the information is ensured by using a random 
single key for separate file encryption. The protocol suite 
was proved to be computationally efficient but does not 
utilize context-awareness. Further, Hamad et al. [37] 
identified computational requirements of renowned 
encryption algorithms in the cloud paradigm. Their results 
on power consumption and computation time were used to 
take decisions while selecting protocols in cloud 
environment. However, they did not provide any 
information about the computational requirements of 
encryption protocols. Glissa et. al [38] introduced a new 
security module for Omnet++ that implements the security 
suite for IEEE 802.15.4. The security sub-layer is 
responsible for data encryption and authentication 
according to the desired security degree. Their experimental 
setup addressed four performance aspects including energy 



 

  

consumption, transmission latency, packet delivery ratio 
and memory overhead. However, the security module does 
not provide context-awareness according to the information 
confidentiality level. In the similar vein, Toldinas et al. [39] 
performed an empirical study to evaluate the energy 
consumption of symmetric and asymmetric cryptography 
algorithms through Bouncy Castle Crypto API. They 
evaluated computing resources such as CPU time and 
memory for the reduction of power utilization by 
cryptography algorithms. However, both of these works do 
not provide context-awareness according to the information 
confidentiality level. 

From the literature review, it is concluded that little 
attention has been given to context-aware encryption of IoT 
data with respect to device profiling and information 
profiling. 

D.  ENCRYPTION IN 6LOWPAN 
While encryption mechanisms are implemented for 
resource-constrained sensors and actuator networks, in 
6LoWPAN they experience poor performance due to the 
size of packets exchanged and the length of the keys [40]. 
Various initiatives have been taken to enhance the 
performance of encryption mechanisms for resource-
constrained devices, e.g., TinyECC [41] and NanoECC 
[42]. Such initiatives improved the encryption efficiency  
 but do not provide context-aware solution for IoT, which 
includes the resource availability level as well as 
information sensitivity requirements. Following is a brief 
description of the research work present for encryption in 
6LoWPAN. 

 A performance study of end-to-end security available 
for 6LoWPAN based networks is presented by Matthias et 
al. [43]. The performance analysis covered battery 
consumption, network latency and memory utilization, 
while did not measure the impact of information or device 
classification on the resources. Likewise, Raza et al. [44] 
explored current protocols and security solutions that can 
be deployed in a constrained environment. They discussed 
security requirement as well as security mechanisms 
implemented at each layer of 6LoWPAN protocol stack and 
addressed various challenges and limitations for a 
pragmatic deployment in a physical environment. However, 
they did not cover resource consumption for different 
security mechanisms. Moreover, Jung et al. [45] proposed a 
lightweight Secure Sockets Layer (SSL) for IP-WSN 
security using ECC instead of RSA for key exchange and 
authentication. Their results showed some improvements in 
resource consumption, however, they did not utilize 
context-awareness for device capabilities or information 
confidentiality level. 

The literature in this domain provides some lightweight 
encryption techniques for resource constraint devices but it 
does not provide dynamic selection of algorithms based on 
the context of devices. Although the above-mentioned 
approaches provided in these four domains, addressed 
many limitations of the tradition encryption mechanisms, 

there are still various issues that can be addressed by a 
context-aware protocol suite for resource-constrained 
devices. Different architectures based on device profiling 
have been proposed, but they do not cover various aspects 
of constraint devices including memory utilization, power, 
bandwidth, latency, and dynamic connections. Different 
encryption protocols have been designed for IoT devices, 
yet they do not provide context-awareness according to the 
device available resources and information confidentiality 
level. This research now proposes a context-aware 
encryption protocol suite (CEPS) for 6LoWPAN utilizing 
device, information as well as encryption algorithm 
profiling.  
 
III.  PROPOSED SOLUTION 
 IoT configurations are categorized into two classes, i.e., 
sensor-level configuration and system-level configuration 
[18]. Sensor-level configurations deal with the 
configuration of embedded software for changing behavior 
of sensors such as sensing schedule, communication 
patterns, sampling rate, data communication and protocols 
[18], while system-level configurations deal with the 
configuration of internal software components for changing 
behavior of IoT middleware systems [18]. Our proposed 
model identifies and configures both sensors and system 
processing components in order to select suitable 
encryption algorithm. Figure 1 shows the proposed 
encryption protocol suite, which has four main components 
namely: a) device profiling, b) information profiling, c) 
algorithm profiling and d) mapping. CEPS first extracts the 
device capabilities through kinetic battery model [15] and 
memory usage probe [16]. It then classifies the data 
according to its confidentiality level through fuzzy logic 
and extracts the resource utilization and security strength of 
each encryption algorithm through simulation. CEPS then 
maps the security requirements of the information over the 
algorithm’s security strength and resource utilization of 
algorithms over the device capabilities to get the suitable 
security cipher. Detail of these independent components is 
provided below. 

A.  DEVICE PROFILING 
IoT devices have limited capabilities in terms of battery and 
memory. For a resource-constrained device, it may not be 
feasible to adopt an expensive encryption technique every 
time without considering its resources. CEPS utilizes 
device profiling to extract its available memory and battery, 
so appropriate decisions can be taken later for the selection 
of encryption algorithm. Following steps are performed for 
device profiling: 
Step 1: Implement 6LoWPAN protocol stack:  
IoT nodes adopt optimized functionalities of protocols 
which lead toward periodic sleep-wake cycles for 
preserving the resources. A Low Powered Personal Area 
Network (LoWPAN) is composed of small heterogeneous 
devices with limited resources capabilities in terms of 
energy, throughput, memory, and computation. For these 



 

  

wireless networks, the internet protocol (IP) should run on 
low cost, low bandwidth and low power device over IEEE 
802.15.4. IPv6 over Low Powered Personal Area Network  
 (6LoWPAN) acts as an adaption layer between IPv6 and 
IEEE 802.15.4 networks. This protocol was designed for 
small sensor devices which cannot afford expensive internet 
protocol. These devices transmit messages to other devices 
as well as receive messages over 6LoWPAN. 6LoWPAN 
provides an adaption layer with a code size of 12KB, 
requires only 4KB RAM, produces an overhead of only 2 to 
11 bytes and supports 802.15.4++ as well as UDP/TCP.  
Step 2: Extract device capabilities 
To select different algorithms based on the device context, 
its available battery and memory capacities are extracted.  

a) Battery: For the powertrace, kinetic battery model 
[15] (KiBaM) is used to calculate the state of 
charge of a battery. The energy-harvesting module 
of KiBaM reads a data-trace that contains the 
amount of harvested energy per minute. This 
module takes the data-trace as input, processes it 
and feeds the model with the equivalent charging 
current [15]. Variable fixed_perc_energy provides 
the percentage of energy as the node starts.  

b) Memory: To measure the memory (RAM) of an 
IoT device, memory usage probe was used through 
the /proc/self/statm [16] virtual file. This file 
provides information about the physical memory 
of a system by reading RSS from the statm file.  

 The algorithm for device profiling can be observed in 
Algorithm 1.  

B. INFORMATION PROFILING 
A huge amount of data is generated by IoT devices which 
may include general as well as sensitive information. For a 
real-time system in which rapid processing of data is 
required, using an encryption technique without 
understanding the confidentiality level of the data is not 
always a desirable approach. Therefore, it is necessary to 
analyze the security level of data before applying a data 

encryption technique. Fuzzy logic approach [34] was used 
in the proposed context-aware encryption protocol suite for 
data classification. The fuzzy set theory provides the 
facility to develop rule-based models which include expert 
knowledge along with the numerical data close to real-
world scenarios. Fuzzy approaches treating uncertainties in 
real-world applications have several advantages as they are 
conceptually easy to understand, flexible, tolerant to 
imprecise data and can model non-linear functions of 
arbitrary complexity. Fuzzy logic can be implemented in 
systems with various sizes and capabilities ranging from 

 
FIGURE 1. Proposed solution for a context-aware protocol suite 

 



 

  

small micro-controllers to large, networked, workstation-
based control systems. In CEPS, data is classified in three 
confidentiality classes (i.e., high, medium and low). 
Following steps are performed for information profiling: 
Step 1: Define linguistic variables and terms 

Confidentiality level is the linguistic variable 
representing confidentiality level of the information 
generated by an IoT device. The linguistic values of the 
confidentiality are High, Medium or Low. 
Step 2: Construct membership functions for linguistic 
variables  

A membership function is used to quantify a linguistic 
term. Three membership functions are developed to classify 
different linguistic variables. For instance, if the data 
generated by the IoT device is related to the user, then its 
confidentiality level is considered as High; if the data is 
related to the environment or particular task then its 
confidentiality level is considered as Medium; while if the 
data is related to the general information including routing  
information then its confidentiality level is considered as 
"Low".   

 

 
 
 
 
 
 
 

 
 
 
 
 
 

ALGORITHM 2: INFORMATION PROFILING 
Input: 
1: Define linguistic variables and terms (High, Medium, Low) 
2: Construct membership functions for linguistic variables 
3: IF (DATA_Generated_category= "User", 
4:  then Data_confidentiality_level= "high") 
5: Else If (DATA_Generated_category = "enviorment" , 
6:  then Data_confidentiality_level = "Medium") 
7: Else If (DATA_Generated_category= "public information", 
8:  then Data_confidentiality_level = "Low") 
9: Construct knowledge base rules 
10: IF DATA_Confidentiality_level = "high" 
11:  THEN Encryption_requirement= "High" 
12: IF DATA_Confidentiality_level = "Medium" 
13:  THEN Encryption_requirement = "Medium" 
14: IF DATA_Confidentiality_level = "Low" 
15:  THEN Encryption_requirement = "Low" 
 
 
 

 

ALGORITHM 1: DEVICE PROFILING 
Input: 
1: Implement 6LoWPAN network topology in nodes: 
2: create IPv6 Internet stack 
3: set MTU, delay, data rate of the channel 
4: create csma  
5: install 6lowpan 
6: assign ipv6 address 
7: Device capabilities: 
8: battery: 
9:  Apply KibaM battery model 
10:  read the fixed_perv_energy variable to get the available battery 
11:       Memory: 
12:  open proc/self/statm file 
13:  read rss of the statm file to get the memory of the system 
 
 



 

  

Step 3: Construct knowledge base rules 
A fuzzy rule is a simple IF-THEN rule with a condition and 
a conclusion, which is constructed to control the output 
variable. Following fuzzy rules were defined for the 
linguistic variables and member functions: 
 
IF Data_Confidentiality_level = "High" THEN 
Encryption_requirement= "High" 
IF Data_Confidentiality_level = "Medium" THEN 
Encryption_requirement = "Medium" 
IF Data_Confidentiality_level = "Low" THEN 
Encryption_requirement = "Low" 
 
The algorithm for information profiling can be observed in 
Algorithm 2. 

C. ALGORITHM PROFILING 
In this step, various security ciphers, already implemented 
in 6LoWPAN, are profiled according to their resource 
consumption. Various parameters are investigated at this 
stage, including memory, battery and CPU time 
consumption for each algorithm along with their security 
strengths. Following steps are involved in algorithm 
profiling: 
 
Step 1: Identify Security Ciphers Implemented In 
6LoWPAN 
Literature was consulted for the exploration of different 
encryption algorithms available for 6LoWPAN. For the 
inclusion criteria, the weighted average technique was used, 
where for each literature instance, the score of the 
algorithm was incremented by one. Also, each algorithm 
instance incremented the total algorithms score, which is 
the combined occurrences of all the algorithms. 
 
The average was computed by dividing the total algorithms 
score with the total number of algorithms present in the 
literature for 6LoWPAN, as mentioned in eq. (1). For the 
final inclusion, all the algorithms that have more 

occurrences than the average algorithm score, were 
included in the encryption protocol suit.  

In total, ten encryption algorithms were included in the 
protocol suite based on the above-mentioned criteria. 
Among them, AES, DES, Blowfish, Camellia, Skipjack, 
RC5 and RC6 are block ciphers; RSA and DSA are Public-
key ciphers; while ECIES is an Elliptic curve cipher. 

 
AvgAlgorithmScore =  Σ AlgorithmsScore  

Σ Algorithm
    (Eq. 1) 

 
Step 2: Identify Resources Consumption of Security 
Algorithms 

For the identification of resources utilized by different 
encryption algorithms, a text file of size 10KB was used. 
All the ten algorithms encrypted the file independently to 
get the resources utilization details of various ciphers.  
• Memory: To extract the memory consumption of each 

algorithm, the RSS value from statm file was extracted 
before and after executing every encryption algorithm. 
The initial and final values were then subtracted to get 
the memory consumption of each encryption algorithm. 
The memory consumption of each algorithm to encrypt 
a 10KB file is shown in table 1. According to the initial 
footprints, memory consumption of ECC is higher than 
other algorithms while Camellia consumes the lowest 
memory.   

• Battery: To extract the battery consumption of each 
algorithm, the kinetic battery model [15] was used. The 
power trace notifies the remaining energy of all the 
nodes periodically. The battery consumption of all the 
included encryption algorithms was computed similar 
to memory consumption and shown in Table 1. 
According to the initial footprints, the battery 
consumption of ECC is higher than other algorithms 
while Skipjack consumes the lowest battery. 

ALGORITHM 3: ENCRYPTION ALGORITHM PROFILING 
Input: 
1: Device Resource Consumption 
2: battery: 
3:  apply KibaM model to get available battery 
4:  apply encryption algorithm 
5:  difference of the initial and final value gives battery consumption of the algorithm 
6: Memory: 
7:  read RSS before and after executing algorithm 
8:  difference of initial and final value gives memory consumption of the algorithm 
9: Execution Time: 
10:  InitialTime = clock_time();  
  //rest of the code.   
11:  FinalTime = clock_time(); 
12:  diff = FinalTime  - InitialTime ;   
13:  num_seconds = (double) diff / CLOCK_SECOND;   
 
 



 

  

CPU time: To measure the execution time of each 
algorithm, the initial clock counter was stored before code 
execution and final clock counter was stored after it 
completed execution. The initial and final values were then 
subtracted to get the CPU consumption of each encryption 
algorithm. The time required by each algorithm to encrypt a 
file of size 10KB is shown in table 1. According to the 
initial footprints, the execution time of AES is lower than 
other algorithms while the execution time of DSA is 
greatest. 

 
Step 3: Identify Security Strengths of Algorithms 

Every encryption algorithm utilizes different resources 
and has different security strengths. To identify the security 
strengths of each cipher, relevant literature review was 
performed. According to the literature [46-51], the 
encryption algorithms are categorized according to their 
security strength as shown in Table 1. 

 
TABLE 1 

INITIAL PROFILING OF EACH ALGORITHM 
 

Algorithm Memory 
(KB) 

Battery 
(Joules) 

Execution time 
(ms) 

 
Strength 

RSA 752 23.61 110 High 
ECC 1608 50.55 110 High 
DSA 1068 30.75 70 High 
AES 720 23.09 90 High 

Blowfish 844 20.99 220 High 
RC6 356 18.83 80 Medium 

DES 672 12.46 70 Medium 
Skipjack 392 5.89 80 Low 
Camellia 152 18.46 80 Low 

RC5 228 13.38 80 Low 
 
The algorithm for encryption algorithm profiling can 

be observed in Algorithm 3. 
 

D. MAPPING 
The device, information and algorithm profiling are used 
for the mapping of optimal encryption algorithm according 
to the context of the information and device. The device 
capabilities are mapped to the algorithm’s required 
resources and the information confidentiality level is 
mapped to the algorithm's strength, to find the optimal 
algorithm. These two steps are briefly outlined below: 

Step 1: Map security strength of algorithm over 
information security requirement 

Once the data generated by the IoT device is classified 
according to its security demand, such as high, medium or 
low, all the available encryption algorithms are sorted 
according to the desired security strength. For instance, if 
the data is highly confidential and requires strong 
encryption algorithm, all the ciphers will be sorted 
according to the security strengths they provide, as well as 
the resources they consume. Later, the device current 
capabilities will further decide the final selection of 

ALGORITHM 4: MAPPING ALGORITHM 
Input: 
1: Sort algorithm in descending order on the basis of device profiling 
2: Check information confidentiality level 
3: Check device capabilities (battery, memory) 
4: IF (confidentiality = "High")  
5:  THEN  
6:   Create list of all algorithms 
7:   Sort in descending order 
8:   for all algorithms  
9:    IF (battery_of_device >= list_of_Algorithm[i].battery  
    AND memory_of_device >= list_of_Algorithm[i].memory) 
10:     RETURN list_of_Algorithm_High_Security[i]; 
11: ELSE IF (confidentiality = "Medium")  
12:  THEN  
13:   Create list of algorithms having security strength medium and low   
14:   Sort in descending order according to device resources 
15:   for all algorithms 
16:    IF (battery_of_device >= list_of_Algorithm[i].battery  
    AND memory_of_device >= list_of_Algorithm[i].memory) 
17:     RETURN list_of_Algorithm_Medium_Security[i]; 
18: ELSE IF (confidentiality = "Low")  
19:  THEN 
20:   Create list of algorithms having security strength low 
21:   Sort in ascending order according to device resources 
22:   RETURN list_of_Algorithm_Low_Security[0]; 
 
 

 



 

  

encryption algorithm.  
Step 2: Map device capabilities over resource 

consumption of algorithm 
Once the encryption algorithms are sorted with respect 

to information requirements, the device available 
capabilities are checked to select the final cipher for 
encryption. Various resource requirements of each 
algorithm were calculated in the previous step including 
memory consumption, battery consumption and execution 
time. These resource consumptions are mapped on device 
available resources. For instance, if the information 
demands high confidentiality level, but the available 
resources of the device do not satisfy requirements of any 
algorithm, the protocol suite will select the best possible 
algorithm that can be executed by the available resources. 
The algorithm for mapping can be observed in Algorithm 4. 
 

 
FIGURE 2. Execution time comparison of CEPS with other available           

algorithms 
 

VI. RESULTS AND DISCUSSION 
This section presents simulation and evaluation of our 
proposed context-aware protocol suite. The proposed was 
evaluated on the basis of memory, battery and processing 
time consumption and was compared with already existing 
solutions in 6LoWPAN.  
The objective of this work is to provide a context-aware 
protocol suite according to the device available resources 
and information confidentiality demands. For this purpose, 
we selected ten encryption algorithms which are already 
implemented in 6LoWPAN including AES, RSA, DSA, 
ECC, DES, Blowfish, Skipjack, Camellia, RC5 and RC6.  
The implementation of the protocol suite was done in ns-
3.26, which is an open source simulator developed in C++ 
[52]. It is a network simulator for discrete events, primarily 
targeted to carry out research about a computer network. 
The ns-3 project was used because it provides a solid base 
for simulation, well- documented, easy to use and provides 
debugging facilities [53]. It has various built-in libraries 
and network topologies which are used for defining the 
simulation. ns-3 uses real clock during simulation instead of 
virtual clock which makes the results close to the hardware 
testbed results [54]. Other major reasons for its adaption in 

this article include its support for complete network 
topology for IoT devices [54] as well as IPv6 [55] [56]. 
Along with ns-3, Crypto++ cryptography toolkit1 was also 
used to demonstrate the performance of security algorithms 
in 6LoWPAN. Crypto++ is a freely available open source 
cryptographic library developed in C++ and is widely used 
for research. It provides complete implementation of 
security ciphers, hash functions, authentication codes, and 
key agreement structures2.  
6LoWPAN3 was designed for small sensor devices which 
cannot afford big code size, its complexity, and network 
overhead. The protocol provides a data packet size of 81 
octets, and a data rate of up to 250 kbps. The simulation 
module of 6LoWPAN installs its stack on top of already 
existing NetDevice. NetDevice provides an interface to 
access and manage devices by IP and hides details of 
physical and MAC layers. Two different asynchronous 
functions (send and receive) were implemented to get 
notifications about data transmission. Some other functions 
were also written to compute the available resources 
including memory, battery, and execution time  

 To measure the performance of the context-aware 
encryption protocol suite, a 10KB file is encrypted with all 
the available options. Various encryption algorithms 
currently available for 6LoWPAN are compared with each 
other as well as with the proposed encryption protocol suite 
on the basis of memory utilized, battery consumed and 
execution time. In the following, the description of each of 
the modules is provided: 

 

A. EXECUTION TIME 
To measure the execution time of an encryption algorithm, 
the clock library present inside ns-3 was used. The 
clock_init() function was initialized at the start of the 
program, which uses hardware time along with the 
interrupts. Function clock_time() returns the current tick of 
the clock. Hence, to measure the execution time of a 
program, initial clock tick counter is stored before code 
execution and final tick counter is stored once the code 
completes its execution. 

To encrypt a file of size 10 KB, the highest execution 
time was found to be of DSA, which was 220 milliseconds, 
while the lowest execution time was found to be of AES, 
with 70 milliseconds. On average, encryption algorithms 
took around 100 milliseconds to encrypt a file of 10 KB. 
However, CEPS took 70 milliseconds to encrypt the same 
file, which is 68% less than DSA and 30% less than the 
average case, as shown in Figure 2. 

B.  MEMORY 
To measure the memory (RAM) utilized by an 

encryption protocol, the memory usage probe was used 
through /proc/self/statm [16] virtual file. This file provides 
                                                 

1 https://github.com/weidai11/cryptopp/releases/tag/CRYPTOPP_8_0_0 
2 https://www.cryptopp.com/docs/ref/ 
3 https://tools.ietf.org/html/rfc4919 

https://github.com/weidai11/cryptopp/releases/tag/CRYPTOPP_8_0_0
https://www.cryptopp.com/docs/ref/
https://tools.ietf.org/html/rfc4919


 

  

physical memory consumed by each of the algorithms as 
well as CEPS. 

The memory consumption of ECC was highest with a 
footprint of 1608 KB, while Camellia consumed the least 
memory with 152 KB. On average, encryption algorithms 
took around 679 KB of memory to encrypt a file of 10 KB. 
On the other hand, the memory consumption of CEPS was 
334 KB to encrypt the same file, which is 79% less than 
ECC and 51% less than the average case, as shown in 
Figure 3. Camellia and RC5 take less memory than CEPS, 
however, both of these algorithms provide minimum 
security to each type of information, whereas CEPS 
provides significantly higher security to confidential 
information, achieving an overall better performance. 

 

 
FIGURE 3.  Memory comparison of CEPS with other algorithms 

C.  BATTERY 
When a device is powered on, a counter starts measuring 
the estimated battery consumption, and when the device is 
turned off, the current value of the battery consumption is 
stored. The difference between the start value and the 
current value is then multiplied by the device power. The 
current values of the skymote microcontroller are given in 
eq. (2). The power trace can be calculated by adding the 
consumption states of active CPU, Low Power Mode 
(LPM), transmit and receive. The following equation can be 
used to get the energy consumption of the sensor node, 
where the value of skymote microcontroller voltage is 
given as 3V [15]. 
 
Energy Consumed =   �(1.8∗CPU+0.051∗LPM+21.8∗Receive+19.5∗Tx)∗3�

CLOCKS_PER_SEC
      (Eq. 2) 
 
The battery consumption of ECC was highest among the 
other encryption algorithms with a footprint of 50.55 joules, 
while skipjack consumed the least battery consumption 
with 5.89 joules. On average, encryption algorithms took 
around 22 joules of battery consumption to encrypt a file of 
10 KB. However, the battery consumption of CEPS was 17 
joules to encrypt the same file, which is 56% less than ECC 
and 21% less than the average case, as shown in Figure 4. 
 

FIGURE 4. Battery comparison of CEPS with other encryption algorithms 

V. CONCLUSION   
IoT devices are usually resource constrained in terms 

of battery, memory and CPU power; facing few big 
challenges like stringent latency and enhanced security. 
Since these issues cannot be addressed effectively by the 
centralized computing architectures. Therefore, for IoT 
systems, Edge computing offers a fast response time and 
better computational power. However, due to lack of 
resources, the adaption of an encryption algorithm 
according to device capabilities is a challenging task. 
Currently, IoT devices use one encryption algorithm to 
encrypt data, however, the data generated by IoT devices 
may vary in confidentiality level and thus do not require 
same level of security. This paper addressed this issue and 
proposed a context-aware encryption protocol suit for Edge 
computing based IoT systems which adapts the encryption 
algorithm based on the information sensitivity as well as the 
device available resources. 

This paper proposed a context-aware encryption 
protocol suite for IoT devices. Different modules of device 
profiling, information profiling, algorithm profiling, and 
mapping were designed for the selection of optimal 
encryption algorithm according to the device available 
resources and information requirements. For device 
profiling, kinetic battery model [15] and memory usage 
probe [16] were used for battery consumption and memory 
consumption, respectively, while fuzzy logic [34] was used  

for information classification. For the simulation and 
implementation of different encryption algorithms, ns-3 and 
crypto++ were used. By using the proposed context-aware 
encryption protocol suite, we are able to save 79% memory 
consumption, 56% battery consumption and 68% execution 
time. 

There are several shortcomings in the proposed 
research. For example, for the device profiling, only battery 
and memory consumptions were traced, whereas bandwidth 
and processing power of the device could also be 
considered. Also, some paid simulator could be used to get 
more accurate results. Moreover, in this research, 
encryption ciphers implemented in 6LoWPAN were used. 
In future, similar protocols can be designed for other IoT 



 

  

communication technologies like WiFi, Bluetooth, Zigbee, 
and WiMax. 
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