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Abstract

Wireless sensor networks (WSNs) allows the world to use a technology for event
supervision for several applications like military and civilian applications. Net-
work privacy remained a prime concern in WSNs. Privacy of Source location is
assumed to be one of the main un-tackled issues in privacy of WSNs. Privacy of the
source location is vital and highly jeopardized with the use of wireless communi-
cations. For WSNs, privacy of source location is become more complex by the fact
that sensor nodes are low cost and energy efficient radio devices. So, use of compu-
tation intensive encryption methods and large scale broadcasting based algorithms
are found to be unsuitable for WSNs. Several schemes have been proposed to en-
sure privacy of source location in WSNs. But, most of existing schemes depends
on public-key cryptosystems, while others are either energy inefficient or have cer-
tain security flaws like leakage of information using directional attacks or traffic

analysis attacks.

In this thesis, we propose a novel dynamic routing based approach for pre-
serving privacy of source location in WSNs, which injects fake packets in network
and switches the real packet information among different routing patterns. It ad-
dresses the privacy of source location by considering the limited features of WSNs.
Major contributions of this work includes two aspects. Firstly, different from the
existing approaches, the proposed approach considers enhancing the security of
nodes with minimal transmission delay and consumes power with minimum ef-
fect on the lifetime of the network. Secondly, the proposed approach is designed
to defend many attacks like hop by hop, directional attacks by choosing a suitable
path to send information from node to BS dynamically without affecting network
life significantly. Thus, it becomes difficult for the attacker to find the exact path,
and hence the original location of node. The proposed approach is implemented
and validated by comparing its results with that of the existing approaches in the
field of source location privacy in terms of Power consumption, Transmission delay,
Safety period, and network lifetime. The analysis of comparative results indicates
that the proposed approach is superior to the existing approaches in preserving the

source location privacy.
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CHAPTER 1

Introduction

Wireless sensor networks (WSNs) is visualized as a technology having huge poten-
tial for its usage in diverse applications like civilian applications, military appli-
cations. Network privacy is the most analyzed issue in WSNs. It is considered as
one of the main and the un-tackled issues in the privacy of WSNs using adequate
source location privacy on the basis of routing [25]. Sensor networks depend on
wireless communications using broadcast communication mechanism. But, wire-
less communication susceptible to network based attacks on its security than its

counter part in wired network because of no physical limits.

The receivers available in the wireless network equipped with compatible
devices may intercept network traffic being transmitted through wireless media
[4]. An attacker can carry powerful transceivers with him to capture network in-
formation. He can intercept network traffic from more than one positions on the
wireless network. An attacker can find out location of source of event by using
Radio Frequency localization approaches in absence of appropriate protection on
routing paths. Using this information, he can traceback the source of event using a
hop-by-hop method. So, a advance encryption approach fails to protect the identity

of source of information.
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This chapter discusses the importance and use of WSN in different applica-
tion domains. The need for preserving the source location in WSNs and motiva-
tion of this research work is highlighted in Section 1.1. The chapter presents the
problem statement for preserving source location privacy in Section 1.2 and main
objectives of the thesis in Section 1.3. Finally, it presents the structure of thesis to

meet its objectives in Section 1.4.

1.1 Background & Motivations

A wireless sensor network (WSN) is a collection of heterogeneous network elements
like small low cost equipments, called as sensor nodes (or motes) and a general pur-
pose set of computing equipments called as as sinks or base stations [23]. Generally,
WSN is developed to supervise certain physical quantities like pressure, tempera-
ture, light present in the region of its deployment. Sensor nodes are capable of
acting as a communication point having processing capability, power source and
sensing capability. They are limited in their capability of processing capacity and
power backup. In contrast, base stations or sink consists of laptop abilities with
non-limited power resources. The base stations are responsible for communication

between different types of network including WSN.

Recently, WSNs has been deployed in diverse field [1] for monitoring the
events, including military events [2], habitat event monitoring [28], shopping habits
monitoring, patient health monitoring, and bridge structural health monitoring

[40].

WSNs can be categorized into different classes on the basis of its affect on
security protocol design [23]. One way of dividing the WSNs is concerned with
movement of sensor nodes as well as the sink. The sensor nodes can be a move-
able node or static node. Similarly, sink can also be moveable or static in nature.
Another way of dividing WSNs is on the basis of placement of sensor nodes. The
sensor nodes can be distrusted either manually at particular location using certain
identified network structure or in a random way in WSNs. The number of sensor

nodes is also a vital parameter whose value can range from ten to ten thousands.
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One significant aspect of network security is concerned with privacy [15].
Privacy is crucial in some critical applications requiring privacy of sensitive infor-
mation transmitted over the network. However, attackers may intercept sensitive
information from network by exploiting broadcast nature of WSNs and try to sub-

vert underlying network system.

There are many different WSN applications, which pose privacy preservation

requirements. Prominent areas include:

* Healthcare and well-being applications (including remote monitoring of pa-
tients or elderly), which typically collect and process private data about the
subjects [41]. The latter data include healthcare record information, as well

as lifestyle and behavioral data.

 Traffic management and urban mobility applications, such as traffic control,
smart parking systems and connected car applications. These applications are
likely to derive and process information about the location and context of the

citizens (e.g., through their license plates).

* Personalized retailing applications, such as the use of AutoID technologies
(e.g., RFID, barcodes, QR codes) in shopping applications and loyalty man-
agement. These applications collect and manage data about the citizens’ shop-

ping behavior.

* Energy generation and management applications, which are typically devel-
oped and operated by energy operators and utility companies. Such appli-
cations store and leverage energy consumption data about citizens and busi-

nesses.

» Urban security and civil protection applications, which are in most cases based
on the collection and processing of large amount of sensor data (e.g., cam-
eras, energy consumption sensors) in order to identify and track suspicious
behaviors. Therefore, these applications are potentially threatening citizens’

freedom and privacy.

The above list is non-exhaustive, yet indicative of WSN applications that raise pri-

vacy issues and are therefore in need of privacy preserving applications.
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The network threats for disrupting the privacy over WSNs can be divided

into two main classes as described below and depicted in Fig. 1.1 [15].

Privacy
problem

Data query Temporal

Ficure 1.1: Privacy problem in WSNs.

Data

aggregation

1. Content privacy threats: These threats are concerned with the content of in-
formation sent over the WSN. For example, information headers added by

various network layers like application layer or network layer [37].

2. Context privacy threats: These threats are concerned with context of mea-
surement and transmission of sensitive information. Context is considered
as a multiple attribute aspect that involves many environment factors related
with sniffed data, like its timing and location. It is found that content privacy
threats are clearly understandable [15], whereas context privacy threats are
the major concern and importance of the research community. For content
privacy threats, sensor nodes who mount the network attacks are generally
modeled as Byzantine nodes. In this case, cryptographic approaches are ap-
plied to tackle these issues [3]. But, cryptographic approaches do not suits to

context privacy threats.

Location aspect of context privacy is the most significant for several mission
critical applications[15]. The most common example is the applications related to
military. Here, in this case, location may refer to the location of a soldier. An-

other example is the location of any costly painting lying in a musem for an asset
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monitoring application. During transmission of information, location of object can
be combined with the message in an encrypted form. Thus, it is difficult for an
attacker to retrieve the location information from the original message. But, an at-
tacker can attempt to locate the object using several other approaches like network

traffic analysis [8].

Therefore, in most of mission critical applications deploying WSNSs, preserv-
ing the location of source of event or object is most critical. The node who detect the
locations of object or source of event is called source node. The source nodes are
programmed to transmit source location information on regular basis to the base
station or sink node. If during transmission, an attacker successfully retrieve the
source information, then he can easily capture the object or asset being monitored.
The current study targets the preservation of source location privacy, considering
the object being supervised as a panda that is considered as endangered animal

[18].

An attacker can attempt in different ways to find out the location of object
being monitored based upon his power of the attacker. Some of researchers assume
that attackers are equipped with their own wireless networks, enabling them to
capture information about the monitored object using intercepted messages[29].
Whereas, some of researchers suggested to use triangulation approach to locate the

location of objects[19].

In this work, we focus on the dynamic routing approach for preserving the
source location privacy. The proposed approach involves injecting the fake packets
into the network and switches the real information packets between different rout-
ing patterns based on certain conditions. This results in confusing the attackers
from accessing the source location in WSN, and hence enhances the source location

privacy without compromising network lifetime.

1.2 Research Problem

The privacy of WSNs is considered as one of the major and the un-tackled an issue

using adequate source location privacy on the basis of routing. Sensor networks
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depend on wireless communications using broadcast communication mechanism.
But, wireless communication susceptible to network based attacks on its security
than its counter part in wired network because of no physical limits. The receivers
available in the wireless network equipped with compatible devices may intercept
network traffic being transmitted through wireless media. An attacker can carry
powerful transceivers with him to capture network information. He can intercept
network traffic from more than one positions on the wireless network. An attacker
can find out location of source of event by using Radio Frequency localization ap-
proaches in absence of appropriate protection on routing paths. Using this infor-
mation, he can traceback the source of event using a hop-by-hop method. So, a

advance encryption approach fails to protect the identity of source of information.

Sensor nodes or devices used for sensing the data also pose severe limitations
for ensuring source location privacy. These nodes are usually designed for low cost
and power optimized devices. Organizations can spread these devices in WSN and
supervise the events in the network from a central point called base station or sink
node. Once,these nodes are spread in a network with an human attention after-
wards for a long time. Or even these nodes are spread where human attention is
not feasible. Thus, it is not practically possible to replace their power source. There-
fore, computation intensive encryption approaches and power eating transmitters
are not appropriate for WSNs. So, power consumption and preserving the privacy

of source location are considered as important parts for designing WSNss.

A majority of the approaches have not considered the impact of the source
location privacy protection approach on the performance of the network’s life-
time. Some of the researchers proposed public key based encryption approaches
for source location privacy protection approaches [5, 25]. These approaches are
highly computationally and communication expensive. So, these approaches are
not suitable for source location privacy protection approaches. It is also noticed that
approaches that depends upon broadcasting of messages for preserving privacy in
WSNss are power inefficient [6, 22, 27, 31]. The approaches using routing approach
for ensuing privacy can lead to leakage of the information related to source location

(13, 18, 42, 45, 48].

So, there is an acute requirement to propose a routing approach that ensures

preserving the source location in WSNs without affecting the network lifetime. In
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this thesis, we focus to investigate the problem of source location privacy in WSNs
and propose an appropriate approach for enhancing source location privacy with-

out affecting lifetime of the network.

1.3 Research Objectives

The aim of the this research work is to present an approach for preserving the
source location privacy in WSN. More precisely, it focuses on the study and pro-
posal of routing approach that injects fake packets in network and switches the
real packet information among different routing patterns for preserving the source

location privacy.

The followings are the main objectives of this thesis:

1. To critically analyze state of the art in the field to assess the current status of
privacy preserving approaches in WSNs. Particularly, approaches addressing

the issue of source location privacy in WSNs and their limitations.

2. To access the effective performance metrics to measure & compare the perfor-

mance of source location privacy preservation approaches in WSNs.

3. To design and develop a novel dynamic approach for preserving privacy of
source location without affecting the network lifetime of WSN by switching
the real information among different routing patterns and injecting fake pack-

ets in the network.

4. ToImplement and validate the proposed dynamic routing approach for source
location privacy by comparing its performance regarding safety period, trans-
mission delay, network lifetime and power consumption with that of repre-

sentational approaches in the field using a benchmark experimental setup.

In order to meet the objectives of thesis cited above, we structure the thesis

as described in Section 1.4.
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1.4 Thesis Layout
The rest of the thesis is organized as follows.

Chapter 2 presents an updated review of the state of the art in the field of WSN,
particulary, the approaches addressing the problem of preserving source loca-
tion privacy. Finally, it presents the use of routing approaches for preserving
the source location in WSNs and highlights the gaps in research work in the
field.

Chapter 3 presents the proposed approach for effective preservation of source lo-
cation in WSN by injecting fake packets into the network and switching real
packets among different routing patterns based upon conditions without af-

fecting network lifetime of WSN.

Chapter 4 provides the details of the experimental setup, results and their discus-
sion. A comparative analysis of the reported results is presented with existing

researches in the field at the end of this chapter.

Chapter 5 finally concludes the thesis by presenting a summary of the thesis, key
contributions & conclusions followed by recommendations for future exten-

sions to this research.

A comprehensive bibliography in the field of privacy of source location and WSN is

appended at the end of the thesis.



CHAPTER 2

Literature Review

This chapter presents an updated review of the main contributions and the princi-
pal trends in preserving network privacy of WSNs. It presents an overview of tax-
onomy of network privacy in Section 2.1 and further presents state of the art with
respect to the privacy taxonomy including content privacy and context privacy in
Section 2.2 and 2.3 respectively. Different studies in the field are summarized as
per taxonomy in tabular form for better understanding the current status of source
location privacy approaches in WSNs in Section 2.4. Related issues and major lim-
itations of existing researches in the field are summarized at end of this chapter in

Section 2.5.

2.1 Introduction

Privacy is concerned with autonomy right and consists of right to remain alone. It
covers the right to assure information about myself and to grant of limited access

to others[10].

For WSNs, privacy comprises the privacy of the object being monitored in

addition to privacy of sensor nodes and base stations [23]. It has been observed
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that privacy of these objects is linked with each other to some extent. Breaching the
privacy of one object results in intrusion into privacy of the object being monitored.

Privacy in WSNss can be divided into two classes, described as below [18].

1. Content privacy

2. Context privacy

Content privacy is menaced by an attacker whose goal is to control or access
message details transmitted over a network. In case of context privacy, it is con-
cerned with securing contextual information about the content. Particulary, context

related information contains location of the data or its measurement time.

Liet al [24] proposed a general taxonomy for different privacy protection ap-
proaches in WSNs. The authors classified privacy into two classes as content (data)
privacy and context privacy. Content protection approaches are further classified
into two categories dealing with data aggregation and private data queries. Context
protection approaches are classified into two classes, namely location privacy pre-
serving approaches, containg source and sink location protection approaches, and
temporal privacy preserving approaches. The taxonomy is graphically depicted in

Fig. 2.1.

In this chapter, we present an critical analysis of related work as per tax-
onomy depicted in Fig. 2.1. Several researchers have reviewed various researches,
taxonomy and attacks on network privacy in the field of privacy in WSNs [20, 24,
36, 44]. An updated review of significant researches in the field are presented with

respect to taxonomy depicted in Fig. 2.1 in following sections.

2.2 Content Privacy Approaches

Content (data) privacy problems usually can be tackled through message encryp-
tion or authentication [13]. Content privacy protection approaches focus on ensur-

ing network privacy of aggregated data and data queries passed.

There exists two kinds of attackers that threaten the data privacy.
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Privacy in
WSNs

Content Context
privacy Privacy

Data Location Temporal

Data query

aggregation privacy Privacy

Source Sink
location location

FIGURE 2.1: A taxonomy of privacy in WSNs.

1. External attacker

2. Internal attacker

The external attacker only intercepts data during transmission over a network.
Strong cryptographic approaches such as SPINS [32] or pDCS [39] can help tackle
such attackers. The internal attackers manipulate multiple sensor nodes by exploit-
ing the known keys used for encrypting the messages. A straight forward method
to deal with this problem is to use end to end encryption keys from sensor nodes
to sink node and vice versa [23]. However, the use of cryptographic approaches
leads to difficulty of data aggregation in a network. Therefore, it is considered as
an issue for providing privacy during data aggregation in the presence of such at-
tackers. Several researches have been proposed to tackle the issue. In this thesis, we

are mainly concerned with context based privacy. so interested readers may refer

to [11, 14, 43, 50].
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2.3 Context Privacy Approaches

It is noticed that context realted issues are difficult to trace due to vulnerability
of network signals [13]. A sensor node can lead to leakage of contextual informa-
tion in spite of use of various encryption approaches[23]. Specific context related

information can divided into following classes.

1. Location privacy: It contains the information on data source location or sink

location.

2. Temporal privacy: It contains the information about event timing.

External attackers generally gain such information using network traffic analysis
approaches [33]. We provide updated review of studies related to context protec-

tion approaches in the succeeding subsections.

2.3.1 Location Privacy Approaches

Location privacy approaches are very significant in WSNs. It deals with the infor-
mation concerned with source location or sink location, that can be of a main focus
of the attackers. For example, Panda-Hunter Game involves deployment of WSN for
supervising pandas in their habitat [18]. It is enough for the attacker to search out
sensor node’s location, observing pandas to complectly locate and trap the panda.
In similar way, the attacker only requires to search sink location for mounting a
physical or other attacks to disrupt its availability like DoS attack. Thus, such at-

tacks lead to make the whole network inactive for its users.

The attacker in this model can be divided in two categories as described

below.

1. Local attackers

2. Global attackers
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The local attacker has limited radio range, thus he can only observe network traffic
in a small portion at a time in WSN. However, global attacker has the ability to

observe the entire network, thus can locate all transmitting nodes instantly.

Location privacy approaches can be further categorized into privacy of data

source and data sink (base station) as described in Section 2.3.1.1 and 2.3.1.2.

2.3.1.1 Source Location Privacy Approaches

The problem of privacy of source location was coined by Chaum et al. [5]. The au-
thors suggested a mixnet to conceal detail on a source of information. Further, Reed
et al. [34] provided source location privacy in public computer networks on the ba-
sis of onion routing. After that several researchers proposed various approaches
for providing source location privacy on the basis of spatial and temporal cloaking
[12], demand routing with untraceable routes [21], phantom flooding [18, 31, 47]
and many more. It is noticed that several approaches developed for source location
privacy are inadequate for resource limited WSNs due to their high requirements

of power and memory [23].

Source location privacy approaches in WSNs can be divided as described

below.

1. Flooding based source privacy approaches: Several researchers used flood of

network traffic to handle the problem of privacy of source location.

Ozturk et al. [31] suggested a metric for assessing the privacy of source loca-
tion called the safety period. The authors formulated safety period as message
count that source node transmits before getting localized by the attacker. They
validated the affect of baseline and approaches based on probabilistic flood-
ing for privacy of source location in terms of safety period metric. The authors
presented the conclusions that these existing approaches offer the minimum
protection. It may leads to traceback location of source having least values of
safety period. This happens due to following the shortest path by the message

in beginning and it reaches the attacker.
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This approach was further extended by using probabilistic flooding [31]. The
extended approach is proved to be energy efficient and offers more privacy
of source location in WSNs. Here, sensor node passes a message packet with
some probability value and hence involves a small set of sensor nodes while
forwarding the message packets. So, no constant stream of packets is gener-
ated, thus make difficult for the attackers to trace back the location of source

nodes.

In another study, Ozturk et al. [31] also suggested a novel approach for pri-
vacy of source location using routing approach called phantom flooding ap-
proach. The proposed approach involves two phases. Firstly, it involves send-
ing of a message packet to a random node following a random or directed
walk. This randomly selected node is called phantom node. Finally, the phan-
tom node floods the message packets into the network to arrive at the sink
node. It is noticed that this approach enhances safety time for exchanging the

messages over the existing approaches based on flooding approach.

Luo et al. [27] suggested a approach based on a phantom single path routing.
In their approach, a path is started from the phantom node for imitating the

actual event routing.

Kumar et al. [22] suggested a approach using multiple phantom scheme. The
suggested approach ensures the confusion for an attacker that each source

node consists of double phantom nodes.

Chen et al. [6] proposed a routing approach, ignoring source location preser-
vation in WSNs. The authors proposed that nodes having information for BS
will transmit the information packets using the shortest possible route. This
approach involves a minimum number of packets transmitted over the net-
work. Thus, it exhibited high performance in terms of the long lifetime of
network, minimum power consumption, but at the cost of security of source

nodes. The attackers can easily detect the location of SSN and attack it.

Jhumka et al. [15] proposed cyclic defense during transmission of information
packets from SSN to BS. This approach used dummy message packets with
phantom routing to confuse the attackers in finding the real path followed by

the real information packets to reach BS.
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The authors proposed two different solutions on the basis of fake informa-
tion sources. The first solution, called fake source solution 1 (FS1) works as
follows. A source node reports to the sink by broadcasting a message to its
neighboring nodes. The neighboring nodes analyze the packets for its du-
plicate receipt. If it has not already received message, the hop count of the
received message is incremented and broadcasted again. Otherwise, the mes-

sage is discarded. This process is repeated till the message packet meets the

BS.

Next, the BS floods away-message with the hop count of the message that in-
formed the BS of the event. Nodes that receive the away-message checks if
they have a message from the source with a hop count of one. If a node re-
ceived such a message, then it takes the hop count from the away-message
minus one and uses it as the value of a TTL counter for its choose-message.
The node then broadcasts the choose-message. If a node receives a choose-
message, it uses a probability p to decide whether to forward the choose-
message. If p > P (where P is a set threshold), then the node decrements
the TTL -counter of the choose-message and forwards it to its neighbors. If
the TTL-counter of the message equals to zero, then the node that had re-
ceived the message uses probability p to decide whether it should become a

take source. If p > P, then the node becomes a fake source.

The second solution proposed by the authors is called fake source solution
2 (FS2). The main difference between these two solutions is in the method
choose-message is moved forward. In FS2, each node that receives choose-
message decrements the TTL counter and forwards the message until the TTL

counter reaches 0, without deciding on the basis of P.

This approach uses cyclic defense to confuse the attacker for preserving the
source location privacy. It suffers from the limitation in trading off network
energy consumption against source location privacy; there are times when
there are no fake sources that are selected, thereby reducing the level of pri-
vacy. It involves the transmission of a large number of fake message packets in
all areas including hotspot area, so it affects the power consumption of nodes

in hot spot areas. Thus, it impacts the lifetime of the network.
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In this approach, cyclic routing and inter cluster communication, both lead to
a large transmission delay. This approach is proposed on the basis of panda-
hunter model. Here, it is possible that a panda may remain in one specific
area for a relatively longer time. In that scenario, an attacker can determine
the event ring quickly. Because, the backbone route in this approach is the
shortest path from the trigger node to the sink. This leads to leakage of loca-

tion information of the source node in the network.

These approaches mainly contribute by confusing an attacker to classify real

network traffic from the fake network traffic.

2. Random-walk based source privacy approaches: Xi et al. [48] proposed a ap-
proach for privacy based on a greedy random walk method. They proposed to
initiate a random walk by the sink node. Further, the source node is allowed to
create and passes packets for different events using a random walk approach
in a same way for an intersection node linking two paths. Afterwards, mes-
sage packets are communicated towards the sinks route in the reverse order.

They used a bloom filter for avoiding the repeating cycles.

Tan et al. [42] proposed an approach for source location privacy using a di-
rected random walk method, known as EDROW. Here, they allowed the mes-
sage packets to be passed by sensor nodes denoted as parent nodes. These
nodes are found near the sink. Different packets leads to generation of multi-
ple routes. A large number of parent nodes leads to the better source location

privacy in WSNSs.

The research on flooding approaches proposed by [31] was further explored
for covering single routing based approaches by Kamat et al [18]. Kamat et
al [18] concluded that existing single route based approaches are not able to
source location privacy same as that of flooding based approaches. However,
they extended the phantom based flooding approach and suggested a phan-
tom routing. Here, a flooding phase is introduced that is replaced by a single
path routing. They concluded an improvement of safety period for every mes-
sage that is following different route to reach the sink. In this way, an attacker

could not listen a steady stream of packets for traceback of source location.
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Xi et al. [47] extended the concept phantom routing based approach in pre-
serving source location privacy. They suggested for employing a two way ran-
dom walk method and called it as Greedy Random Walk (GROW). The pro-
posed approach starts the source node as well as sink node. It involves starting
a random walk of the message from source node and in reverse direction from
the sink node. When, the walks intersect, the message is sent in a direction
opposite to arrive at the sink node. In order to enhance the intersection prob-
ability, the message packets are passes by local broadcast method. It ensures

that all adjacent nodes should know the message forwarding.

Wang et al. [45] also extended the approach of random walk routing. They
suggested a approach based on weighted random stride (WRS) approach and
random parallel routing approach. Each sensor node is preassigned more than
one different routes to the sink in Random Parallel routing approach. The
route selection is made based on preset probabilities. However, in the WRS,
each message follows a directed random walk to reach the sink. The walk

consists of multiple strides.

Li et al. [24] attempted to enhance method proposed on basis of phantom
routing. They noticed that pure random walk as well as directed random
walk applied in case of phantom routing suffer from limitations. Pure random
walk method attempts to remain close to source node. However, directed
random walk method may cause leakage of sensitive information for location
of the source. So, the authors suggested to forwards a message using single or

multiple randomly selected intermediate nodes.

Ouyang et al. [30] suggested to trap an adversary in a false cyclical route for
increasing the safety period. here, they proposed that many cyclical route are
pre-created in WSNs. Fake messages begin circulating the route after crossing
the real message by one of the cyclical route. In this way, backtracking of real

messages leads to multiple cyclical paths to an attacker.

It can be concluded that most of the approaches based on random walks,
flooding, path confusion, or multiple paths focused trapping the local attacker
only. But, these approaches are vulnerable to global attackers having broader

view of the WSN and its network flows.
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3. Fake source traffic based source privacy approaches: The approaches pro-
posed on fake source and dummy traffic for providing source location privacy
works on the basis of hiding the real information packets and their source by

fake information packets.

Ozturk et al. [31] suggested an approach based on a short lived and persistent
dummy source. The major limitation of this method is that it is not capable
to source location privacy from a global attacker due to activation of the fake
sources by real messages. So, the global attacker can find out initial source of

information as the real source.

Mehta et al. [29] suggested two types of protections as source simulation and
periodic collection. The periodic collection provides privacy for source loca-
tion at the cost of more latency and high communication over head. In this
apporach, each sensor node is allowed to transmit regularly a fake or real mes-
sage after a fixed time slot. It helps to conceal real messages with fake mes-
sages. The source simulation uses the dummy event of source nodes in WSNs.
These dummy sources are formulated as per the conduct of the real sources
for confusing the adversary. The major problem of the source simulation is

that it does not simulate the source conduct accurately.

Shao et al. [39] suggested an improvement of periodic collection as FitPro-
bRate method to reduce its latency. Sensor nodes pass the message packets
at pseudo random time slots than passing message packets at a fixed rate in
a fixed time slot. Upon receiving real packet by sensor node, it pass message
packet before fixed time slot. But, these pseudo random time slots follow the

same distribution at all nodes for concealing information from an adversary.

4. Cross-layer based source privacy approaches: approaches in this category
are important by considering the resource-constraint nature of WSNs. These

approaches helps to ensure better services at nominal cost.

Shao et al. [38] utilized IEEE 802.15.4 MAC layer beacons to ensure privacy of
source location. Here, The beacons are broadcasted regularly by sensor nodes
to declare some parameters. The authors proposed to use the beacons as a
carrier of real packets. They followed principle for providing protection same

as that of periodic collection [29]. But, it does not involve generation of fake
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network traffic. The real message packets are concealed within the beacons. It
is achieved at the cost of more latency due to sending of beacons in long time
slots. Thus, the authors suggested two and four phase approaches. Two phase
approach involves propagation of message packet in many hops by the bea-
cons on MAC layer for ensuring privacy of source location. It is followed by
delivery of message packet to the sink node by a single path routing through

network layer.

2.3.1.2 Sink Location Privacy Approaches

Sink location privacy is significant for correct functioning of WSNs. The sink node
accumulates information from the entire WSN and generally behaves as a gateway
to other networks. Thus, it acts as a single point of failure. The adversary can
launch several attacks upon discovering the sink location, thus rendering the whole

network useless [7, 23]. Therefore, protection the sink location is very significant.

Deng et al. [7] proposed three approaches for analyzing network traffic to

discover the sink location:

1. Rate supervising attacks: Here, an attacker observes sensor node packet send-

ing rate and comes near to a sensor node with maximum rate.

2. Content analysis attacks: In this kind of attack, an attacker tries to access
valuable data regarding sink location from message packet headers and packet

payloads.

3. Time correlation attacks: In this case, an attacker supervises association be-
tween sending times of sensor node and its adjacent nodes. The attacker at-
tempts to find our the node that passes the current message packet and traces

the route directly to the sink.

They also proposed protection approaches to defend such attacks. For defending
these rate supervising attack, each sensor node transmit message packets at a fixed
rate. Thus, a child sensor node regularly sends a message packet till it is received

by a parent sensor node. If the child sensor node has nothing to transmit, then it
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adds a fake packet. This approach allows a regular transmission rate throughout
the whole WSN. However, it reduces the lifetime of WSN. Cryptographic methods
can be employed to preserve the sink against content analysis. But, end to end

cryptographic methods are not up to the satisfaction [7, 23].

This work was extended by the authors using some advance methods to en-
counter the network traffic analysis based attacks [8]. The rate supervising attack
can be avoided using multiple parent routing method as network traffic distributes
in more than one routes. In this method, every sensor node consists of more than
one parent sensor nodes for sending message packets to the sink. For sending a
message packet, sensot node randomly find one of its parent sensor nodes. A con-
trolled random walk method can be used to extend this method. A sensor node
passes a message packet to one of its parent sensor nodes with probability p. The
node passes the message packet randomly to one of its adjacent sensor node with
probability 1 — p. The proposed method presents delivery time delays proportional
to additional hops consumed by the message packets. However, it has flaws for time

correlation attacks.

To address this issue, Deng et al. [9] proposed an approach known as multi
parent routing method with fractal propagation. Whenever a sensor node comes to
know that an adjacent node passes a message packet to the sink, then it creates a
dummy message packet with probability p and moves it to one of its adjacent node.
The major issue here is that it creates huge amount of network traffic near the sink.

Because, sensor nodes close to the sink generally pass more message packets.

It is observed that that these approaches offered to provide sink location

privacy against the local attacker. Few approaches target the global attacker.

It is noticed from the analysis of literature that some approaches originally
proposed for source location privacy protection are also applicable for providing

sink location privacy [31, 38, 39, 49].
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2.3.2 Temporal Privacy

Temporal privacy is concerned with significant contextual information being de-
rived by an external attacker. It contains the timing information of supervised
events or a message rate. An attacker may use temporal information for localizing
the object under supervision. Based on the time and place of the packet generation,

the attacker can approximate movement of the object.

Kamat et al. [16] formalized the problem of temporal privacy. They sug-
gested an approach based on rate controlled adaptive delaying (RCAD) to preserve
temporal privacy. Here, each node stores received message packet and randomly
holds its transmission again as per the exponential distribution. Stored preemption
approach is involved to handle the issue of overloaded storage. Whenever the stor-
age of sensor node becomes full, sensor node sends the message packet instantly

[17].

It can be concluded that such methods for preserving location privacy in
WSNs have the great potential to ensure temporal privacy. Specifically, the meth-
ods suggested using random walks and time delays. It can also be found that pe-
riodic collection method that transmitting at a constant rate in the entire network,
provides optimal temporal privacy. Because, in this case network traffic is not de-

pendent of the happening of events.

2.4 Key Findings

Recently, several approaches have been proposed for preserving network privacy in
WSNs. An updated review of network privacy and various approaches proposed to
address the problem of network privacy are presented in Section 2.2 and 2.3. The
review of above cited text can be summarized as per identified taxonomy (refer Fig.

2.1) in Table 2.1.

By critically analyzing state of the art in the field of privacy of source location

in WSNSs, Followings are the key findings.
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TaBLE 2.1: Overview of literature review.

Protection type Approach Research work
Content - - - [24] [33] [40]
Flood based [5] [14] [16] [23]
[28] [32]
Random walk [19] [25] [31] [43]
Source based [46] [48] [49]
Privacy in L ocation Location Fake source
WSN | Context traffic based | [30][32] [40] [50]
Cross layer [30] [40]
Sink : [8] [9] [10] [32]
Location [40] [50]
Temporal - - [17] [18]

. A majority of the approaches have not considered the impact of the source lo-
cation privacy protection approach on the performance of the network’s life-

time.

. Some of the researchers proposed public key based encryption approaches for
source location privacy protection approaches. These approaches are highly
computationally and communication expensive. So, these approaches are not

suitable for source location privacy protection approaches.

. Broadcasting based source-location protection approaches are found to be en-

ergy inefficient.

. Routing based approaches for preserving source location may cause leakage

of information of source location to an attacker.

To address these limitations, this research work aim to propose a routing

based approaches that enhances source location privacy in WSNs without affecting

the network lifetime.
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2.5 Summary

This chapter presented an updated review of the main contributions of network
privacy protection approaches and the principal trends in this research field. It
presented an overview of types of network privacy approaches that were used to
successfully provide privacy, particulary source location privacy. Various privacy
protection approaches utilized in WSNs are summarized. Finally, the chapter high-
lights the key findings of literature review and major research gaps in the current
source location approaches, that motivate us to propose a routing based approach
for enhancing privacy of source location in WSNs without affecting network life-

time.



CHAPTER 3

The Proposed Source Location Privacy

Preserving Approach

Recently, several approaches have been proposed to preserve source location pri-
vacy in WSNs on the basis of routing [6, 27] and fake traffic [29, 31]. These ap-
proaches enables the concealment of source location in WSNs if properly used.
However, most of existing approaches are energy inefficient or computational in-

tensive [26, 31].

To address the limitations of existing approaches, this chapter introduces the
proposed an approach for preserving source location privacy in WSNs on the basis
of dynamic routing and injecting fake message packets in the network in Section
3.1. The proposed approach is an enhancement to that of proposed in [15]. It high-
lights the basic assumption about network, power consumption and underlying
network in Section 3.2. It presents the proposal of dynamic routing based approach
for enhancing source location privacy in WSNs in Section 3.3 after explaining var-
ious types of routing patterns. It highlights the working of the proposed approach

in Section 3.4. Finally, it summarizes the content of this chapter in Section 3.5.

24
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3.1 Introduction

Recently, several applications in the field of monitoring and tracing have evolved
with the advancement of Wireless Sensor Networks (WSN). These applications in-
volve distributed sensor nodes (SNs) for monitoring of the limited area around it
and communicate the events to a fixed location called Base Station (BS). Many real
time applications like surveillance, health, military have successfully deployed SNs
for monitoring for specific events. However, some mission oriented applications
like military require security of information for transmitting information from SN
to BS [15]. Privacy is considered as significant aspect of security, and plays a vital
role in protecting sensitive information. However, the open nature of WSN enables
the attackers to intercept the information during transmission. An attacker can use
powerful radio transceivers to intercept the information and attack the network.
Due to this flaw, WSNs, suffer from different privacy threats like data fabricating,
route disrupting, information eavesdropping, and node compromising. Concealing
the location of SSN is a critical problem in WSN that requires immediate address-
ing. Many source location privacy approaches have been proposed in WSNs on the
basis of routing [6, 27] and fake traffic [29, 31]. These approaches enables the con-
cealment of source location in WSNs to some extent. However, most of existing

approaches are energy inefficient or computational intensive [26, 31].

In this work, we propose a dynamic routing based approach for preserv-
ing the source location privacy in WSNs to address the limitations of existing ap-
proaches. The proposed approach address the source location privacy by consider-
ing the limited features of WSNs like power backup, lifetime, transmission delay
etc. The proposed approach contributes in two aspects. Firstly, it considers enhanc-
ing the security of SSNs with minimal transmission delay and consumes power with
minimum effect on the lifetime of the network. However, existing researches in the
field focused on one aspect without considering the other. Secondly, the proposed
approach is designed to defend most commonly used attacks like hop-by-hop, di-
rectional attacks by choosing a suitable path to send information from SSN to BS
dynamically without affecting network life significantly. Thus, it becomes difficult

for the attacker to find the exact path, and hence the original location of SSN.
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3.2 Basic Assumptions

The proposed approach aims to address the issue of preserving source sensor node
privacy in Wireless Sensor Network (WSN) by transmitting the information from
source sensor node (SSN) to a base station (BS) through a dynamically selected path.
It increases the number of paths for transmitting the information from SSN to BS,
thus enhancing the security of location of SSN without compromising network life,
and delay in the transmission of information. It is robust against the most com-
monly used attack approaches by the attackers to access the location information
of SSN, namely hop-by-hop tracing, eavesdropping, and direction based tracing.
For implementation of the proposed approach in this work, we consider following

assumptions in regard to power consumption, WSN, and attacker.

3.2.1 Power Consumption Related Assumptions

Power consumption is assumed to be a significant measure for accessing the perfor-
mance of any routing approach as sensor node exhaust power during the reception
and transmission of network packets in WSN. It has been observed that the sensor
nodes in the surrounding area of BS called hotspot area (HA) exhaust more power in
comparison as they have more interaction for communication with BS. Thus, their
power consumption directly affects the lifetime of WSN. So, an efficient routing
approach must cause a minimum power consumption of hotspot sensor nodes to

enhance the lifetime of the WSN.

In this work, we consider the power consumption by the sensor nodes while

receiving data in WSN as described in Eq. 3.1 as proposed in [26, 45].

Preceive = L* Ploss (3-1)

where, L represents the length of the received data in number of bits and P,
gives a loss of power during transmission. Power consumption for transmitting the

data can be represented as per Eq. 3.2.
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Brransmit = L*(Ploss+Pamp*AmpPL055) (3.2)

where, AmpPLoss is a factor that represents the amplifier power loss. It de-
pends upon the distance between transmission sensor node and receiving sensor
node. It follows the free space model (d?> amplifier power loss) for distance be-
tween transmission sensor nodes and receiving sensor nodes below the threshold
value of dypyesnora, otherwise it follows the multi-path fading model (d* amplifier
power loss). P, represents power required for amplifying the signals. The values
for these parameters are adapted from [46] as dypresnotds Ploss) Pamp for free space
model, and Pamp for multi fading model 87m, 50n] per bit, 10p] per bit per m? and
0.0013p]J per bit per m* respectively.

3.2.2 WSN Related Assumptions

In this work, we assumed the deployment of WSN on the basis of classic and well
known panda-hunter game model [24] that involves monitoring of the sensor area
and detects the presence of pandas. Detection of the panda’s activity in sensor area
triggers the sensor node to act as SSN and transmit encrypted information to BS.
However, the open nature of WSN can lead attackers to intercept the information
during transmission and access the location information of pandas. Thus, the ob-
jective of routing approach should be to transmit the information of pandas in such

a way so that the location of pandas may be preserved from the attackers.

So, for simplicity and successful implementation of the proposed approach,
we assume that WSN contains uniformly distributed and interconnected sensor
nodes having limited power backup. Further, the whole WSN is configured as grids
and rings of sensor nodes as shown in Fig. 3.1. The each sensor node is assigned a
grid number, and ring number. The sensor node having highest power backup act
as a leader node (LN) and is responsible for communicating with adjacent LNs in
an encrypted mode to reach the BS. The power consumption of sensor nodes in a

grid is regularly updated.
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QW

Ficure 3.1: The topology of WSN
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3.2.3 Attacker Related Assumptions

The attackers generally sniff and analyze the network traffic with some advance
approaches and attempt to find the source location. They are well equipped with
advance hardware / software, huge amount of power backup and computing as well
as storage capacity. They can easily eavesdrop the WSN for accessing the source
location information without affecting the normal functioning of the WSN. They
can also compromise or damage the network communication. Even, the attackers
are capable of tracing the source location using hop-by-hop strategy. In addition,
they can reuse the historical information related to specific sensor nodes, traffic
flow to estimate the direction of location of SSN using a backtracking strategy called

direction oriented attacks.

3.3 The Proposed Approach

The proposed approach involves the dynamic routing of network information trans-
mitted from SSN to BS with an aim of preserving the source location privacy with-
out compromising the lifetime of WSN and delay during transmission of informa-
tion. We propose a dynamic 2-phase routing approach. The phases are

1. Initialization phase

2. Switching phase

The first phase involves selection of start node to initialize the routing pro-

cess. In the second phase, it undergoes switching in three different types of routing
patterns as below.

1. Estimated Routing (ER)

2. Cyclical Routing (CR)

3. Directional Routing (DR)
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The information from SSN to BS is transmitted by switching it in different
paths using proposed routing algorithms dynamically with an aim to confuse the
attacker about the exact path of real information flow. In this way, the proposed
approach attempts to hide the location of the real source node from the attacker.
Thus, the proposed approach involves the transmission of some dummy informa-

tion packets into the network to enhance the privacy of the source node location.

The results of the proposed approach prove an enhancement in security level
in preserving the location of SSN, reduction in transmission delay, without affecting
network lifetime in comparison to the existing researches in the field. The details

of routing algorithms are as described below.

3.3.1 Estimated Routing (ER)

This type of routing involves transmitting the information to the pre-determined
paths in WSNs [13]. ER is mostly useful for the applications with limited power
backup like WSNs. It comprises flooding of information to measure the distance
between sensor nodes and BS in terms of number of hops initially. BS starts the
process of flooding in the beginning of network configuration and floods the in-
formation packets with the hop counter set to zero. Each packet is made to pass
through each node and accordingly its counter is incremented. Each sensor node
records the hop count value for different packets following different paths. At the
end of the initial process, each sensor node selects the path having less value for
hop counter. Thus, ER transmits the information to a path having less value of hop

counter to reach the BS.

3.3.2 Cyclical Routing (CR)

In this work, we increased the amount of time required by the attacker for tracing
the real source location through analysis of the network traffic by proposing a cycli-
cal routing [13, 15]. As discussed in the preceding section, the WSN is assumed to
be divided into grids having LNs responsible for communication with adjacent LNs

to reach the BS as shown in Fig. 3.1. Each LN will receive the information packet
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and analyze it for representing the real event of the network. It then forwards ad-
jacent LNs in both clockwise as well as counterclockwise directions. Adjacent LN
stores the real information and releases fake information packets. Following this

way, the information packets will make a round journey in the cyclical path as de-

picted in Fig. 3.2.

@ SSN

—— Real info

—3 Dummy info

Ficure 3.2: Cyclical routing

3.3.3 Directional Routing (DR)

This routing involves the routing the information packets inter grids in a direction

of BS through adjacent LNs [13]. Further, the adjacent LN after receiving the packet
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follows the same process and forward the packet to its adjacent LN in direction to
BS as depicted in Fig. 3.3. Thus, DR generates multiple routes for reaching BS
and leads to attract the attacker to some specific route that is not actually used for
transmitting real information from SSN to BS. It makes the back tracking attack

more difficult for finding the location of SSN.

@ssh @s8s QW —* Multiple routes

Ficure 3.3: Directional routing
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3.4 The Working Principle of the Proposed Approach

The proposed approach involves injection of fake message packets in addition to
real message packets and packets are transmitted to BS by switching among differ-
ent routing patterns based upon conditions. The routing patterns are cyclic routing,
directional routing and estimated routing. In brief, the proposed approach consists
selecting a random starting sensor node for injecting an empty packet using the
ER approach initially. Meantime, the message packet from a SSN is circulated into
rings using CR approach, followed by DR approach transmission of real packet
from the intersection point of empty packet and the ring. This results into a se-
lection of different route for each transmission of the real message packet, hence it
becomes difficult for an attacker to guess the exact location of SSN using backtrack-

ing attack.

The working principle of the proposed approach is completed in two stages,
namely, 1) Grids and rings segmentation and 2) path formation. The phases of
the proposed approach are graphically presented in Fig. 3.4 and are described in
Section 3.4.1 and 3.4.2.

3.4.1 Grids and Rings Segmentation Phase

The WSN is assumed to be segmented into grids and rings as depicted in Fig. 3.1.
There exists a leader node (LN) in each grid having a maximum power backup in
comparison of other nodes in that grid. Power backup values are regularly updated
in the grid. If there is any other node having more power backup than LN, then it
is selected as LN. All the information packets from the grid nodes are transmitted

through LN. Each sensor node of WSN retains its grid position in the network.

Rings are formulated in the area after the hotspot area on the basis of its
distance from the BS. Ring is the established path of LNs at a given distance from

BS followed by message packets in a logical circular shape as shown in Fig. 3.2.
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Ficure 3.4: The proposed dynamic routing approach

Formulation of rings helps to generate cyclically routing in the area after
hotspot area. The real message packets are forwarded in a clockwise or anti clock-
wise direction selected randomly and fake message packets are forwarded in the
opposite direction to that of real message packets by the LNs of that ring. After
the formulation of rings, each sensor node is assigned a ring number. The values
of grid position and ring numbers of the sensor nodes are shared adjacent sensor
nodes. In this way, each sensor node maintains a list of adjacent nodes consisting
of nodes having 1) lesser number of hops to reach BS, 2) large number of hops to

reach BS, 3) adjacent nodes in all directions of the grid.

3.4.2 Path Formation Phase

In the beginning, we propose to choose a sensor node from the outermost ring as

start sensor node of the path by adapting token approach mentioned in [35].
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The principle for token approach is that if a node has information to trans-
mit, it will claim the token. The node is allowed to transmit only after taking control
of token for a fixed time interval. The start sensor node circulates the token after
holding it for a specific time interval. The same process is repeated by the next
token grasping sensor node. The starting sensor node creates a fake empty packet,
and forwards to the other node by following ER approach. During the transmission
of the fake information packet, if any sensor node finds some real information to
transmit to BS, like information of Pandas, then it becomes SSN. The corresponding
ring is assigned as leader ring (LR). The SSN creates information packet over LR in

any one direction selected randomly.

Simultaneously, SSN creates a fake information packet and forward in the
opposite direction of real information packet over LR. All LNs of LR receive the
information packets, fake as well as real. They retain a copy of the real informa-
tion packet and discard the fake information packets. In this manner, a copy of
the real information packet gets stored at each LN in the LR. In this way by fol-
lowing CR approach, each LN on LR has a copy of the real message packet and is
able to transmit to BS on behalf of SSN. Whenever the empty information packet
already routed using the ER approach by the starting node intersects the LR, and
then corresponding LN of that intersecting grid replaces the empty packet with the
real information packet. The replaced real information packet is transmitted to BS

using DR approach.

Since, we are selecting a starting sensor node randomly, then it will intersect
the LR at different points for each transmission of the message packet to BS. Thus,
it will make difficult for the attacker to guess the real location of SSN. The whole

dynamic routing approach is depicted in Fig. 3.4.

3.5 Summary

Recently, several applications in the field of monitoring and tracing has evolved

with the advancement of WSN. These applications involve distributed sensor nodes
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(SNs) for monitoring of the limited area around it and communicate the events to a

fixed location called Base Station (BS).

However, some mission oriented applications like military require security
of information for transmitting information from SN to BS. Privacy is considered as
significant aspect of security, and plays a vital role in protecting sensitive informa-
tion. But, the open nature of WSN enables the attackers to intercept the information
during transmission. An attacker can use powerful radio transceivers to intercept
the information and attack the network. Due to this flaw, WSNs, suffer from differ-
ent privacy threats like data fabricating, route disrupting, information eavesdrop-
ping, and node compromising. Concealing the location of SSN is a critical problem

in WSN that requires immediate addressing.

Recently, several approaches have been proposed to preserve source location
privacy in WSNs on basis of routing and fake traffic. These approaches enables the

concealment of source location in WSNs if properly used.

This chapter introduced the proposal of a dynamic routing approach for pre-
serving source location privacy in WSNs without affecting network lifetime. It high-
lighted the basic assumption about network, power consumption and underlying
network. It also presented various types of routing patterns used in the proposed

approaches. Finally, it highlights the working of the proposed approach.



CHAPTER 4

Implementation and Experimental

Evaluation

This chapter presents the implementation details and experiment results of the pro-

posed approach in comparison to the existing approaches in the field.

Here, Section 4.1 introduces performance metrics briefly for measuring per-
formance of the proposed approach used in this set of experiments. The working
of the existing approaches and their imitations are described in Section 4.2. Sec-
tion 4.3 highlights the metrics used for measuring the performance of the proposed
approach. Section 4.4 provides the description of the evaluation of the proposed
approach in terms of identified metrics including experimental setup and initializa-
tion values in Subsection 4.4.1 followed by experiment results in Subsection 4.4.2.

The discussion of the results is provided in Section 4.5 at the end of this chapter.

4.1 Introduction

New approaches are generally validated by measuring their performance in terms

of defined performance metrics by comparing them with the existing approaches.
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As per updated literature review presented in Chapter 2, it is observed that most of
researchers have measured performance of their approaches for preserving source
location privacy in WSNs in terms of metrics, namely, Power consumption, Trans-
mission delay, Safety period (Security level) and Network lifetime. So, keeping this
into consideration, we measure the performance of our proposed approach as well
as existing approaches in terms of these identified metrics under similar experimen-
tal setup environment. The results are further compared to validate our proposed

approach in the field of source location privacy of WSNs.

4.2 The Existing Approaches for Comparative Analy-

S1S

The proposed dynamic routing approach is implemented in MATLAB for proving
its validity in the field of source location privacy in WSNs along with the approaches
proposed by Chen et al. [6] and Jhumka et al. [15]. The reporting results are com-
pared in terms of identified performance metrics. The details of these approaches

can be refereed in Chapter 2 Section 2.3.1.1.

In this thesis, we proposed a dynamic routing approach that randomly ini-
tializes a starting node and switches different routing patterns on the basis of cer-
tain conditions as described in Chapter 3. The proposed approach addresses the
limitations of Chen et al. [6] and Jhumka et al. [15] by enhancing security level for
preserving location of SSN without compromising network lifetime, transmission

delay and power consumption.

We performed a set of experiments to validate the proposed approach. The
results are compared and analyzed against the results proposed by Jhumka et al.
[15] and Chen et al. [6] in terms of the most important performance metrics for
WSNs, namely, Power consumption, Transmission delay, Security level, and WSN
lifetime. The comparative analysis of the results indicates that the proposed ap-
proach has provided comparable results to that of Chen et al. [6] with an enhanced
security level, comparable transmission delay & network lifetime at the cost of to-

tal power consumption. It can also be concluded from the results that the proposed
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approach has provided improved results than Jhumka et al. [15] by enhancing secu-
rity level in preserving location of SSN, decreasing the network transmission delay
and still maintaining lifetime of the WSN at the cost of more power consumption
from non hot spot area. Thus, the reporting results validate the proposed approach

for preserving the location of SSN in WSN.

4.3 Evaluation Metrics

The design of WSN is a challenging task as due to consideration of many influ-
encing factors like scalability, operating enlightenment, network topology, power
consumption, safety period, transmission latency and many more. The network
performance is measured in many qualifiable performance metrics known as per-
formance metrics. The selection of performance metrics for measuring the perfor-

mance of WSN depends upon need and nature of application of WSNs.

In this work, we measure the performance of network in terms of most com-

monly used metrics as described below [13, 15].

4.3.1 Power Consumption

Power consumption is an important metric to evaluate the performance of an ap-
proach [13]. The amount of power consumed in hot areas has a direct impact on
the lifetime of the whole network, since nodes near the sink must act as intersec-
tions to relay all the data packets. Sensor nodes consume energy when receiving or

transmitting packets.

4.3.2 Security Level

The Security level (also known as safety period) is defined as the safety period from
the time that an adversary starts to eavesdrops on the first packet in the network to

the moment when the adversary successfully captures the real source.
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4.3.3 Transmission Delay

It measures time to send and receive a unicast packet from one node to another. In

WSN, it is delay in data collection from nodes to BS and its interpretation.

4.3.4 WSN Lifetime

Lifetime of network exhibits the number of rounds in simulation experiments that
determines the longevity of the nodes. It is considered as crucial aspect for utiliza-
tion of power in WSN. We define network lifetime as the period from the start of

the WSN to the moment when the first node is out of power [13].

4.4 Experimental Evaluation

4.4.1 Experimental Setup

In this work, we implemented the proposed approach in MATLAB for analyzing
its performance in comparison to the existing approaches, namely, [6, 15]. Chen
et al. [6] proposed a routing based approach without considering protection of
the source nodes. Whereas, Jhumka et al. [15] proposed an approach that uses a
cyclic entrapment to confuse the attackers. We simulated the proposed approach by
deploying sensor nodes in the square shaped region with initial parameters, namely,
Sensor nodes, Network radius, Transmission range, and Data bits in a message are
taken as 2000, 500m, 45m, and 100 bits respectively. Nodes are assumed to be
uniformly distributed over the entire network. Location of BS is assumed to be

fixed at the center of the region.

4.4.2 Experimental Results

In this section, we computed the results of the proposed approach and compared
them with identified approaches in terms of Power consumption, Transmission de-

lay, Security level, and WSN lifetime as described below.



CHAPTER 4. Implementation and Experimental Evaluation 41

4.4.2.1 Power Consumption

We computed power consumption of sensor nodes (in 107°]) for different amount
of distances (in m) from SSN to BS in our experiments. The reporting results are
depicted in Fig. 4.1. It can be observed that Chen et al. [6] approach consumes
minimum power in comparison to the other approaches. This is due to that their
approach follows a shortest path to transmit information packets without injecting
any fake packet into the WSN. Whereas, Jhumka et al. [15] reported more power
consumption in comparison to Chen et al. [6]. Because, the authors inject a large
number of fake information packets into the WSN for protecting source location
and follows the cyclic defense. The power consumption of our proposed approach
is highest among them as we also propose to generate and inject more fake infor-
mation packets to confuse the attacker in the outer rings after the hotspot area.
The proposal of circulating fake message packets in the outer rings leads to the
consumption of power from outer ring nodes only, and has no affect the power con-
sumption of hotspot area nodes. Hence, the lifetime of the network of our proposed
approach is comparable to that of Chen et al. [6] and Jhumka et al. [15], with en-

hanced security level of preserving the location of SSN.

It can also be noticed from Fig. 4.1 that power consumption increases with
increasing the distance between SSN and BS as more number of sensor nodes are
involved in forwarding information packets of LR. As the number of rings changes,
the power consumption also varies. We computed the total power consumption by

varying the number of rings. The reporting results are depicted in Fig. 4.2.

It can be observed from Fig. 4.2 that Chen et al. [6] approach resulted in less
power consumption in comparison to the other approaches. The power consump-

tion to the 4 number of rings is least.

4.4.2.2 Transmission Delay

Fig. 4.3 provides a comparison of transmission delay of network packets using dif-
ferent approaches employed in this work. It can be noticed from the Fig. 4.3 that

the delay is more in case of the approach proposed by Jhumka et al. [15] than
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our proposed approach and Chen et al. [6]. This happened due to that inter clus-
ter communication and cyclic routes increase the delay in transmission. But, such
trend is not reported by our proposed approach as packets do not move through
cyclic paths. The message packets switch between different routing patterns and
this leads to reduce the transmission delay in comparison to Jhumka et al. [15]. The
reporting results of our proposed approach are comparable to that of Chen et al [6]
with more security level in preserving the location of SSN. Thus, it proves the ap-
plicability of our proposed approaches for applications requiring low transmission

delay.

4.4.2.3 Security Level

In this part of our work, we measured the network security level, also called safety

period for the identified approaches and our proposed approach. In this work, we
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propose to measure security level in terms of number of hops that an attacker has
to traverse in accessing the source location. The comparative results are depicted in
Fig. 4.4. It can be observed from Fig. 4.4 that security level is directly proportional
to network scale. Comparative results indicate the better security offered by our
proposed approach with respects to the identified approaches protecting source

location privacy in WSNs.

Because, we injected a number of fake message packets to confuse the at-
tacker regarding location of the real source to BS. The real message packet is trans-
mitted to the BS by following different routing patterns and it becomes difficult for
the attacker to back track the real source location. Thus, the proposed is robust to
handle back track attacks effectively. In case of the Jhumka et al. [15] approach, it
is easy for an attacker to identify LR as backbone path followed is the shortest path.

However, in our proposed approach, starting node get regularly changed, resulting
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change in new path. Thus, it makes difficult for an attacker to guess the real loca-
tion of SSN. In a nutshell, the proposed approach leads to enhanced security level

in comparison to Chen et al. [6] and Jhumka et al. [15].

4.4.2.4 WSN Lifetime

The comparative results in terms of network lifetime for our proposed approach as
well as identified approaches are presented in Fig. 4.5. WSN lifetime is dependent
upon the power consumption of sensor nodes in the hotspot area surrounding BS.
Since, no approach is generating any fake information packet in hotspot area, so

there is no effect on the WSN lifetime.

No doubt, our proposed approach consumes more power in comparison to
that of Chen et al. [6] and Jhumka et al. [15]. But, it consumes from the outer
sensor nodes after the hotspot area. So, there no significant impact of more power

consumption on WSN lifetime as presented in Fig. 4.5. Consequently, the proposed



CHAPTER 4. Implementation and Experimental Evaluation 45

Security level Vs. Distance
400

350

300

250

-~ ’/

100

Security lvel
=]
o
=1

50

A
e
L

0 200 400 600 200 1000 1200
Distance

=f=Chenetal. == humka et al. The proposed technigue

FiGure 4.4: Security level Vs. Distance

approach leads to comparable network lifetime with the additional security level in

preserving the location of SSN.

4.5 Summary

This work an in depth investigation of the source location privacy problem in WSNs
and proposes an energy efficient and secure approach for preserving source loca-
tion privacy against the most commonly used attacks like hop-by-hop tracing, and
directional attacks. The proposed approach handles the problem by considering
different aspects of WSN like limited power backup, network life, limited memory,

limited computing power, and transmission delay into consideration.

It involves choosing a path dynamically for transmitting a message packet
from SSN to BS and generation of fake message packets. The transmission pro-

cess is started from a node located in outer area using ER with an empty packet,
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then later on some fake packets as well as real message packet are injected into the
network. The real message packet reaches the BS by following a path dynamically
selected using CR and DR. The injection of fake packets and dynamic selection of
path confuses the attacker for the exact location of SSN, and hence preserve the
source location privacy. In addition, fake packets are injected and routed mostly in
the rings lying after the hotspot area. Thus, it consumes the energy of non hotspot

area nodes, and hence minimal effect on network lifetime.

The simulation results indicate that there is minimal effect on transmission
delay in comparison to the other approaches in the field. The comparative analy-
sis of the results of the proposed approaches and that of other existing approaches
proves that the proposed approach is better and more practical in terms of Network
lifetime, transmission delay, and security level in preserving source location pri-

vacy. The proposed work is based upon some basic assumptions of attacker model.
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In our future work, we plan to extend this work by considering a global attacker
model equipped with powerful devices and approaches. We also plan to investi-
gate the impact of different network topologies on the efficiency of the proposed

approach and considering multiple attackers.



CHAPTER 5

Conclusion and Future Research

Scope

5.1 Summary

The aim of the present study is to propose a dynamic routing approach for pre-
serving the source location privacy. The proposed approach involves injecting the
fake packets into the network and switches the real information packets between
different routing patterns based on certain conditions. This results in confusing
the attackers from accessing the source location in WSN, and hence enhances the

source location privacy without compromising network lifetime.

Chapter 1 provides the importance and use of WSN in different application
domains. The need for preserving the source location in WSN is highlighted. The
chapter also contains problem statement and objectives of the thesis. Finally, it

presents the structure of thesis to meet its objectives.

Chapter 2 provides the brief information about present study and literature
survey of existing research in the field. It investigates main contributions and the

principal trends in preserving network privacy of WSNs. It presents an overview of
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taxonomy of network privacy and further presents state of the art with respect to
the privacy taxonomy. Different studies in the field are summarized as per taxon-
omy in tabular form for better understanding the current status of source location
privacy approaches in WSNs. Related issues and major limitations of existing re-

searches in the field are highlighted at end of this chapter.

Chapter 3 presents the proposal of a dynamic routing based approach for
preserving the source location privacy in WSNs. The proposed approach address
the source location privacy by considering the limited features of WSNs like power
backup, lifetime, transmission delay etc. The proposed approach contributes in two
aspects. Firstly, it considers enhancing the security of SSNs with minimal transmis-
sion delay and consumes power with minimum effect on the lifetime of the network.
However, existing researches in the field focused on one aspect without considering
the other. Secondly, the proposed approach is designed to defend most commonly
used attacks like hop-by-hop, directional attacks by choosing a suitable path to
send information from SSN to BS dynamically without affecting network life signif-
icantly. Thus, it becomes difficult for the attacker to find the exact path, and hence

the original location of SSN.

Chapter 4 describes the implementation details and experiment results of
the proposed approach in comparison to the existing approaches in the field. It
introduces performance metrics, namely, Power consumption, Transmission delay,
Safety period (Security level) and Network lifetime, briefly for measuring perfor-
mance of the proposed approach. After this, the working of the existing approaches
and their imitations are described. It describes Experimental setup and initializa-
tion values followed by experiment results in terms of identified metrics. The re-
sults are discussed for validating the proposed approach in comparison to existing

approaches in the field.

Finally, Chapter 5 summarizes the work conducted in this research. It high-
lights the contributions and provides its conclusions of this research work. Finally,

it presents the future scope of this work.
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5.2 Contributions

The proposed approach has made contributions in two aspects. Firstly, different
from existing approaches, the proposed approach considers enhancing the security
of SSNs with minimal transmission delay and consumes power with minimum ef-
fect on the lifetime of the network. Secondly, the proposed approach is designed to
defend most commonly used attacks like hop-by-hop, directional attacks by choos-
ing a suitable path to send information from SSN to BS dynamically without affect-
ing network life significantly. Thus, it becomes difficult for the attacker to find the

exact path, and hence the original location of SSN.

In order to meet the objectives of this research mentioned in Chapter 1 Sec-
tion 1.3, the proposed work has also made contributions in addition to above cited

aspects are described as follows.

1. Investigated state of art in the field of network privacy in WSNs for accessing

the current status of existing approaches and their limitations.

The key finding of the recent literature in the field are highlighted in Chapter
2 Section 2.4.

2. Identified effective performance metrics as Power consumption, Transmission
delay, Safety period (Security level) and Network lifetime to measure perfor-
mance of proposed approach as well existing approaches for comprehensive

comparative analysis of the reporting results.

3. Proposed a routing approaches for preserving source location in WSNs that
involves injecting fake message packets and real message packets are switched

in different routing patterns based upon conditions.

4. Simulated the proposed approach under a controlled environment for evalu-

ating it in comparison to the existing approaches in the field.

5. Validated the proposed approach in comparison to existing approaches in
terms of identified metrics. The comparative analysis of the reporting results
indicate superiority and applicability of the proposed approach in preserving

source location privacy.
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6. Achieved a trade-off between power consumption and security level in pre-

serving the privacy of source location in WSNs.

5.3 Future Research Scope

This research work proposed a dynamic routing approach for preserving source lo-
cation privacy in WSNs by injecting fake message packets in network and switching
real message packets among different routing packets without affecting lifetime of
network. The proposed approach is simulated and validated in a controlled envi-
ronment with limited number of sensor nodes. Significant directions for extending

this work in future are described below.
* Investigation of the proposed approach in WSNs consisting of a large number
of nodes (hundreds or thousands) deployed without a prior topology design.

* Enhancement of this work to explore privacy approaches for WSNs having the

dynamic location of the base station and sensor nodes.
* Optimization of number and locations of the fake sources and phantom node.

* Increase in safety periods and lifetime for dynamic networks having mobile

sensor nodes.

* Investigation of the proposed approach in the presence of multiple attackers

in WSNs.

* Greater exploitation of the utility of surplus energy outside the hotspot area.
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