Please cite the Published Version

Zhai, Qingqing, Ye, Zhi-Sheng, Peng, Rui and Wang, Wenbin (2017) Defense and attack of
performance-sharing common bus systems. European Journal of Operational Research, 256 (3).
pp. 962-975. ISSN 0377-2217

DOI: https://doi.org/10.1016/j.ejor.2016.06.059
Publisher: Elsevier

Version: Accepted Version

Downloaded from: https://e-space.mmu.ac.uk/621540/

Usage rights: [c Creative Commons: Attribution-Noncommercial-No Deriva-
tive Works 4.0

Additional Information: This is an Accepted Manuscript of an article which appeared in Euro-
pean Journal of Operational Research, published by Elsevier

Enquiries:

If you have questions about this document, contact openresearch@mmu.ac.uk. Please in-
clude the URL of the record in e-space. If you believe that your, or a third party’s rights have
been compromised through this document please see our Take Down policy (available from
https://www.mmu.ac.uk/library/using-the-library/policies-and-guidelines)



https://doi.org/10.1016/j.ejor.2016.06.059
https://e-space.mmu.ac.uk/621540/
https://creativecommons.org/licenses/by-nc-nd/4.0/
https://creativecommons.org/licenses/by-nc-nd/4.0/
mailto:openresearch@mmu.ac.uk
https://www.mmu.ac.uk/library/using-the-library/policies-and-guidelines

Defense and Attack of Performance-Sharing Common Bus

Systems
Qingging Zhai®, Zhi-Sheng Ye"', Rui Peng®, Wenbin Wang"*,
*Department of Industrial and Systems Engineering, National University of Singapore,
Singapore.
®Donlinks School of Economics and Management, University of Science and Technology
Beijing, Beijing, China.

‘Faculty of Business and Law, Manchester Metropolitan University, UK.

Abstract: This paper studies the defense and attack strategies for a system with a common bus
performance-sharing mechanism that is subject to intentional attacks. The performance-sharing
mechanism allows any surplus performance of a component to be transmitted to other
components in the system via the common bus. A practical example of such a system is the
power system. The system may fail due to internal causes, such as component degradation, as
well as intentional attacks, such as acts of terrorism. The defender allocates its resources to
maximize the system’s reliability by protecting the common bus and the components. The
attacker allocates its resources to minimize the system’s reliability by attacking the common
bus and the components. We propose a framework to model both the reliability and the defense-
attack contest for a general common bus system. Based on this framework, we investigate the
optimal defense and attack strategies for a system with identical components in a two-stage
min-max game.

Keywords: game theory, common bus, performance sharing, defense and attack.

Notations
n .
Number of components in the system
Ci . :
Nominal capacity of component i, i =1,...,n
D;

Local demand for component i (D; < C;)

' Corresponding author. Email: yez@nus.edu.sg. Phone: (65)6601 2303.
1



€hus

Ebus

F(e, E)

Apus

Abus

Maximum transmission capacity of the common bus

Failure probability of component i due to internal causes
Failure probability of component i due to intentional attacks
Defense effort on component i from the defender

Attack effort on component i from the attacker

Failure probability of the common bus due to internal causes
Failure probability of the common bus due to intentional attacks
Defense effort on the common bus

Attack effort on the common bus

Contest function

Expenses of unit effort for protecting component i

Expenses of unit effort for attacking component i

Expenses of unit effort for protecting the common bus
Expenses of unit effort for attacking the common bus

Budget of the defender, Yi; €;a; + epysQpus < T

Budget of the attacker, 2.7 E;A; + EpysApus < R

Proportion of the defender’s budget allocated to protect the common bus

in the common bus system with identical components

Number of protected components in the common bus system with identical

components



Proportion of the attacker’s budget allocated to attack the common bus in

the common bus system with identical components

Number of attacked components in the common bus system with identical

components

1. Introduction

Infrastructure systems, such as power systems and distributed computing systems, provide
essential services for daily life in the modern society. Many infrastructure systems contain
components that are connected via a common bus, where the demand (or the workload) on the
system can be appropriately distributed to each component (Kong & Ye, 2016; Ye, Revie &
Walls, 2014). In addition, any surplus performance of a component can be shared with other
components in the system via the common bus. Through such performance sharing, system
reliability can be considerably improved and performance deficiency can be reduced (Levitin,
2011). The common bus can be the software, hardware and operators that distribute the demand.
For example, Fig. 1 shows the power system in a region consisting of power stations and the
grid connecting them. In this system, a power station has to first satisfy the local demand and
can then transmit any surplus electricity to other power stations through the power grid.

Therefore, the power grid is the common bus in this system.



Fig. 1 The power system with a performance-sharing common bus.

Lisnianski and Ding (2009) considered the reliability of a common bus system with two
multi-state components, where surplus performance can be transmitted from the reserve
component to the main component. Levitin (2011) proposed a more general multi-state
common bus performance-sharing model by considering real-world applications, such as
meshed power distribution systems with a developed reconfiguration ability, highly
interconnected data transmission systems, and grid computing systems where surplus
performance can be transmitted in any direction. Following Levitin (2011), the reliability of
such common bus performance-sharing systems has drawn the attention of many researchers
(Peng, Liu & Xie, 2016; Xiao & Peng, 2014; Xiao, Shi, Ding & Peng, 2016; Yu, Yang & Mo,
2014). It is well recognized that a system will fail due to internal causes and external impacts.
Existing studies focus primarily on the reliability of common bus systems subject to internal
failures or unintentional external impacts (Xiao et al., 2016); however, in some situations,
attackers intentionally carry out external impacts. Unlike unintentional impacts, the intentional
attacker can choose their attack strategy according to the system’s protection strategy.
Intentional attacks, such as acts of terrorism, pose a significant threat to the system’s
survivability, and have received considerable attention after the attack on the World Trade
Towers on Sep 11, 2001 (Bier & Abhichandani, 2002).

Early works on intentional attacks focus on solving the defender's optimization problem,

thereby increasing the system’s survival probability. Kunreuther and Heal (2003), Hausken
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(2006), Zhuang, Bier and Gupta (2007), and Deck, Foster and Song (2015) studied the
protection of interdependent systems, where each component is protected by one defender. In
contrast, some studies assume that one defender protects the whole system, such as in Bier,
Nagaraj and Abhichandani (2005), Azaiez and Bier (2007), Peng, Guo, Levitin, Mo and Wang
(2014), and Paulson, Linkov and Keisler (2016). Recently, more studies account for both the
defense and attack strategies. Many studies model the contest as a two-stage min-max game
(Azaiez & Bier, 2007; Hausken & Zhuang, 2012; Ramirez-Marquez, Rocco, & Levitin, 2009;
Zhang & Ramirez-Marquez, 2013). In a two-stage min-max game involving one defender and
one attacker, the defender moves first and distributes its resources to minimize the expected
system loss by assuming that the attacker will use the most harmful attack strategy. When the
attacker then moves, it has full knowledge about the defensive resource allocation, based on
which it optimally allocates its attack resources to maximize the expected damage to the system.
Some other studies model the contest as a simultaneous game where the attacker has no
information on the defensive investments, such as in Dighe, Zhuang and Bier (2009), Zhang,
Ramirez-Marquez and Wang (2015), and Zhuang, Bier and Alagoz (2010). In this scenario, the
Nash equilibrium approach can be used to solve the defense and attack strategies (Nikoofal &
Zhuang, 2015).

In the common bus system, if the common bus is functioning then the surplus performance
can be transmitted to places suffering from performance deficiency. Hence, it can be viewed as
a redundant system. In contrast, if the common bus fails due to internal causes or is destroyed
by intentional attacks, the system is reliable only if all of its components satisfy the local
demand (Levitin, 2011). Hence, it can be viewed as a series system. Therefore, the common
bus system is a complex system that generalizes series systems and parallel systems. The
protection of series systems and parallel systems against intentional attacks has been studied
extensively, such as in Bier and Abhichandani (2002), Bier et al. (2005), and Hausken (2008b).
Levitin (2007) considered the defense of a series-parallel system with protection cases while
Hausken (2008a) studied the protection and attack strategies of series-parallel and parallel-
series systems. Levitin and Hausken (2008) studied the optimal resource allocation between
protecting the components and deploying separated redundant components against intentional

attacks. From the system level, the common bus acts like an overarching protection layer
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(Hausken & Levitin, 2012), where the system is more prone to failure after the common bus
fails. However, in the case of overarching protection, the attacker can only attack the individual
components after penetrating the overarching protection layer: see Haphuriwat and Bier (2011),
Hausken (2013, 2014), Levitin and Hausken (2012), and Levitin, Hausken and Dai (2014) for
one-layer overarching protection, and Golalikhani and Zhuang (2011) for multiple-layer
overarching protection. In contrast, the attacker can attack the components without destroying
the common bus, and the system can also fail even when the common bus still functions. Hence,
the defense and attack of the common bus system is particularly different from existing studies.
Such systems abound in real-world applications and play important roles in daily life. It is of
practical importance to study the defense and attack of such systems.

The remainder of the paper is organized as follows. Section 2 gives a detailed description
of the common bus system and states the model assumptions. Section 3 presents a general
modeling framework for the defense and attack of the common bus system that is under
intentional attacks. In Section 4, we study the defense and attack of a particular common bus
system with identical components. Section 5 analyzes the impact of some parameters in the

model on the optimal defense and attack strategies. Conclusions are given in Section 6.

2. System description and assumptions

2.1 The common bus system

Consider a system consisting of n components and one performance-sharing common
bus that connects these n components. The components and the common bus are assumed to
be binary, i.e., they are either operational or have completely failed.

Component i(i = 1,...,n) has a nominal capacity C; in the operational state (e.g., the
electrical power for a power station) and has to meet a local demand D; (D; < C;, e.g., the
local electricity demand). Clearly, there would be a surplus capacity (C; —D;) when
component i is operational and a performance deficiency D; when component i fails. Due
to the common bus, surplus capacity can be transmitted to those components suffering from
performance deficiency. A practical assumption is that the performance-sharing capacity of the
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common bus is not unlimited: there is a maximum capacity S. Thus, the performance shared
via the common bus is at its minimum among;:

the total surplus performance ).; max{0,c; — D;},

the total performance deficiency Y7, max{0, D; — ¢;},

and the common bus capacity S.
Here, c; is the actual capacity of component i, taking the value of C; when the component is
operational and 0 otherwise.

If any local demand cannot be satisfied, a loss will be incurred (Bier & Kosanoglu, 2015).

Following Levitin (2011), we focus on the probability that all local demand is being satisfied,

and deem that the system fails whenever any local demand is not met.
2.2 Defense-attack contest

In the system, a component or the common bus may fail due to internal causes or
intentional attacks. Internal causes and intentional attacks are assumed to be independent of one
another. In either case, the component or the common bus cannot operate properly and their
actual capacity is 0. We assume component { (the common bus) would fail due to internal
causes with probability p! (ph,s), and would be destroyed by intentional attacks with
probability

p{ = F(eu E) (Phus = F(epus, Epus)),

where e, and E, are the respective defense and attack efforts. F(:,-) is the contest success
function, satisfying the practical assumptions that: (i) F(e, E) is a non-increasing function of
e and a non-decreasing function of E; and (ii) F(e,0) =0 and F(0,E) = 1,VE > 0. This
means that a component would not be destroyed if the attacker does not attack the component,
and the component would definitely be destroyed if it were attacked when unprotected. Hence,
with a specific contest function, the destruction probability of a component or the common bus
depends on the resources that the defender and the attacker allocate to it.

A commonly used contest function of the ratio form is

£x M
B =



which originates from the rent seeking theory (Tullock, 1980). Here, 1, = 0 is the contest
intensity coefficient. A large A, indicates that, with slightly more effort, any one of the
competitors can easily take the upper hand. When 1, =0, F(e,E) =1/2 aslongas e >0

and E > 0; therefore, the competitors can win the contest with equal probability regardless of
their effort. On the other hand, F(e, E) = 1(gse) for 4y = + <o, indicating that the “winner

takes all”. Many studies use such a contest function to model the defense-attack contest
(Hausken & Bier, 2011; Levitin & Hausken, 2009; Mo, Xie & Levitin, 2015), and one may
refer to Skaperdas (1996) and Hausken (2005) for more theoretical discussions.

In the defense-attack contest, the expense of a unit effort (e.g., in dollars) for attacking and
defending the component { are A; and a;, respectively, and the expense of attacking and
defending the common bus are Ay, and ap,s, respectively. We assume that the total
available budgets for the attacker and the defender are R and r, respectively. Both the attacker
and the defender are strategic. The attacker can allocate its resources into attacking the common
bus and the components, while the defender can allocate its resources into protecting them. The
attacker intends to maximize the probability of destroying the system, while the defender tries

to maximize the system’s reliability.

3. General contest modeling for the common bus system

In this section, we propose a modeling framework for a common bus system under
intentional attack. As described in Section 2, the surplus capacity of one component may be
transmitted to other components whose local demand cannot be satisfied. However, when the
components have different capacities and are subject to different local demands, the
performance-sharing between components can become complicated. In this case, identifying
scenarios that can lead to a system failure is a complex combinatory problem. Hence, we
propose to use a universal generation function (UGF)-based approach to efficiently determine
the system reliability (Levitin, 2005; Ushakov, 1987).

The UGF method is an effective and universal tool for solving combinatory problems. A

UGF represents the probability mass function (pmf) of a discrete random variable X:



PriX=x}=p,k=1,..,K
by a polynomial u(z) = YK_, py z**. Resorting to the corresponding UGF, many combinatory
problems involving the random variable can be solved. For example, consider the pmf of the
sum of two discrete random variables X and Y, (X +Y). Suppose the UGFs of X and Y
are uy(z) = YK_ ppz* and uy(z) =Yk ,q, 27, respectively. Then, by applying a
multiplication operation to uy(z) and uy(z), we can obtain the UGF of the random variable
X+Y):
K L
ux(Duy() = ) pray 2
k=11=1

From the UGF, the pmf of (X +Y) can be readily obtained. For more details and applications
of the UGF technique, see Levitin (2005).

To derive the system reliability using UGF, we first consider a single component i. As the
component may fail due to both internal causes and intentional attacks, the total failure
probability is

P=1-(1-p))(1-p?) =pi+p - pip’.
Corresponding to the operational and the failed state of component i, there is a surplus
performance C; — D; and a deficiency D;. Then, we can use a bivariate UGF to represent the

pmf of component i as

c

w;(z1,2,) = (1 — Pz P29 + P20z, )

where the exponents of z; and z, represent the performance surplus and performance
deficiency, respectively. Clearly, the performance surplus and deficiency at each state (i.e.,
operational or failed) of component i are linked to the corresponding occurrence probability
using the UGF.

Then, the system UGF accounting for the total system performance surplus and deficiency

is obtained as the product of all component UGFs:

n

J
U(zy,2;) = 1_[ u;(zy,2;) = z Ver/j'lZ:/j'zl (3)
=1

i=1
where wj; represents the total system performance surplus, wj, represents the total system

deficiency, y; is the corresponding occurrence probability, and J is the number of terms after
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collecting like terms. For instance, for a system consisting of two components, we can obtain

the system UGF as
U(21,77) = uy (21, 22)u (24, 25)

= (1= PY(1 = Pz 707250 4 (1= PPz ™22 4 PL(1 = )7y %22

0,D1+Dy
+ P,P,z; z, .

Then, from the system UGF U(z,, z,), we can infer that
with probability (1 —P;)(1 — P,), the system has surplus capacity (C; + C, —
D; — D,) and performance deficiency 0;
with probability (1 — P;)P,, the system has surplus capacity (C; —D;) and
performance deficiency D,;
with probability P;(1— P,), the system has surplus capacity (C, —D,) and
performance deficiency Dj;
and with probability P;P,, the system has surplus capacity 0 and performance
deficiency D; + D,.
Thus, we can obtain all possible operation scenarios and their corresponding occurrence
probabilities according to the system UGF. Given that the common bus is operating, the
conditional system reliability equals the sum of the occurrence probabilities that the total
performance deficiency wj, is smaller than the minimum between the total surplus capacity

w; ;1 and the common bus capacity S:

J
Ry = z 1min{w]-,1,5}2wj,2yj' “)
=1

However, if the common bus fails, no performance sharing is possible among the system.
In this instance, any component failure would result in an unmet local demand and thus a system
failure. The conditional system reliability in this case is []j=,(1 — P;). Unconditionally, the
overall system reliability is

Rs = Pous | [(1=PD+ (1 = Pruo)Ry. 5)

i=1
From the defense-attack contest perspective, the system reliability is a function of the

resource allocation of both the defender and the attacker:
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Rs = Rs(e1, ..., €n, €pus, E1, -, Eny Epuys)-

The defender has to properly allocate its resources to maximize the system reliability:

n

max RS,s.t.Z a;e; + apyspyus <1, = 0,ep,5 = 0. (6)
€1,--+en,hus —

In contrast, the attacker seeks to minimize the system reliability:

n
min Rs,s.t.ZAiEi + ApysEpus < R E; = 0,Epys = 0. (7)

E1,...En.Epus
=1

It can be easily verified that Rg is a non-decreasing function of e;,i = 1,...,n and e, and
a non-increasing function of E;,i = 1,...,n and Ej,. Hence, the optimal policy for both the
attacker and the defender will be achieved at the boundary of the constraints, i.e., the defender
would spend their entire budget on protecting the system while the attacker would spend their
entire budget on attacking it. It can be proven that both problems are of convex optimization,
given that the contest function F(e,E) is convex about e and concave about E (see
Appendix A). Then, the optimal policies in the general case can be easily found by solving the
above optimization problems. When the objectives in Eq. (6) and (7) are not convex, the
problems can be solved by heuristic optimization methods such as the genetic algorithm (Ye,
Li & Xie, 2010).

The type of game between the defender and the attacker is determined by whether the
attacker knows the resource allocation of the defender. If the attacker has no knowledge of the
defensive resource allocation, then the optimal defense and attack strategy can be solved by the
Nash equilibrium approach (Nikoofal & Zhuang, 2015). In this case, the optimal defense and
attack strategies satisfy

Defender: Rs(eq, ..., e, €pusr E1s o Eny Epus)
> Rs(eq, -, en epys) E1, s Eny Epys), Veq, ..., €n, ey,
Attacker: Rs(e{, e epus BT, o, B, Ei;us)
< Rg(e1, ., en, epuss E1r o» Eny Epus), VE1, oo, En, Epys-
In contrast, if the attacker has full knowledge of the defensive resource allocation, then the

contest can be modeled by a two-stage min-max game. The optimal defense strategy is

* * * _ .
(e1, ., en €pys) =arg max ( min  Rg(eq, ..., en €pus) E1) o Eny Ebus)>,
€1,€n.€hus \E1,En Eus

11



while the optimal attack strategy with (ej, ..., €5, €5,s) given above is

* . *
(Ef,...,En, Epys) =arg  min  Rg(eq, ..., en, €pusr E1y oy Eny Epys)-
Eq,EnEpus

From a defense point of view, it seems safe to assume that the attacker can know the defense
strategy. In the following, we consider a special common bus system with identical components

and investigate the optimal defense and attack strategies under a two-stage min-max game.
4. Contest on common bus system with identical components

4.1 System reliability modeling

Suppose the components are identical, i.e., C; =C (capacity), a;=a, A; =A
(expenses of unit defense and attack effort, respectively) and p! = p! (failure probability due
to internal causes) for all i = 1, ..., n, and the demands for all the components are also the same,
ie., D; =D for i =1,...,n. Then, if the defender decides to protect some components, it
should spend the same effort on these components. Nevertheless, the defender may choose to
leave some components unprotected to concentrate its effort elsewhere. Similarly, the attacker
can choose to attack a subset of the components and/or the common bus.

As previously mentioned, the optimal strategy is achieved when the defender/attacker
spends its entire budget in the contest. Hence, we assume that the defender spends part of its
budget xr (x € [0,1)) on protecting the common bus and evenly distributes the remaining
(1 —x)r among y selected components. Therefore, the defense effort on each component is
(1 —x)r/(ya) forthe y protected components. The attacker spends part of its resources XR
(X € [0,1)) on attacking the common bus and the rest (1 — X)R on attacking the components.
We assume the attacker does not know exactly which components are protected, and it
randomly chooses Y components to attack. Hence, the attack effort on each attacked
component is (1 —X)R/(YA). For each component in the system, there are four possible
situations: (i) protected and attacked; (ii) unprotected but attacked; (iii) protected but not
attacked; (iv) unprotected and not attacked. The component destruction probabilities under the
first two situations are F ((1 —x)r/(ya),(1 —X)R/ (YA)) and 1, respectively, while the

destruction probabilities for the latter two cases are 0 and can be merged as “not attacked”.
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Note that a component would definitely be destroyed if it is attacked but not protected.
Hence, when the common bus is destroyed, the system can only survive if the attacked
components are among the protected components. The system reliability attributed to this case
is

(v)
Pous i (1= P)',Y <y
Rep =4 7" (n) B
Y

0,Y >y,

@®)

where  Ppus = Phys + (1= Phus )F (X7 /@pys, XR/Apys) and P =p' + (1 —pHF((1 -
x)r/(ya), (1 = X)R/(YA)).

If the common bus is not destroyed, then surplus performance can be transmitted to
components suffering from performance deficiency. If (n —k) components fail and k
components survive, then the total performance surplusis k(C — D) and the total performance
deficiency is (n — k)D. Accounting for the limited transmission capacity of the common bus,
the system can survive only if the following inequality holds:

S nD}. ©)

(n—k)D <min{k(C —D),S} o k> max{n 0
Let K = [max{n —S/D,nD/C}], the smallest integer greater than or equal to max{n —
S/D,nD/C}. Then the system should have at least K components operating simultaneously to
ensure the system’s operation. In other words, the system is a K-out-of-n redundant system

given that the common bus does not fail. The system reliability attributed to this case is

RS,1 = (1 - Pbus) X

min{y.n-Kn-y} (n - y) ( y ) min{y-Ln-K-1} .
l Y -1 z Y—le 1 — p)Y-t-m
l=max{0,Y -y} (1;) = ( m ) ( )

Here, the attacker chooses Y components to attack, where [ outof Y may be the unprotected
components and these components would definitely fail under attack. As there are (n —y)
unprotected components, we have [ <n—y and Y -1l <y =1>Y —y. Also note that if
l > n — K, there would be more than n — K component failures, and thus the system will be

destroyed. Therefore, | <n — K. Among the Y — [ protected and attacked components, m
out of them may fail with probability (Yr; l) P"(1 — P;)Y~1"™_ An illustration for the case

when the common bus does not fail is given in Fig. 2.
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hd hd
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t Y-1 / J
NG
Y attacked

Fig. 2 Defense and attack of the system components when the common bus is operating.
To sum up, the system reliability is

Rs = Rs1 + Rsp = (1 — Pyys) X
min{Y,n-K,n-y} /M —Yy y min{Y—-Il,n—-K—1}
C G

l z (YT; l) Pm(l _ P)Y—l—m

I=max{0,Y—y} (3) m=0 (1 1)

(v)

+ 1YSbeus ' (T) (1 - P)Y-
Y

4.2 Optimal defense and attack strategies

We consider the contest between the defender and the attacker in a two-stage min-max
game framework (Levitin & Hausken, 2010). The defender deploys its defense strategy first,
and the attacker then follows by attacking the protected system. It is assumed that both the
defender and the attacker have full knowledge of the contest (i.e., all the parameters of the
system and the contest function). When the attacker moves in the second stage, it knows the
defensive resource allocation between the common bus and the components x and the number
of protected components y. Note that the attacker may not have full knowledge about x and
y inreality, but it is conservative for the defender to assume that the attacker can anticipate the
defense strategy and implement the most harmful attack (Peng, Levitin, Xie & Ng, 2011). The
optimal defense and attack strategies are derived recursively. Specifically, the attacker seeks to

minimize the system reliability by properly choosing X and Y, which depend on the

14



defender’s strategy x and y:

XY = argr)r}‘lynRS(X, Y;x,y). (12)

By substituting the optimal X* and Y™ into R, the defender can find the optimal x*

and y* that minimize the maximum possible destruction from the attacker:
(x*,y*) = arg rr)}a;lxRS(X*(x, ¥),Y*(x,y),x,y). (13)

In this contest, the defender should protect at least K components, i.e., y = K; otherwise, the
attacker can always choose to attack all the n components and more than n — K components
would be destroyed. Hence, the system reliability degenerates to

Rs = (1 = Pyys) X
min{Y,n-y} (Tl - y) (Yy l) min{Y-I,n—-K-1}

l Z (Yr; l) Pm(l _ P)Y—l—m

I=max{0,Y -y} (1yl) m=0 (14)

(v)

+ 1Y5beus ﬁ(l - P)y-
Y

Consider an example with n =8, K =4, R/A=r/a=1, Ay,s = A, apys = a, p' =

pl.s = 0. Here, the optimal number of protected components for the defender should not be
smaller than K = 4. Applying the ratio contest function F(e, E) = E%o/ (6/10 + E’lo) with
Ao = 1, we find the optimal attack strategy (Y*,X*) for different combinations of (x,y). It
shows that Y* is always 8, i.e., the attacker would attack all the components. The system

reliability in this case is

y—4

Rs = (1= Pous) D (1) P"(1 = P) ™ + 1yagPys(1 = P,

m=0

The variation of X (the optimal proportion of the resources allocated to attack the
common bus) with x for different Y is shown in Fig. 3. For the case y < 8 where some
components are left unprotected, X* is a non-increasing function of x. This indicates that the
attacker reduces its investment in attacking the common bus when the defender increases its
effort in protecting the common bus. As the defensive investment in protecting the components
decreases, it becomes easier for the attacker to disable the system by destroying more than 4

components rather than destroying the common bus. X* iscloseto 1 when x issmall for y =

15



5,6,7, i.e., the attacker spends almost all of its resources on attacking the common bus. This is
because the attacker can destroy the whole system with negligible effort by destroying the
unprotected components once the common bus is destroyed. When x is smaller than a
threshold, X* increases with y because the defensive resource is diluted on a single
component and the attacker can destroy the same component with less effort. Therefore, it will
move its focus to the common bus. When y = 8, i.e., all the components are protected, the
optimal X* first increases with x and then decreases to zero when x exceeds a threshold.
This is because the contest becomes fair when all components are protected. When x increases,
the attacker first has to cope with the increased defensive investment of the common bus. When
x exceeds a certain proportion (around 0.23 in this case), the attacker reduces its effort in
attacking the common bus and seeks to destroy more components instead. When x is
sufficiently large (x > 0.55), the attacker gives up the contest over the common bus and focuses

on destroying the components.

(=L

Fig. 3 Optimal proportion of resources for attacking the common bus, X*, for different x
and y.

The variation of Rg(x,y) (the minimum system reliability when the attacker takes the
most harmful strategy) versus x for different y is given in Fig. 4. For all y, Rg(x,y) first
increases and then decreases after a peak is reached with respectto x. When y < 8, the system
reliability increases with y in general for a fixed x, indicating that the defender benefits from
protecting more components. Note that Rg(x,y) can be the same for different y when x is
relatively small. This is because the attacker spends almost all its resources on attacking the

common bus and uses negligible effort in attacking the 8 components (referring to Fig. 3). As
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there are unprotected components, the system would fail if the common bus fails, and the
survival probability of the common bus determines the system reliability. Note that Rg(x,8) >
Ri(x,y) for y < 8, indicating that protecting all 8 components is always optimal for the
defender. In particular, the optimal defense strategy is (x*,y*) = (0.36, 8), where the defender
spends 36% ofits resources on protecting the common bus and the remaining 64% on protecting
the 8 components. Corresponding to this defense strategy, the optimal attack strategy is
(X*,Y*) = (0.36,8), i.e., the attacker spends 36% of its resources on attacking the common
bus and the remaining 64% on attacking the 8 components. The system survival probability

under this defense-attack contest is 0.32.
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Fig. 4 Optimal (minimum) system reliability for the attacker for different x and y.
4.3 Optimal number of attacked and protected components

When the defender chooses to protect all the components, i.e., ¥y = n, then we can obtain

the system reliability from Eq. (14) as

min{Y,n—-K}
Y _
Rs=(=Pps) Y (V)PP =P ™+ P (1= P (15)

m=0

Here, the subscript “Y” of Py is to indicate that P, is a function of Y. Let H,(Y) =

ymin{y,n-K} (Ti) PI(1— P,)Y~™. Then, Hy(Y) =1 for Y <n—K. For Y >n—K, we

m=0

have

n—-K
mw = (M)rpa-pyrm.

m
m=0
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Therefore,

Hy(Y +1) — Hy(Y)

n—-K n—-K

Y+1 _ Y _
= > ("I -pay = > (O e - v
m=0 m=0
n—-K n-K
Y _ Y _
(m) Py (11— PY+1)Y+1 o+ Z (m _ 1) Py (1 - PY+1)Y+1 m
m=0 m=1
n—K

- (M)era-pyrm

3

n—K

Y _ Y
= Z (m)Pﬂ1(1_Py+1)Y m_PY+1(n_K) Y+1 (1 Py, )Y K
m=0
n-K
Y _
- () ra-rym
m=0

As the derivative of Y%K (Y) P™(1 — P)Y~™ withrespectto P is —Y (Y ;) pK(1 —

P)Y~*+K-1 we have the following approximation according to the mean value theorem:

Hy(Y +1) = Hy(Y)

-y (Y — 1)Pn—K(1 _ ﬁ)y_n+K_1(PY+1 — PY) — PY+1 (n z K) Py+1K(1 Py 1)Y n+K

Y —_— —
(0 ) PR = Py T = 4 KOy = Pran) = (Pran — PR,

where P € (Py,1,Py) (note that Py,; < P, because of the dilution of the attack effort). In

this case,
((1 - X)R)’l"
YA p
Py =p'+(1-p") =p'+(1-p")
Y (1=0R" , (1—x0)r\" p Yo
YA na
ﬂ _ plo na(1-X)R Ao

and —* = 1- )—Y e where p = (—A T ) . Therefore,

(Y —n+K)(Py — Pyiq) — (Pysr — PPyq)

N y+1)%0
= Q=P =+ 02 - (1= ph T (0 + -9 5 )

7%0) p+(Y+1)%0 p+(Y+1)%0

pro-1 (v+1)%0
< (1=p)(Y = K PAoY — (1 = phy£2
<@ =p —n+ 02D 1 - ph) AL

1 Ao
~ 1 . § Y pAO(Y+1) 0~ 1 1 P(Y+1)
1-p)¥ —n+ )—( M) 1-p9) (rreo)
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- (1—p’)(Y—n+K)M[/10 - (1+25),

(p+(Y+1))“0)2 Y-n+K
where Y € [Y,Y + 1]. When Y (Y > n — K)islarge and A, is small (i.e., the approximation

n—-K+1

analysis holds and 15 <1+
Y—-n+K

), we would have H;(Y + 1) < H;(Y). If (1 —P,)Y is

also a decreasing function of Y (which is the case for 4y < 1, as shown in Appendix B), then
R will also be a decreasing function of Y. In this case, the optimal Y* will be achieved at n.
Conversely, when the attacker fixes the number of attacked components to Y =n, we

have
y-K
Rs = (1= Pyy) Z () Br(1=B) " + LyanPous(1-B,)". (16)
m=0

Let Hy(y) = an_:% ( r}rll ) P;"(l - Py)y_m. Analogously, we have
Hy(y +1) = Hy(y)

_ K—-1 — 1\ 4 _ ~\K-1
= (P =P2) (5 L )RR =Py T =y (32 ) PR (=Y T (P - B)
~ (K}i 1) PY (1= Pyia) [(Pysr = P2a) = = K+ D(Pyis = B))],
where P € (Py, Py+1) (note that P, < Py, because of the dilution of the defense effort). We

can similarly derive that

(Py+1 _Py2+1) -y-K+ 1)(Py+1 _Py)

= (1= p) s = (=P =K+ DI
~ (1 _pl)%— A-pHly—-K+ 1)%
=1-pH@y-K+1D ((yy(ﬁ;;:i;;z [(1 + y—Ili+1) - ’10]’
where y = (7:‘221_;’;)}:)20. When y (y = K) is large and the contest intensity A, is small (i.e.,

the approximation analysis holds and 4, < 1 + ﬁ), we would have H,(y) < H,(y + 1).

Clearly, lyZnPbus(l - Py)n is a non-decreasing function of y. This means that Rg is an

increasing function of y. Therefore, the optimal y* in this case is n.
Combining the analysis above, we infer that whenever the defender/attacker decides to
distribute its resources evenly among all the components, an optimal choice for its competitor

is to distribute its resources evenly among all the components as well, given that the above
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assumptions are satisfied. Then, the system reliability is a function of x and X only:

n—-K

Rs = Rs(6X) = (1= Pyys) ) (1) P™M(L = P + Pyyyg(1 = PY™. (17)
m=0

4.4 Defense and attack under different contest functions

The contest function F(e, E) characterizes the destruction probability attributed to the
defender and the attacker. With different contest functions, the contest between the defender
and the attacker may be distinct. This leads to different defense and attack strategies.

In this section, we compare the exponential contest function F(e, E) = 1 — exp {— MTE}
in Nikoofal and Zhuang (2015) with the ratio contest function in the defense and attack of the

common bus system, where 4; =In2 so that F(e,E) = % for e = E. A comparison of the

two contest functions is illustrated in Fig. 5.
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Fig. 5 Comparison of different contest functions.

With the exponential contest function and the same other parameters for the system, we
obtain the optimal attack strategy of the attacker under different defense strategies. Fig. 6
illustrates the optimal number of components that the attacker should attack for different x
and y. It shows that, except for a quite small x (x = 0.01), it is always optimal for the attacker
to attack all 8 components. In fact, when x is 0.01, it makes negligible difference for the
attacker to attack Y >y components, as the system would definitely be destroyed as long as
the common bus and at least one component are destroyed. Therefore, the system destruction
probability is determined by the contest over the common bus. This is also revealed in Fig. 7,

where the attacker spends almost all of its resources on attacking the common bus. Hence,
20



attacking all the components is always an optimal strategy for the attacker.
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Fig. 6 Optimal number of components to attack for the attacker for different x and y.

Fig. 7 shows the optimal proportion of the resource allocated to attack the common bus,
X*, for different x and y. In contrast to the ratio contest function shown in Fig. 3, there is a
sharp drop of the optimal X* when x exceeds a certain threshold for all y. For y = 4,5,6,7,
X* drops from approximately 1 to O when x exceeds a threshold. This indicates that the
attacker spends all its effort on destroying the common bus when the defender’s effort on the
common bus is low, and switches to attacking the components when the defender’s effort on
the common bus increases to a certain level. For y = 8, where all the components are protected,
the attacker first increases its investment in attacking the common bus to cope with the
increased x, and then gives up attacking the common bus and focuses on attacking the 8
components after x exceeds a threshold. The different behavior of X* with respect to x can
be explained by comparing the exponential and the ratio contest functions. From Fig. 5, it can
be noted that the attacker finds it easier to get the upper hand if it spends more than the defender,
and finds it easier to be defeated if it spends less than the defender under the exponential contest
function than under the ratio contest function. Hence, it is much easier for the attacker to take
extreme choices in the contest under the exponential contest function. This explains the sharp

change of X* with respectto x.
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Fig. 7 Optimal proportion of resources for attacking the common bus, X*, for different x
and y.

The system reliability when the attacker optimally chooses its attack strategy is given in
Fig. 8. The overall trend of Rg( x,y) withrespectto x issimilar to that under the ratio contest
function, but is less gentle due to the difference between the two contest functions, as explained.
The optimal strategy for the defender is (x*,y*) = (0.34,8), and the corresponding system
reliability is 0.2875. In contrast to the ratio contest function, protecting all 8 components is not
always optimal for the defender in this case, especially when x is large. For a large x, the
defender has less resources to protect the components. Therefore, it chooses to concentrate its

protection effort on fewer components.

0.35 \

Ry(x,y)

Fig. 8 Optimal (minimal) system reliability for the attacker for different x and y.
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5. Influential factors in the contest

This section shows the influence of different parameters on the optimal defense and attack
strategies shown in Section 4. In particular, we focus on the impacts of the relative robustness

of the common bus, the contest intensity and the redundancy level of the system.
5.1 Relative robustness of the common bus and the components

Given fixed resources, the defender can spare more resources on protecting the
components if the common bus is robust. Conversely, the defender has to spend more resources
on protecting the common bus if it is prone to failure. This section investigates the influence of
the internal-cause failure probability of the component p, the internal-cause failure probability
of the common bus py,,; and the relative expense of the unit attacking effort for the common
bus Ap,s/apys on the optimal defense and attack strategies.

Again, consider the system with n=8, K =4, R/A=r/a=1, A=1, ap = a,
and with the contest function F(e,E) = E/(e + E). As A =1, Apys quantifies the relative
efficiency of attacking the common bus; in turn, it reflects the robustness of the common bus
against intentional attacks. We try five different parameter settings: (i) p' = pl,s = 0; (ii)
p! =0, pl,s = 0.25; (iii) p' = 0.25, p},s = 0; (iv) p' = 0.25, p}, = 0.25;and (v) p' =
0.5, pl,s = 0.25 for Apys € (0.1,10), and derive the corresponding (y*,Y*,x*, X*, Rs). For
all these considered parameter combinations, we obtain y* =8 and Y* = 8, which is not
surprising when referring to the analysis in Section 4.3: it is always optimal for the defender to
protect all the components and the attacker to attack all the components.

The variation of x* (the optimal proportion of the resources allocated to protect the
common bus) with respect to A, is illustrated in Fig. 9. With the increase of Ay, the
defender spends less on protecting the common bus as the attacker becomes less competitive in
the contest over the common bus. Therefore, the defender can get an upper hand with less
resources and spend more on protecting the components. For a fixed A, , x* decreases as

I

p’ increases, implying that the defender should spend more on protecting the components if

the components are more prone to failure. The impact of p},; on x* is not significant, though
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in general x* will decrease with respect to pJ .
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Fig. 9 Variation of the optimal x* with respect to A, for different p! and p} .

Fig. 10 shows the variation of X* with respect to A,,s. Generally, X* decreases with
respect to Ay, but it exhibits more significant fluctuation compared with x*, especially for
large Ap,. For a larger A,,, it would be less efficient for the attacker to attack the common
bus. Hence, it can neither increase X to gain an upper hand over the contest on the common
bus, nor decrease X to cope with the increased defensive effort on the components. As a result,
it struggles to balance the gains made from attacking the common bus and the components,

leading to an unstable X*.
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Fig. 10 Variation of the optimal X* with respect to Ay, for different p’ and p},,;.

Fig. 11 shows the variation of Rg with respect to Ap,s. The system reliability Rg
decreases monotonically with respect to p’ and p},., and increases monotonically with
respect to Ay,s. However, the improvement of Rg becomes less significant after Apy
exceeds a certain level. In this case, the defender can easily get the upper hand in the contest
over the common bus, and both the defender and the attacker shift their attention to the contest
over the components. Similar situations occur when Ay, is very small, resulting in an S-

shaped Rg with respect to Apys.
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Fig. 11 Variation of R with respectto Ay, for different p’ and p},;.
5.2 Contest intensity

As previously mentioned, the destruction probabilities of the common bus and the
components vary mildly for a small contest intensity, especially when the two competitors
spend comparative resources. In contrast, when the contest intensity increases, one competitor
may easily get the upper hand by spending slightly more resources, and the optimal defense
and attack strategies may vary significantly. With the same parameter setting, this section
studies the influence of the contest intensity.

Unlike in the low contest intensity cases, the defender has to concentrate its effort on
protecting fewer components with the increase of A, especially when Ay, is large, as shown
in Fig. 12 (a). On one hand, the defender gains an advantage over the attacker in the contest
over the common bus when A, increases. Therefore, it can spare more resources on
protecting the components. This explains the trend that x* decreases as A, increases. On
the other hand, the defender would choose to protect fewer components so that it can increase
the investment on the common bus while maintaining the survivability of the protected
components. This explains the drop of y* in Fig. 12 (a) and the jump of x* in Fig. 12 (b).

Nevertheless, the defender will not protect fewer than K = 4 components.
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(b) Optimal proportion of resources allocated to protect the common bus x*.
Fig. 12 Variation of the optimal defense strategy (y*,x*) with respect to Ay, for different
Ag-

Compared with the defense strategy, the variation of the attack strategy is more
complicated, as shown in Fig. 13. For small 4, (4, = 1.5), the attack strategy changes mildly
when A, is small but fluctuates significantly when A,,; becomes large. Nevertheless, both
Y* and X* fluctuate more significantly for A5 = 1.5 compared with the case A5 =1
(referring to the previous section). As the contest intensity increases (4o = 2.5, 3,5), the attack
strategy becomes more sensitive to Ap,s, even when Ay, is small. Particularly, for a large
Apus when the defender leaves some components unprotected, the attacker would either spend
almost all of its resources on attacking the common bus or all its resources on attacking the
components. Hence, the contest intensity A, increases the sensitivity of the optimal attack

strategy to parameter Ap,.

26



— xo=1.5
k0:2.5
— x0:3

j TN
= *

—— =5

10, 10

bus

(a) Optimal number of components to attack Y™.

—t— Xy=L.5
225

e k0:3

(b) Optimal proportion of resources allocated to attack the common bus X*.
Fig. 13 Variation of the optimal attack strategy (Y*,X*) with respect to A, for different
Ao-

The variation of the system reliability is shown in Fig. 14. Apparently, when the attacker
takes the upper hand in the contest over the common bus (i.e., when Ay, is small), the system
reliability decreases as the contest intensity A, increases. In contrast, the system reliability
increases with the increase of A, when the defender takes the upper hand in the contest over
the common bus. Thus, the contest intensity 4, enlarges the advantage of competitors in the

defense and attack contest, which is consistent with its definition.
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Fig. 14 Variation of Rg with respect to Ay, for different A, .

5.3 System redundancy

A significant factor that influences the system reliability is the system redundancy level.
In the common bus system, the system has (n — K) redundant components when the common
bus functions. This section investigates the variation of the defense and attack strategies with
respect to. K.

Fig. 15 shows the variation of the defense strategy with respectto K for different 4,. For
asmall 45 (15 = 1.5), the defender chooses to protect all the components. As none of the two
competitors can gain a significant advantage over the other by spending slightly more resources,
protecting all components can improve the survivability of the whole system. When the contest
intensity A, is large, the attacker can easily gain a significant advantage over the defender by
spending slightly more resources. Therefore, the defender has to protect fewer components to
keep the survivability of the whole system. In any case, the proportion x* decreases with K,
and decreases to 0 when K = 8. In this case, the performance-sharing among different
components does not work (due to the limited capacity of the common bus or the limited surplus

performance of each component), and there is no need to protect the common bus.
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(b) Optimal proportion of resources allocated to protect the common bus x*.
Fig. 15 Variation of the optimal defense strategy (y*,x*) with respectto K for different A,.

Fig. 16 shows the variation of the optimal attack strategy, which is more complex and
intractable. It is useful to note that the attacker tends to spend either almost all of its resources
or none of its resources on protecting the common bus, especially when A, is large. This
reveals the importance of the common bus in the contest over the whole system, and the attacker
is quite sensitive to the system configurations. Nevertheless, when K = 8, the attacker would
definitely spend all of its resources on attacking the components, as the common bus is useless
in the system.

Fig. 17 illustrates the variation of Rg with respect to K for different A,. The system
reliability decreases with A, for fixed K, implying that the defender is at a disadvantage in
the contest (referring to the discussion in the preceding section that A, enlarges the advantage).
Moreover, Rg decreases more rapidly with K for large A,. This reveals the importance of

redundancy and the common bus in the system, especially in a fierce contest with large A,.
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(b) Optimal proportion of resources allocated to attack the common bus X*.

Fig. 16 Variation of the optimal attack strategy (y*,x*) with respectto K for different A,.
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Fig. 17 Variation of Rg with respectto K for different A,.

6. Conclusions

Performance sharing among different components is common for many infrastructure
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systems. This paper focused on the defense and attack of the common bus performance-sharing
system under intentional attacks. We investigated the optimal defense and attack strategies in a
two-stage min-max game framework.

We first constructed the framework to allow us to study the optimal defense and attack
strategies of general common bus systems. We then focused on a special common bus system
with identical components. The optimal number of components to protect/attack was analyzed
under mild assumptions, and it is optimal for the defender/attacker to protect/attack all the
components when its competitor distributes its resources evenly among all the components. We
revealed the impact of different contest functions on the optimal defense and attack strategies.
The influences of the relative robustness of the common bus, the contest intensity, and the
system redundancy level on the optimal defense and attack strategies were investigated. It was
shown that the defender would spend less on the common bus when the common bus is robust
or the redundancy is low for a small contest intensity. However, when the contest intensity
increases, both the optimal defense and attack strategies become more sensitive to the change
of the system parameters.

In this paper, it is assumed that the attacker knows the defender’s resource allocation. In
future research, it would be interesting to study the defense of common bus systems under other
assumptions, such as where neither the attacker nor the defender knows its competitor’s strategy.
Another direction for future research would be to extend this research to the case where the

performance sharing is possible only among a part of the components, instead of all of them.
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Appendix A

R, in Eq. (4) and (5) can be rewritten as

Ry =PG_js +(1—P)H_;=P(G_yy —H_;) + H_; = P,G_; + H_;,
where G_;; is the conditional system reliability given that component i fails and the
common bus is operating, H_; is the conditional system reliability given that both i and the
common bus are operating, and G_; = G_;; — H_;. Obviously, G_;; < H_; and G_; <O0.

Therefore, the system reliability in Eq. (5) can be rewritten as

Rs= (1= P)Ppus | | (1=B)+ (1= Prugd (PG + H_)

j=1,j=#i
n n
:Pbus 1_[(1_Pj)+(1_Pbus)H—i+Pi (1_Pbus)G—i_Pbus 1_[(1_1)]) ’
j=1,j*i j=1,j=i

where (1 — Ppyus)G_; — Ppys H;'l=1,j¢i(1 - Pj) < 0. As P; is a non-increasing function of e

and a non-decreasing function of E, it can be easily verified that Rg is a non-decreasing
function of e;,i = 1, ..., n, and a non-increasing function of E;,i = 1, ..., n. In addition, if the
contest function F(e, E) is convex about e and concave about E, then Rg is also convex
about e; and concave about E;. The same result can be derived for ey, and Ej,s. Therefore,
the problems in Eq. (6) and (7) are of a convex nature. It should be mentioned that F(e, E) =

E* /(E% + e%0) is convex about e and concave about E for A, < 1.

Appendix B

Consider h(Y) £ In[(1 — Py)Y] = Y(In(1 — p) —In(pY % + 1)), we have

dh(¥) _ — 0y — -2 Aopy~Ho
e In(1-p") ln(pY 04 1) + T
and
d?n(Y) _ Agpy P01 _a _
arz  (py-to+1)’ ('DY ctl AO)'
2
Clearly, ddf;(:) >0,vY >0 for 4, <1, and dzgy) >In(1-p)<0 as Y >+,
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dh(Y)
ay

Therefore, < 0,VY >0 and both h(Y) and (1 — Py)Y are decreasing with respect to

Y for 45 < 1.
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