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ABSTRACT

State of the art security screening technology is not meeting all modern day requirements.
There exists a gap in the market for the development of real time systems capable of detecting
weapons at standoff ranges. Researchers at the Centre of Sensing and Imaging at Manchester
Metropolitan University have developed a radar based screening technology. This technology will
offer new security screening capabilities, making it feasible to have portable systems that can detect
concealed weapons, with the added advantage of being capable of screening people in a crowd. The
next step in the development of this radar system is to investigate the potential of using polarimetric
scattering effects to detect concealed weapons, with the aim of improving the robustness and
detection capabilities in comparison with the current state-of-the-art systems.

This thesis provides a feasibility study in the application of polarimetric decomposition
techniques to Concealed Weapon Detection (CWD) and an experimental radar is developed to
provide the measurements required for this study. The major outcome of this work is that
polarimetric decompositions including the Pauli, Krogager SDH and H-a decompositions have
been demonstrated as a viable means of interpreting data for the detection of concealed weapons.
This will allow the next generation of radar based weapon detectors to reduce some of the
orientation dependency on detection rates as observed in the current state-of-the-art systems. The
work presented in this thesis has resulted in a clear understanding of what is required to implement
a fully polarimetric radar based weapon detector. The detection of weapons using the developed
fully polarimetric radar with the aid of polarimetric decomposition algorithms combined with

calibration and signal-processing algorithms has been demonstrated in this thesis.
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Chapter 1

General Introduction

Concealed weapons detection (CWD) is an important area of research in the defence and
security community. This is a result of a number of high profile terrorist attacks, which have resulted
in loss of life and damage to public infrastructure [1].

The threat facing security forces is diversifying and current technology is struggling to meet
the new requirements. The best examples of screening technologies are found in use at airports and
these technologies include metal detection portals, millimetre wave imagers, x-ray scanners and ion
mobility spectrometers. These technologies are all designed to detect specific threats and
collectively they cover a broad spectrum of threats faced by the aviation industry. The use of
multiple technologies at airports contributes to delays in the security screening process and lengthy
queues are common. The use of multiple technologies coupled with the large volumes of people
passing through airports means that a large amount of infrastructure is consumed in the security
screening areas. This model for security screening is only used in airports, owing to the infrastructure
requirements and the disruption it causes.

As the threat of terrorism spreads to railway stations, shopping centres and sporting events
a new model for security screening is required. This new model must allow for the screening of
people in crowds whilst moving, this would significantly reduce the disruption in comparison to
airport security screening, but this new model must ensure that the technologies employed are able
to reliably detect a broad spectrum of threats including Person Borne Improvised Explosive Devices
(PBIED), guns and knives. An important factor in the development of security screening technology

is false alarm rates, it is crucial that these are minimised to prevent unnecessary disruption to the



public. There is also a risk that false alarms will affect the confidence that operators of screening
technology have in the decisions rendered by the technology. Any lack of confidence in the
technology may ultimately result in the technology being unused. The new model must also allow
for the evolution of threats facing the security forces and not result in a slow progression/transition
towards the model currently used at the airports.

A recent evolution in the threat facing security forces came in the form of the 3D-printed
gun, the release of designs for the ‘Liberator pistol’ on the internet captured the attention of security
forces and the media [2]. The availability of 3D printed plastic weapons on the internet initially
caused concern regarding the effectiveness of current screening technology to detect this specific
threat. However, a demonstrator named Millimetre Threat Level Evaluation (MiRTLE) that is
capable of detecting this threat was showcased by scientists at Manchester Metropolitan University
(MMU) in conjunction with Radio Physics Solutions and the National Ballistic and Intelligence
Service [3]. The device is an emerging radar based technology that uses millimetre waves to
interrogate a person at standoff range and render a decision as to whether the person under
investigation is carrying a concealed threat, without ever having formed an image in the millimetre
wave spectrum. The development of this technology is well documented in the literature [4], [5] and
[6]. One of the key aspects of this technology is that it can be deployed anywhere to screen crowds
of people on the move for threats such as PBIEDs and guns (including 3D printed guns).

The MiRTLE system developed by MMU does have significant scope for improvement.
One area for improvement with this device is that the cross-polarized reflection from a weapon,
which is a key detection feature within this device, is dependent on the aspect of the weapon
including the rotation of the weapon around the radar line of sight. The use of radar that analyses
the immediate reflection from a weapon will always have an aspect dependency; however, the

effects of the rotation of the weapon around the radar line of sight can potentially be removed. This



may be done by measuring additional information about the target (phase) and using techniques
currently used in the field of Polarimetric Synthetic Aperture Radar (PolSAR) for Earth Observation.
For the polarimetric techniques to be applied a different radar architecture must be used to measure
the target. This radar architecture must be able to record a target’s Sinclair scattering matrix, which
contains all the available polarimetric information from a target. The architecture of a Vector
Network Analyzer (VNA) is ideal for making such measurements. The MiRTLE system for
comparison is classified as a direct detection system as it only records the power in co and cross
polarizations and it obtains the target range via an independent homodyne receiver. The successful
use of cross-polarization as a detection feature on the current state-of-the-art weapon detecting radar
and the ability to reduce aspect dependency using polarimetric techniques warrants a comprehensive

investigation on the full exploitation of polarization in the detection of weapons.



1.1 Problem Statement

State of the art security screening technology is not meeting all modern day requirements.
There exists a gap in the market for the development of real time systems capable of detecting
weapons at standoff ranges. A portable (i.e. handheld) screening technology would open avenues to
providing increased security to urban soft targets. These targets include shopping centres, coffee
shops, sporting events and parks. More generally, an urban soft target is defined as urban area into
which large numbers of citizens are freely admitted or special events. Therefore, screening of people
in crowds is of particular interest as it is undesirable to individually screen people in the majority of
urban soft target scenarios. It is of critical importance that low false alarm rates are achieved; this
will result in the operator having confidence in the system and will ensure minimum disruption.
Another key performance goal is high throughput or fast screening times.

The next step in the development of this radar system is to investigate the potential of using
polarimetric scattering effects to detect concealed weapons, with the aim of improving the
robustness and detection capabilities. This thesis provides a feasibility study in the application of
polarimetric decomposition techniques to CWD and appropriate instrumentation is developed to

provide the measurements required for this study.



1.2 Aim & Objectives

The aim of this research was to investigate whether it is possible to apply polarimetric
decomposition techniques to concealed weapon detection via a fully polarimetric radar based

standoff weapon detector.

1.2.1 Objectives

The research objectives of this project are:

e Develop an instrument capable of making full polarimetric measurements, i.e.
Sinclair scattering matrix.

e Determine a strategy for validating the performance of the developed instrument
and assess any measurement uncertainties.

e Make measurements of the polarimetric scattering of a representative set of
weapons concealed upon a person.

e Apply a selected set of polarimetric decompositions to data obtained from the
measurements.

e Investigate the optimum method for maximizing information from radar returns
from threat objects that may later be used in a detection algorithm.

e Improve on the state-of-the-art method of detecting weapons using radar, which
uses the cross-polar reflection amplitude as the main detection feature.

e Verify the validity of the approach by undertaking systematic tests and producing

Receiver Operating Characteristic (ROC) curves.



1.3 Contributions to Knowledge

The work presented in this thesis has provided a feasibility study on the application of

polarimetric decompositions to standoff Concealed Weapons Detection (CWD) using fully

polarimetric radar. The major outcome of this work is that polarimetric decompositions including

the Pauli, Krogager SDH and H-a decompositions have been demonstrated as a viable means of

interpreting data for the detection of concealed weapons. This will allow the next generation of radar

based weapon detectors to reduce some of the orientation dependency on detection rates as observed

in the current state-of-the-art systems. This work has resulted in a clear understanding of what is

required to implement a fully polarimetric radar based weapon detector. The novel contributions

from this work are listed as follows:

It has been demonstrated that polarimetric decompositions provide information that is useful
in the detection of concealed weapons.

An investigation into the exploitation of polarization in radar based standoff weapon
detection has been presented. This investigation goes beyond the scope of current
knowledge by exploiting polarimetric decomposition algorithms.

A comprehensive study of the polarimetric scattering effects from the body and a set of
weapons has been presented in Chapter 5.

An experimental fully polarimetric radar has been developed for the detection of weapons.
A calibration and signal-processing algorithm has been developed as a pre-cursor to
automatic classification of radar signals based around the use of polarimetric
decompositions.

A number of Artificial Neural Networks have been developed and trained to detect weapons

using data from polarimetric decompositions.
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1.5 Thesis Scope

The research presented within this thesis can be considered in three distinct phases. The first
phase covers the development of an experimental radar with full polarimetric measurement
capabilities. The second phase focuses on the measurement of the polarimetric scattering properties
of various weapons when concealed on a person under clothing. The third and final phase covers
the application of polarimetric decompositions to the measurement data and the results of an
experiment designed to verify that the application of these decompositions results in a successful
weapon detection system.

Chapter 2 presents a thorough and critical literature review of the most relevant techniques
used for the detection of concealed weapons.

Chapter 3 discusses the development of an experimental system used to measure
polarimetric scattering of weapons. Verification measurements are presented to assess the level of
systematic errors in the measurement system.

Chapter 4 introduces the experimental procedures and methodology used in obtaining fully
polarimetric measurements of weapons concealed on a person. This chapter also contains the
resulting measurements with discussions.

Chapter 5 presents results from polarimetric decompositions applied to measurements from
the previous chapter. In this chapter, an experiment is designed to test the suitability of a number of
polarimetric decomposition techniques to CWD.

Chapter 6 draws conclusions from the work presented in this thesis; it also provides a

discussion of areas for future research.



Chapter 2

Literature Survey

This chapter presents an in depth and critical literature review of the most relevant
techniques used for the detection of concealed threats. Although the review is primarily focused on
electromagnetic-based schemes, other methods such as acoustics techniques have also been

addressed.

2.1 Introduction

Increased criminal and terrorists threats have placed onerous demands on improved
technologies for the detection of dangerous items whether on body or in close proximity such as in
passenger luggage.

There have been a number of high profile terrorist attacks in the UK over the last decade
such as the London bombings of 2005 and the attack on Glasgow International Airport in 2007.
These attacks resulted in loss of life and serious damage to infrastructure. Attacks like these have
resulted in heightened security in high-risk areas like airports and government buildings. This drive
to improve security has led to an increased demand for improvements in the capabilities and
reliability of the technologies developed to detect concealed weapons and explosives. This
increased demand has been the driving force behind much research in recent years. Consequently,
many avenues have been explored in pursuit of a robust method of detecting concealed threats on
the human body. The methods and technologies that have been developed have their own

advantages and disadvantages when compared to one another. The following sections shall review



the benefits and limitations of each of the state of the art techniques. This review highlights any
gaps in the research and shows that a solution has not yet been developed that tackles all of the
aspects and issues involved in this area of research.

The scope of this review will be limited to state-of-the-art technological solutions including
acoustic, electromagnetic radiation and inductive magnetic based methods of detecting concealed

threats on the human body at standoff ranges.

2.2 Acoustic Detection

Methods based on the use of acoustic waves to detect the presence of objects concealed on
the human body have been reported by a number of researchers, e.g. [7], [8], and [9]. There are two
main acoustic-based methods of detection as explained below.

The first method was explored by Achanta [7]. This method involved the use of ultrasonic
sources to generate acoustic waves capable of penetrating the clothing of an individual under
investigation. Two ultrasonic sources of slightly different frequencies (140 kHz and 147 kHz) were
used to form acoustic waves through non-linear interactions between the two sources, essentially
the sources were mixed and the resultant signal was in the acoustic range [7]. Conventional
ultrasonic beams have trouble penetrating clothing, hence the need to generate the lower frequency
acoustic beam [7]. The acoustic waves interact with the target and the reflected waves are then
measured using a microphone. This method relies on the reflection of the acoustic waves to detect
the presence of a concealed object. The reflection of acoustic waves off an object is dependent upon
the acoustic impedance of the material from which the object is constructed [8]. This impedance is
related to the material’s density [8]. Materials of a higher density have higher acoustic impedance
and when an acoustic wave encounters a boundary with a large difference in acoustic impedance,

for example between air and metal, there will be a large reflection of the wave. When a weapon
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such as a gun or knife is concealed on the human body, there will be a larger acoustic reflection
than when no weapon is present; this is because the human body has low acoustic impedance,
relative to those of metals and hard plastics [8]. In Achanta’s research, the detection method
presented involves matching the acoustic signature from a scan to a database of known signatures
from weapons. This presents problems due to the variable nature of an objects acoustic signature,
which is aspect dependent [8]. Alongside the difficulties introduced by the aspect dependent
signatures, it should also be highlighted that the size of the database that would be required would
introduce serious problems in implementing this detection method. To summarize Achanta’s
research, it offers a promising method of acquiring acoustic signatures of objects concealed on the
human body but the detection of concealed weapons from these signatures is not without its
challenges.

Another method of using acoustics in concealed weapon detection was developed by
Vadakkel [9]. This method uses a directional acoustic beam generated directly in the audio range
to illuminate a subject under investigation [9]. The spectral characteristics of the reflected acoustic
waves are analysed to classify the results from a scan. The acoustic wave is modulated in the
presence of an object that is harder than the body and it is this modulation that is used to extract the
natural resonant frequencies of the concealed object [9]. Vadakkel suggests that these natural
frequencies could be used to detect the presence of a weapon concealed on the body by comparing
the acquired frequencies to a database of known frequencies from weapons. This approach is
similar to that of Achanta’s and faces similar challenges. The issue with comparing signals to those
of known weapons is that there exists many weapons with differing acoustic signatures and such a
database would be difficult to manage effectively. Vadakkel’s approach however does offer an
appealing benefit compared to Achanta’s in that the natural resonant frequencies could hold

information regarding the shape of a concealed object, as outlined by Vadakkel [9].
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The use of acoustic waves in the detection of concealed weapons has been attempted but
as explained, there are challenges in implementation of a practical system. As such, there is not a

great deal of open research on this method from recent years.

2.3 Magnetic Field Detection

The detection of concealed metallic/electrically conductive objects using electromagnetic
field disturbance and pulse induction is a relatively mature technique. Metal detection systems are
common in airports and other public areas with heightened security. There have been a number of
research projects in recent years that have led to improvements and variations of the mature
technologies that are widely used [10], [11], [12], [13] and [14].

Conventional metal detection systems used in high security areas such as airports require
that each person be screened individually using either a portal or portable system [12]; this creates
choke points when large volumes of people are to be screened [13] and [14]. To address this issue,
a number of open/wide area detection schemes have been proposed including those by Nelson [13]
and later Pati [14]. Nelson’s proposed scheme, named Wide Area Metal Detection (WAMD), was
a conceptual description in which a modification of Electromagnetic Induction (EMI) technology
was suggested. EMI technology for concealed weapon detection involves exciting eddy currents in
conductive objects using a transmitter coil and detecting secondary magnetic fields caused by the
eddy currents when the transmitted field is switched off, as governed by Faraday’s law [10] and
[13].

Nelson proposed that an array of receiver coils and a wide area transmitter coil could be
used to detect concealed weapons and identify the individual concealing the weapon. It was also
suggested that the weapon could be classified using advanced signal processing techniques. It was

claimed by Nelson that this solution would be a valuable tool in redirecting security resources and
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reducing the inconvenience caused to the public, but was by no means a standalone solution. The
reason as to why this method cannot be considered a standalone solution is relatively simple; it
only detects electrically conductive objects. Weapons such as plastic guns or explosives would not
be detected by this system and this is a serious limitation of Nelson’s proposed scheme. Despite
this Pati [14] later published simulation data validating a design based around the WAMD, this
system was named Open Area Concealed Weapon Detection (OACWD). The OACWD system
included more detailed designs such as transmitter and receiver coil designs alongside a new fast
data acquisition system. The work by Pati [14] also included solutions to more practical issues,
such as the inclusion of a Buck coil to the transmitter coil that ensured the transmitted field was
switched off fast enough to prevent an overlap with the secondary field generated by eddy currents
induced in electrically conductive objects. The research conducted by Pati [14] does not alter the
system’s inability to detect non-conducting objects and as a result, it cannot be considered a
standalone solution to the weapons detection problem.

Most recently, research has been conducted to assess the possibility of resolving multiple
threat objects in an EMI based detection system [11]. The motivation for this particular piece of
research comes from the desire to solve a problem with conventional EMI based systems. The
problem with these conventional systems is that a single parameter is used to trigger a detection of
a concealed object. This single parameter, which is the fundamental time constant of the secondary
field, limits the system capabilities. That is in terms of the separation and discrimination of objects
with similar characteristic time constants. This work suggests that the resolution of multiple threat
i.e. multiple similar time constants, and non-threat concealed objects is possible with improved
Signal-to-Noise Ratio (SNR) that allows for the identification of these objects, providing a more
robust solution than existing conventional systems.

To summarize, electromagnetic-based weapons detection technology is mature and is

already used extensively high security areas. However, the technology is only good for detecting
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electrically conductive objects and as such cannot be considered a standalone threat detection
solution. Consequently, the development of alternative technologies capable of detecting a wider

variety of concealed objects is required.

2.4 Infrared Detection Methods

The utilization of infrared sensors for concealed weapon detection has been attempted [15],
[16] and [17]. At first glance, infrared is an appealing choice due to the passive nature of the
required sensors. However, there are fundamental limitations associated with using infrared
systems in concealed weapon detection. The application of an infrared system relies on the
measurement of thermal radiation that is naturally emitted by objects, which is related to an object’s
temperature [16]. Infrared systems, developed for weapons detection, generate an image in the
infrared spectrum and the idea is that any concealed weapons show up as a temperature anomaly
on the image [16] and [17]. This is because the body can be at a different temperature than the
concealed weapon and emits more energy in the infrared spectrum. The main drawback with this
method is that the wavelength in the infrared spectrum is too short to easily penetrate most clothing
[16]. Therefore, what these systems are measuring is the radiation that has been absorbed and then
re-emitted by clothing. This introduces a number of scenarios in which this method is unusable; the
first scenario would be if a subject under investigation were wearing loosely fitted clothes the
radiation would not go through the clothing. Another scenario would be if the subject was wearing
thick or thermally insulating clothing, in this instance the radiation from the body would not be
visible to the sensor. A third scenario would be if the weapon had been concealed against the body
long enough for its temperature to rise to approximately that of the body there may not be enough

contrast in the image to detect the weapon. It appears that infrared imaging only works if the subject
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is wearing thin clothing that is tightly fitted and the concealed weapon is at a different temperature
than that of the body.

As discussed, infrared imaging for concealed weapon detection is at an initial glance
appealing but ultimately impractical as a stand-alone solution. The majority of the research suggests
this method as a compliment to millimetre wave imaging. The research that is currently being
undertaken on infrared-based systems is focused around senor/image fusion and image processing

techniques [15], [16] and [17].

2.5 Terahertz Detection Methods

The Terahertz region of the electromagnetic spectrum (300 GHz to 3 THz) is an appealing
option to the developers of systems used to screen personnel for concealed contraband, explosives
and weapons. The reasons behind this appeal shall be discussed in context of the technologies that
have been developed in recent years. There are two main methods of applying Terahertz radiation

to concealed explosives and weapons detection systems, which are imaging and spectroscopy.

2.5.1 Terahertz Spectroscopy

The method of remote detection of concealed explosives by Terahertz Spectroscopy, in
theory, offers much promise to researchers due to the unique spectral characteristics of explosives
above 500 GHz [18], [19] and [20]. The unique spectral characteristics can be analysed in either
reflection or transmission mode [18]. Since the technologies for remote weapons and explosives
detection are being discussed, only the reflection mode, which is suited to a radar based system, is
considered. Such systems have been reviewed by Appleby [18], Kemp [19] and Sheen [20]. In their

reviews, the practicalities of implementing a radar based spectroscopic explosives detector were
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brought into question. The problems highlighted in these reviews included atmospheric absorption,
scattering from clothing and the spectral characteristics dependence on the condition and surface
of an object [19] and [20]. Atmospheric absorption of the electromagnetic waves is a real problem
in the Terahertz region of the EM spectrum, this absorption is caused by water vapour and can be
considerably worse in humid climates. The lack of ability to generate the power that would have to
be transmitted to get a usable return signal containing spectral characteristics means that it is
unlikely that a standoff remote detector will be developed in the near future [19] and [20]. The
wavelength at Terahertz frequencies is very short (less than 1Imm) and becomes comparable in
length to the weave of the fabric in some clothing, as such some of the radiation is scattered and/or
absorbed by such clothing [18]. Data presented in [18] illustrates this point; in this paper,
transmission of radiation through a denim sample and a T-shirt are shown to reduce as the
wavelength moves from sub-millimetre to terahertz (0.96 at 100 GHz down to 0.65 at 1 THz for
the T-shirt and 0.9 at 100 GHz down to 0.1 at 1THz for denim). Additionally the reflectivity is
observed to increase with a decreasing wavelength (0 at 100 GHz up to 0.05 at 1 THz for the T-
shirt and from 0.01 at 100 GHz up to 0.05 at 1 THz for denim), data presented in [18], thus
supporting the idea of the radiation being scattered by clothing. This is a considerable disadvantage
of using Terahertz frequencies for concealed weapons detection. At lower frequencies, the clothing
is far more transparent to EM radiation and this gives a better capability to detect weapons
concealed under clothing, as seen with millimetre-wave systems. The shorter wavelengths in the
Terahertz spectrum also mean that surface conditions of the material being illuminated can alter
the way in which the radiation is scattered [20]. Rough surfaces can cause localized constructive
and deconstructive interference of the scattered wave resulting in alterations of the material’s
apparent spectral characteristics [20].

To summarize, Terahertz Spectroscopy methods for the remote detection of concealed

contraband, explosives and weapons, offers the ability to classify materials yet there are a number
16



of serious issues in the practical implementation of this technique. In fact the reviews conducted in
the research by Appleby, Kemp and Sheen all reach the same conclusion; Terahertz Spectroscopy
for the remote detection of concealed explosives is difficult, if not impossible with the current state

of technology.

2.5.2 Terahertz Imaging

The other method of utilizing Terahertz radiation in concealed weapons detection is based
around the formation images, much like millimetre wave imaging. Images can be formed from data
acquired using both active and passive systems. An active system is essentially multi-pixel radar
that measures the reflection of radiation that has been used to illuminate an object under
investigation. Passive imaging systems work in a slightly different manner as nothing is transmitted
towards the person, these systems measure radiation that is naturally emitted from the body. A
number of Terahertz imaging systems, both active and passive, have been developed in recent years
[21], [22] and [23].

The main properties of imaging systems in the Terahertz spectrum are spatial resolution,
which is physically limited by diffraction [20], depth resolution and contrast. Spatial resolution is
related to wavelength and aperture size and as mentioned is diffraction limited (in both active and
passive systems), depth resolution is improved by increasing bandwidth (active systems) [20] and
contrast is predominantly determined by the properties of the materials in the scene (mainly
emissivity in a passive system and dielectric constant in an active system). The diffraction limited

angular resolution is determined using the following equation (2.1).
A
A49=l.225(rad) (2.1)

Where D is the diameter of the antenna aperture and A is the wavelength.
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The Terahertz region of the EM spectrum offers short wavelengths capable of penetrating
clothing, albeit with more attenuation than at lower frequencies. The short wavelengths are
appealing as they offer very good spatial resolution in an imaging system. Such a system would
produce the high-resolution images that are required for better detection capabilities [18]. The main
drawback of using an active imaging system is specular reflection of the illuminating wave,
meaning that it is scattered away from the receiver resulting in bright spots in image [18], [19], [20]
and [22]. Specular reflection results in poor quality images, in which it is very difficult to find any
concealed object with a reasonable degree of certainty. Yet it is active systems that are preferred at
these frequencies in the research because of atmospheric absorption [18]. The contrast of an image
formed by a passive imager operating in the millimetre wave or Terahertz region of the EM
spectrum is related to background temperature [18]. There must be an observed radiometric
temperature differential between the body and the background and also the body and any concealed
threat item for any concealed weapon to appear visible enough to be detected in an image formed
using a passive system [18].

As discussed, the short wavelengths of Terahertz radiation have been used to produce high-
resolution images. Although these images show objects concealed under clothing there are issues
affecting the quality of these images. Firstly, the specular reflections hamper an active system,
whilst contrast can be an issue with passive imagers. There is also the issue regarding attenuation
from both the atmosphere and clothing, which is less of an issue in the millimetre wave region of
the spectrum, where clothing is more transparent. In [18] the transmission of a tee shirt is recorded
as 0.65 at 1 THz and 0.96 at 100 GHz, this shows a difference of 0.31 in transmission. Finally,
there are privacy concerns when imaging under a person’s clothing that makes this method

undesirable to the public.
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2.6 Microwave and Millimetre Wave Detection

Much research on concealed weapons and threat detection at standoff distances makes use
of the microwave and millimetre wave region of the EM spectrum. The reasons for which shall be
discussed in this section. The research reviewed in this section is composed of the most recent
significant papers relating to the main techniques of applying microwave and millimetre wave
radiation to the CWD problem. These main techniques include imaging, non-imaging and the
excitation of Complex Natural Resonances (CNR). All have their own advantages that shall be

discussed alongside the drawbacks and limitations of each technique.

2.6.1 Complex Natural Resonances

One method of utilizing microwave radiation in the detection and identification of
concealed threat items is to attempt to excite resonant frequencies in the concealed item using ultra
wide band radar. This technique has been used extensively in the detection and identification of
aircraft and missiles [24]. In recent years, researchers have attempted to apply this technique to
CWD, however many difficulties have been encountered when a threat object is concealed on a
human body [25]. These difficulties are due to the body obscuring both the resonant frequencies
and the associated damping coefficients of the concealed object by altering the dielectric
surroundings of the object [25]. The damping coefficient is a measure of the lifetime of the excited
resonance(s). As such, it is a non-trivial process to apply this technique to CWD and consequently
much research has been conducted [26], [27], [28], [29], [30] and [31].

The identification of concealed objects by exciting resonant frequencies offers an aspect
independent option to CWD researchers. Aspect independence is important as it means that the

features used to detect weapons would not be dependent upon the orientation of the weapon. Aspect
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dependency is common with radar based weapon detectors because the radar cross section of a
weapon is chaotic in nature and a small change in weapon orientation can lead to a large variation
in the power reflected by the weapon. This aspect independence manifests in the form of the Late
Time Response (LTR) where a concealed object re-irradiates an illuminating wave at resonant
frequencies [27]. The LTR presents itself as exponentially decaying sinusoidal waves that are
observed after the direct reflection from an object, after the object’s resonant frequencies have been
excited using Ultra Wide Band (UWB) radar (simulating a pulse). The LTR of an object is
dependent upon the object’s shape, size and local dielectric surroundings [25]. As this information
is aspect independent the method is less prone to signal changes owing to the orientation of the
concealed object and as such, it has benefits over other systems described in this review.

The LTR does have drawbacks when used for CWD as many of the threat objects that a
system is required to detect have resonant frequencies in the low GHz (0.2 to 3 GHz) region of the
EM spectrum [28]. This means that large antennae are required to excite these natural resonances
making a portable system unfeasible and consequently the application of CWD using LTR is
limited to portal style systems installed at fixed locations. The use of similar portal systems, such
as current walk through metal detectors, in busy public environments leads to choke points. These
choke points create delays in the security screening process, which are inconvenient and
undesirable to both the public and security personnel [29]. As a result, the application of a LTR
based detection portal relies on the ability to screen people quickly, in order for such a system to
be commercially successful [29]. To address this issue Vasalos [29] conducted research into the
relationship between detection accuracy and scan time. Vasalos obtained the LTRs of various target
scenarios including body with and without a concealed object and it was observed in the experiment
that reducing the scan time from 120 s to 15 s (multiple measurements made and averaged) had
little effect on the LTR and it was deduced that fast scanning was achievable without degrading the

detection accuracy. This suggests that scan times could be reduced to the point where the severity
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of these choke points could be at a tolerable level. As mentioned previously many of the objects
that need to be detected by security screening (knives, handguns, Improvised Explosive Devices
etc.) have resonant frequencies in the low GHz region of the EM spectrum that require large
antennae to excite them. This limited the LTR based systems portability; however, research
conducted by Zhang [30] suggests that these objects have higher order resonant frequencies in the
millimetre region of the EM spectrum. Exciting these higher order resonances could result in a
practically portable system as the size of the required antennae would be reduced. It was found,
through numerical simulation, that a kitchen knife has higher order resonant frequencies that
extends into the millimetre wave region [30]. Although, these resonances have been shown to exist
at these higher frequencies, the amplitudes are too small to detect reliably, also these higher
frequency resonances would decay much faster than the fundamental resonances making them
again very difficult to reliably measure [30]. Considering this difficulty, a portal based system that
excites and detects the resonant frequencies in the low GHz region of the EM spectrum is more
realistic for CWD using LTR.

As a result of the large antenna in such a system another problem occurs, which is related
to the directivity of the illuminating beam. It has been realized that the illuminating beam needs to
be commensurate in size with the concealed object (~10 cm) for the object to be reliably detected
[28]. An optical system designed to focus the beam to such a size would be impractically large,
meaning another solution was required. The solution presented by Harmer [28] was to use a phased
antenna array where the beam could be focused and steered electronically. Additionally, an image
can be formed using a phased antenna array allowing for the locality of the concealed object to be
presented to security personnel [28]. In reducing the beam size using a phased array, the footprint
of the antennae increases considerably making the system even larger and less portable, which may

render such a system undesirable where space constraints are critical.
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To summarize on the detection of concealed threat objects using the CNR, the aspect
independence of this method is not matched by any of the other EM methods making this option
appealing. However, there are many practicalities that hinder the progression of this technique into
a deployable system and much research is still needed to address the issues highlighted in this

section of the review.

2.6.2 Imaging Techniques

Millimetre wave imaging has been a popular technique employed in concealed
weapon/threat detection over the last few years [20], [32], [33] and [34]. Many imaging systems
have been developed and the technique used to form the image varies from one system to another.
The imagers can be classified into two main groups; Active and Passive Imagers. Active imaging
involves the use of an illuminating signal, which is then measured after being reflected from the
scene in the image. Passive imaging works in a different manner, as it is the naturally emitted
radiation that is measured from objects in the scene being imaged [33]. There are millimetre wave
imagers being used at airports around the world, although the use of these systems is not without
controversy. The controversy is in relation to privacy concerns as an image is formed in which the
person being screened appears nude [35], this controversy may be unfounded as privacy filters are
applied to the images and the images are analysed automatically using computer algorithms.

In this section a selection of recent papers are reviewed and the issues regarding the
development of millimetre wave imagers are discussed. These issues include the detection of
weapons that are constructed of dielectric materials (plastic based explosives and 3D printed guns)
and improvements in image quality that are required for weapons detection to become more
reliable. Also mentioned in this section is imaging using polarimetric, i.e. waves with dual

polarization, information.
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The detection of explosives and other dielectric based weapons is a challenge for
researchers. A number of papers applying Terahertz spectroscopy to explosives detection have been
published these can be found in the review by Kemp [19]. As outlined earlier in this review they
all conclude that a deployable system is a long way off realization. Consequently a lot of emphasis
has been placed on the ability of imaging systems to detect dielectric materials and hence
explosives.

The detection of dielectric materials in millimetre wave images has proven to be a complex
task as the dielectrics are fairly transparent at these frequencies (and frequency dependant) and are
somewhat obscured by specular reflection when imaged on a body [34]. The reason for this is that
the intensity of the reflection is dependent upon the material properties of the objects being imaged.
For example, metallic objects have a higher reflection coefficient than dielectric objects and as a
result have a higher intensity in the image, making them easier to detect, in an active imaging
system. The detection of a dielectric object in an image from an active imager is strongly dependent
on its reflectivity [34]. The detection of a dielectric object in an image from a passive imager is
dependent upon the emissivity of the material(s) from which the object is constructed and the
object’s temperature. In an active imaging system, reflectivity of the material is the dominating
parameter. The difference in reflectivity of skin with and without explosives is small. At 100 GHz
there is a difference in reflectivity of 0.11 between skin with explosives and skin without
explosives, at 500 GHz the difference is reduced to 0.04 and at 1 THz the difference is down to
0.01 [18]. This is noticeable when compared to the difference in reflectivity of skin and metal,
which is 0.65 at 100 GHz, 0.91 at 500 GHz and 0.93 at 1THz [18]. In passive imaging, the
difference in emissivity between skin and skin with explosives is 0.11 at 100 GHz, 0.04 at 500 GHz
and 0.01 at 1 THz [18]. Again, this is noticeable when compared to the difference in emissivity of

skin and metal, which is 0.65 at 100 GHz, 0.91 at 500 GHz and 0.93 at 1 THz [18].
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To assess the detectability of dielectrics using an active millimetre wave imager Schiessl
[34] preformed a number of experiments. In these experiments, a multi-static planar array imager
operating in the W-band was used to form images of various explosives placed on a reflective
background (representative of the body). The conclusion drawn by Schiessl [34] from these
experiments was that explosives detection using an imaging system is difficult. Schiessl also
concluded that it is possible to estimate the relative permittivity of the explosive material through
analysis of the temporal data. The conclusion drawn was that the best discrimination is provided in
the presence of edge scattering (diffraction at the edges of the sample) from the explosive material
[34]. The edge scattering from an object placed in front of a highly reflective background, such as
the human body, has been found to be a good characteristic to use in the detection of explosives
and weapons by other authors [36] and [32]. One method that has a lot of potential is to utilize
polarization information in the formation of millimetre-wave image from both passive and active
systems. Work conducted by Bernacki et al [33] showed that images formed using the Stoke’s
parameters, which describe polarization states, contain details not present in other imaging systems
[33], such as the ability to see footsteps from a person walking on grass. In this work, the detection
of buried targets using images formed from Stokes parameters was investigated, but no benefits for
this application could be found. Further research on the use of polarimetric information in both
imaging and radar must be conducted such that the potential benefits can be realized.

The use of millimetre-wave imaging in concealed weapons detection has been
demonstrated by many and systems such as the L3 Provision millimetre wave imager are currently
in use in airports around the world [37]. There are privacy issues concerning the formation of an
image in which the subject appears to be nude, this makes this method undesirable to the public.
There are issues surrounding the quality of images that are plagued by the same problems as
described in the section on terahertz imaging, which are speckle and contrast. The detection of

dielectric explosives and plastic weapons is difficult with millimetre wave imaging as the low
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reflection coefficients of these types of material result in low contrast reflections from the weapons.
Polarimetric imaging in the field of concealed weapon detection is relatively new and initial

research shows new levels of information appearing in the images.

2.6.3 Non-Imaging Radar Techniques

One method of using millimetre-wave and microwave radiation to detect objects concealed
on a human body under clothing is to scan the person with a radar system. This method offers the
ability to scan a person without forming an image and thus avoiding the privacy issues that make
millimetre-wave imaging undesirable. Much research has been presented to validate this approach
[38], [39], [40], [41], [5] and [42]. In the research a number of experimental systems are described,
such as Millimetre-wave Remote Threat Level Evaluation (MiRTLE) [5] and CounterBomber®
[43]. The methods of implementing the radar vary, though they all use some form of swept
frequency radar. The systems reported in the literature tend to use polarization changes in the
reflected waves as an indication as to the presence of a weapon [6] , [27] and [40]. This is because
the weapons that these systems are screening for (knives, guns and explosives) tend to be complex
in the way they scatter EM waves which results in these polarization changes [40]. The use of a
cross polarized receiver tends to be favoured as the body gives little cross polarization and presence
of a weapon on the body results in a significant cross polar component in the reflected wave. Some
systems such as MiRTLE work based on a cross polar threshold triggering the alarm. Others use
the time resolved radar signal and train a Neural Network (NN) to detect the weapon. One area that
has set these systems apart from others mentioned in this literature survey is their ability to detect
thin layers of dielectric material [38] and [39]. This ability is a result of the range resolution of
these systems, which is governed by the system bandwidth. All of these systems tend to have Ultra

Wide Band (UWB) capability and have bandwidths in the order of tens of GHz (35 GHz in the case
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of MiRTLE). As the use of UWB components increases the cost of radar considerably, a system
that uses cheaper amplitude only receivers (Direct Detection) was compared to conventional radars
that have receivers that measure amplitude and phase [39]. In the research conducted by Bowring
et al. [4] it was shown that the information related to the thickness of a dielectric material is
conserved in a direct detection system. This showed that the detection of dielectric explosives using
lower cost direct detection radar is a feasible option. It must be noted that the use of a direct
detection system removes the ability to filter the returns based on range, a capability that is very
powerful in conventional heterodyne-based radars.

One area in which these systems suffer is the detection of knives [40]. The reason for this
is that the cross polar component that arises when a weapon is present is related to the orientation
of the weapon. In the systems in the literature, a single illuminating polarization is used and the
reflected wave is measured in the co-polar and cross polarizations. This results in targets such as
knives avoiding detection when placed on the body in particular orientations [40] and [6]. Another
issue with these systems is the classification of the time resolved radar signals. This tends to be
difficult based on the variance in the data caused by the orientation of the weapon.

Very recently, a radar based weapon detector developed by the Centre of Sensing and
Imaging at MMU was trailed by the National Ballistics and Intelligence Service (NABIS) and was
independently verified as the first screening system capable of remotely detecting a plastic 3D
printed gun concealed on a person under clothing [3]. This has since led to the technology receiving
attention from the national press [44]. It should be noted that in this trial no other systems were
tested.

In summary the use of radar in the field of standoff weapons detection is one the most
promising options. The reasons are that there are no privacy concerns regarding images, weapons
can be detected at standoff ranges using radar, the detection of both dielectric and metallic weapons

is feasible and the systems can be given real time capability. This being said there are issues that
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need to be addressed, mainly concerning the detection of targets such as knives. Polarization has
been used as an indicator, yet a comprehensive survey of the way in which weapons change the

polarization of an electromagnetic wave has not been conducted.

2.7 Dielectric Materials in CWD

In this thesis, polarimetric decomposition algorithms are tested in a concealed weapon
detection scenario. The urban soft targets that were defined in the problem statement are typical of
the scenario in which a proposed system would be deployed. These targets are vulnerable to attack
from terrorists that may approach the target with a concealed weapon. The weapons that are
considered in this thesis are guns, knives and Person Bourne Improvised Explosive Devices
(PBIEDs). As discussed previously, a relatively new threat facing these targets is the printed gun.
Printed guns are manufactured using 3D printers and are generally made of ABS plastic [2]; this
type of weapon is worth noting but has not been included in the experiments within this thesis.

It is important to consider the effect of material properties on the ability of a proposed
system to detect weapons concealed under clothing. In [18] it is reported that detection of weapons
is dependent upon the optical properties of the clothing, metal and skin. The optical properties of
these materials are frequency dependent and can be described by (2.2), taken from [18].

e+r+t=1 (2.2)

The equation above contains three terms relating to emissivity (g), reflectivity (r) and
transmission (t). Emissivity is a measure of radiation that is naturally emitted by a material; this
parameter is important when considering passive systems. Reflectivity is a measure of how much
radiation will be reflected by a material, as a ratio of the radiation incident upon the material.

Transmission is measure of the quantity of radiation that will pass through a material, as a ratio of
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the radiation incident upon the material. Reflectivity and transmission are the most important
properties to consider when investigating radar.

The detection of weapons concealed under clothing relies on the transmission of radio
frequency waves through clothing and the reflection of the waves by a weapon and the body.
Therefore, it is desirable for clothing to have a high transmission value. Equally important is that
weapons and skin have a reflectivity that will enable the radar to see both. Typical values of the
properties of metal, clothing, skin and explosives were reported in [18]. A table (Table 2-1)

containing values of the optical properties of materials of interested has been extracted from [18].

Material Emissivity (¢) Reflectivity (r) Transmission (t)
100GHz 500GHz 1THz 100 GHz 500GHz 1THz 100GHz 500GHz 1THz
Explosives 0.76 0.95 0.94 0.24 0.05 0.06 0 0 0
(on skin)
Metal 0 0 0 1 1 1 0 0 0
Skin 0.65 0.91 0.93 0.35 0.09 0.07 0 0 0
Denim 0.09 0.49 0.85 0.01 0.01 0.05 0.9 0.5 0.1
Tee-shirt 0.04 0.2 0.3 0 0 0.05 0.96 0.8 0.65

Table 2-1 Optical properties of materials encountered in concealed weapon detection [18].

The table above shows measurements taken at 100 GHz, 500 GHz and 1 THz. The
frequency of the radar used in the experiments within this thesis is 18 to 26 GHz. The measurements
in the table are higher than the frequency used in this thesis, however the trends in the measurements
are relevant. Data relating to measurements of these materials at frequencies between 18 and 26
GHz could not be found in the literature.

In Table 2-1 denim and a tee shirt are shown to have similar transmission values at 100
GHz. However, the materials behave differently at higher frequencies. Tee shirt remains more

transparent (relative to denim) as the frequency rises to 1 THz. The reduction in transmission is
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0.31 as the frequency increases from 100 GHz to 1 THz, for the tee shirt. The denim sample displays
a larger reduction in transmission with a difference of 0.8 as the frequency increases over the same
range. Both items of clothing display a trend of decreasing transmission with increasing frequency.
If this data was to be extrapolated to lower frequencies (18 to 26 GHz) it would be anticipated the
transmission would remain at the higher values in given in Table 2-1, or exhibit slight increases
(based upon observed trend in data).

Table 2-1 shows that there is no transmission through metal or skin and that metal is purely
reflective across all the measured frequencies. This shows that metallic weapons reflect incident
waves making is feasible to detect them using radar. The skin is reflective but has a much lower
reflectivity than metal, as the frequency increases the reflectivity decreases. At frequencies lower
than those measured in Table 2-1, it is anticipated that the reflectivity of skin will be higher. As
frequency increases, the emissivity of skin is also shown to increase. All of the weapons

investigated in this thesis contained a significant amount of metal.
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2.8 Literature Survey Summary

In this chapter, a critical literature survey has been presented. The survey detailed the work
of others in the research field of concealed weapons detection. The work included in this survey
has been constrained to state of the art technological solutions including acoustics, electromagnetic
and inductive magnetic methods of detecting concealed weapons. The survey has shown that of
these methods the use of electromagnetic radiation, especially millimetre-wave and microwave
radiation, offers the most promising results. This is partly owing to the transparent nature of
clothing at these frequencies, but also to the ability to detect both dielectric and metallic targets.
The methods of utilizing millimetre-wave and microwave radiation vary in the literature, yet one
method that has shown particular promise is the method of using UWB radar. This method offers
standoff detection of a diverse range of targets. It is not without issues as shown in the survey. A
gap in the research has been highlighted that requires an understanding of the role of polarization
in concealed weapon detection using radar. Another gap that has been highlighted is in the
classification of time resolved radar signals where variance in the data owing to aspect dependency
causes difficulties in the robust classification of the radar data. This thesis will present an
investigation into the use of polarization for weapons detection using Ultra Wide Band (UWB)
millimetre/microwave radar. It will be shown, experimentally, that polarimetric measurements

provide information for the robust detection of concealed weapons.
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2.9 Methodology

This section provides an explicit description of the methodology used in terms of
specifying the problem, assumptions made, scope and stages of development together with
validation tests chosen. The hardware and software used for data collection and analysis are
outlined, with some details on construction of the experimental radar. Further and more detailed
discussions of experimental procedures specific to each experiment are provided in Chapters 3, 4

and 5.

2.9.1 The problem

The problem addressed in this work was the protection of urban soft targets using radar to
detect weapons concealed under clothing. The author has suggested the use of polarimetric
decomposition algorithms for extracting information from radar data that can then be used to detect
weapons, with the aid of artificial intelligence (neural networks). A set of experiments have been

designed that test the suitability of three polarimetric decomposition algorithms.

2.9.2 Assumptions and experimental boundaries

The scenario assumed in the experiments, was that a person would be scanned using radar
in a clutter free environment and that the person would be cooperative. In a real world scenario, the
person would likely be scanned in a cluttered environment and would either be unaware that they
were being scanned or could potentially be non-cooperative. Justification for these assumptions
was that the measurement system was experimental and had limitations that are discussed in this

section.
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The risk associated with the clutter free environment assumption, is that the presence of
clutter could reduce the detection performance or increase the false alarm rate of a developed
system in a real world deployment. This risk can be mitigated through appropriate design strategies.
For example, the beam of the radar can be constrained to a spot on the body (using a lens). This
means that if the person is in the line of sight, the beam will only be on that person and thus there
would be no reflection from clutter around that person. If the person is not in the line of sight of
the radar, i.e. they are obscured by another person/ people then it is not possible to scan that person.
The human body is not transparent to the radio frequency waves used by the radar.

The person is assumed stationary at a given range whilst scans are being taken (cooperative
target assumption). The reason the person is measured at a fixed range in the experiments is that
the experimental radar uses multiple antennas whose beams are aligned at the fixed range. In a real
world system, a confocal arrangement would be required where the beams of the antennae are
aligned over the full working range of the radar. This is discussed at the end of the thesis and a
diagram is provided of a proposed confocal arrangement in Figure 6-1.

Although the person was stationary in range, slow rocking movements (of a few cm) were
made over the course of gathering multiple scans of the person. The inclusion of the rocking motion
was to provide the radar with multiple looks at the target from various aspects. This practice allows
for variance in data that was used to train, validate and test a supervised classifier (neural network)
in an experiment. The scan speed was assumed faster than any movements of the person being
scanned and no Doppler effects have been considered. This was a reasonable assumption as each

scan takes less than a fraction of a second (~250 ms per scan).
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2.9.3 Scope

The scope of the study was restricted to experiments that allowed the aim of the thesis to
be satisfied. These experiments are discussed in the next section (2.9.4) along with stages of
development required to conduct them.

A limited, but representative set of weapons have been investigated. This set included
handguns and an Improvised Explosive Device containing fragmentation. No pure dielectric targets
(i.e. sheet explosives containing no fragmentation) were included in the set and no benign items
were included. The experiments in this thesis were used to make an initial assessment of the
feasibility of using polarimetric decomposition algorithms in a radar based weapon detector. The
experimental radar is limited in capability and the measurements were challenging to make with
this system. The development of a portable radar with a confocal antenna arrangement capable of
making real time measurements would allow for an increase in the variety and number of items
included in the test set. These developments require significant further work.

Two weapon orientations have been used in the experiments. Ideally, the orientation of the
weapon would incrementally adjusted. This would allow for further analysis of effects of weapon
orientation on the polarimetric signatures that are used for detection. Given that the weapon is
placed on a person and the person is making small semi-controlled movements, it is impossible to
precisely align the weapon on the body. Assessment of the weapon in isolation would make it
possible to incrementally adjust the weapon orientation. However, consideration of the weapon in

isolation is not representative of the problem, as weapons concealed upon a body are of interest.
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2.9.4 Stages of development

The stages of development of the work presented in this thesis are summarized using the
following bullet points and discussions:

e Design of an experimental radar;
A radar was built around a Vector Network Analyzer (VNA). An antenna mount was
designed and constructed that had two antennas arranged such that one was sensitive to
vertical linear polarisation and the other was sensitive to horizontal linear polarisation. The
antennas were angled such that their beams were co-aligned at a range of 2m. A laptop was
used to interface to the VNA and a MATLAB script was created collected that data and
subsequently processed it. This is discussed in Chapter 3.

e Perform verification measurements;
An experiment was conducted to verify the quality of measurements obtained using the
developed radar. The technique used was to perform a quantitative measurement of a target
radar cross section that could be solved analytically. To remove the effects of free space
loss a relative measurement was selected. The chosen targets were two conducting spheres
of different sizes. The radar cross section of the smaller sphere was measured relative to
the larger one and the result was compared to the analytical solution. The measurement
was made at 401 discrete frequencies across the frequency band used by the radar (18 to
26 GHz). The error between the measurement and analytical solution was presented as a
function of frequency. This experiment is discussed in section 3.3.

e (Gather data using radar under the defined detection scenario;
A data gathering experiment was conducted in which scans were taken of person with and

without concealed weapons. The full details of the procedures used in this experiment are
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discussed in Chapter 4. The results obtained from this experiment are presented and
discussed. In this experiment, 1000 scans were taken for analysis.

Perform polarimetric decomposition;

The data gathered in the previous experiment was processed using the polarimetric
decomposition as described in Chapter 5. From the processed data three data sets were
formed, one for each polarimetric decomposition that was investigated. The formation of
these data sets is discussed in Chapter 5 and the results are presented alongside detailed
analysis and discussion.

Design an experiment to assess the proposed use of polarimetric decompositions
algorithms to detect concealed weapons;

The last experiment in the thesis takes the three decomposition algorithms and tests their
suitability in a weapon detection scenario. To each algorithm, a hypothesis test is applied.
The hypothesis in each case was “This algorithm will provide data that can be used to detect
concealed weapons’. The data sets from each algorithm (described in Chapter 5) were split
in half. In each case half of the data was used to train and validate a neural network that
was subsequently used to detect weapons. The other half of each data set was used in a test
of the neural networks to detect weapons. The output from this experiment was three ROC
curves, one from each algorithm. These ROC curves captured the detection rate and false
alarm rate from the tests. To reach a decision on the validity of the hypothesis tests the area
under the ROC curve was measured. The area under curve was compared to a value that
represents a classifier with no useful purpose (AUC = 0.5). If the area under the curve was
larger than the value quoted then the hypothesis was accepted. The confidence level in this
experiment was calculated to be 95%, using the sample sizes. Chapter 5 section 5

documents this experiment and the results are analysed and discussed.
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Chapter 3

Development of a Fully Polarimetric Radar

This chapter discusses the development of an experimental system used to measure
polarimetric scattering of weapons. This experimental system is essentially a Frequency Modulated
Continuous Wave (FMCW) radar constructed using a Vector Network Analyzer (VNA). This radar
operates in the K-band (18-26GHz) and is fully polarimetric and has the potential to make a full
measurement of a targets Sinclair scattering matrix. This scattering matrix can then be used to
synthesize the polarimetric response of a target to an incident wave having any polarization.
Verification measurements are presented to assess the level of systematic errors in the

measurement system.

3.1 Introduction

Radio detection and ranging (Radar) is a tool used to detect remote objects using the
reflection of radio frequency waves. A radar transmits an electromagnetic wave towards a target;
this wave is often referred to as the incident wave. The incident wave then interacts with the target
and a proportion of the wave is reflected back towards the radar, this wave is often referred to as
the scattered wave. Only a proportion of the incident wave is reflected back towards the radar and
the rest is either scattered away from the radar, absorbed by the target or transmitted through the

target. On reception of the scattered wave, information about the target, including its range, can be
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determined. Figure 3-1 below shows the interaction of an incident wave with an arbitrary target

resulting in a scattered wave.

Target

Figure 3-1 Interaction of an incident wave with an arbitrary target, resulting in a scattered

wave.

One of the key characteristics of the scattered wave is its polarization and most importantly
changes in polarization with respect to the incident wave. In the field of concealed weapons/threat
detection, polarization changes have been used as a useful indicator of the presence of a weapon
[25], [31], [38] and [41]. Radars can be designed with multiple polarizations to exploit any
polarization changes that may occur because of the interaction of the incident waves with particular
targets of interest. For example the use of multiple transmit polarizations ensures that cross-
polarized reflections from knives are detected independent of rotation of the weapon in the target
plane [45].

There are many types of radar available, each derived for specific applications. Some
common types of radar include Pulsed radar, Doppler radar, Synthetic Aperture Radar and
Frequency Modulated radar, to mention a few [46]. One of the more advanced forms of radar is
Frequency Modulated Continuous Wave (FMCW) radar, which has good phase sensitivity making

it ideal for polarimetric measurements. Additionally FMCW radar offers excellent range resolution,
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this allows for range gating of clutter that is in close proximity to a target of interest. FMCW radar

has been utilized in this research project and shall be described in detail.

3.2 The Radar

A block diagram showing the layout of the VNA measurement system used to form a
FMCW radar is presented in Figure 3-2 below. In this measurement system, there are two sources,
which are a Radio Frequency (RF) source and a Local Oscillator (LO) source. Both of these sources
are voltage-controlled oscillators operating at different frequencies. The RF source will oscillate at
the same frequency as the wave transmitted toward the target by the antenna and the LO source
will oscillate at a much lower frequency. The purpose of the LO is to down convert the frequency
of the transmitted and received signals such that they can be adequately sampled by the Analogue
to Digital Converter (ADC) built into the VNA. Also in Figure 3-2 are four mixers that perform the
down conversions of the signals. The mixers are fed by directional couplers that divert a proportion
of the transmitted and reflected signals. In this measurement system, there are two antennas and
only one RF source. The path of the RF source is switched to each of the antennas sequentially and
the reflected signal is measured on both paths. The signals are sampled using receivers al, a2, bl

and b2; these are then converted into complex s-parameters.
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Figure 3-2 Simplified overview of measurement system using a VNA and two antennas, one
with vertical linear polarization and the other with horizontal linear polarization, figure reproduced

based on [47].

Complex S-parameters are used, as they are ideal for extracting amplitude and phase
measurements from networks, which is a requirement for the intended polarimetric measurements.
The radar described above can be treated as a 2 port network and the phase and amplitude of a
signal reflected onto both ports can be measured relative to the signal transmitted on 1 of the ports,
the transmit port is then switched to measure the response to the second transmitted signal which
produces a wave of a different polarization. The receivers represented by al, b1, a2 and b2 in Figure
3-2 are pairs of diode receivers that are fed via Q and I demodulators. The reflected signals are
demodulated into Q and I in order to obtain both the amplitude and phase of the reflected signal
with respect to the transmitted signal. The sampled signals are then converted into S-parameters

using the following equation.
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All four s-parameters possible with a two-port network are measured and used to form the

Sinclair scattering matrix as shown below.

Sll Sl2 S 44 SVH

S= = (3.2)
S21 SZQ SHV SHH

The second form in equation (3.2) shows the s-parameters with subscripts representative
of the antenna polarization connected to each port with V indicating vertical linear polarization and
H indicating horizontal linear polarization.

Frequency Modulated Continuous Wave (FMCW) radar is a radar in which the frequency
of the transmitted wave is modulated by a periodic reference signal. If a linear frequency sweep is
generated using a triangular modulating signal then the resulting waveform is a chirp, as illustrated

in Figure 3-3.

FMCW Radar: Chirp waveform
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Figure 3-3 FMCW radar chirp (Top) and modulating (Bottom) waveforms.

The proportion of the wave that is reflected by a target is then mixed with the transmitted

signal to generate a beat frequencys; this beat frequency is directly related to the range of the target.
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The beat frequency is the difference between the transmitted and reflected signal frequencies; this
is shown in Figure 3-4. T4 is the time delay related to the time of flight of the signal and ty, is the

period of the modulated signal.

FMCW Radar: Range extraction
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Figure 3-4 Range extraction from a FMCW radar.

The following equation governs the relationship between the beat frequency and the range

of the target [46], this equation will later be used to determine the sampling criteria of the VNA.

_2RAf

t c

m

Sy (Hz) (3-3)

In equation (3.3) R symbolizes the range of the target, Af the radar bandwidth, ¢ the speed
of light and #,, the period of the modulating waveform.
The radar equation is fundamental in understanding how much power is reflected back to

the radar in a given scenario. The radar equation is given by (3.4) below [46].

= AR (W) (3:4)

Where Pr is the reflected power, Pris the transmitted power, G is the antenna gain, A is the

wavelength of the transmit frequency and o is the target’s radar cross section.
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To understand this equation, an isotropic antenna can be considered. An isotropic antenna
is one that radiates energy equally in all directions. This gives a spherical radiation pattern. It is
relatively simple to derive the power density for an isotropic antenna, since its radiating pattern is
spherical, the power density, Pp, is just the transmitted power divided by the surface area of a

sphere, as given in equation (3.5).

p__Ir

=1 (W2 (3.5)

In practice, a directional antenna is often used in radar. A directional antenna radiates more
power in a particular direction. To account for this directionality a parameter, G, is defined which
is antenna gain as given by (3.6) [46].

_4rA,

- 3.6
G=—7 (3.6)

Where A4. is the effective aperture of the antenna and /A is the wavelength of the
electromagnetic wave that is radiated from the antenna. Considering the directional antenna the
power density now becomes:

p,=1C

= Wm? 3.7
=t (W) (3.7)

Now a parameter must be defined that takes into account the power reflected from a target
in relation to the power density upon the target. The parameter ¢ used is the radar cross section
(RCS); this parameter is defined as a ratio of the reflected power to the power density, as described
in equation (3.8).

i
o=—"(m) (3.8)
F
Using the RCS and the power density for a directive antenna the power reflected back to

the antenna from the target can be derived.
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P - PTGOZA; (W) (3.9)
(47R7)

By transposing equation (3.6) for the effective antenna aperture and substituting this into
equation (3.9) we arrive at the radar equation given by equation(3.4).

In reality, there is also noise in the system and this must be taken into consideration. The
Signal to Noise Ratio (SNR) is a key parameter in any radar system and describes the severity of

noise corruption in the received radar signal. The SNR is given by equation (3.10) [46].

212
svp=tr o BG40 (3.10)
N (47) RT.AL

N =kT.Af (3.11)

Where N is the noise power, £ is Boltzman’s constant, 7 is the effective noise temperature,
Af'is bandwidth and L accounts for signal losses.

One of the key features of a radar is that it can provide a range to the detected target. The
maximum range at which radar can operate can be derived from the radar equation. The equation
is transposed for R and the reflected power is substituted with the minimum detectable power Spin,
which is derived from the levels of noise in the system. The maximum working range of a given

radar system is calculated using equation (3.12).

(3.12)

As can be seen from the previous equation the maximum working range of a radar system
can be extended by increasing the either the transmitted power, gain of the antenna or the
wavelength. The RCS is governed by the targets the radar must be capable of detecting and hence
little can be done about extending the working range as a function of the RCS. Finally, the range
of a radar system can be improved by lowering the minimum detectable signal. This can be done

by removing noise from the system where possible. Another crucial parameter in a radar system is
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range resolution. Range resolution is a measure of the ability of a radar system to detect multiple
targets in close proximity. If two targets are separated by a distance less than the range resolution
of the radar then the radar will detect the two targets as a single target. In FMCW radar, the range

resolution AR is determined from the bandwidth and is given by equation (3.13).

__c 3.13
o (m) (3.13)

As can be seen from this equation the range resolution can be improved by increasing the

system bandwidth. This however can result in increased cost of components.

3.2.1 Sampling

FMCW radar derives the range to a target using the beat frequency, which increases as the
target moves away from the radar. Therefore, the beat frequency at the maximum working range
of the radar is used to set the sampling criteria on the VNA as it results in the highest frequency
signal that must be sampled. Nyquist’s theorem states that for a signal to be reconstructed after
sampling, the sampling frequency must be at least twice the bandwidth of the original signal. The
sampling on the VNA is set using the Intermediate Frequency Band-Width (IFBW) and to satisfy
Nyquist’s theorem the IFBW must be twice the maximum beat frequency.

The VNA used in this radar has a set number of predefined IFBW settings, therefore an
acceptable beat frequency must be chosen for the predefined IFBW setting that is to be used in the
radar measurements. In this work, an IFBW of 10 kHz was chosen and therefore the beat frequency
at the maximum working range of the radar must be at most 5 kHz. The beat frequency can be set
using the sweep time following the equation below (3.14). Setting the beat frequency to 5 kHz at
the maximum working range of the radar, the sweep time is found to be 53 ms. The maximum

working range of the radar was chosen to be 5 m, this value was selected based on the area available
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to conduct experiments and is used in the calculation below. In practice, targets were measured at
a range of 2 m and a wall of radar absorbing material (RAM) was placed Sm from the radar, this

helped to reduce background clutter.

2R A 2(5)(8%10)
" fe (5x10°)(3x10%)

=53(ms) (3.14)

The unambiguous range of the radar is given by the number of points taken across the
frequency sweep multiplied by the range resolution of the radar. The number of points in the
frequency sweep has been selected as 401 (a pre-defined VNA setting) this will give the radar an
unambiguous range of 7.5 m as shown in the following calculation (3.16), although the maximum
working range will be shorter than this and will be set at 5 m by the sweep time and [FBW

selections.

Rmax — 2Rmafo (315)
AR c

points =

R _cx(points)_(3x108)><401_7
unambiguous 2Af 2(8)( 109) .

52(m) (3.16)
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3.2.2 Calibration

Polarimetric analysis techniques that have been applied to data measured using the
experimental radar require that systematic errors be kept to an absolute minimum. Typical
acceptable errors are 0.4 dB in amplitude and 5° in phase for each element of the measured
scattering matrices [48].

The main source of systematic error in this radar is the measurement errors on the VNA.
These errors are primarily caused by poor impedance matching and directivity of components
inside the VNA that lead to reflections and leakage respectively. Errors occur when reflections
inside the measurement system generate beat frequencies that are observable in the measured data
and these errors can be detrimental to the integrity of the signals related to the target being
measured. Other sources of systematic errors come from the frequency response of the external
cables, waveguide adaptors and the horn antennas. The effects of these systematic errors on
measurements can be reduced or potentially removed altogether providing that time is taken to
measure calibration standards [47]. A calibration standard is a piece of hardware or a definition of
a connection that has a known response. These are placed in a system and the measured response
is compared to the known response of the standard. This gives an indication of any system
characteristics that lead to error in the measured data. The ability to measure system induced errors
leads to the opportunity to correct the errors present in data measured through the process of
calibration.

Literature reports that use of a two-port calibration (as was used in this work) can reduce
measurement uncertainty from 10.4 dB to 0.44 dB in amplitude when a reflection measurement is
made [49]. This would indicate that uncertainty in the two elements of the leading diagonal of the
scattering matrix could be reduced to levels similar to the typical acceptable errors reported

previously, if calibration is performed. Similarly, the same paper reports that transmission
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measurement uncertainties can be reduced from 0.8 dB to 0.05 dB using a two-port calibration. The
two elements on the trailing diagonal of the scattering matrix are essentially transmission
measurements. This section later discusses the type of two-port calibration that has been applied to
measured data in this study.

Typically, the impedance matching of components inside a VNA is good at certain
frequencies; however, the broadband nature of these instruments means that the matching will be
poor over many other frequencies. Impedance mismatches result in signal reflections at the points
at which they occur. The greater the number of internal reflections and the greater the severity of
the reflection the more difficult it becomes to analyse measurements made on the instrument.
Ideally, the instrument would be factory calibrated to remove most of the effects of these
mismatches; however, many of the negative effects can be corrected post-measurement by
measuring calibration standards and using these measurements as references. These reference
measurements are only valid whilst the VNA remains in the environment in which they were taken,
for example if there is a variation in temperature the impedance of internal components will change
resulting in a different mismatch to the one which would have been recorded through measurement
of the calibration standards [47].

The directivity of the directional couplers inside a VNA can have an impact on the quality
of measurements with low reflection coefficients. Although these components are typically of very
high quality, there will still be leakage of signals and unintentional coupling between the
transmitted and reflected signals. This is of particular concern in this work as some of the
measurements that were made with this system have very small reflection coefficients. Again, the
errors owing to the directional couplers can be removed providing that reference measurements of
calibration standards are taken.

The frequency response of the external cables and waveguide adaptors results in large

measurement errors, these errors can be removed by using the same cables and adaptors in the
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measurement of the calibration standards. This error correction is only valid for measurements
taken at and around the time of the calibration measurements, as the errors will change if the cables
are unconnected or moved significantly from their original position.

There are many types of calibration that can be performed on a VNA such as Line-Reflect-
Match, Short-Open-Load-Thru, Thru-Reflect-Match, Line-Reflect-Line & Thru-Reflect-Line
(TRL) [47]. Each one of these calibration techniques requires different calibration standards. The
calibration performed in this work was the TRL, the reason being that the standards are easy to
build and this technique is highly accurate. To perform a TRL calibration the VNA parameters that
will be used in the target measurements must be entered before starting the process and the cables
and waveguide adaptors that are to be used for the target measurements should be connected to the
VNA. Once this is done, measurements of the calibration standards must be taken.

The TRL calibration involves measurement of two transmission standards and one
reflection standard. From measurements of these standards, eight error terms are calculated based
on a two-port system error model. A diagram of a two-port system error model showing the sources

of the eight error terms is provided in Figure 3-5.
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Figure 3-5 Diagram showing sources of measurement errors in a two-port VNA, produced

using diagrams in [47].

Once the error terms are determined using information from the measurements and the known
characteristics of the standards, the complex S-parameters of the system under test can be
computed, as prescribed in [47]. In this work, the system under test is a target (person) within the
working range of the radar. The error terms and corrected S-parameters were obtained using
software provided on the VNA. A Short is used as a reflect standard, the short has a known S-
parameter for S11 and S22, with a magnitude of 0 dB expected at all frequencies. A line is the first
transmission standard that is used as an impedance reference. The characteristic impedance of the
line standard must be known and can be calculated from the length of the waveguide that was used

as a line. The thru is the second of the two transmission standards and provides a third and final
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impedance reference. The known S21 and S12 response of this standard is 0 dB magnitude and 0°
phase, at all frequencies.

The Thru standard is not actually an additional piece of hardware; it simply involves
connecting the waveguide adaptor that is connected to port 1 of the VNA to the waveguide adaptor

on port 2 and measuring the scattering matrix. This is illustrated in the Figure 3-6.

Figure 3-6 Image showing connection of waveguide adaptors for measurement of a ‘thru’

calibration standard.

The short standard must then be connected to port 1 and port 2 and measurements taken on both.

Figure 3-7 below shows a short connected to a waveguide adaptor.

Figure 3-7 Image showing short calibration standards connected to each port on VNA, close

up view (Right).

The final standard to be measured is a line; this is simply a section of waveguide of known length.

This is illustrated in Figure 3-8.
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Figure 3-8 Image showing a line calibration standard connecting the two ports of the VNA,

close up view on right.

There are a number of plots in Figure 3-9 below which show the raw data and calibrated

data taken from measurements of the three calibration standards. The ideal characteristics of a thru

are that the return loss in both directions is as low as or lower than the noise floor of the VNA (S11

= 8§22 <=-110 dB) and that the thru path is un-attenuated and reciprocal (S12 = S21 = 0 dB).
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Figure 3-9 Plots showing measurements of a ‘thru’ calibration standard, each plot

represents the log magnitude of the signal associated with each element of the complex S-matrix.
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As can be seen in Figure 3-9 the measured data before calibration does not match the ideal
characteristics of a thru. There is a significant return loss on both port 1 and port 2 of -70 dB, which
is above the -110 dB noise floor of the VNA. The return loss on both ports shows strong frequency
dependency that is untypical of an ideal thru. The thru characteristics before calibration are seen to
be very poor, the thru is not seen to be reciprocal and is around -30 dB which is way below the
ideal of 0 dB. After the calibration is applied to the measured data, the thru characteristics are much
more like the ideal case, where the S12 and S21 parameters are reciprocal and at a flat 0 dB across
the frequency range. The return loss on both ports is way below the -110 dB noise floor after
calibration.

The ideal characteristics of the next standard, the short, are that a reflection of 0 dB is
observed on both port 1 and 2 and that the leakage on both ports is way below the noise floor (S12
= 821 <= -100 dB). Figure 3-10 shows that prior to the calibration process being applied, the
reflection on each port is below the expected value of 0 dB and has a strong frequency dependency,
and it is observed that each port has a distinctly different reflection characteristic. Post calibration
the observed reflection and leakage characteristics are more like the ideal with a 0 dB flat reflection

on both ports and leakage across both ports in each direction way below the noise floor of the VNA.
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Figure 3-10 Plots showing measurements of a Short calibration standard, each plot

represents the log magnitude of the signal associated with each element of the complex S-matrix

The final standard in the calibration process is the line; a short piece of waveguide is used
as the line standard. The length of the line has been selected at approximately a quarter of the
wavelength at the centre frequency of the system (~3 mm). The anticipated characteristics of this
standard are a flat and reciprocal thru with very little attenuation (S12 = S21 = ~0.3 dB) and that

both port reflections are below the noise floor (S11 = S22 <=-110 dB).
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Figure 3-11 Plots showing measurements of a Line calibration standard, each plot represents

the log magnitude of the signal associated with each element of the complex S-matrix

Figure 3-11 shows that again the un-calibrated response of the system yields measurements
that are unlike the anticipated characteristics of the standard. The observed behaviour of the thru
standard that can be seen in the figure shows a large attenuation of ~30 dB + 5dB which is not
reciprocal; this is untypical of a waveguide section of only a quarter wavelength long. After
calibration is applied the thru is observed in Figure 3-11 to be at ~0.7 dB flat across frequency and
reciprocal across ports, the port reflections are seen to be below the system noise floor.

The frequency response and mismatch of the horn antennas will result in large reflections
that are much higher in amplitude than the target reflections. These reflections can easily be
removed with a measurement of an open (background) with the horns connected. This measurement
is then subtracted from any subsequent measurements effectively suppressing these large
reflections from the horns. There is potential for the target signal to be altered or suppressed whilst

using this type of error correction if the target is very close to the horn antennas. This is not a
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problem here, as the polarimetric analysis techniques applied to the measured data require that the
target be in the far-field (Fraunhofer Region) of the antennas, which begins at 0.5 m from the

antenna as calculated by equation (3.17).

Rqunhofer = /1 (317)

Where D is the maximum linear dimension of the antenna. The next section will discuss
range gating, followed by a section that will characterize the antenna used in the radar and will

discuss the configuration in which the antennae have been utilized in the radar.

3.2.3 Range Gating

After systematic errors have been removed using calibration, some features that are not
related to the target of interest remain. These features are a reflection from the interface between
the waveguide adaptor and horn antenna and a reflection from a wall of Radar Absorbent Material
(RAM) at the end of the test range (see section 4.3). The calibration described in the previous
section removes errors present in the system up to the point of the waveguide adaptor, where the
calibration standards were fixed and measured. A mismatch between waveguide adaptor and the
horn antenna is the cause of the reflection at this point (this will appear close to 0 m in range). The
RAM at ~6.5m on the test range was put in place to reduce any stray reflections from the wall at
the end of the lab. As the RAM is not perfect, a reflection from this can be seen in the data. Figure
3-12 shows a sample measurement taken from a person not carrying a weapon; clutter is visible in
the signal and has been labelled for illustration. These reflections are considered clutter and can be

removed from the signal leaving only the response of the target of interest using range gating.
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Figure 3-12 Plot showing a co-polar signal relating to a body that was scanned using the

radar. A calibration has been applied, but no range gate has been used.

Applying a window at the range that the target was measured removes unwanted signals
(clutter), such as the ones described. In all of the experiments the target has been measured at a
range of 2m, this is due to a limitation of the measurement system caused by beam alignment of
the two antennas; this is discussed in the next section. As the target is always located at 2 m, a
rectangular window centred at 2 m is applied to the range resolved data. The window is given an
arbitrary width equivalent to 1m in range (no clutter visible in data over this range). This ensures
that the target is captured in isolation from the clutter described previously. The gating is applied
by taking a signal like the one shown in Figure 3-12 and multiplying it by the window described.

For illustration, a sample measurement that has been range-gated is shown in Figure 3-13.
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Figure 3-13 Plot showing a co-polar signal relating to a body that was scanned using the

radar. A calibration and range gating have been applied.

As Figure 3-13 shows, the reflections from the antenna mismatch and RAM have been
removed. This process of range gating has been applied to all the measurements presented in the
thesis. The use of range gating has provided a method of isolating the target in the measurements.
This ensures that any data extracted from the polarimetric decompositions will be corresponding

solely to the target and will not contain features from the clutter that has been observed here.
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3.2.4 Antenna

The antennae used in this radar are pyramid horn antennas and there are two of them
mounted in a quasi mono-static arrangement with one antenna having vertical polarization and the
other cross polarized with a horizontal linear polarization. The forward facing antennae have been
angled slightly towards one another to bring the beams into alignment at a range of 2 m. To assess
the beam pattern of the antenna and calculate the mounting angles a simulation was run on a 3D
electromagnetic solver (COMSOL), the simulation was required as manufacturer test data was
unavailable for these antennae. From the simulation, the far-field radiation pattern was obtained
which allows for the measurement of beam width and directivity. Once the beam width is known,
the spot-size at any given range can be estimated. The extracted far-field pattern at 18 GHz is

presented in Figure 3-14.
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Figure 3-14 Far-field radiation pattern of a horn antenna used in the radar, pattern taken at

a frequency of 18 GHz.

The figure shows the far-field radiation pattern of one of the horn antennas at a frequency of 18
GHz, from this plot the Half Power Beam-Width (HPBW) was measured to be 25.5°. The HPBW
at the upper frequency in the sweep (26 GHz) was measured at 17°, showing that the antenna
becomes increasingly directional at higher frequencies. Figure 3-15 illustrates the far-field pattern
at a range of frequencies between 18 GHz and 26 GHz, which shows there is not a great deal of
change in the main lobe of the far-field pattern as the frequency changes across the range used for

this radar.
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Figure 3-15 Far-field radiation pattern of horn antenna at multiple frequencies across the

bandwidth of the radar (18 to 26 GHz).

The measured beam-widths of the antenna were used to calculate the angle at which the antennas
should be orientated in order to align the beams at a given range. The reason for doing this is to
ensure that the target is illuminated equally from each antenna, if it was not there would be a
difference in RCS of the target as measured on each antenna. This difference is not tolerable in the
post processing that will be applied in order to extract the polarimetric properties of the target. This

is the main reason for taking the time to design an experimental radar system that has low

systematic errors.

The geometry of the antenna beams are shown in Figure 3-16. The figure shows that the

receivers have been angled such that the two beams come into alignment at a range of 2 m, this
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diagram has assumed that the beams diverge linearly with an angle equal to the simulated HPBW

angle.

3.3° 11400

2000.00

Figure 3-16 Image showing geometry of the beams from each of the horn antennas, angled

such that the beams from both antennas are aligned at 2m range (linear dimensions in mm).

The simulations also proved useful in assessing the antenna return loss, which is a measure
of how much of the excitation power is reflected by the antenna. For an antenna to effectively
couple radiation from a circuit/waveguide to free space the return loss must be low. In fact, the
antenna bandwidth is defined by the frequency range for which the antenna return loss is below -
10 dB. The power transmitted by the antenna at -10 dB is 96% of the excitation power, with only
4% being reflected by the antenna. The return loss of the antenna used in this research is presented

in Figure 3-17; both results from simulation and practical testing are presented in this figure.
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Figure 3-17 Plot showing the return loss of the antenna used in the radar.

As Figure 3-17 shows, the return loss is below -20 dB across the full range of frequencies tested
and therefore the antenna is being used within its bandwidth and effective coupling of radiation
into free space is achieved. Figure 3-17 shows that there is good agreement between the simulation
data and the measured data (post calibration). The measurements were taken using the Agilent
E8363 VNA and the calibration used was a TRL that has been explained previously.

Care has been taken to calibrate the VNA to avoid any systematic effects from being
recorded and attributed to a measured target and for this reason, the effects of the antenna must also
be considered. To do this a measurement of the transmission of the antenna was conducted. In the
test the two matched antennas were placed facing each other and in the far field (0.5 m apart) and
the transmission through free space and the antennas was recorded (S21). The results of this test

are shown in Figure 3-18.
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Figure 3-18 Plot showing the transmission characteristics of the horn antenna pair selected

for use in the radar.

As the figure shows, the transmission is reasonably flat across the fully range of frequencies
measured. This would indicate that there are no resonant effects from the horn in this frequency

region and that the horns will have very low systematic effects on any subsequent measurements.

3.3 Verification Measurements

Now that all the major aspects of the measurement system have been discussed, some
verification measurements will be presented. The purpose of these measurements is to obtain an
indication of the quality of the radar system and quantify any remaining errors after calibration. To
do this a large conducting sphere is considered, the radar cross section (RCS) of this target can be
calculated and compared to a measured value. The radius, » of the sphere has been chosen such that
the sphere scatters independent of frequency across the full frequency range of the radar and
therefore the RCS of this target will be frequency independent. The RCS of the sphere is calculated

using the following equation.
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RCS

e (M) =1 (3.13)
In the experiment to verify the radar’s performance, two different sized spheres were measured.
The purpose of measuring two spheres is that RCS measurements are always made with respect to
a reference target. One sphere is used as a reference and the other to obtain a RCS measurement.
In this experiment, the larger sphere has a radius of 32.5cm and the smaller sphere has a radius of

27.5cm, the larger sphere will be used as the reference target. The calculated values for each of the

sphere’s RCS is captured in Table 3-1.

Sphere Radius Calculated RCS
27.5 (cm) -4.79 dB
32.5 (cm) -6.24 dB

Table 3-1 Calculated RCS values for two different sized conducting spheres.

The two spheres were then measured using the radar described previously and the TRL calibration
was performed on these measurements. The measurements were then referenced to the larger

sphere using the following equation.

measured
" target
target measured
reference

—back d
ackgroun  geeleulated (3.19)

reference

—background

The background measurement was taken with the radar pointing towards a wall of radar absorbent
material. The first case where the larger sphere is measured and then referenced to itself, the results
yield the theoretical value for the RCS and no error is anticipated. The results from the measurement

of the larger sphere are presented in Figure 3-19 against frequency.
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Figure 3-19 Plot showing the measured Radar Cross Section (RCS) of a 65 cm diameter

conducting sphere against frequency for each polarization on the radar.

As the figure shows, the larger sphere has a RCS that is independent of frequency on the co-
polarized channels, which are the VV and HH channels. The value of the RCS is exactly that which
was calculated, this is because the measurement has been referenced to itself. The two cross-polar
channels are observed to show a highly frequency dependent RCS which is much lower in value
compared to the co-polarized RCS. A perfect conducting sphere would produce no reflection on
the cross polarized channels (VH and HV). The observed reflections on the cross polar channels
(VH and HV) are caused by imperfections in the targets construction. The target was constructed
using a yoga ball covered in tin foil and the foil had crinkles resulting in small amounts of cross-
polar reflections. The figure shows the results of 200 successive measurements and only the cross-
polar channels are displaying signs of drift in the measurements, these are of low level. The
temporally resolved S-parameters from these measurements of the larger sphere are presented in

Figure 3-20.
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Figure 3-20 Plot showing the range resolved signals from a conducting sphere of 65¢m

diameter for each polarization on the radar.

Figure 3-20 shows that there are well-resolved single reflections on each of the two co-polarized
channels and that there is very little cross-polarized reflection from the target. This result is a good
sign that the target is isolated from the measurement system and background clutter as there are no
observed reflections near the 0 m range, or anywhere other than the range that the target was placed
at (2 m). The results do not show any sign of background clutter, which would appear as peaks at
ranges before or after the target. As the plots clearly show, the target was placed at a range of
approximately 2 m from the radar. The small amounts of cross-polarized signal that are reflected
are seen to originate from the target at ~2 m. This would suggest the target is producing small
amounts of cross-polarized reflections. These are most likely caused by imperfections in the
construction of the target and undesirable reflections from the netting used to suspend the target in
place during the measurements. At this point it should be noted that the spheres were constructed
using yoga balls carefully wrapped in metal foil and despite the care taken to wrap the balls there

were surface imperfections on the completed conducting spheres. To show that the measurements
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of the large sphere, when referenced to themselves, yield the calculated RCS the mean errors on

the two co-polarized channels were measured and are presented in Table 3-2.

Channel polarization Mean Error
Vertical Undetectable
Horizontal Undetectable

Table 3-2 Mean errors on the co-polarized RCS measurements from a conducting sphere of

65cm diameter.

This shows that the process of measuring a target to a reference yields the theoretical value, when
the measured target is also used as the reference, thus verifying (3.19).
The smaller sphere was then measured using the radar and the resulting RCS values,

referenced to the larger sphere, are plotted against frequency for each of the radar polarizations in

Figure 3-21.
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Figure 3-21 Plot showing the measured Radar Cross Section (RCS) of a 55¢m diameter

conducting sphere against frequency for each polarization on the radar.
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As Figure 3-21 shows, the two co-polarized measurements show different characteristic ripples
against frequency. This indicates that there are measurement errors present in the system. Again,
the cross-polarized RCS is observed to be significantly lower than the co-polarized RCS values as
would be expected. The temporally resolved S-parameters for each of the measured polarizations

are plotted in Figure 3-22 and the target is seen at a range of approximately 2m.
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Figure 3-22 Plot showing the range resolved signals from a conducting sphere of 55cm

diameter for each polarization on the radar.

The figure shows that again, the targets seem isolated in free space and no background clutter is
observed. Yet there remains a small cross-polar reflection from the target. This was also observed
with the larger sphere and is likely caused by surface imperfections on the sphere.

The co-polarized RCS of the smaller sphere was observed to vary with frequency, see Figure 3-21;
therefore the error between the measurement and calculation was recorded and has been plotted for

both co-polarized channels in Figure 3-23.
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Figure 3-23 Plot showing the measurement error on the RCS of a conducting sphere of 55cm

diameter, for each of the co-polarized RCS parameters.

The plot shows that the error varies significantly with frequency and that the error is different for
each channel. The error is observed to reach 100% for the first and last frequency on the vertical
co-polarized channel and this seems to be an anomaly as the error is much lower elsewhere. To
attempt to quantify the error into a single number for each of the co-polarized channels the mean

errors in Figure 3-23 were taken and are presented in Table 3-3.

Channel polarization Mean Error
Vertical 18.6 %
Horizontal 14.7 %

Table 3-3 Mean errors on the co-polarized RCS measurements from a conducting sphere of

55¢m diameter.

The mean errors on each channel initially seem high, but as the literature shows, these are

respectable errors for RCS measurements made using a VNA based radar [50].

69



3.4 Summary

This chapter has introduced a radar system capable of making fully polarimetric
measurements. All aspect of the radar have been discussed and careful consideration has been given
to the selection of some key parameters. These key parameters have been captured and summarized

in the table below.

VNA Radar Parameters Value
Start Frequency 18 GHz
Stop Frequency 26 GHz
Bandwidth 8 GHz
Number of points 401
IFBW 10 kHz
Max Range 5m
Range Resolution 18.75 mm
Sweep time 53 ms
Power 2 dBm
Polarization HH, VH, VV & HV
HPBW @ f. 25°
Beam size @ Zm 09m

Table 3-4 Summary of key selected radar parameters.

Furthermore, a validation study has been conducted in which the radar cross sections of
conducting spheres of varying size have been measured and compared to calculated values. The
validation study has given an indication as to the measurement uncertainties of the system post

calibration.
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Chapter 4

Polarimetric Measurements of Weapons and the Body

This chapter introduces the experimental procedures and methodology used in obtaining
fully polarimetric measurements that are used in subsequent chapters. A representative group of
targets are introduced and their concealment on a person for screening is discussed. Furthermore,
measurements are presented that show the signals prior to any polarimetric decompositions, this

will assist the reader in appreciating the nature of such signals.

4.1 Introduction

The previous chapter introduced an experimental VNA based radar that was developed for
this research. This radar was used to measure the polarimetric scattering of electromagnetic waves
caused by the human body with and without various concealed weapons present. These
measurements shall be the focus of this Chapter. The main reason for making the measurements
presented in this Chapter was to explore the use of polarization in the detection of concealed
weapons. The use of polarization has been investigated in the literature, for example [5], [6] and
[42], however the extent to which polarization has been utilized in practical systems is limited.
These papers describe the development of radar systems that measure the power (direct detection)
in the co-polarization and cross-polarization. This information is then used to detect weapons via
simple thresholding algorithm or pattern recognition [5]. The research presented in this thesis takes
a step further and applies algorithms that translate the changes in polarization into physical

descriptors of the target itself. For this to happen the developed radar collects all of the information
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in a target’s Scattering matrix or matrices for multi-frequency measurements, as is the case in this
work. Each matrix contains four S-parameters, all with an amplitude and phase. An advantage
resulting from recording the amplitude and phase is that the target can be isolated by the use of
range gating; this provides another step to ensure that only the target of interest contributes to the
recorded scattering properties.

The radar developed in this work was used to test the feasibility of applying the
polarimetric decomposition algorithms to weapons detection, but this has been done with the
intention of further developing this radar into a commercial product. The commercialization of this
radar will depend upon the devices ability to detect weapons that are a current threat to the safety
of the public or present a threat to the security of public infrastructure. These include handguns that

can easily be concealed upon the body and Person Borne Improvised Explosive Devices (PBIED).

4.2 Weapons & Concealment

The set of weapons chosen for this research represents the type of weapons that must be
detected by the proposed type of security screening radar. The chosen weapons are a handgun, a
small revolver type handgun and a Person Borne Improvised Explosive Device (PBIED) containing

metallic fragmentation. These weapons are pictured in Figure 4-1 for reference.
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Figure 4-1 Image showing weapons used in measurements, starting from the left a handgun,

a smaller revolver type handgun and a Person Borne Improvised Explosive Device (PBIED).

All of the measurements that where taken with a concealed weapon, used the same method of
concealment. The weapon was in each case positioned on the torso of the individual being scanned
and then concealed under the individuals clothing (a t-shirt and sweater). The larger handgun was
measured in two different orientations whilst still concealed under the individuals clothing, these
two positions were with the barrel vertically aligned with the body and with the barrel at an angle
of 45° to the previous vertical alignment. The measurement at two different orientations provides
a rotation of the weapon around the line of sight of the radar; this proves useful in analysing the

results of the polarimetric decompositions in the next Chapter.
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4.3 Experimental Procedures

To conduct the measurements presented in this thesis a radar range was set-up in the
laboratory at the Centre for Sensing and Imaging. This range provided a clutter free environment
in which to make the required measurements, the range provided a 5m long space and had a wall
of radar absorbent material located at the end. The absorbent material helped prevent undesirable
reflections from the wall at the back of the lab and any multipath reflections that may arise from
subsequent reflections from walls and equipment around the lab. An image of the range is provided

in Figure 4-2 for reference.

Figure 4-2 Image showing the measurement set-up, with a calibration target (conducting

sphere) in place.

The image shows a large conducting sphere suspended in front of the radar on the range, this sphere
was taken as a reference target and measurements of this target are used in the polarimetric
decomposition results analysis in the next Chapter. The measurements of a person with and without
a concealed weapon were performed using the same equipment and the same range, the person

stood in place of the sphere. In each case the person stood facing the radar such that the concealed
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weapon would be in the main beam of the radar, the beam occupied a 0.9 m diameter space of the
range at 2 m. As the person stood in place for the measurements small movements (of a few cm)
were made to present the body or weapon (when present) to the radar in a number of different
aspects, this is representative of a realistic screening scenario. The presentation at multiple aspects
allows an artificial intelligence based classifier to search for patterns in the measurement data and
ensure robust detection of the weapon as the aspect changes slightly. This will be tested in the next
Chapter where an Artificial Neural Network (ANN) is trained on data from each of the considered
polarimetric decomposition techniques and then used to detect weapons.

Prior to the measurements for each target being taken a measurement of the background
(range with no target) was recorded, measurements of the calibration standards that were introduced
in the previous chapter were also recorded. The full procedure for measuring a target and the
subsequent processing that was applied to the measurements is detailed in the block diagram in

Figure 4-3.
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Figure 4-3 Flowchart showing process of taking measurements.

The data that was processed from the measurements was recorded at various stages as shown in
Figure 4-3 for a number of purposes. The post-calibration data was transformed into the range
domain via an Inverse Fast Fourier Transform (IFFT) and range gated. This ensures that the target
was isolated on the range and no background clutter was recorded in the target’s polarimetric
scattering measurements. The gate that was applied was a simple rectangular window with a width
corresponding to 1 m, which was centred at 2 m. The width of this window was determined
empirically and the centre point was set by the range at which the target was placed. Range gating
also had the effect of band-pass filtering the frequency domain data, which helped eliminate small
levels of noise from the instrumentation. The data was recorded at this point whilst in the range
domain for plotting and introducing the measurements in this chapter. The data was also stored

after being transformed back into the frequency domain via a Fast Fourier Transform (FFT). The
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reason for transforming back into the frequency domain is that the Polarimetric Decomposition
algorithms, which are investigated in the next Chapter, are applied in the frequency domain and
applied discretely at each frequency. The diagram in Figure 4-3 shows the application of the

polarimetric decomposition techniques. This will be discussed further in the next Chapter.

4.4 Sample Sizes

The number of scans taken per target was chosen to ensure that the sample size for the
classification experiment in the next chapter resulted in a statistically significant result. The method
of assessing the classification of the measured data was chosen to be Receiver Operating
Characteristic (ROC) curves. The test applied to each polarimetric decomposition was that it would
provide data which could be used to classify data into two groups ‘threat’ and ‘non-threat’ with a
‘better than chance’ probability. This was deemed adequate for this research as these methods had
never before been applied to weapons detection and their suitability was the primary concern of
this research, not necessarily the absolute performance of the methods. To choose a sample set size
the following criteria was imposed: Type I (probability of rejecting null hypothesis when in fact it
is true) and Type II (probability of accepting the null hypothesis when in fact it is false) error less
than 5%. This would result in a minimum statistical power of 95% and a confidence level of 95%
or greater, meaning that the results of the experiment had sound statistical significance and that the
results would be an accurate indication of reality. The benefit of using ROC curves is that the Area
Under the Curve (AUC) can be used to choose sample set sizes for a chosen Type I and Type 11
error. Calculating the required sample size for a given experiment ensures that the results obtained

are useful in making a convincing argument.
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To calculate the minimum sample size required, the Colton sample size formula was used
to calculate the number of samples in each normal and abnormal set (threat and non-threat). The

formula is given by (4.1) and was taken from [51].

2
2, + 2, [V + .
n:{% ) 1+2} @.1)

o

Where z, is the z-score associated with a confidence interval of 95% (Type I error 5%, z,~1.645),
zp is the z-score associated with a statistical power of 95% (Type II error 5%, zg=1.645), J is the
difference between the predicted AUC and the AUC corresponding to the random chance line, V1
and V2 are parameters calculated using (4.2) with AUC of the random chance line and the predicted
AUC respectively.
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These formulas were used with a predicted AUC of 0.7 and the result was a sample set size of 86
normal (non-threat) samples and 86 abnormal (threat) samples. As the sample size increases, the
statistical significance increases for a given test. Therefore, the results of the sample size
calculations should be treated as a minimum criterion and any additional samples will only increase
the power of the test. Given the ease of which measurements can be taken with the designed
experimental radar it was decided that 200 measurements per target set would be recorded. Of these
measurements, half are to be used in the training of the ANN (100 of each target) and half used to
test its ability to detect weapons (100 of each target). Since there are three weapons, one of which
is measured at two different orientations, and the case of the body without a weapon a total of 1000

radar scans were taken. These measurements will now be presented and discussed.
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4.5 Results & Discussion

The first measurements to be presented were taken without a weapon concealed on the
body. The plots in Figure 4-4 show the frequency dependent S-parameters for each of the measured

polarizations. All measurements presented herein have been calibrated as described previously.
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Figure 4-4 An example of a measurement made with no weapon concealed on the body

against frequency.

The results presented in the figure are an example of one of the 200 measurements taken for this
target. The frequency response of the target is shown in the first instance, as this is the format in
which the measurements are subsequently processed using the polarimetric decomposition
algorithms. The format that is often easier to relate to is the range resolved signals were the
frequency data has been transformed using an Inverse Fast Fourier Transform (IFFT). In this

format, the target reflection appears at the range corresponding to the actual range of the target
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during the measurement. The plots in Figure 4-5 show the results of 200 measurements in this
format.
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Figure 4-5 A plot showing 200 range resolved measurements of a person with no concealed

weapon.

The plots clearly show a reflection from a target at approximately 2 m. The target was measured at
a range of 2 m as stated previously so this is a positive indication that a good measurement of the
target has been achieved. An observation to take from the plots is that the cross-polar reflection
from the target (body no weapon) are extremely weak. This observation indicates that the body
produces low amounts of cross-polarization and is in agreement with the literature [5]. Another
observation to take from these plots is that there exists significant variance in the amplitude of the
reflection in consecutive measurements; this is due to the movements made by the person being
scanned. This is because the RCS of the target varies as the target is presented at varying aspects.
The experimental procedure outlined previously stated that the person would make small

movements as to present the weapon at multiple varying aspects. This is crucial as the radar cross
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section of the targets measured varies significantly with aspect and a range of viewing aspect must
be taken for an artificial intelligence based classifier to classify the measurements accurately.
The next set of plots presented in Figure 4-6 show an example of a measurement taken of

a person carrying a concealed gun with the barrel vertically aligned to the torso.
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Figure 4-6 An example of a measurement of a person carrying a concealed gun with the

barrel vertically aligned to the torso.

The results are presented in the frequency domain and each plot corresponds to a different
polarization. In this set of plots, the magnitude of the cross-polar is subtly larger than was the case
with the measurement of a person with no concealed weapon (~-70 dB compared to ~-80 dB
without weapon), this was consistent with all weapons tested. This indicates that the weapon
induces the cross-polar reflection and gives strength to the argument for using the level of cross-
polar reflection as a primitive method of detecting weapons using radar as is the case with current

state of the art weapon detection radars [52].
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Presented in Figure 4-7 are plots showing 200 consecutive measurements of a person

carrying a gun concealed on the torso and in a position with the barrel vertical. Each plot represents

a different element of the target’s Sinclair scattering matrix, which was introduced in the previous

chapter.
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Figure 4-7 A plot showing 200 range resolved measurements of a person with a vertically

aligned gun concealed on the torso.

As was the case with the previous target it is clear that a reflection from the target at a range of

approximately 2 m after the frequency recorded data has been transformed using the IFFT. The

cross-polar reflections are noticeably larger compared to the body alone when viewed along range

(post IFFT). As the results show there are no reflections before the target or down range indicating

that the target is isolated, this is desirable as only the desired target will be contributing to the

scattering and therefore the polarimetric decomposition will give a true indication of the target’s

scattering properties without undesirable effects creeping in from background clutter.
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The next set of plots corresponds to measurements of a person carrying a concealed
handgun with a 45° orientation. An example of these results is presented in the frequency domain

in Figure 4-8.
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Figure 4-8 An example of a measurement of a person carrying a concealed gun with the

barrel aligned at 45° to the torso.

Again, with these results there is an increase in the amount of cross-polarized reflection of ~10dB
in the presence of the concealed handgun. The cross-polar reflections caused by the weapon are
smaller than the main co-polarized reflection from the body, as was the case with the handgun in
both orientations.

The full set of measurements from the 45° orientated handgun are now presented post IFFT
in Figure 4-9. Again, the results are presented in the range domain as it is easier to assess the quality

of the measurements and interpret any features that may be observed.
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Figure 4-9 A plot showing 200 range resolved measurements of a person with a concealed

gun with the barrel aligned at 45° to the torso.

The results in Figure 4-9 show that once again, the target reflection is observed in isolation and
there are no undesirable reflections from background clutter. There remains a visible difference in
the cross-polar reflection with the weapon present; this is more prominent in the results when
presented in the range domain. The larger cross-polar reflection can be observed in the top right
and bottom left plots in Figure 4-9.

An example of measurements of the PBIED concealed upon the body is presented in Figure
4-10, in this figure each plot represents an element of the target’s scattering matrix. The results in

this plot are presented in the frequency domain.
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Figure 4-10 An example of a measurement of a person carrying a concealed Person Borne

Improvised Explosive Device (PBIED).

The results from the PBIED measurements show a large cross-polar reflection of ~65 dB, this is
similar to that observed from the handgun measurements. The cross-polar reflections are again
observed in the top right and bottom left plots of the figure. This is expected as the PBIED is filled
with randomly orientated pieces of metal that alter the polarization of the incident waves.

The presentation of the PBIED measurements in the range domain is given in Figure 4-11.
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Figure 4-11 A plot showing 200 range resolved measurements of a person with a concealed

Person Borne Improvised Explosive Device (PBIED).

All 200 scans of the PBIED show a strong cross-polarized reflection that is more substantial in
terms of the ratio of amplitude of the co-polarized to cross-polarized signals when compared to the
two data sets corresponding to the handgun. This is because the incident waves are interacting with
a physically larger target that has polarization altering properties. The PBIED produces a cross
polar reflection of ~60 dB as compared to ~70 dB produced by the gun.

The final set of measurements to be presented in this chapter were taken with a person
concealing a small revolver type handgun. The first set of plots from the measurements of this

target are in Figure 4-12.
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Figure 4-12 An example of a measurement of a person carrying a concealed small revolver

type handgun.

The figure shows the frequency domain S-parameters that make up the scattering matrices. In these
plots, the cross-polar reflection is observed to be significantly larger than the body alone with the
difference as large as 20 dB at certain frequencies. The reason for the large cross-polar reflection
is mostly owing to the complexity of the shape of the small revolver. The revolver has many facets
with edges having many orientations, see Figure 4-1. These facets and almost random orientation
of edges alters the incident wave’s polarization through the process of edge diffraction.

All 200 scans of a person concealing a revolver are displayed in Figure 4-13 after being

transformed into the range domain using the IFFT.
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Figure 4-13 A plot showing 200 range resolved measurements of a person with a concealed

small revolver type handgun.

The magnitude of the cross-polarized reflection from the revolver is clearly larger than any of the
previous targets, see Table 4-1. This is consistent across all of the scans taken for this target, which
due to the movements of the person being scanned have presented this weapon at a number of
aspects. The measurements presented in Figure 4-13 have also displayed a clear reflection at the
range of 2 m, where that target was stood, and lack any background clutter.

A table collating the magnitude of the average co and cross-polar reflections from each

target is presented for reference in Table 4-1.
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Target Co polar (dB) Cross polar (dB)
Body no weapon -50 -80
Body with gun (vertical) -55 -70
Body with gun (45°) -55 -65
Body with PBIED -60 -60
Body with revolver -55 -60

Table 4-1: Table of average values of the co and cross-polar reflections from the targets that
were measured in this thesis.

4.6 Summary

In this Chapter, the set of weapons used in this research have been presented and the
procedures for concealing these weapons upon a person for measurement has been discussed. The
experimental procedures used to take the measurements have also been introduced and discussed.
The set-up of a dedicated measurement range in the Centre for Sensing and Imaging laboratory has
been described. Furthermore, measurement taken using the developed radar and experimental
procedures have been presented and discussed, with key observations taken from these results.

The next chapter introduces a number of polarimetric decomposition techniques taken from
the field of Earth Observation. These techniques are then applied to the measurements presented in

this chapter and finally the use of these techniques to detect weapons is assessed.
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Chapter 5

Polarimetric Decomposition Techniques Applied to CWD

This chapter presents results from polarimetric decompositions applied to measurements
from the previous chapter. The use of three polarimetric decompositions in automated
classification algorithms are investigated. It is shown that each of the techniques explored provides
good classification performance. The major contribution to knowledge from this thesis is presented
in this chapter, as an experiment that shows that polarimetric decompositions are a useful tool in

the detection of concealed weapons using fully polarimetric radar.

5.1 Introduction

The application of polarimetric decomposition techniques to concealed weapon detection
using fully polarimetric radar, to the author’s knowledge, has never before been attempted. This
thesis provides the first survey of polarimetric scattering phenomenology resulting from the
interaction of electromagnetic waves and weapons concealed on a person. This survey is a key
contribution to knowledge and detailed discussions of the findings of the survey are provided
throughout this Chapter. The findings will aid the design of the next generation of radars for the
detection of concealed weapons, by providing key information about how weapons, when
concealed on a body alter an electromagnetic wave’s polarization. The work presented in this
chapter then takes a further step and the detection of concealed weapons using polarimetric
decomposition techniques, alongside signal processing and artificial intelligence in the form of
neural networks is presented. This is the first ever demonstration of these algorithms being used to

detect concealed weapons and is a major contribution to knowledge, that provides a new method
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for detecting concealed weapons with a reduction in the aspect dependency that is currently
experienced by state-of-the-art radar weapon detectors.

The Pauli, SDH and H-a polarimetric decompositions that have been investigated in this
thesis have been around since the 1990s and have been used extensively by the Earth Observation
community. These algorithms have been used to classify land use from radar images, they have
also been used to monitor crop conditions, de-forestation and snow coverage, a recent review of
uses for these algorithms is provided in [53].

As standoff weapon detection using radar is an emerging technology the uses of
polarization has been limited, as discussed in the literature review, in Chapter 2. The application of
radar to weapon detection and separately the development of the polarimetric decompositions are
both relatively new and this is probably a contributing factor as to why this work has not previously
been undertaken. The application of polarimetric decompositions can only be achieved when a
target’s scattering matrix is measured in its entirety including phase information. This leads to
increased cost and complexity of the required measurement system and this has definitely
contributed to the delay in this work being conducted. The increased cost and complexity is down
to the requirement of a fully polarimetric heterodyne/ homodyne radar operating at bandwidths >
8 GHz (required for range resolution capable of resolving a weapon on the body), these are more
expensive and more technically challenging that the direct detection systems reported in the
literature. In fact, the development of the polarimetric decomposition techniques was only realized
when complex and costly radar imaging instrumentation was designed for space and airborne

missions, all of which required extensive funding and resources.
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5.2 Polarimetric Decompositions

Polarimetric decomposition techniques are used to extract target information from radar
data. The advantage of using polarimetric decompositions over analysing temporally resolved radar
signals or ratios of co-polarized to cross-polarized returns, as is the case with current state of the
art systems, is that polarimetric decompositions yield parameters which have physical
interpretations. These physical interpretations present an opportunity to classify radar returns into
groups of objects. The physical interpretations that can be taken from the polarimetric
decompositions are essentially descriptions of the type of scattering that is caused by the target.
These interpretations are often placed into three groups with the following terminology used to
describe these groups: single/odd bounce, double/even bounce and diffuse/volume scattering. To
put these interpretations into context of the research presented in this thesis the following diagrams

are used, see Figure 5-1.

Single bounce

S oo —

Diffuse/volume
scattering

Double Bounce

Figure 5-1 Diagram showing different scattering mechanisms that occur from a person with

and without a concealed weapon.

Figure 5-1 shows the three types of scattering described by the polarimetric decomposition
techniques and as can be seen the presence of the weapon is anticipated to cause diffuse/volume

scattering.
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Additionally some of the decomposition techniques offer roll-invariant parameters, in this
thesis SDH and H-a decompositions are investigated, both of which offer roll-invariant parameters.
The significance of roll-invariant parameters is that they offer the ability to reduce the aspect
dependence of radar based weapon detectors. The orientation of a weapon can significantly alter
the ability to detect the weapon when using radar that analyses temporally resolved signals or ratios
of co-polar to cross-polar backscatter.

In the field of Earth Observation, a number of polarimetric decomposition techniques have
been developed to aid in the interpretation of Polarimetric Synthetic Aperture Radar (PolSAR)
images [53], [54], [55], [56] and [57]. These decompositions can be separated into two main groups,
which are Coherent techniques and Incoherent techniques, both of these groups will be introduced

in this Chapter.

5.3 Coherent Techniques

The techniques in this group of decompositions are used to express a measured scattering
matrix as a weighted summation of scattering matrices which represent canonical radar targets, for
example a sphere or a di-plane. Each of the coherent techniques has a different base set of canonical
targets. In creating a weighted summation, comparison between the measured target and each of
the canonical objects can be made. For this reason, it is important that the canonical targets express
independent behaviour where possible. This will prevent a measured scattering matrix of a
canonical target from having more than one non-zero weighted term in the decomposition. To
ensure that this condition is satisfied each of the canonical targets defined in the base group is

usually selected to be mutually orthogonal to each of the others.

N
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The above equation arbitrarily represents a coherent decomposition of a measured scattering matrix

into an undefined group of scattering matrices each with an associated weight a,.

5.3.1 Pauli Decomposition

The Pauli decomposition uses scattering matrices obtained in an orthogonal linear
polarization basis that is the responses to illumination in vertical and horizontal linear polarizations
sequentially are used to form the targets scattering matrix. The base group of canonical targets are
defined as the set of scattering matrices presented below.

S, S
|:Smeasured:|: 44 Lid :a[Sl]+ﬁ[S2]+]/[S3] 5.2)
SHV SHH

gy ool Jogl ] e

The base group is shown in equation (5.3) to contain a single bounce target S1, a double
bounce target S2 and a target which only reflects cross polarized waves S3. The weights o, f and y

associated with each of these targets are given by the three equations below.

o =St S (5.4)

ND

:SVV_SHH 55
Y;; T (5.5

y =28 e (5.6)

To investigate the application of the Pauli decomposition to CWD a number of targets were
measured under semi anechoic conditions and their scattering matrices were recorded. The
measured scattering matrices were then decomposed using the Pauli decomposition and the weight

parameters were plotted.
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The plot in Figure 5-2 shows the weights for a control target, which was a large conducting
sphere. The weights have been normalized and the figure clearly shows that the control target yields
a value of one for the alpha parameter across the measured frequency spectrum; the other weights
are near zero.

Pauli Decomposition: Large Sphere
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Figure 5-2 Plot showing weights associated with the Pauli decomposition of a large

conducting sphere.

The results in Figure 5-2 are no surprise considering that the control target is a conducting sphere,
whose radius ensures that the target scatters independently of frequency in the proportion of the
spectrum measured in this work. The gamma component does display a non-zero value with
frequency dependency; this must be owing to residual errors in the measurement of the target
scattering matrix as no cross polar component is anticipated from a surface conducting sphere.
The other targets measured include a person without a concealed weapon, a person carrying
a concealed gun in two different orientations (vertical and 45°), a person carrying an improvised
explosive device and a person carrying a small revolver pistol. In all instances where the person
has been carrying a weapon, the weapon has been concealed under clothing on the front of the

torso.
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The plot in Figure 5-3 shows the Pauli decomposition weights corresponding to a person
not carrying a concealed weapon.

Pauli Decomposition: Body
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Figure 5-3 Plot showing weights associated with the Pauli decomposition of a person without

a concealed weapon.

Again, the weights have been normalized; here it can be observed that two of the parameters have
large values with strong frequency dependency. This suggests that the body has features or
structures that have scattering mechanisms with strong wavelength dependency, as the body is
causing frequency dependency in these parameters. This is not an unreasonable or suspicious
observation, as the complex shape of the human body would be expected to have structures both
large and small; these structures would give rise to multiple scattering phenomena, which would
be wavelength dependent. For example, structures around the hand, like fingers, would be likely
candidates to cause cross polarization through edge diffraction at most wavelengths in the spectrum
considered. In addition, the torso would be expected to cause a large single bounce reflection at
lower frequencies. This would become more complex as the wavelength decreases because the
dimensions in the curvature of the body would become comparable to the wavelength itself, causing
more complex scattering of the incident waves. Yet another scattering phenomenon can be expected

as the arms and torso create cavities that cause double bounce scattering. Figure 5-3 does show the
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cross-polar scattering, represented by the gamma parameter, to be contributing less to the scattering
process than the single and double bounce mechanisms. An explanation to justify the last statement
would be that the structures that cause single and double bounce scattering would occupy a larger
area of the incident beam of radiation than the structures causing cross polarization, hence the
contribution is partly determined by the proportion of the structure that is in the beam.

The next target that was measured was the gun concealed on the body with a 45° alignment;
the weights from the Pauli decomposition are plotted in Figure 5-4.

Pauli Decomposition: Gun 45(deg) on body
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Figure 5-4 Plot showing weights associated with the Pauli decomposition of a person

carrying a concealed gun on the torso at an alignment of 45°.

The plot in Figure 5-4 shows that the presence of the concealed weapon has caused a significant
increase in the amplitude of the gamma parameter, representing larger cross polarization scattering
contribution. This result is reassuring as it has previously been reported in the literature [52] that a
cross-polar reflection can be used as an indicator to the presence of a weapon. Again, this plot
shows that both single and double bounce scattering is produced by this target, and that both
scattering types have strong frequency dependency. The presence of single and double bounce

scattering can be accounted for because this behaviour was previously observed in Figure 5-3 from

97



the body, here both the body and the weapon are in the incident beam and will therefore both
contribute to the scattering process.
A measurement of the gun concealed in a second orientation (vertically aligned) is

decomposed and the values of the Pauli decomposition parameters are plotted in Figure 5-5.

Pauli Decomposition: Gun Vertical on body
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Figure 5-5 Plot showing weights associated with the Pauli decomposition of a person

carrying a vertically aligned gun concealed on the torso.

The reorientation of the gun still gives a rise in amplitude for the gamma component compared to
the body alone; however, there are differences in the amplitude of the parameter as the gun has
changed orientation. The amplitude when vertically aligned is lower than when the gun is at a 45°
alignment. At this point, it is worth noting that the Pauli decomposition does not provide any roll
invariant parameters and with this in mind, the lower amplitude in the vertical alignment becomes
explainable by considering the barrel of the gun. The barrel of the gun will give a maximum cross
polarization when at an angle of 45° to the illuminating linearly polarized wave. Once again, large
frequency dependent single and double bounce scattering is observed from the body structures.

A measurement of a person carrying a concealed improvised explosive device was

decomposed and the resultant weights can be seen in the plot presented in Figure 5-6.
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Pauli Decomposition: PBIED
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Figure 5-6 Plot showing weights associated with the Pauli decomposition of a person

carrying a concealed Person Borne Improvised Explosive Device (PBIED).

This time the gamma component is observed to be much greater, with respect to the alpha and beta
parameters, than the previous targets where a person was carrying no weapon and a gun in two
different orientations. This significant increase is caused primarily by the structure of the IED, this
target is constructed of a wax explosive simulant and a considerable amount of fragmentation,
which is made of nuts, bolts and nails all randomly orientated in the wax matrix. The presence of
the randomly orientated fragmentation greatly increases the cross polarized reflections through
edge diffraction. Another reason for the increase in the amplitude of the gamma component
compared to when the person has previously carried a weapon is the physical size of the IED, which
is much larger than the gun that was used. This again shows that the weights are related to the
proportion of the scattering structure that is presented in the illuminating beam. The single and
double bounce scattering caused by the body is also observed in Figure 5-6.

The final target that was decomposed using the Pauli decomposition was the person
carrying a small revolver pistol concealed under clothing and on the front of the torso. The results

from this decomposition are presented in Figure 5-7.
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Pauli Decomposition: Revolver on body
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Figure 5-7 Plot showing weights associated with the Pauli decomposition of a person

carrying a small revolver pistol concealed on the torso.

The results in Figure 5-7 are much alike the other results in that a single and double bounce
scattering behaviour is observed and attributed to the larger structures on the body. The interesting
observation from these results comes from the gamma parameter; this target is creating similar
levels of cross polarization to the PBIED. The larger cross-polar signal from this gun is likely
caused by the number of facets or sharp edges; this gun is smaller but more complex in shape than
the larger gun seen previously.

The analysis of the results obtained via the Pauli decomposition has shown that the gamma
parameter that represents a likeness to a target that reflects cross polarization is larger in amplitude
when a weapon is concealed on the body. The gamma parameter has been shown to vary for the
same target at two different orientations (gun at vertical and 45°) the vertical position has been
observed to give a lower value of gamma. This is expected as the decomposition is performed on a
scattering matrix in the linear polarization basis and therefore does not offer any roll-invariant
parameters. The other two parameters, alpha and beta, are observed to have strong frequency

dependency and are observed to be similar in nature for each of the targets measured where a person
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is present. The Pauli decomposition presents three parameters which could be used to classify

signals into groups of ‘threat’ and ‘non-threat’ and this hypothesis will be tested later in the thesis.

5.3.2 SDH Decomposition

The Krogager decomposition, also referred to as the Sphere Diplane Helix (SDH)
decomposition, is another coherent decomposition technique with its own distinct base group of
canonical targets. This decomposition along with the Pauli and H-a decompositions has been used
extensively in the field of Earth Observation, although the coherent techniques are falling out of
favour for the H-a decomposition, this technique remains a valid option. As the SDH name suggests
the base group is composed of scattering matrices that describe the behaviour of a Sphere (single
bounce), a Diplane (double bounce) and a Helix. This can be formulized as follows:

S S o i
[S measweq B {S ) SHV } =’ {ems K, [SSPhere] +K, [S Diplane] +K, [SHe’ix ]} (.7)
HV HH

. 1 0 cos26 sin26 ) 1 +5
[Smeasured] — e_/(p 6‘1% KY + Kd . + em_/2«9Kh ] (58)
101 sin26 —cos20 t; 1

To calculate the values ¢, ¢, 8, K,, Ks and K}, a transformation of polarization basis on the
measured scattering matrix is performed and the following relationships between the transformed

matrix elements and the decomposition parameters exist [57].

<)

K =

s

Srl

(5.9)

] ] (5.10)
1S, [ =180l ] s, s '
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9=i((pﬁ—%+ﬂ) (5.13)
P, =P, —%((p,r +oy) (5.14)

The above equations were taken from [58]. One potential issue with this method is that not
all the canonical targets are mutually orthogonal, the Diplane and the Helix are the two targets,
which are not. This could led to a canonical target giving non-zero values for both K; and Kj,
however the targets in this work are complex and will present non-zero values on all parameters,
therefore this should not be a problem in the work presented here. One advantage of this
decomposition is that the three parameters K,, K; and K}, are roll-invariant, however they remain
aspect dependent. This does add a degree of robustness by reducing the aspect dependency through
the roll-invariant nature of these parameters. The roll invariance of these parameters is a direct
result of the transformation of polarization basis, i.e. the switch from linear to circular. A circular
polarized wave will ensure a reflection from an elongated target, such as a dipole, irrespective of
its orientation in the plane perpendicular to the direction of propagation of the wave; the same
cannot be said of a linearly polarized wave where a strong orientation dependent reflection would
be observed. A method of reducing the aspect dependency on parameters used to detect weapons
is needed if radar based weapons detectors are to be successfully commercialized and this is the
main justification for presenting this decomposition in this thesis.

The transformation of polarization basis from VH (linear) to »/ (circular) can be performed

using the following equations to compute the new matrix in /.

102



. 1
S, :.]SHV+E(SVV_SHH) (5.15)

. 1
Sy ZJSHV_E(SVV_SHH) (5.16)

S, =%(SW + S (5.17)

Once the transformation of basis is complete, the elements of the new matrix are used to
compute the SDH parameters using the above equations. In the study only the roll-invariant
parameters have been computed and presented, the other parameters may be useful for extracting
information about the targets orientation as they are not roll-invariant, but this is beyond the scope
of the research in this thesis. To clarify the use of the phrase roll-invariant is a substitute for rotation
invariant around the radar line of sight. The phrase comes from the Earth Observation community
who mounted Polarimetric Synthetic Aperture Radar (PolSAR) systems on satellites and the
satellites rotate on the axis representing the radar line of sight, thus making the radar roll invariant
using polarimetric decompositions was deemed desirable.

The first target to be decomposed using the SDH technique was the control target. The
control target was a conducting sphere with a radius that ensured that the sphere would reflect
independent of frequency over the spectrum used in this work. The anticipated result would be that
K, would have a value of one over the full frequency sweep and that the other parameters would be

zero. The results from this decomposition are plotted in Figure 5-8.
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SDH Decomposition: Large sphere
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Figure 5-8 Plot showing weights associated with the SDH decomposition of a large

conducting sphere.

The plot shows that the anticipated values of K, and K, were observed in practice; however, the
value of K; was not as anticipated. This value is non-zero and displayed a frequency dependency,
which may be attributed to scatter caused by surface imperfections on the sphere, the same
measurements were used in this decomposition as was used in the Pauli decomposition where
scatter were also observed.

The plot in Figure 5-9 shows the results of the SDH decomposition of the measured

scattering matrices corresponding to a person without a concealed weapon.
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SDH Decomposition: Body
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Figure 5-9 Plot showing weights associated with the SDH decomposition of a person without

a concealed weapon.

In Figure 5-9 the K, parameter associated with single bounce scattering is seen to contribute large
proportion to the total scattering behaviour of the body, with a modest ripple across the frequency
range. This is similar to the observations taken from the Pauli decomposition where single bounce
scattering was shown to contribute a large proportion to the overall scattering behaviour of the
body. One point worth noting is that the frequency ripple for the SDH decomposition is less chaotic
than that of the Pauli decomposition. This could be due to the reduction in the aspect dependency
when using a circular polarization basis to form the scattering matrix prior to decomposition,
although this is theory unproven. The double bounce parameter in the plot also demonstrates a large
contribution to the scattering process, again in agreement with the Pauli decomposition. The
frequency dependent nature of the double bounce parameter is different for the SDH decomposition
compared to the Pauli decomposition, as was the single bounce component. The difference this
time being that the ripple appears smoother barring the high frequency features that are
superimposed on this parameter. Finally, the helical scattering component represented by K, is
much smaller in amplitude than the other parameters. The helical scattering gives a measure of the

twist in polarization of the reflected wave and can loosely be compared to the cross polar scattering
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component in the Pauli decomposition. The helical contribution is anticipated to be the most useful
of the SDH parameters, it will be demonstrated that the presence of a weapon causes a significant
and detectable change in the value of the helical component. Given that this parameter is roll-
invariant there exists an opportunity to use this parameter to detect weapons with a reduction in the
detrimental effect that the orientation of a weapon has on detection rates.

The first case of the SDH decomposition being performed on data measured with a person
carrying a concealed weapon is presented in Figure 5-10. In this plot the SDH parameters are

presented that correspond to a person carrying a concealed gun at an alignment of 45°.

SDH Decomposition: Gun 45(deg) on body
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Figure 5-10 Plot showing weights associated with the SDH decomposition of a person

carrying a concealed gun on the torso with an alignment of 45°.

The first and most critical observation to be taken from Figure 5-10 is the difference in the helical
scattering component compared to that of the person without a concealed weapon. The helical
component, although still being the smallest of the three scattering mechanism is noticeably larger
than the body without a weapon, especially above 20 GHz. The second key change when compared
to the body alone is the change in the high frequency features superimposed on the diplane/double
bounce scattering component, these appear to be amplified by the gun. It was mentioned previously

that the diplane and helix canonical targets scattering matrices, which are used in the base target
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group, are not mutually orthogonal. This means that targets that cause a difference in one parameter
may also cause a difference in the other and this seems to be the case with the gun. The third
parameter K is different when the gun is present on the body but the general shape and amplitude
of the parameter is still similar to the body alone. The differences will be down to the slight change
in the aspect/position of the body during the measurements taken with a concealed gun.

The next target to be measured and investigated using the SDH decomposition is the person

carrying the gun concealed in a vertical position. The results of which are plotted in Figure 5-11.

SDH Decomposition: Gun vertical on body
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Figure 5-11 Plot showing weights associated with the SDH decomposition of a person

carrying a vertically aligned gun concealed on the torso.

Recall that the difference in position of the gun resulted in a lower cross-polar component when
looking at the vertical gun using the Pauli decomposition. This is not the case with the helical
scattering component K; of the SDH decomposition; this parameter has a similar amplitude for the
gun in both positions. The slight difference can be put down to changes in aspect when taking
measurements, it is important to clarify that the SDH parameters are only invariant in roll around
the radar line of sight and that changes in aspect will still alter that values of these parameters. That

being said, the results do indicate that this decomposition would reduce the effect of the orientation
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of the weapon and this is the main motivation for using polarimetric decomposition techniques in
weapon detection.

The SDH parameters corresponding to the next target, a person carrying a concealed
PBIED, are plotted in Figure 5-12.

SDH Decomposition: PBIED
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Figure 5-12 Plot showing weights associated with the SDH decomposition of a person

carrying a concealed Person Borne Improvised Explosive Device (PBIED).

The helical scattering component shown in Figure 5-12 is weaker than that from the gun yet it is
still noticeably larger in amplitude compared to the body alone. This suggests that both guns and
PBIEDs could be detected using this parameter. The diplane or double bounce parameter still has
high frequency features superimposed upon it, which also seem amplified by the PBIED as with
the gun. The single bounce component still has a form that is alike that of the body alone which
indicates that, as with the other measurements and decompositions the body remains a significant
contributor to the scattering process even in the presence of a concealed weapon. This is expected
but means that the single bounce component may not provide information that is as useful as the
helical and diplane parameters when used in weapons detection.

The final target to be analysed using the SDH decomposition is the small revolver pistol

concealed on the body. The results of this analysis are illustrated in Figure 5-13.
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SDH Decomposition: Revolver on body
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Figure 5-13 Plot showing weights associated with the SDH decomposition of a person

carrying a small revolver pistol concealed on the torso.

Of all the weapons, the revolver seems to give the largest helical scattering response and this is
clear to see in Figure 5-13. The helical scattering from the revolver is as much as twice the level of
that observed from the gun or PBIED, this is interesting given that the physical size of the revolver
is smaller than the gun and much smaller than the PBIED. This would indicate that the small
features and complex structure of this target are more important than the size of the target in
detecting it using the helical scattering parameter as a classification feature. Again, with this target,
the high frequency features superimposed on the diplane parameter are amplified in the presence
of the weapon, indicating that this parameter could be used in the classification of data into groups
of ‘threat’ and ‘non threat’. The sphere or single bounce component is slightly larger in this instance
but still displays a likeness to the case of body alone and the differences can be attributed to the
change in aspect/position of the body between measurements.

The results presented for the SDH decomposition have shown that two of the roll-invariant
parameters offer the potential to be used as distinct features in a classification scheme. The most
promising of the parameters has to be the helical scattering parameter K, which has been shown to

change significantly when a concealed weapon is introduced on the body, but even more appealing
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is the lack of significant change of this parameter as the gun was presented at two different
orientations. The other useful parameter is the diplane scattering parameter K; which has been
observed changing in the presence of a weapon, the changes being the amplification of

superimposed oscillations on the parameters frequency response.

5.4 Incoherent Polarimetric Decomposition

This group of decomposition algorithms uses second order statistical methods to obtain
parameters related to the measured scattering matrix that have direct physical interpretations. This
is in contrast to coherent techniques that only provide a factorization of a scattering matrix with
weights to each term providing a measure of likeness to each of the base group canonical targets.
The use of incoherent techniques proves to be of most benefit when analysing distributed targets.
Typically, these targets are complex in construction and shape. Incoherent techniques operate on a
target’s covariance or coherency matrix that can be derived directly from the measured scattering
matrix. In this thesis, only one of the incoherent techniques has been analysed, this being the H-a
algorithm based on an Eigenvalue decomposition of a target’s coherency matrix. The reason for
considering only one of the incoherent techniques is that the chosen method is widely regarded as

the superior method in the literature, in fact Cloude and Pottier showed this to be the case [56].

5.4.1 H-alpha Decomposition

The H-alpha decomposition developed by Cloude and Pottier in 1990s has proven to be an
extremely valuable tool in the field of Earth Observation [58]. This decomposition provides a roll
invariant method of analysing radar returns, making this method an attractive option in the field of

Concealed Weapon Detection. Successful application of H-a in CWD could remove an element of
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the aspect dependency that is detrimental to most state of the art classification techniques employed
within CWD.

The method as outlined in [56] and [58] is applied to a target’s measured scattering matrix,
this matrix must be measured in a linear polarization basis and can be arbitrarily represented by the
matrix below.

Smeasured — SV |4 SH V 18
SH V S HH (5 ' )

Once the targets scattering matrix has been measured it is converted into a target vector using the

Pauli spin elements. The vector and the measured scattering matrix are related by (5.19).

| Spy + Sy
k=—|S,,-S 5.19
\ﬁ w T OHH (5.19)
28,

Taking the target vector and multiplying it by its own complex conjugate results in the target’s
Coherency matrix, as shown in equation (5.20). The Coherency matrix contains the second order
statistical information about the scattering process.

T=k-k" (5.20)
The H-o decomposition is in essence an Eigenvalue decomposition of the coherency matrix and
this is shown by equation (5.21), furthermore the resulting Eigenvectors have been parameterized

as equation (5.22).

A 0 0
r=[U][Z)0,] " =4 4, @] 0 4 o4 4 4] (5.21)
0 0 4
cosa, cosa, cosa,
[U,]=|sina, cos Be™ sina,cos ™ sing,cos e (5.22)

: Jn : Jr : J7;
sing, cos fe’"  sina, cos B,e sin ¢, cos Be
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To extract the H and a values the probability of each of the Eigenvalues must first be computed
using equation (5.23).

A
P =" (5.23)

>,

n=l1

The two key parameters in this decomposition are now obtained using equations (5.24) and (5.25)

3
a=)Y Pa, (5.24)
n=1
3
H=-)P log,(P,) (5.25)
n=l1

The parameter a describes the average scattering behaviour of the target, this value can range from
0° to 90°. The lower value representing a single bounce scattering and the upper value representing
a double bounce scattering behaviour, the mid-range value of 45° represents volume scattering.
The significance of the H parameter is described in [58] as a measure of polarimetric disorder, and
the value of this parameter tends to one when all three scattering mechanisms are contributing
equally to the overall scattering process. The value tends to zero in the presence of a single
scattering type, i.e. a pure/canonical target.

The research presented here intends to investigate whether or not these parameters can be
used to successfully classify radar scans of people with and without concealed weapons into two
groups ‘threat’ and ‘non-threat’. Firstly, the decomposition is used to extract the parameters for a
control target, which as with the other techniques a conducting sphere has been used. The sphere’s
radius was such that the target would reflect independent of frequency. The H and a parameters
were extracted for the target at each frequency point measured by the radar the values were then

plotted onto a scatter plot as shown in Figure 5-14.
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Figure 5-14 A scatter plot of the H-a parameters corresponding to a large conductive sphere,

at various frequencies (18-26 GHz).

The scatter plot above shows a tight distribution of points around the lower left hand corner of the
plot. The lower left hand corner is the region where the values of a are low meaning that single
bounce is the main scattering mechanism and also the H value is low indicating low disorder and
the presence of a pure/canonical target. This is a positive result as the control target is considered
a canonical target and should look like a single bounce scattering target. There are a number of
points on the scattering plot that are away from the bottom left corner and display H up to 0.25 and
o values up to 5°, these points are most likely corresponding to frequencies at which the scattering
from surface imperfections on the sphere are most prominent.

The plot in Figure 5-15 shows the results from the H-a decomposition of measured

scattering matrices in which a person without a concealed weapon was recorded by the radar.
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Figure 5-15 A scatter plot of the H-o parameters corresponding to a scan of a person without

a concealed weapon, at various frequencies (18-26 GHz).

The scatter plot shows that the points are distributed along a curve. The curve represents the extent
of the feasible region of the H-a plot space, see [58]. The plot shows that there is a strong frequency
dependency on the H-o parameters and that the parameters display a high degree of disorder. This
can be seen in Figure 5-15 where all of the points are spread across a large proportion of the plot
space and each one of the points represents a single frequency. This high degree of disorder
indicates that all three scattering mechanisms are contributing to the scattering process, with
varying levels of contribution from each type dependent upon the frequency. The points are seen
to span the range of possible o values again showing that all scattering mechanisms are present in
the measurements. In Figure 5-15 a number of points are observed to deviate from the curve at the
extent of the feasible region, the significance of this observation is not clear at this point.

The next measurements to be decomposed using the H-o decomposition are presented in
Figure 5-16. These measurements were recorded when a person carrying a concealed gun on the

torso at 45° was scanned using the experimental fully polarimetric radar.

114



H-o: Gun 45(deg) on body
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Figure 5-16 A scatter plot of the H-a parameters corresponding to a scan of a person

carrying a concealed gun on the torso at a 45° alignment, at various frequencies (18-26 GHz).

The results here show that more of the frequency points result in H-a parameters that deviate from
the curve at the extent of the feasible region of the plot space. This initial observation may indicate
that the presence of a weapon concealed on the body causes this deviation. If this is the case the
deviation from this curve may be used as an indicator or feature of the presence of a weapon and
could result in successful classification of the radar scans into the ‘threat’ and ‘non threat’ groups
as proposed earlier.

The next set of results in Figure 5-17 are again corresponding to a person carrying a

concealed gun, this time the gun is orientated vertically with respect to the person.
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H-ai: Gun vertical on body
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Figure 5-17 A scatter plot of the H-a parameters corresponding to a scan of a person

carrying a vertically aligned gun concealed on the torso, at various frequencies (18-26 GHz).

In this plot, there is a significant proportion of the points deviating from the curve bounding the
feasible region and the coverage of points along this curve is reduced when compared to Figure
5-16. The reduction in the coverage of points is clearer when looking to values of a below ~25°.
An interesting observation to take from Figure 5-16 and Figure 5-17 is that the plots look
significantly different when the gun is re-orientated on the body. This was not anticipated as this
method is supposed to provide the property of roll-invariance in all of its resulting parameters. An
explanation to these differences could be that there is a sensitivity to orientation in planes other
than that perpendicular to the radar line of sight. This is plausible as the chaotic nature of the targets
RCS would mean that a small misalignment in the target would yield a significant change in RCS.
It should be noted that the measurements were taken with the person making small movements and
that there will be differences in aspect between measurements as well as the weapon being rotated
45° around the radar line of sight. The aspect dependency is still expected when using all of the
polarimetric techniques considered in this thesis, however the property of roll-invariance in a single
plane is expected to reduce the detrimental effect that the orientation of the weapon has on detection

probabilities of existing radar systems.
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The next plot in Figure 5-18 shows the H-a values at various frequencies for scattering

matrices measured with a person carrying a concealed PBIED.
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Figure 5-18 A scatter plot of the H-a parameters corresponding to a scan of a person
carrying a concealed Person Borne Improvised Explosive Device (PBIED), at various frequencies

(18-26 GHz).

In Figure 5-18 the largest deviation of points away from the limit of the feasible region of the plot
is observed. Since this deviation has now been observed with both a gun, a PBIED and more
critically has not been observed without a concealed weapon present, it seems likely that this
technique gives potential information that could be used to classify the radar returns data. This
theory will be tested later in Section 5.5 with an experiment.

The final measurements to be decomposed using the H-a technique were recorded by the
radar when a person carrying a concealed revolver pistol was presented. The results from this final

decomposition are presented in Figure 5-19.
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Figure 5-19 A scatter plot of the H-a parameters corresponding to a scan of a person

carrying a small revolver pistol concealed on the torso, at various frequencies (18-26 GHz).

The results for the revolver show that there remains a large number of points along the limit of the
feasible region of the H-a, space, but there seems to be a much larger deviation of the points away
from this limit when compared to the gun at 45°. The larger deviation was also observed with the
PBIED and may be related to the complexity of the shape of the concealed weapon, since the
revolver and PBIED contain more seemingly random facets than the larger gun.

The H-a decomposition of measured radar data has been presented and observations have
been made from the plots. It is difficult to analyse and interpret the meaning of the data presented,
however certain patterns have been recorded and potential features for classifying the data have
been suggested, such as the deviation of points away from the limits of the feasible region of the

plot space.
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5.5 Classification using Polarimetric Data

The polarimetric data that has been extracted from measurements and discussed in this
chapter has shown some behaviour/patterns that could be used to classify radar scans into groups
that correspond to a person carrying a concealed weapon (threat) and a person not carrying a
weapon (no-threat). To test this concept an experiment has been conducted in which each method
was independently tested and a measure of its suitability to an automated weapon detection
algorithm was extracted from the experiment. Since the observed behaviour from the decomposed
polarimetric data is complex in nature a pattern recognition based classifier was deemed most
suitable to apply in such an experiment, and the application of Artificial Neural Networks (ANN)
was chosen for this research. The reason for choosing ANNSs in this experiment was that an ANN
is adaptable and is easily trained to recognize patterns in data. The measure of suitability of each
method to CWD will be taken in the form of Receiver Operator Characteristic (ROC) curves, these

ROCs will then be used to statistically to verify the suitability of each polarimetric decomposition.

5.5.1 Experiment

The experiment conducted in this research was a hypothesis test, with the hypothesis that
each polarimetric decomposition would produce data useful for the detection of weapons. The null
hypothesis being that the decompositions would not prove useful in detecting weapons. Each
decomposition was tested independently of the others and was therefore considered on its own
merit. The use of ROC curves in the experiment allowed for the Area Under the Curve (AUC) to
be a performance metric that was used as the criteria for accepting or rejecting the null hypothesis.
A straight line drawn from the bottom left of the ROC space going to the top right of the space

represents the performance of a classifier with no useful capability and ‘by chance’ performance,
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such a classifier would have a AUC of 0.5. Observing a ROC with an AUC greater than 0.5 would
result in the rejection of the null hypothesis therefore proving that the original hypothesis was
correct. For this test to have any statistical significance careful thought had to be given to the size
of the data sets used in the test, Chapter 4 provided an insight into this matter and sample sizes

were carefully calculated to ensure a high degree of statistical significance in this test.

5.5.2 Data sets

A set of 200 radar scans with 401 scattering matrices, one for each frequency point, were
recorded per target. Each one of these datasets was processed using each of the three polarimetric
decompositions resulting in three data sets for each target. This is illustrated in the diagram

presented in Figure 5-20 below.

Data from
measurements
| , !
Apply Pauli Apply SDH Apply H-alpha
Decomposition, decomposition decomposition
¥ Y
Form Pauli Form SDH Form H-alpha
feature vector feature vector feature vector

Y Y Y
Store data for Store data for Store data for
classification classification classification

Figure 5-20 A diagram of the formation of three data sets one for each polarimetric

decompositions, all taken from same measured data.

The data taken from the measurements was in the form of a scattering matrix for each point

in the frequency sweep (401 points) and then 200 scans were taken per target. This results in a total
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of 80,200 matrices per target set (i.e. body, gun vertical, gun 45°, revolver and PBIED). Each of
the three polarimetric decompositions is then independently applied to all the matrices in each scan
and at each point. The results will be three real valued parameters from each matrix for the Pauli
and SDH decompositions and two real valued parameters per matrix for the H-a decomposition. In
order to use this data to classify scans into the ‘threat’ and ‘no-threat’ groups, a feature vector for
each scan and each decomposition was created. Essentially these feature vectors were the
concatenation of each parameter, for example the feature vector for a scan processed using the Pauli
decomposition would give a vector with 1,203 elements the first 401 would be the a parameter for
each frequency point (ascending), the next 401 would be the B parameter for each frequency point
and the final 401 would be the y parameter from each frequency point. The same concept applies
in the formation of the feature vector for the SDH and H-a decomposition. A sample of the feature
vector corresponding to a single radar scan for each decomposition is formulated below. First, the

Pauli feature vector is given for a single radar scan.

P = <051,a2;--->a401,ﬂ1,ﬁz,---,ﬂm,}/1,]/2,...,)/401> (5.26)
Next the SDH feature vector from a single radar scan is given.

S=<KKKKdeK KhKhKh> (5.27)

d401

Finally the feature vector from the H-a decomposition is given for a single radar scan.

H,=(H,H,,..H, 0, 0,...0 ) (5.28)
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5.5.3 Artificial Neural Network

An Artificial Neural Network (ANN) is a mathematical model designed to replicate the
central nervous system of a human. In replicating this system a network of artificial neurons are
created which trigger above a given threshold allowing a signal to propagate through the system in
a controlled manner. The use of neural networks in solving complex problems is widespread in the
literature, a few examples of the applications of an ANN to weapon detection can be found in [5],
[40], and [52]. To apply an ANN to a given problem, the network must be trained; this is done by
presenting examples of the input signals and adjusting weights and biases that are applied to each
neuron until the output signal reaches a user specified target value. The training used in this research
was based on a back propagation algorithm and the network structure used was feed-forward, an

example of a three layer feed-forward ANN is given in Figure 5-21 below.

Hidden Layer
Neurons

Qutput Layer
Neuron

Figure 5-21 An example of the structure of a three layer feed forward Artificial Neural

Network (ANN).
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All three polarimetric decomposition had an individual ANN designed and trained to test
the hypothesis that each one would provide information useful in the detection of weapons. A

summary of the experimental design parameters for each ANN is recorded in Table 5-1 below.

Parameter Pauli SDH H-a

Network type Feed-forward Feed-forward Feed-forward
back-propagation | back-propagation | back-propagation

No. of layers 3 3 3

No. of neurons on hidden 30 30 30

layer

No. input neurons 1203 1203 802

No. output neurons 1 1 1

Transfer function on neurons tansig tansig tansig

Table 5-1 Table encapsulating key design parameters used to form the ANNs.

A summary of the training parameters used on each of the developed ANNs for this experiment is

found in Table 5-2 below, the parameters in this table have been chosen empirically.

Parameter Pauli SDH H-«a

Training Algorithm Constant gradient Constant gradient Constant gradient
descent descent descent

Maximum no. epochs 5000 5000 5000

Performance function Sum Squared Error | Sum Squared Error Sum Squared Error
Performance goal 0.001 0.001 0.001
Minimum gradient 1.0E-15 1.0E-15 1.0E-15
Minimum step size 1.0E-15 1.0E-15 1.0E-15

Table 5-2 Table encapsulating the key training parameters used for each of the developed

ANN:S .
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The inputs to each network are the datasets that were outlined in the previous section. The targets
for the networks were zeros for non-threat targets and ones for threat targets. The targets are plotted

with the raw outputs for each data set, in the next section.

5.5.4 Methodology

The experimental methodology used to test the stated hypothesis is encapsulated in flow
chart format in Figure 5-22 below. This flow chart shows the process of taking measured data,
processing the data, training an ANN, testing the ANN and analysing the results. The flow chart
shows the process for a single polarimetric decomposition and this process is repeated for the other

two decompositions.

Data

Asply PD

/ / Form feature
vector

/ Halfor AN/ / Halfr
training  / / experiment /

L/ Trinann [/

.-":Store trained
ANN / Test ANN

/ FemRoOC /

P Ko
| Store results |
\. 4

Create ANN
[ stucture  /

Figure 5-22 Flow chart detailing the methodology used for the proposed experiment.
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The flow chart shows the separation of data after the feature vectors have been formed and shows

the allocation of data for training and testing the ANN.

5.5.5 Results and Discussion

The data used to train each of the developed ANNs was run back through the relevant
network post training to validate the ANNs performance. Each ANN has been trained to produce
an output value of one if a threat is detected and a value of zero if no threat is detected. The value
on the output will range between zero and one and can be treated like a confidence or probability
that the input signal relates to the relevant classification. A trained the network would be anticipated
to correctly classify all of the scans used in the training data set, that is all the data relating to the
body measurements would produce an output value of zero and all of the other measurements would
produce an output value of one. The output values produced when feeding the training data back

through the networks are illustrated in Figure 5-23 below.

125



ANN verification: Pauli Training data

—Result
° —= Target
é 05~ Body Gun 45 GunV PBIED Revolver
[}
o 101 201 301 401 500
) Scannumber
ANN verification: SDH Training data
1 —
—Result
° —= Target
§ 05~ Body Gun 45 GunV PBIED Revolver
[}
o 101 201 301 401 500
. _Scan number o
ANN verification: Cloude Training data
1—
—Result
o e Target
§ 05~ Body Gun 45 GunV PBIED Revolver
%}

Figure 5-23 A series of plots showing the results from the validation of the developed ANNs

Figure 5-23 shows that all of the networks have been successful in classifying the training data with
100% accuracy, thus validating each of the networks performance. In each of the plots in the figure,
ared line is provided, that shows the target value for the output for each scan put into the network.
In each case, the blue line represents the achieved output value and it is clear to see in all of the
plots that the trained network has achieved all of the target values. The results clearly validate that
each network has reached its training goal and is ready to be utilized in the proposed experiment.
Now that the networks have been validated, post-training the data that was reserved for the
experiment is fed into the networks. Each scan is consecutively inputted into the network and the

resulting output value recorded. The plots compiling all of the resulting output values are given in

Figure 5-24.
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Figure 5-24 A series of plots showing the ANN output values for all of the radar scans used

in the proposed experiment.

The figure shows that the output value fluctuates between zero and one for each target set.
This means that there are a number of scans that are incorrectly classified; however, there remains
a larger proportion of the scans that are correctly classified. This indicates that false alarms caused
by the body will be present in the system. Each plot shows a different performance, which suggests
that the decompositions that have been used are not equally useful in producing information that
can lead to the detection of weapons. A performance metric must be extracted from the results that
can be used to either prove or disprove the null hypothesis. In order to extract the chosen
performance metric (AUC) the results in Figure 5-24 are used to create three ROC curves, one for

each decomposition. The three ROC curves generated using these results are presented in Figure

5-25.
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ROC Polarimetric Decompositions
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Figure 5-25 A plot showing three ROC curves each one corresponding to a different

polarimetric decomposition.

The ROC curves presented in Figure 5-25 shows that there exists a trade-off between the detection
rate and the false positive rate. The choice of threshold on the output neuron will determine the
systems sensitivity. This should be chosen with an acceptable false alarm rate in mind, if the false
alarm rate is too high then the operator will lose confidence and stop using the system.

The AUC of each of the presented ROC curves was calculated and is presented in Table 5-3.

Parameter Pauli SDH H-«a
AUC 0.9 0.93 0.95
Null hypothesis rejected Yes Yes Yes

Table 5-3 A table showing the results of the proposed experiment with the outcome of the

hypothesis test applied to each polarimetric decomposition.

In all cases, the observed AUC far exceeded the value of 0.5, which would have been observed to
be the case if the null hypothesis was in fact true. This result means that in each case the null

hypothesis is rejected as substantial evidence is provided which contradicts this hypothesis.
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Therefore, by the process of elimination it can be said that each of the tested polarimetric
decompositions provides useful information for the detection of weapons based on measurements

taken with a fully polarimetric radar.

5.6 Summary

This chapter has detailed the main contribution to knowledge to arise from this thesis,
which is the demonstration that selected polarimetric decomposition algorithms can be successfully
applied to the detection of concealed weapons. A background into the three chosen polarimetric
decompositions and their origins in Earth Observation has been provided. An introduction to the
mathematical foundation of each decomposition has been presented. Data measured using the
developed fully polarimetric radar was processed using the decompositions and the results were
presented with detailed discussions. The design of an experiment to statistically verify the
successful application of each decomposition has been presented and executed with results given

and conclusions drawn based upon the results.
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Chapter 6

Conclusion and Further Work

In the thesis a novel weapon detection system has been developed, this system

compromises of a fully polarimetric radar implemented using a VNA. The ability to measure all of

the parameters that make up a targets scattering matrix has allowed a comprehensive study of the

polarimetric scattering of weapons and the human body to be conducted. The information from the

polarimetric scattering properties has been identified as a viable feature for identifying the presence

of a weapon concealed on a person. Furthermore, an experiment has been conducted in which

conclusive proof that polarimetric decomposition algorithms can be successfully applied to weapon

detection has been realized.

Key findings and contributions to knowledge taken from this thesis are:

It has been conclusively proven that polarimetric decompositions provide
information that is useful in the detection of concealed weapons.

An investigation into the exploitation of polarization in radar based standoff
weapon detection has been presented.

An experimental fully polarimetric radar has been developed for the detection of
concealed weapons.

A calibration and signal-processing algorithm has been developed as a pre-cursor
to automatic classification of radar signals based around the use of polarimetric
decompositions.

This work has resulted in an improvement in radar based standoff weapon
detection by introducing new measurement capabilities and algorithms for

improving classification.
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e A number of artificial neural networks have been developed and trained to detect
weapons automatically using data from polarimetric decompositions.

The research presented in this thesis served as a feasibility study and the aim was to test
whether or not polarimetric decomposition algorithms can be successfully applied to standoff
concealed weapons detection using fully polarimetric radar. The thesis has provided evidence to
support the claim that these algorithms can be successfully applied to CWD; and has therefore
succeeded in its aim. The instrumentation developed in this work is very much experimental and
there are aspects of this system that are less than ideal. It is important that the various issues be
highlighted as they set the roadmap for further development of the research presented in this thesis.

The developed radar employs a quasi-mono static antenna arrangement; this arrangement
introduces systematic errors that are difficult to remove post measurement. This non-confocal
arrangement also limits the use of the radar in that the illuminating beam cannot be formed into a
collimated beam, this means that the beams from each antenna rapidly diverge and in slightly
different directions. Chapter 3 showed that the antenna had to be angled towards one and other and
that this meant the beams were only co-located at a very specific range. Ideally, the illuminating
beams would be co-located across the full working range of the radar, allowing measurements to
be made at any point within the radar’s working range. The beam size of each of the antennas could
be reduced in a confocal arrangement Figure 6-1, as this would allow the deployment of a lens. The
lens should be designed such that the beam size is commensurate in size with the largest dimension

of the weapons of interest.
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Figure 6-1 Diagram showing possible confocal radar system.

The current state of the system does not allow for easy deployment and testing of the
device, given that the radar is implemented using a VNA. A portable demonstrator unit would allow
the system to be put through more testing to determine the effects of weapons being presented at a
wider range of orientations and to assess the level of false positives. Additionally, stringent field-
testing could be conducted and would be ideal for end user application that could then be used to
drive the development process.

The use of the VNA has limited the rate at which measurements can be taken to much
slower than real-time. The use of a modular radar (i.e. measurement on VNA, post processing and
error correction on PC) has also contributed to slowing down the process of taking a measurement,
applying error correction, processing the data and then rendering a classification for the acquired
data. All of these aspects need integrating into a single system that has real-time capability. This
would allow more flexibility in testing the various aspects of the developed weapons detection
system.

Currently the beam size is 0.9m meaning that weapon occupies a much smaller proportion
of the beam than the surrounding body, this means that the systems is measuring more of the body’s

scattering properties and the weapon contributes much less than is desirable. Ideally, the beam
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should be commensurate in size with the largest dimension of the weapon that is to be detected.
This can be achieved by focussing of the beam using a lens.

The current calibration strategy involves physically disconnecting the antennas and
connecting three different standards to each port sequentially followed by re-attaching the antennas
and making subsequent background measurements. This process is time consuming and if not
executed very carefully can lead to large measurement errors that would prevent the system from
detecting weapons. If this system is to be developed and commercialized, a new calibration strategy
must be outlined whereby the system does not require any dis-assembly and the process is carried

out much faster.
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6.1 Further Work

The developed radar has provided the ability to make the measurements required in this
research. Progressing the development of the weapon detection system described in this thesis to
commercialization a number of key aspects of the hardware/instrumentation will need changes.
These changes are necessary if this work is to be progressed. The proposed changes are summarized
as suggested future work as follows:

e To design, manufacture and test an Ortho Mode Transducer that can be used in the
developed radar for making confocal (quasi optic) measurements of a targets
scattering matrix across k-band.

e To design an integrated lens and antenna for focusing the illuminating waves into
a collimated beam with a diameter that is commensurate with the largest dimension
on the weapons presented in this research.

e To develop a portable radar capable of making a measurement of a targets
scattering matrix across k-band frequencies, the design should incorporate the
OMT and antenna-lens detailed in previous two recommendations.

e Design a radar capable of illuminating a target in any polarization and measuring
the backscattered signal in any polarization.

e Demonstrate the real time application of the polarimetric decomposition
algorithms presented in this work, for the detection of concealed weapons.

e Conduct blind trials in which the radar is deployed and used in a real world

detection scenario.
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