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Abstract

A reliable method of remotely detecting concealedsgand explosives attached to the
human body is of great interest to governmentssawedrity forces throughout the world.
This thesis describes the development and triadsrafw remote non-imaging concealed
threat detection method using active millimetre eveadar using the microwave and mm-
wave frequencies bands 14 — 40 and 75 — 110 GHzKKKa and W). The method is
capable of not only screening for concealed objdi&es the current generation of

concealed object detectors, but also of differéintigbetween mundane and threat objects.

The areas focused upon during this investigatiorewdentifying the impact of different
commonly worn fabrics as barriers to detection;sttimg with end users about their
requirements and operational needs; a comparisdiffefent frequency bands for the
detection of guns and explosives; exploring thea# of polarisation on object detection;
a performance comparison of different detectioresus using Artificial Neural
Networks; improving existing data acquisition sysseand prototyping of a real-time

capture system.
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1 Introduction

This Chapter introduces the project, its aims, otiyes and scope; the subject of
concealed threat detection and terminology; thetgbuation to knowledge; and finally a

structural outline of this document.

The aim of this project was to develop a novel raétto remotely detect weapons and
explosives carried upon the human body, concegtexVéryday fabrics. Secondly, to
design, realise and field trial prototypes of vas@onfigurations implementing the
proposed method and quantify their real-world penfince metrics. A real-time threat
detection method would represent a significant ompment in capability, with
widespread applicability because of the abilitgigtinguish between different objects in
addition to establishing their presence. If susftésthis research and associated

technology will greatly benefit society.

The problem statement concisely defines the scbpe@search project and the problem
statement addressed by this thesis is:
Research and develop a method, potentially portadalpable of the
remote detection of threat items concealed upoaraam body with an
acceptable level of accuracy. Detection could teedt, providing the
operator with the nature of the object and locatid@oncealment will
consist of everyday clothing. The project willdda a demonstration of a

prototype, working in real-time at multiple framgsr second.



Academic aims for the project include investigatadrthe physical and engineering
mechanisms associated with the remote detectiocnrafealed objects and to identify

suitable discoveries for publication and patenting.

In the process of developing a prototype, the failhg areas were investigated for the
detection of both concealed weapons and explosives:
a) Identification of the optimum frequency bandshivitthe electromagnetic spectrum

and power levels for object detection.

b) Identification of the effects of different comniprvorn materials on

electromagnetic transmission.

c) Investigation of the use of continuous wave amdexl illumination for concealed

object detection.

d) The design of a signal processing and classificatystem and database for radar

signatures.

e) Construction and testing a radar that can inspeemote individual for concealed

objects.

f) The development of analysis routines that disorate between threat objects in

the database and mundane clutter such as keys @bitetelephones.

Threats to the security of the public and the UKehperceivably increased since the
beginning of the millennium (Agurto et al., 2007he chance of war on UK soil is
negligible and the danger of concealed weaponryesdinom criminal elements and
terrorists. Given the opportunity and ability, dnghor hopes the proposed system will

improve the world we live in.



The requirement for a technology capable of refiasid consistent detection of remote
and concealed guns and weapons has grown in urglemityg recent years. This need has
always existed for governments and the securitge®rbut changes in the nature of the
perceived threat and demands by the public reieftiis urgency. To date, details of a
system or collection of systems capable of relialdiecting concealed threats at a stand
off distance in situations where portability angicaresponse are requirements, have not
been published (Agurto et al., 2007) The objeabivthis project is to identify the physical

fundamentals of concealed threat detection thabeameasured and exploited.

1.1 Concealed Threat Detection

Concealed threat detection is a broad subject coedawith the non-invasive detection of
items capable of causing substantial harm. Itesnsidered in this application are
typically guns, explosives and knives. Protectboommunity and property are a
motivator for having a reliable detection systeGecondary objectives include exposing
illegal activities and where attacks are likely as an effective deterrent. The UK
counter-terrorism strategy, known as CONTEST (UKR@10), focuses on the most
significant security threat to the people of the tdday — the threat from international
terrorism (BBC, 2010b). One strand of the CONTE8ategy is to encourage the
development of systems to 'augment the situatianwakeness' of security personnel.

National security is the primary duty of the goveent (UKHO, 2011).

The UK Home Office hold regular events as parhef lNSTINCT (innovation in science
and technology in counter terrorism) programmetingiproposals from companies and
academic institutions for innovative research agxetbpment in the field of explosives

and weapons detection (UKHO, 2009).



Detection techniques are as numerous as they deenanging and ingenious. There are
typically many ways to effect a detection, withfeifng levels of public visibility. Sniffer
dogs are a good example of a method known to thikcpier the detection of explosives in
our ports, but the use of trained moths to fulfé same role (with much shorter training
times) is less well known (King et al., 2004) Elpighe use of x-ray machines to screen
baggage for contraband and weapons is a well kmoethod, but not the use of magnetic

fields to do the same (Goya & Sibley, 2007).

Development of the proposed system will benefitdbeurity forces in numerous ways, for
example detection of objects on bodies will be fdssiot only through everyday

clothing, but also through other obscurants suctnaske and fog. By providing a
capability to remotely inspect a person withoutbgl contact, operator safety is thereby
improved by distancing them from potential thregdsnce the technique is non-invasive
the possibility exists for covert use and inspecbbuncooperative persons. An additional
benefit of all of the above, is that public thropghmay be increased compared to

conventional threat detection regimes.

Unfortunately there are problems associated wititealed threat detection, not all of
which are technical in nature. Public acceptaria@®ncealed threat detectors as thorough
and reliable security tools has been slow — faniijiavill come in time and with advances
in technology. Currently and understandably ttaeeeprivacy and legal issues for imaging
systems producing revealing pictures of targeth pircings, prosthetic limbs and false
breasts (BBC, 2010a). Concerns about the avatiabii detailed images post inspection,
despite assurances to the contrary were proved wéh the leak of tens of thousands

such images (McCullagh, 2010).



Most issues are technical or operational in nagmekstill the subject of debate; most relate
to the type and level of radiation used by actiygesms and in particular backscatter
systems that use 'soft x-rays' (Knox, 2010). djygosing requirements to reduce
radiation levels and improve performance resu#t compromise, with image resolution
and contrast balanced against inspection speedyastein noise. Passive millimetre wave
imaging systems, particularly, can suffer from thmisblem, often necessitating long
integration times, even for systems designed atichiged for a specific and carefully

controlled environment, such as an airport secsuite.

1.2 Contribution to Knowledge

The method and detector described herein has atoghed by a team of researchers.

Contributions specifically made by the author inigu

(a) refinement and optimisation of algorithms usedkasure the dielectric properties
of low loss dielectrics; these routines were ififiased with a Fabry-Perot

interferometer and later implemented on the prpiesy

(b) development of deterministic, high speed, nonb@€ed data acquisition systems
with integrated signal post-processing, providiagabilities not currently

available;

(c) incorporation of these systems described innim)a direct power detection

concealed threat detection system, significamtigroving performance;

(d) development of a reliable, high speed, Voltagattlled Oscillator (VCO)
programmable frequency source with supporting tedithration and configuration
algorithms, providing capabilities for real-timespection of targets, not currently

available;



(e) incorporation of these systems into a directgron@ceiver concealed threat

detection system significantly improving performanc

() development of algorithms and electronic systéonsnable a compact, sensitive
heterodyne radar receiver to be developed for éubmhanced variants of the

detector described in this work;

(g) devising and realising a covert method of relgyscan information to the operator

without line of sight using a discrete wirelessdsz.

1.3 Document Structure

This thesis is organised into seven chapters, @estribing a different aspect of the

project.

The Literature Review contains an introductionhe tield of concealed threat detection
and a critique of the prior state of the art. Rimeanology is explained and details of the
workers in the different fields is given. Diffetesystem types are described with
associated issues and limitations highlightedteStathe art non-imaging active radar

based systems are covered in more detail for casgwawith the proposed method.

Background Theory describes the engineering coaeepterpinning the operation of the
devices and the types of radar used by activeiiiation concealed threat detectors. The

metrics used to compare system performance irdddament are defined.

Proof of Concept describes in detail the experisiant development work undertaken to
realise a bench-top prototype FMCW single pixel mave pattern matching radar

capable of the remote detection of concealed tlulgatts.

Portable Prototypes describes the steps involalismg portable versions of the bench-
top version. The description includes details @thndology, hardware, data acquisition

and analysis in real time.



Data Classification and Results describes theunstnt and presents the results generated
by trials and laboratory experiments to measurpatformance. An analysis of the results

and suggestions for improvement are given.

Conclusion and Future Work presents a final summéachievements and a description
of techniques and ideas identified during the mtoges potentially useful and worthy of

further investigation.
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2 Literature Review

I start where the last man left off.

THOMAS A. EDISON

This Chapter presents a critical review of the jjpeg state-of-the-art; introducing and
describing all major techniques. Methods and tedhgies using electromagnetic waves
are emphasised since they have the greatest ralevarthe project. Related research

will be referred to, providing a rounded critique.

Concealed threat detection techniques and systewstaped in the past two decades are
reviewed in this Chapter. The emphasis of existygjems is object screening. The
purpose of object screening is to detect and loalajiects concealed upon a person,

prompting a manual search, rather than to idettiéynature of an object.

Such an approach is unsuitable for discrete chgakiimndividuals suspected of carrying

concealed threat items, a scenario requiring a leevyfalse positive rate.

Stimulated by grant offerings (UKHO, 2009) and ldxge homeland security market
worth approximately $200 B (Raza, 2012), reseanthdevelopment companies and
institutions have generated solutions to satisfydemand of governments and security
forces to remotely detect concealed guns and exp®$UK Government, 2000; Hill et

al., 2002; Sutton & Bromley, 2005).



This research project takes inspiration from thisrpart and investigates and develops
techniqgues to detect concealed guns and explosiyesticular to address this

requirement.

The field of concealed threat detection is broadi the subject of many publications. A
comprehensive review within a single chapter wdaddmpossible; therefore, this Chapter
focuses on the area to which this thesis contréukes use of electromagnetic waves for
the detection of concealed threats on humans.té&elachnologies and systems are

covered briefly for completeness.

Comprehensive literature reviews covering the faldoncealed threat detection can be
found in a number of review papers, (Agurto et2007; Costianes, 2005; Paulter, 2001).
Agurto reviewed the advantages and constraintgisfieg sensors, focusing on passive
imaging systems, which has the second largesthaser after metal detectors, and
concluded that the most critical weaknesses ofappoach were the short range,
insufficient scanning speed per person scannedhenaulnerability of some sensors to

weather in outdoor environments.

Two approaches to detecting concealed weaponsxqhalseses at a distance are imaging
and non-imaging. Imaging systems use a detectarrays of detectors, mechanically or
electronically rastered to measure the intensitigMfwaves at specific points, called
pixels. A set of pixels make up an image thatlmaautomatically analysed (Connolly,
2006) or more typically operator interpreted (Datat, 2006). Non-imaging systems

instead measure specific properties of a targdetermine whether a weapon is present.
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These two categories of detector are sub-dividedantive and passive systems. An
active system generates radiation to illuminatetdinget, whereas a passive system relies
on naturally occurring radiation and emanationddtect concealed weapons. Active
systems have the advantage of control over the pgeer level, polarisation and

frequency of the illumination.

A prevalent imaging approach to detection genemgttesg-scale images for an operator to
check and identify items. Figure 2.1 shows thénmegsolution image generated by a
Rapiscan 100BBC, 2009b). The Rapiscan Secure 1000 system is an actiag kack

scatter imager (Rapiscan, 2009).

Figure 2.1: High resolution image from a Rapiscan Systems scanner
Non-imaging EM systems take the form of a direaiaadar (the focus of this project) to
detect and sometimes identify concealed objectxploiting the physical properties of
threat items. Recent and relevant work in thiklfreas been conducted at Ariel University
Centre of Samaria, Israel, to develop a hiddenablojetection system that locates objects

by the specular reflections that occur on the edfjebjects and the lower than expected

11



power levels of signals returning from lossy matisr{Kapilevich & Einat, 2010). This
work builds on a previous device and the focusnohgernational patent (Kapilevich &

Einat, 2007).

The picture quality of imaging systems has improtethe extent that there are concerns
about privacy (Telegraph, 2009; BBC, 2010a) witteptial breaches of the Human Rights
Act (BBC, 2010a) and such systems being underskdydeferred to as 'naked scanners'
(BBC, 2009b). An effective detection system wilbsh likely need to overcome these

concerns to gain public acceptance.

Concealed threat detection systems are used in highyprofile areas such as: airports,
sea ports, border security, mass surface transiportanfrastructure and public events.
Typically a zoned approach is adopted with a fir&t of metal detectors followed by a
second line of body scanners to identify and lodatected anomalies or failing that resort

to the traditional pat down (Elias, 2011; Fosté&1D).

Physical examination of an individual by securigrgpnnel places them implicitly in close
proximity with the person(s) being searched andefioee in potential danger, while also

broadcasting that a search is being conductedytmn@nearby.

Detection technology has yet to advance to thetpdiere there exists a single system
capable of reliable detection of threats. It isv@ntional to use zone detection, with
systems developed to detect specific objects ip M@miited circumstances. The
practicalities of where and when to scan are basdtie available equipment. An
appreciation of the range and size of existingesystwould be helpful to understand the
extent with which they vary. The illustration ifgbre 2.2 is of a passive millimetre-wave
imaging portal system called the TADAR and manufesd by Smiths Detection

(Detection, 2006).

12



Figure 2.2: Smiths Detection TADAR system

This system performs by scanning an array of detecicross the target, generating an
image similar to that is shown in Figure 2.1. THDAR system requires an operator to
interpret the image and spot suspicious items. r&djoa is only effective within a
carefully controlled environment (the booth) reqarthe full co-operation of the
individual being screened. System performance eveuffer without the carefully
controlled environment provided by the booth enates Moreover, a successful
inspection requires a cooperative individual tddelthe instructions of the operator and
remain perfectly still during image acquisitionheTintended application of this machine is
passenger screening within an airport; such amsysteuld be less suitable for operation
outside these conditions. In comparison a latdrraare advanced system, using similar
technology but operating at a higher frequencyaff @Hz instead of 94 GHz, the T4000
manufactured by ThruVision is much smaller. Naéia &@lthough the T4000 does not
require a booth to operate, a backdrop is usedtighe target to increase contrast. SDN
(2008) reported commencement trials of the T40G8iwa Wayne County courthouse
during late 2008. Figure 2.3 shows the T4000 insdallation and the size of the device

alongside the existing security systems.
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Figure 2.3: ThruVision T4000 installation in Wayne County Courthouse, Michigan,
USA.

The predominant approach of modern detection systamd the focus of this project is the
use of electromagnetic (EM) radiation to remotedyedt the presence of concealed threat

items.

The quantity and complexity of information presehte the user of a system can take
many forms. At the most basic level, 'yes/no'iaaly detectors indicate when a specific
object or collection of objects enter its detectmtume, without providing any additional
information. An example of a binary system is amaned metal detector. An audible
alert is produced when a substantial metal objeietre the detection field. No information
about the location, size, composition, orientatothreat value of the object is provided,
except its presence. Comparing an unzoned watkitiir metal detector with a hand-held
detector, they have significantly different applicas. Both can indicate the presence of
metal objects, but the hand-held metal detectablis to pinpoint the location of metal
objects because of its smaller detection volumewavVer the hand-held device must be
swept over the entire body to give the same bodgrege as its walk-through equivalent,

resulting in a longer inspection time.
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2.1 Detection Energies and Detector Types

A variety of technologies are being used or dewvedojpr concealed threat detection; these
include acoustic and ultrasonic inspection, andteenagnetic-based techniques such as
x-ray and microwave imaging. Systems formats @segs varied and include hand-held
close proximity scanning; walk by scanning and dtaff scanning. Current technology
limits the feasibility of different combinations system type, performance and form.
Those forms that are not always possible usingeatitechnology, but may with future
advances, become available. Table 2.1 lists detegtouped by energy type and the

remainder of the Chapter, describes each in turn.

Acoustic Hard object detector

Non-linear acoustic object detector

Electromagnetic Microwave dielectric imager
Microwave radar imager
Microwave holographic imager,
mm-wave radar detector
mm-wave imager

EM pulse detector

Pulsed radar with swept frequency
Terahertz imager

IR imager

X-Ray imager

Magnetic Walk through and hand held metal detectors
Magnetic imaging portal
MRI cavity scanner

Gradiometer metal detectors

Table 2.1: List of detector types
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2.2 Acoustic-based Systems
2.2.1 Hard Object Detector

Hard materials reflect acoustic energy more effittiethan soft materials. Since guns are
generally made of hard materials, such as metataraimic and the human body is
comparatively soft, acoustic systems work by datgahe glint produced by a hard object
against the 'soft' background of the body. Coneetiythis technology is capable of
detecting plastic weapons as well as metal weapmveever hard innocuous objects will

also trigger the system.

Early designs were binary detection systems, urafigeoducing an image (Wild, 2001,
Felber, 1998). Subsequent developments produsgst@m capable of creating an image
using a single focused transducer using 40 kHasdinic waves operating at ranges up to
eight metres (Wild et al., 2001). Unfortunatelg grototype suffered from low signal to
noise ratio caused by reflections from the clottang was very sensitive to weapon
aspect. The false alarm rate depended entirely thpotype of clothing, varying from a
rate below 10% for relatively transparent matersaish as cotton, wool, polyester to 80%
for reflective materials like leather (Wild, 2003figure 2.4 shows a photograph of the

CWD-2002 hand held acoustic imager.

Figure 2.4: CWD-2002 hand-held acoustic imager (Wild, 2003)
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An alternate system developed by Jaycor operatihggher frequencies up to a 100kHz at
a range of up to four and a half metres (Jaycdd22Currie & Stiefvater, 2003). The
increase in frequency provided the ability to ree@dmaller items to a size of 10cm. This

is small enough to detect most, but not all gurtsa@her small threat items.

Ultrasonic energy can be easily blocked by thicklahg. Air-coupled transducers
generate a high-frequency signal that is needeeltch the target and create a small
inspection area, however to effectively penetréehing a low-frequency signal is needed
(Nacci & Mockensturm, 2001). These two contradigt@quirements led to the
development of non-linear acoustic object detectors

2.2.2 Non-linear Acoustic Object Detector

This advanced approach uses a non-linear techdexedoped by (Achanta et al., 2005)
that combines ultrasonic and acoustic energy. t&ttenique employs multiple ultrasonic
sources to generate a localised acoustic wavenfeasd difference interaction) that is
better suited to penetrating clothing than dirdtasonics (Achanta et al., 2005) The
resulting wave significantly modifies the velocdf/sound at the point of inspection on the
target (due to dynamic pressure changes) and shéing reflections are measured by an

audio frequency sensor and processed for infoomati

Scan speed is significantly affected by the distdmetween the source and the target.
Detection of weapons is possible at distances dp5im. An image can be generated by
scanning the ultrasonic beam across the targetaiftalet al., 2005). The image does not
contain any anatomical details of the inspected/iddal. This work has been patented

(Heyman, 2008). Threat detection is based onnpatb@tching and classification.
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2.3 Electromagnetic Detection Systems

This type of detector is in widespread use andtdoiess the majority stand off detection
systems deployed today. All four permutationsystem type are represented and are
covered in the following order: passive non-imagipgssive imaging, active non-imaging
and active imaging.

2.3.1 Passive Non Imaging Electromagnetic Detection Systems

2.3.1.1 Millimetre Wave Imagers

The millimetre wave imager is a family of passietattion systems that rely on naturally
emitted radiation. All bodies, at temperaturesvababsolute zero emit black-body
radiation and the temperature determines the haited wavelength. Total power
emitted is dependent on the size and emissivith@target. The human body has a
emissivity approximately fives times greater thasstrconcealed weapons at millimetre
wavelengths (McMillan et al., 1998). Systems ughng principle work by detecting the
difference in the product of temperature and ewitysbetween areas of the body with and
without concealed threats. This appears as anchiifferent contrast on the captured
image. Operation is similar to that of a therrmahger (Huguenin, 1997). This type of
system does not have the temperature sensitivityasial imagers and it is difficult to
detect concealed weapons that have been in camithicthe body and are at body
temperature. The person being scanned must raelatively stationary to avoid a

blurred image.

An practical example passive non-imaging mm-waweags are the SPO family of
systems produced by QinetiQ. The SPO-7R is a sn@dile system, claiming to be
capable of revealing the presence of large obfmisealed by clothing a stand-off
distance of 4 to 15m, it is a real-time sensorr@egires minimal training due to its red

light/green light indication. The system worksdmymparing two separate areas on the
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target and if the difference in response is grethi@n a predetermined threshold the user is
alerted. The technique relies upon the proposttiantwo areas of a target will give
similar emissivity readings and whereas interposingbject in one area will result in a

suitably different response and trigger the syst&mgure 2.5 shows an image of the SPO-

7R.

Figure 2.5: SPO-7 system (Transportation, 2007)
A larger system with a working range of 20 m opearatn exactly the same way as the

SPO-7, is available as the SPO-20, see Figurer2lee5PO-30 shown in Figure 2.7.
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Figure 2.6: SPO-20 system (Transportation, 2007)
The SPO-20 houses 64 MMIC receivers with a refrahof 15 Hz and are conically
scanned with an off axis rotating mirror. The 80 aperture gives a spatial resolution of

0.3 degrees (Kemp, 2006).

Figure 2.7: SPO-30 system (Appleby, 2008)

20



All three systems work by comparing the temperaturemissivity contrast of two points
on the target around 94 GHz. If the differenceaitrast between the two points of
inspection is greater than a predefined threst@dsystem alarms. The device is aimed
using a carefully aligned CCTV camera. Throughgartes, but a claimed 380 people can
be inspected in an hour (QinitiQ, 2012).

2.3.2 Passive Imaging Electromagnetic Detection Syst ems

All matter radiates and reflects EM waves, inahgdhumans. Since the human body is
approximately 90% water it has relatively high esnigy and reflectivity properties 0.35

and 0.65 at 100 GHz respectively (Appleby & Walla2@07). In comparison metals,
plastics and composites have higher levels ofeellidy. When an object such as
explosives, weapons, liquids, gels, electronicscareealed upon a person, it appears as an
area of different contrast. The sensitivity andaiyic range of a passive system is
proportional to the contrast it can render withnteige. Techniques to image people
(Coward & Appleby, 2003; Sheen et al., 2001) haserbrefined by Pacific Northwest
National Laboratories; mm-wave and terahertz imaggrwww.brijot.com and

www.thruvision.com and backscatter x-ray systemsviayv.as-e.com.

ThruVision passive detection systems are genecalhgidered to be state of the art (Sheen
et al., 2010). The first passive imaging systernd@overed is the ThruVision T4000, an
indoor only model, designed 'primarily to detecgeabs with a fairly large thermal
signature' with an operating range of 3 to 15 ase(Geymour et al., 2010) and is shown in

Figure 2.8.
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Figure 2.8: ThruVision indoor passive imager T4000

The T4000 is an indoor passive imager with a loi® od 1 — 3 frames per second and 12
cm aperture giving a spatial resolution of 3 cmr(ife 2006). Figure 2.9 shows an image

from the operator interface of the T4000.

Figure 2.9: T4000 image of a person carrying a wallet in his trouser pocket at 3 m
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The T5000 is the outdoor version shown in Figul®2with a smaller scanning angle and
longer operating range of 7 m to 25 m. The T5@0@nily suitable for detecting large
concealed items and it is claimed that a wide Seleof materials can be detected
including metals, plastics, liquids, gels, ceranaing narcotics. It is clear from the

example images, that the material nature of ancbigenot identified.

Figure 2.10: ThruVision active imaging system T5000
The T5000 works by detecting the reflections fraanazaled items of the cold sky. The
sky is 100-200 K cooler than ambient (Kemp, 2008)etal objects show up particularly
well, but equally if the reflection is from an araht temperature source, the temperature
contrast drops below the sensitivity of the deteata the the concealed object is

effectively masked.

Figures 2.11 through 2.13 show images from a TSy8m taken at distances of 25, 20
and 10 m of an individual approaching the systeth wilarge concealed object wrapped
around their torso. The panes labelled A — F arenage of the scene measured by the

detector with increasing levels of exposure.

23



Figure 2.11: ThruVision T5000 staged image of a person at 25 m with concealed object

around their torso
The small patch of light grey on the lower torsthis concealed object reflecting the cold

sky.

Figure 2.12: ThruVision T5000 staged image of a person at 20m with concealed object

around their torso
Reflections of the cold sky on the concealed olgeetclear at 20 m, by inspection of

panes C and D.
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Figure 2.13: ThruVision T5000 staged image of a person at 10m with concealed object

around their torso
At 10 m it is possible to see the concealed olgensists of several discrete forearm sized

blocks, rather than a single block.

The T4000 and T5000 images are formed by scannmigrar and 8 receivers. Figure

2.14 is a top level diagram of the ThruVision THstem (Seymour et al., 2010).
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interface

Figure 2.14: ThruVision THz top level system diagram
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Since passive detection systems reply upon theagirietween the body and the
concealed object for detection, an experiment waslacted to determine the visibility of
a 1 kg explosive device strapped to the torso bwer. It was observed that the maximum
range of detection with time, up to a point whére ¢ontrast did not reduce further

(Kennedy, 2009).

Point of first image visibility

15 m -
10 m-
1,000 grams
5 m-
I I . L Duration

2 hours 4 hours 6 hours 8 hours

Figure 2.15: Maximum detection distance against time for a 1 kg explosive device strapped

to the torso
Field trials results for the T5000 generated ftest population of 100 subjects, with 70
wearing a concealed explosive vest and the remaimidle no such vest, are shown in

Table 2.2. No other test details are provided (ieely, 2010).

Accuracy 95.00%
False Negatives 2.80%
False Positives 10.00%

Table 2.2: T5000 field trial detection results tmncealed explosive vest tests

The latest product TS4 uses a similar imaging aystethe T4000 and T5000 systems and

shown in Figure 2.16.
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Figure 2.16: ThruVision TS4
The TS4 features several improvements over the @8@8ign with a smaller lighter
chassis and higher scan rate (Kennedy, 2010).irjpeved frame rate of 5 — 10 Hz is
due to a reduction in the field of view (Met, 2008)S4 operator interface imagery is

shown in Figure 2.17.

Figure 2.17: ThruVision TS4 imagery

27



The mm-wave imagery is accurately superimposed theevideo feed of a bore sighted
camera. Operator interpretation of images is reacgsbecause the system alone does not
discriminate between threat and non-threat itendst@chnical challenges still exist for
automatic image exposure and increasing the fratee(Kennedy, 2010).

2.3.3 Active Non-Imaging Electromagnetic Detection S  ystems

2.3.3.1 Pulsed Radar With Swept Frequency Detector

This type of system uses radar to determine thgerémthe object and a frequency scan to
obtain information about the object. Range is measby the return time for a pulse or
swept frequency measurements are taken. The $wegpency return from the object is
analysed to determine whether it contains the msosignature of a threat item. This type
of system does not generate an image and theyatfilihe system to detect threat items
requires a signature database. A disadvantadesofpproach is that new threats will not
be detected unless, a representative databaadafsignatures is maintained.

2.3.3.2 Millimetre Wave Radar Detectors

Microwave radar detectors typically have a shdeative range of less than 10 m (Kemp,
2006) and consist of a detector and source (McWM#ial., 1998). The radiation source is
often a frequency modulated continuous wave antteg@around 94 GHz. The
requirement to have a large aperture to produceadl spot is avoided, so generally this
type of system is small and lighter than its imggaguivalent (Novak et al., 2005).
System operation consists of measuring the eneftgcted from an individual in the
detection volume. The distance from the systembeadetermined by mixing the reflected
signal with a coherent reference. The resultiegdiency is proportional to target range

(Komarov & Smolskiy, 2003).
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From a safety perspective MMW radar-based systeaadaw levels of non-ionising
radiation, unlike x-ray based systems that usenpi@d®y damaging ionising radiation

(Appleby, 2004a; Andrews et al., 2009).

An example of this type of device developed by Kapch & Einat (2010). The system is
a hand-held millimetre-wave sensor for the deteatib metallic and dielectric objects

with a claimed detection rate of up to 90% andstingject of a patent (Kapilevich & Einat,
2007) Animage of the original device is showirrigure 2.18 and an image of the refined
version taken from a later publication (KapileviglEinat, 2010) is shown in Figure 2.19.
Operating range is up to 3 m, and detection iseael by analysing the signal returns at a
rate of 1 kHz. The presence of a concealed olgat#termined by the return signal level,
looking specifically for specular reflections angral returns of low power potentially
indicating the presence of a lossy material. Tgu size for the system is elliptical with
dimensions of approximately 3 cm wide by 30 cm t&ltanning of a target is achieved by
manually moving the beam of the system acrossattget to identify the presence if any,
location, size and shape of hidden objects. Thar@af the object is presented to the
operator if the structure in time and magnitudéhefreflected signal match values stored

in a calibration table of pre-measured objects.

Figure 2.18: Kapilevich hand-held object detector
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Figure 2.19: Kapilevich refined hand-held object detector
The hardware consists of a single transmitter andiver with high gain horns and lens(s).
The transmitter source is a Gunn diode modulatddk&tz operating at 94 GHz and
producing 10 mW. A spinning disc was used to atiggly block and allow the

transmission of illumination (Kapilevich & EinatD@7), see Figure 2.20.

(>

=00 DL

Figure 2.20: Spinning disk to produce a pulsed illumination
The detector operates in a synchronised demodnlegigime using a zero biased Schottky
diode to measure signal power. The relative sitgwinique compares the signal from the

target with and without illumination.
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A 20 L water bottle full of tap water was used towate a human torso while gathering
measurements for calibration. Detection of a @wdant is achieved by looking for a

drop in return signal, due to the absorption ofitteedent RF power, compared to the same
signal reflected by the human body without C4,Sgeres 2.21 and 2.22. Figure 2.22 has

a much higher peak as comparatively more powesflieated from the human torso.
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Figure 2.21: Kapilevich detector sweep of man with explosives
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Figure 2.22: Kapilevich detector sweep of man without explosive
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Building on his earlier work Kapilevich developeti@modyne system with an operating
range greater than 3 m and incorporated a rangetdeg capability using a FMCW radar
(Kapilevich et al., 2011). The laboratory protaypses even higher gain horn antennas

and some RF power amplifiers. The system diagisapi(evich et al., 2011)is shown in

Figure 2.23.
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Figure 2.23: Kapilevich FMCW non-imaging sensor system diagram
The system embodies a homodyne based detectoBBdfB horns, power amplifiers
sweeping in the 90 — 96 GHz frequency band witlaened accuracy of several
centimetres (based on a 6 GHz sweep a range resoait25 mm should be possible).
The remote detection capabilities of the devicesarglar to its predecessor, for metal and

dielectric objects. Detection of small metal itewas demonstrated at 9.5 m; large metal



objects at 14 m and dielectric rods at 3 m. Figugd shows the demonstration of the

detection of a small handgun in a plastic bag@&n®with the corresponding

measurement.
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Figure 2.24: Kapilevich FMCW radar detecting a remote metal object
Although a handgun is used in the demonstratids,stispected that any metal object

would produce similar results.

Operating speeds have not been specified, but lmastte described hardware and the
quantity of back end processing undertaken itaesigifit that either analysis is performed
offline or is likely to be significantly slow by ngebe two orders of magnitude compared to
its predecessor, with an inspection rate of 1 kHz.

2.3.3.3 Electromagnetic Pulse Detector

This type of system is similar in many ways to miktre wave radar; they both rely upon
the electromagnetic properties of target objeatsdentification. They function by

illuminating objects with a pulsed radiation soyn@her than continuous radiation and
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then very rapidly measure the reflected signal,sueag the time domain response. Every
object has an associated electromagnetic signafure.person carrying the concealed
object also has an associated electromagnetiatsign The combined signature is then
checked against a comprehensive library of knogwnatures to determine if a threat
object is present, assuming an average human srgnathe disadvantage of this
approach is that it is not possible to obtain agrage human signature because of the
diversity of human shapes and sizes.

2.3.4 Active Imaging Electromagnetic Detection Syste  ms

2.3.4.1 Microwave Holographic Imagers

Work is being conducted by (Fernandez-Cull et24110) at 350 GHz using a single
receiver to generate a Gabor hologram and usingessive sensing to approximate
depth information from the composite 2D holograhfinis system is effectively a 3D

surface mapping portal.

This is a portal type detector, where a persongosaanned is illuminated with microwave
energy by a column containing a set of verticathaaged emitters, which rotate around
the person. These emitters radiate coherent canigwwave energy and the detected
signal is used to map the surface of the persoapgihg is achieved by measuring the
distance to the target from the source and spaalution is a function of frequency
bandwidth, the greater the frequency bandwidtrtbker the spatial resolution. Capture
time is a signal to noise issue and depends uponiilation intensity. The target must be
stationary during image capture to avoid imageodisin. This device works on the
principle that microwave radiation readily penedggamost clothing but not the human body
(Gandhi & Riazi, 1986), therefore objects concealétiin the body cannot be detected.

This type of scanner is referred to as “naked seaxirand involve privacy issues
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(Telegraph, 2009; BBC, 2009b, 2010a; McCullagh,01Images must be taken with a
stationary object and current acquisition time feva seconds. There are also concerns
about scanning or difficulty of scanning childranctaustrophobic people.

2.3.4.2 Microwave Dielectric Imagers

This type of imager is based on measuring the ciiteconstant of materials (Bertl &
Detlefsen, 2010). This is similar to a microwawographic imager in that it scans
different surfaces of the person with microwavaatdn. The person must remain
stationary during scanning to avoid image distorti@€ach detection element consists of
an emitter detector pair. The emitter generagsise and the detector measures the
amplitude and propagation delay of the return gigiiae dielectric permittivity and
electrical conductivity of the material are diffetérom that of air. The amplitude of the
signal is a measure of the material property vatugsthe delay gives distance
information. The principal differentiation betwesystems is the size of the detection
volume. No anatomical detail is recorded and therator is presented with a wire frame
representation of the body.

2.3.4.3 Microwave Radar Imagers

This type of detector uses a frequency modulatetirioous wave source. This system
forms an image from reflections of the microwavergy within the detection area. Range
information is obtained by mixing a fraction of tileident energy with the return energy,
in such a way to be able to calculate the distéeteeen the source and target. Spatial
resolution of the microwave radar imager is depahdpon the microwave wavelength
used. A smaller wavelength produces a finer sp&smlution. However, absorption of
microwaves by clothing increases with frequency(Bason et al., 2004). Image

acquisition time is dependent on the area to berszh
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2.3.4.4 Terahertz Imagers

The 300 to 1000 GHz section of the electromagrsgiectrum represents sub-millimetre
wave or Terahertz frequencies. These frequencagssgss an advantage of higher spacial
resolution, but reduced penetration of clothingussavith increasing frequency much
above 100 GHz (Dunayevskiy et al., 2007; Gatesmaih,&2006; Dickinson et al., 2006;

Bjarnason et al., 2004)

The Pacific North West National Laboratory has digyed a prototype wideband active
imaging system. Operating at 350 GHz for the fahiyi testing of sub-millimetre

imaging for stand-off detection applications. Tperating range is greater than 10 m and
image acquisition takes between ten and twentyrgscaVideband operation gives good
spatial resolution of 7.8 mm axially and a 1 cnirdidtion limited lateral resolution at 5 m
(Sheen et al., 2010).

2.3.45 X-Ray Imagers

X-ray imagers use the same technology as conveitimedical x-ray imagers (Morris,
2005), except very low energies are used (Smithl11€halmers, 2005). This type of
system using soft x-rays is a backscatter deteasothis type of radiation penetrates only a
few millimetres into the body. Consequently, thesay systems cannot find items hidden
within body cavities or concealed under flesh,deample under a breast (Schauer, 2011).
Every part of the body that may conceal an objagtrbe scanned and the images
produced by this type of system contain detaileat@nical information raising issues of
privacy (McCullagh, 2010; BBC, 2010a; TelegraphQ20BBC, 2009b). There are also
safety concerns, because x-ray radiation is iogjsiespite using known dosage levels
well below published safety limits (Zanotti-Fregoa&t al., 2011) The European
Commission have a moratorium on their use witheanEuropean Union (European

Commission, 2011)
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2.4 Magnetic Detection Systems

Magnetic field intensity drops off rapidly with dece (WHO, 2012) from the source

requiring close proximity operation for all of tegstems described in this section.

Metal detectors detect more than just metal, tledgal electrically conductive objects.
However and importantly from a concealed threaspective they are unable to
distinguish between threat or mundane items. Basgcation is similar for all systems
with a detection element which consists of twos;al source coil that generates a time
varying magnetic field and a second coil that measthe resulting magnetic field(s). If
an electrically conductive object is present it \génerate its own additional magnetic
field in response the varying magnetic field of soeirce coil, see Figure 2.25. Detection
of this additional signal indicates the presenca obnducting object. Unfortunately large

numbers of mundane objects also contain metal anddarigger the system.
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Figure 2.25: Basic pulse induction metal detection scheme (Nelson, 2004)
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There are sensitivity issues limiting the minimuzesof a detectable object due to the
induced magnetic field of the human body. Althotigds human body is a poor conductor

it is physically large and can swamp the faint algrproduced by small objects.

As magnetic field strength rapidly decreases paitas are limited and non-metallic and
small metal objects often go undetected.

2.4.1 Walk-Through Metal Detection Portal

Walk-through metal detectors are common sightsghitclubs and airports. Operation
requires individuals to be screened to walk throtingim one at a time. Since most
weapons contain a significant amount of metal @reya good means of detecting
weapons. As already noted it is unfortunate theyrmundane objects with no threat
value whatsoever also contain metal. The humawg had conductive properties and due
to its large size and this limits the potentialsgwity of the system to minimise the false
alarm rate and this may result in small metal disjeot being detected. Unless a walk-
through detector is zoned with multiple detectitemeents, no information is obtained

about the location of a detected object.

To overcome the limitations of limited operatinggea and individual scanning of targets
through a portal, a system was proposed to scezgga trowds consisting of a spatially
distributed metal detectors (Nelson, 2003b); susitséem uses steerable magnetic field

sensors (Nelson, 2003a) and has a with patentegtdNelson, 2006b).

This technology can also be applied to detect tams (Nelson, 2006a) and IEDs
(Nelson, 2007). A steerable magnetic sensor tsastaen incorporated into a 3D metal
detector (Humphreys & Keene, 2009) extending eaztmed work by (Keller, 1999,

1996; Keene, 2003).
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2.4.2 Hand-Held Metal Detectors

These lightweight devices are used in very closaiprity to the target, typically a few
centimetres. They are used to search over thettargdentify the presence of and
location of metallic items. Because they usedase proximity to the target the operator

can be placed in potential danger.

Figure 2.26 shows a pair of hands-free metal detethat can be covertly worn under
gloves. They are commercially available (Interoective, 2010) costing less than £300.
They have been trialled and are in use by UK pdboenhance pat down searches (Herald,

2010).

Figure 2.26: Photograph of hands free metal detectors that can be worn under gloves
2.4.3 Magnetic Imaging Portals
This is a walk-through type detector which usestiplel receivers and a single transmitter
arranged around a door. Similar to conventionahhdetectors, the time varying
magnetic field generated by the transmitter antenteaacts with items within the
detection volume, but multiple detectors are us&dalysis of these signals enables an

image to be constructed of the portal contentsactapresolution is approximately 5 cm
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(Zollars, 1997) In a hand gun example it could m®identified, but may show up as a
patch area of different contrast. It would nofgossible to identify conclusively the

presence of a handgun from the image, but it magidzernible.

The time varying magnetic field generated by thagmitter antenna interacts with items
within the detection volume, similarly to curreminwentional metal detectors.

2.4.4 MRI Body Cavity Imager

Body cavity imagers use the same magnetic resonaraggng techniques used by
medical MRI systems. MRI works by exposing thgé¢dito large pulsed-magnetic fields
and using high-frequency microwaves to probe therawtion of the magnetic field with
the body. By investigating the internal cavitiéshe body which would normally contain
food and liquid in the digestive tract, foreign @tfs can be located. The large pulsed
magnetic fields used by MRI systems are dangempsaple with pacemakers and other

medical electronic devices.

MRI imagers are very large devices and require eirge proximity for inspection. As
such, they are unsuitable for mass screening,altieetnecessary safety precautions and
lengthy inspection times.

2.4.5 Gradiometer metal detectors

These passive devices detect ferromagnetic metatselasuring the localised distortion
they create in the Earth's magnetic field (Royb887; Allen, 1999). Ferrous metals
distort the Earth's magnetic field because theyragnetically permeable and may even
possess a permanent magnetic moment, that cresat®sn magnetic field. A solitary
gradiometer is susceptible to background fluctumetiof the Earth's magnetic field, so in
practice a pair of detectors are connected inrdifféal mode. This configuration has the
dual benefits of overcoming these natural fluctuatiand reducing the false alarm rate.

Zoned detectors consist of multiple gradiometerspajPaulter, 2001; Allen, 1999).
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Gradiometers are more sensitive than current rdetakctors, however they can still only
detect ferromagnetic materials (Paulter, 2001)lyEsarstems were portal based, but as
greater dynamic range detectors have been developsale platform mounted systems

have been developed (Keene et al., 2005).

2.5 Summary

The field of concealed threat detection is broadl @mplex with the inevitable conflicting
requirements. The most common systems use EMtiadiar detection and work by
either generating an image for interpretation bypp@rator or by analysing the radar
returns of the target for signatures characterddtibreats. Currently the most effective
systems work in carefully controlled environmentthveo-operative targets — a prime

example is airport passenger screening.

Systems currently exist, but their effectivenedsnged by the extent to which the
environment can be tightly controlled. An examgystem manufactured by Smiths
Detection called the TADAR (Detection, 2006) wasypously considered cutting edge
and operated well within an airport, but ignoritgysize, performance outside would be
variable, due to the changing environmental coongi Systems like the TADAR use
passive detection of mm-waves from background ssui@ form an image. Subsequent
systems like the Rapiscan Secure 1000 (Rapisc@®) 20e considered current state of the
art and by actively illuminating the target usingay backscatter they overcome the need
for a carefully controlled environment while alsm@ucing superior imagery, but
unfortunately they retain the weight and size. K3aatter x-ray are currently the subject of
a safety investigation by the European Commisdtamdpean Commission, 2011) and
their use has been withdrawn until the use ofsoftys is deemed safe. A system capable
of working safely with equal efficacy inside andside where the environment is not as

easily controlled is needed.
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3 Background Theory

This Chapter presents some of the concepts emphyytee novel prototype for
the remote detection of concealed guns and expl®siVhe relevance with
regards to the detection of guns or fragmentatiasda explosives (PBIED's) is

explored.

3.1 Electromagnetic Propagation

EM radiation has amplitude, frequency and polaosat These properties dictate
how the radiation propagates through different medi, determining for
example transmission speed and opacity. Figureshaws the different bands
of the electromagnetic spectrum with accompanyimgsizal examples (NASA,
2011).
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Figure 3.1: The electromagnetic spectrum
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3.2 Background Theory of Detection

This section describes the portion of the electigmeéic spectrum used by the concealed
threat detection systems developed during this workemotely detect objects and the

conventions used to classify and distinguish betwithese systems.

For detection to occur, energy must be measuréet dnergy must travel from the target
to the detection system. Either the target itseiét radiate or the target must be

illuminated by an external energy source and tHeated/re-radiated energy measured.

In the microwave/millimetre wave arena, viable dets systems rely on either naturally
occurring energy emitted by the target, or actilenination of the target. A system that
relies upon the naturally occurring radiation fetettion is classified as a passive system

and a system that generates radiation to illumiadgeget is classified as an active system.

Passive detection systems use naturally occuradgtion. The principal radiation

sources for passive systems are:
a) The Sun - the Sun is a broadband radiation source

b) Blackbody radiation - this radiation is generabgdhe target itself with a peak

emission frequency based on the temperature didte.

The science behind passive millimetre wave teclgyoleas discovered in the 1930s and

has been part of radio astronomy ever since (App2004Db).

Anything above the temperature of absolute zeratsdmtack-body radiation and is called
a black-body radiator. Practically all objects aom-ideal black bodies and referred to as
Grey bodies (Annaratone, 2009; Seymour et al., pAg@hey exhibit an emissivity of less
than unity that varies as a function of wavelengtit,for calculation of maximum emitted

power purposes only Blackbodies are consideredrhere
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The peak wavelength of emission of a Blackbodylmonbtained using Wein's
Displacement Law:
b
A==

whereT is the absolute temperature of the object in Keandb is Wein's displacement
Constant of 2.89810° K.m. For a body at 300 K the peak emission wagle is

9.66x10° m or frequency 31.1 THz.

However passive detection systems operate in thieneire wave regime at much lower

frequencies. Using Planck’s law the spectral texhaf an object can be calculated:

2hcd® 1
E(M=="%"5% (3.2)
e)»kT_l

whereh is Planck's constant (6.880%* J.s),c is the speed of light (0°m.s?), kis

Boltzmann's constant (1.880% J.K") andT is the absolute temperature of the object. For

an object at 300 K the spectral plot looks like:
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Figure 3.2: Spectral radiation of a 300 K Blackbody for wavelengths between 0.001 and 10.000 mm
Fig 3.2 shows the energy distribution of radiatagainst wavelength. Examination of the
wavelengths of interest 2.7 to 4.0 mm (75 to 11}&Bl difficult, because of the low

gradient of the curve at this point, so FigureshBws this sub-section of the curve.
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Figure 3.3: Black body radiation of a 300 K body for wavelengths between 2.50 and 5.00 mm

Summing the spectral radiance of wavelengths bet&e&2mm and 4.50mm (75 — 110

GHz) gives the power radiated is 3A4° W.m?>

The gain of a horn antenna is (Narayan, 2007):

G=n (3.3)

wheren is the antenna efficiency which for a optimum hofmpyramidal construction this

is 0.511 (Teshirogi & Yoneyama, 200B)js the area of the horn flare akds the

wavelength of the radiation.

Conventionally the gain of an antenna is in dB:

Gy =10 Iog(n 4;‘2A) (3.4)
The gain of an antenna is also equal to:
_Arn

G= 0 (3.5)

whereQ is the solid angle of the beam pattern in steredidRemovings by combining

equations (3.3) and (3.5) gives:

46



n =0 (3.6)

simplifying for Q this is:

}\‘2

Q="
nA

(3.7)

substituting effective apertur@ddj for nA gives the solid angle of the antenna as a function

of wavelength:

Q=4 (3.8)

By inspection of equation (3.8) the area of anramteand its directionality are inversely

proportional. If the area of an antenna is cornstaen:

Qoc)? (3.9)

Therefore the acceptance solid angle of a hormaates a function of wavelength.
Consequently, the previously calculated radiatignre of 3.9410° W.m? for an object at

300 K is only correct for a fixe@ across the wavelengths of interest and so cannot be

used. To calculate the energy received the ptaafube wavelength and the spectral
radiance of a body are needed. Figure 3.4 istaopl@ against\ generatedising
Equation (3.9):
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Figure 3.4: Solid angle against wavelength (2.5d &00 mm) for a unit area aperture
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Multiplying the graphs in Figures 3.3 and 3.4 tbgetcreates a spectral radiation power
plot for an antenna with acceptance solid angl¢ Ispowithin the boundary of the
measured object:
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Figure 3.5: Spectral radiation power of a Blackbaty300 K seen by an antenna for
wavelengths between 2.50 and 5.00 mm
Summing the area under the curve for wavelengthedes 2.73 and 4.00 mm (75 — 100

GHz) gives the best case power measured by a pyahimorn antenna from an extensive
Blackbody object at 300K of 2.880'°W. For a practical system this figure will be
smaller (Annaratone, 2009).

To mitigate the very low power levels received laggive systems, MMIC receivers are
used. MMIC receivers are a type of monolithic gnéded-circuit operating at microwave
and mm-wave frequencies performing low-noise, washebsignal amplification with a
typical gain of approximately 17dB (Infineon, 201But gain can be as high as 40dB (Lo

et al., 1995)

Examples of passive imaging systems include the ARDnanufactured by Smith’s
Detection a manufacturer of security systems opyat 3mm wavelengths (Detection,
2006). At these wavelengths clothing is mostips@arent, but other objects such as

dielectrics and metallic weapons are opaque (Anbeqr2005).
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Figure 3.6: Image from TADAR passive imager system using naturally occurring Black-
body radiation to form an image

3.2.1 Active lllumination
An active illumination based detection system paesiits own radiation to illuminate the
target. The energy transmitted by the systenflisated or re-radiated by objects in a field
of view. Active systems have control over the typ@wer level, polarisation and
frequency of the illumination they generate, wheneassive systems have no such control.
The amount of energy reflected from objects isrefion of their structure and
composition. Any reflected energy is affected hyriers between their detection system
and the object, including concealing barriers sagklothing. Masking of objects is
possible by blocking the incident energy. Mundabpcts within the detection volume
can also reflect a significant level of energy afféct the responsiveness of the detector.
As an example, the glint (directly reflected engrggm the perfectly aligned flat surface
of a mobile phone can swamp the return signal piadgnoverwhelming the smaller return

signal from threat objects.
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3.2.2 Continuous or Pulsed Radiation

The difference is based on how output power vamés time. Continuous wave sources

as the name implies, continuously produce radiatibme amplitude and frequency of such
energy can be modulated. Conversely pulsed soproésice a short burst of energy
spread over many frequencies. Pulsed sourcesthypiave a greater peak power than
continuous wave sources for a given average pgwevjding them with a relative
performance increase. This can result in supéerniage quality or faster scan rates. With
the use of Fourier transforms and the ability tarcde domain, the two approaches are
mathematically equivalent (Cooley & Tukey, 1969he realisation of a FMCW radar is
simpler by not having to implement the very higkeesp receiver sub-systems needed when
using pulsed radiation (Stove, 1992).

3.2.3 Controlled and Uncontrolled Environments

A controlled environment is a location where thaditons can be accurately
predetermined in terms of radiation sources, fegytemperature etc. A controlled
environment is a prerequisite for optimum perforoeanf passive detection systems.
Examples of controlled environments include inata&hs within buildings and the booth

of a detector.

Conversely, the number, intensity, orientation sype of radiation sources cannot be
predicted in an uncontrolled environment. Therefine number of unknowns for a
passive illumination based system is greater tbathk equivalent active system and
hence an active system producing known radiatiohdent or incoherent) to illuminate
the target may provide better performance in atgreange of environments compared to

passive systems.
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To work in an uncontrolled environment a successyatem must in addition to mitigating
changes in naturally occurring radiation, be abladcommodate changes of temperature
and variable weather conditions.

3.2.4 Refractive Index

The complex refractive inddX of a material is a frequency dependent complexevalu
determining the speed and attenuation of EM waaeling through it:

N=n+ik (3.10)
wheren is the real refractive index of the material afifeg refraction and reflection amd
determines the extinction coefficient (Hecht, 200Bnergy not coupled into or absorbed
by the material is reflected at the interface. phaportion of energR reflected is a

function of the properties of the materials formthg interface:
R= n,—n,
n,+n,

wheren,andn, are real parts of the refractive indexes for tlaamals. The coefficient of

2

(3.11)

extinction is a measure of attenuation of a EM wiiweugh the material. Absorbed

energy can be re-radiated in a different form eioample thermal radiation.

Normally Refractive index is positive, but for aesfal type of the artificially created
structures called meta-materials it can be negéfleftheriades & Balmain, 2005).

The dielectric constant of a material is importahen trying to identify the presence of a
non-fragmentation based explosive becaua#ects the apparent thickness of the

explosive because phase speed is a function of

C
Vphasezﬁ (3.12)

wherec is the speed of light. Measurement of objecth &M radiation generates an

optical dimension not the physical dimension; viktiowledge of the refractive index of a
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material the physical dimension can be derived: example, paraffin wax has a similar

refractive index to plastic explosives (Baker, n.dlherefore the measurement of block

with refractive index 1.5 and thickness 8cm wilbshan optical thickness of 12cm.

The absorption and refractive index of mass manufad C-4 are shown in Figure 3.7,

(Yamamoto et al., 2004)

In the frequency banphigfrest the absorption coefficient is

very small and the refractive index is approximateB.
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Figure 3.7: Absorption and refractive index of C-4

The above is only true for transparent materiatsamaterial can be opaque if the

imaginary component afis high at a particular frequency (Yamamoto et2004). An

opaque material can absorb, scatter or refleanttident wave.
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3.2.5 Refraction and Reflection

Refraction and reflection occur at the boundaryken mediums of different refractive
index. Since this occurs in each detection scentris is applicable to gun, dielectric and
fragmentation based explosive detection. In fpges an EM wave travels in a straight
line, however when an EM wave crosses the boungetiyeen two dissimilar materials,
the direction of propagation of the wave changBsis change in direction is called
Refraction and described by Snell's Law (otherwisawvn as the Law of Refraction):
n,sin®,=n,sino, (3.13)
where0; is the angle between the direction of the initiaver and the normal to the
boundary of the two media aflis the corresponding angle for the refracted waMee
change of direction is due to the change in vejaexiperienced by the wave as described
by Equation (3.12). Any energy not refracted fierted. The reflected wave is at the

same angle as the incident wave because theyaaadlimg in the same material and hence

travel at the same speed. Figure 3.8 shows thasptienomenon.

Figure 3.8: Angles of refraction and reflection
The fraction of the incident wave power that idaetied for radiation normal to the
material is given by Equation (3.11). Using theneaxample for air ¢ 1) and paraffin
wax (n= 1.5), the reflected energy is approximately 4%hefincident energy. Thus 96%

is refracted into the wax.
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Non-conducting solids and liquids behave as digtectvith a typical refractive index
between 1 and 3 at millimetre wave frequencieser&iore, most materials reflect at most
25% of the incident radiation (Kemp, 2006).

3.2.6 Skin Depth

Skin depth is a measure of the depth into a conyataterial, where current density has

fallen to 1/e and defined by Johnson (1950):

63:\/Tt—‘f)u (3.14)
wherep is bulk resistivity Q.m), f is frequency (Hz) and is the absolute magnetic
permeability of the conductor (H/m). The skin depf metals is very shallow preventing
the measurement of its interior. For example, eopp 100 GHz has a skin depth of
0.206210° m (Lide, 1996). Therefore only the surface afietal can be irradiated for
measurement purposes and the proportion of enefiggted at the interface approaches
100%.

For comparison the skin depth of a lossy dieledgric

az(i)x (3.15)

2ne

whereg and¢” are the real and imaginary parts of the absoletmittivity andA is the
wavelength.
Since the imaginary part of the refractive indelaige relative to air in the frequencies of

interest, metals are almost perfect reflectorsyd@@wkiy, 2008).

w
~C >1
K A fp (3.16)
3.2.7 Radar Cross Section
The power received by a mono-static radar frorm@ote metal object can be calculated

(ignoring atmospheric attenuation) using:
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2 2
Przc;;—tsoF:: (3.17)
whereP; is received powelG is antenna gairk; is transmitted poweq is the Radar Cross
Section (RCS) for the objedt,is the wavelength of the signal aRds the distance to the
object (Renato, 2002). It should be noted theivedesignal strength is inversely
proportional to the fourth power of the range.

The RCS of an object is the apparent area intergefitat amount of power which, when

scattered equally in all directions, produces agraat the receiver equal to that from the

target (Skolnik, 2002) and is equal to (IEEE, 1984)

Q
o=4nR*= (3.18)
S

whereS is power density at the ran§eandS is the power density intercepted by the
object. This simplifies producing a gain figure:

o=GA (3.19)
whereG is the effective RCS gain of the object athe irradiated area of the object.

3.2.8 Polarisation

Polarisation is a property of an EM wave descrililmgorientation of electric field
oscillations within the wave. A polarised EM wasan be produced by one or more
correlated sources. When the sources of an EM waeesencorrelated it is described as
incoherent. Active EM based detection systemsaite polarised energy and this can be
either planar or circularly polarised. Planar pskion can be at any angle, but normally
refers to the electric field component of the wawe can be described as horizontal or
vertical relative to the planet surface. The otlgpe is circularly polarised, where the
polarisation rotates as the wave travels; thigtieeright handed polarisation or left
handed describing the direction of rotation. Whaeeamplitude or phase of the two fields

are not equal for a circular polarisation, it itereed to as elliptically polarised.
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The intensity of a linearly polarised electromagnetave is:

cneg,

=

1=5 (3.20)

wherekE is the complex amplitude of the electric fiehds the refractive index; is the

speed of light and; is the permittivity of free space.

The polarisation of an EM may change due to s¢agef an object. This depends upon
the size, form, structure and composition of thecttand the type of radiation. A
polariser is such a device and is used to chargpdlarisation of a millimetre waves in a
controlled manner. It achieves this by only traitng the component of the wave that is
perpendicular to the traces of the polariser (ARQ6). For linearly polarised waves a

polariser typically takes the form of a grid ofrilparallel conducting lines.

The PCB polariser shown in Figure 3.9 was design#dvariable line pitches to assist in

experiments. Appendix B contains a detailed dpon and results.

Figure 3.9: B274B Multi-pitch PCB Polariser
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Structures such as isolated spheres (symmetri€c anientations) and flat metallic surfaces
(symmetric about one axis) do not alter polarisgatishereas a complex shape such as a
gun or shrapnel containing explosive device, chatige polarisation to some extent. In
this project only linear polarisation was used, thet properties of complex metallic shapes
do considerably affect the polarisation of the metsignal. This is especially applicable to
the detection of concealed guns and explosives pbiarisation modifying properties of
complex shapes such as handguns and fragmentatipibenused to indicate the presence
of a concealed threat (Andrews et al., 2008a; Retgal., 2008; Andrews et al., 2009)

3.2.9 Beam Generation and Focussing

The intensity of an EM wave is inversely proporabto the distance from a compact wave
source. As the wave spreads out radially fronsatropic source covering the surface
area of a sphere, the greater the radius the l#rgesurface area. For an isotropic antenna

radiating poweP the intensityl at distance is given by:

P
The effective range of a system is limited by tiNRSf the signal. Lenses or antennas
can be used to focus radiation and reduce theofassensity due to dispersion of a wave

as it propagates, compared to an undisturbed wave.

3.2.10 Radiation Safety

High energy radiation, such as X-rays and gamms a&g capable of ionising atoms
whereas low energy non-ionising radiation is rionising radiation is dangerous and low
energy non-ionising radiation is not thought todlaenaging for low levels of exposure.
Only non-ionising radiation is used in this projattevels well below internationally

accepted safety guidelines (ICNIRP, 1998). Thelkof radiation used in this research
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project are small compared to the the guide levagiever we were mindful to minimise
levels where possible. An assessment and examatithe radiation used in this

research project can be found in Appendix A. Tuifsls aim (a) of the project.

Passive detection systems do not share this risk.

3.3 Radar
3.3.1 Active Radar Types

It is worthwhile at this point to cover the diffetetypes of active mm-wave radar. The
main types are pulsed radar, continuous wave @uhfrequency modulated continuous

wave radar:

(a) Pulse radar — emit wave usually less than aenh@tig at set frequencies. These are
used to detect range, by measuring the time takesceive a reflection. To be

accepted the pulse has to be received within agealled the range gate.

(b) Continuous Wave (CW) Radar — these operatdiaéd frequency similar to a
pulse radar but on a continuous basis. This typadar measures velocity by

exploiting the Doppler Effect. Energy levels araamn lower than for pulsed radar.

(c) Frequency Modulated Continuous Wave (FMCW) Radase ramped frequency
modulation and mix the outgoing wave with the retiéel signal at the detector to
allow continuous measurement of distance and uwglday measuring the
amplitude and phase of the return, or the averagepof the returned

transmission.

FMCW was chosen despite its complexity comparet mitised radar because of the
recent availability of wideband RF components,raaléernative to the high cost of the
equivalent pulsed radar parts. In (Hunt, 2001 )ddormance of FMCW was comparable

with pulsed radar. (Mikhnev, 2008) covers the rstauction of a FMCW signal set. The
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disadvantages of the FMCW approach to detectianiatdude the longer detection time
and the processing overhead. However there a@ngatyes of greater flexibility in
antenna design and system imperfections can bdifiedmnd calibrated at different
frequencies, permitting automatic compensatiorstlizdhe calculated time-domain
performance of FMCW schemes have superior signrabtee ratios, giving superior
resolution, this is crucial to discriminating betmemultiple co-located targets (Mikhnev,

2008).
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4 Proof of Concept

It doesn't matter how beantiful your theory is, it doesn't matter how smart you are.
If it doesn't agree with experiment it's wrong.

RicHARD P. FEYNMAN

This Chapter describes the steps taken to buildrech-top non-imaging radar based
demonstrator capable of remotely detecting concktiiesats object using microwave and
mm-wave radiation. Starting with an analysis & Broblem Statement, a basic device
specification is presented and important phenonumnpois identified. Secondly the
diversity and scope of threat objects and theirce@iment are quantified. Thirdly,

experiments to establish the proof of concept asedbed.

4.1 Analysing the Problem

This section breaks down and analyses the requirededined in the Problem Statement,

see Chapter 1. The requirements of the solutitimaiv be outlined.

Threat items to be detected by the prototype cbosguns and explosives, knives and
needles are not included. The type, size and ceiti@o of each threat item are

considered in section 4.2.

The final device needs to be reasonably smalldeed use and light enough to be easily
carried by a single adult, probably in a bag. Uker interface and operation of the device
must not alert the target that they are being dhyvecreened for threat items. This

requires that the detection method to be entirely-invasive.
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Since the final device will be portable, it mustabe possible to power it using batteries,

precluding the use of high power consumption conepts

Since the device is not intended to be deployefired installation, it is unlikely that it
will be used within carefully controlled environnmenTo be effective in an uncontrolled
environment requires a degree of control over taligenination. The mechanical
scanning mechanism used in passive imaging sysddsssize and weight, making it
attributes inconsistent with a compact and lighghedevice. Therefore, the device must

use active illumination of the target.

Remote detection in this context, is defined amadsoff distance greater than five metres
(Bowring, 2006). Since covert use within a reatbnausy environment is expected and
maintaining a line of sight to the target over staice of more than ten metres is difficult,

an effective upper range of eight metres is assumed

The device could either automatically scan overtdéinget and produce an image for the
operator, or the device could be manually scanned the target by the operator,
indicating the presence of concealed objects damupspection. Inclusion of a
mechanical scanning mechanism is however preclbdeduse of the design requirement

for a compact and lightweight device.

The device must be capable operating in real tiraegdling data acquisition and
processing measurements at multiple frames pendedbis anticipated that the operating
speed should be comparable with the frame ratevimfes, giving a minimum target rate

of fifteen inspections per second.

62



4.2 Threat Objects and Detection Scenarios

Threats come in different forms and the most effeanethod of detection is not always
the same. This section identifies the differen¢dl types and it is anticipated that multiple

variants of the device could be developed, eacimiged for a particular threat.

PBIEDs may be divided into two types, with and withfragmentation. The efficacy of a
bomb is related to the detonation environment gdamposition. For example,

explosive devices without fragmentation kill by opeessure and are effective in enclosed
or underground environments where the pressure 8asanfined. Explosive devices
without fragmentation normally consist of a substdivolume of explosive material. The
exception is an airtight environment, such as ao@ane, where very little explosive

material would be required which makes them thetrdibcult explosive device to detect.

Conversely, fragmentation based explosives comtaignificant proportion of
fragmentation and little explosive material. Ttyige of explosive is normally intended to

be detonated in the open.

In summary, to be effective, explosives generatliysist of either a substantial volume of
dielectric material or fragmentation. With thesstidct differences, the detection method
should be tailored to the characteristics of dgph of explosive. This project focuses
exclusively on person borne improvised explosivaais (PBIEDS) mostly with

fragmentation present.

The form of a hand gun is fixed and is equally @ffe in open and confined

environments.
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4.2.1 On Body Threat Concealment

Large quantities of explosive material are mostlitgaoncealed when attached to the

torso, as in the archetypical suicide bomber.

Assault rifles and other large guns are rarelyveped by the security forces in the UK,
indicating their low availability. As they are aldifficult to conceal, it is reasonable to
exclude them from the scope of detection. Thisdgtection aspect of the project focuses
on smaller handguns, that can be easily concedlbd.body locations most commonly

used to conceal handguns are the shown in Figfire 4.

#1: Armpits

#5: Small
back

Figure 4.1: Areas of the body commonly used to conceal handguns (Met, 2008)
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A mundane item is an object that is not a thregatpbut may be confused for a threat
object. Examples of mundane items are keys, mpbitmes, glasses cases, wallets,
cameras etc. Unfortunately, from a threat detagterspective, almost everyone carries
concealed mundane items upon their person.

4.2.2 Detection Scenarios

Different environments include indoor and outdaamtrolled and uncontrolled areas, day
and night, etc. and these have been outlined prslio The different scenarios that the
proposed method is required to be capable of distshming between are: body only; body
and gun; body and explosive; body and mundane pligedy, gun and mundane object;

and body, explosive and mundane object.

4.3 Basic Device Specification

The device consists of an ultra wideband activglsipixel highly focused radar
producing a beam pattern of dimensions comparalteat of a threat object. The beam
pattern should be comparable in size to the olbeictg illuminated to minimise

measurement of the area surrounding the object.

The device must be able to discriminate betwearattand mundane items on the human
body that are concealed by commonly worn itemdathig at a distance greater than five

metres. Screening rates will be approximatelgéift scans per second.

It is a requirements to have low power consumpdind offer flexible power options either
running off a small battery pack or an externalmgowered DC switched mode power

supply (SMPS).

The following section gives a review of the desilgtisions for the initial prototype.
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4.3.1 Radar Types

There a four distinct active radar types. Thd fgsontinuous wave radar. This type of
radar transmits a continuous, unmodulated wavasandable to determine the range to a
target, but instead, is designed to detect the [@ogpift of radiation reflected by a
moving target. Doppler is the perceived variatipon the true frequency of a signal
when a target is moving relative to the receiviéfrthe target is moving then effect of
Doppler must be considered. If the target is mgyoward the receiver the signal is
perceived to be of a higher frequency (LHS of mgu&rget) and of lower frequency

(RHS of moving target) for a target moving awaynirthe receiver.

Stationary target Target moving to the left

Figure 4.2: The Doppler effect on the perceived frequency of illumination of a stationary

and moving target.

The Doppler shiftyis given by:

f
fq= 2vr(—°) (4.1)
c
wherey, is the relative velocity of the target and soufgis,the transmitter frequency and

c is the velocity of light. The signal frequencyeset the receiveri§ given by:

f =f,xf, (4.2)
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where the frequency is greater if the radar andcgoare moving closer and lower if they
are moving away from each other. By mixing thesieed signal with the transmitted
signal it is possible to extract the Doppler freguyedirectly. A system with a single

mixer directly generating a baseband signal iedadl Homodyne (Langman et al., 1996)

A similar approach is heterodyne detection wheesitkoming signal is down converted
using a local oscillator to an intermediate frequyefiF) as is done in a super-heterodyne
system (lizuka et al., 1984). Following amplitica of the IF the Doppler signal is

extracted by further down mixing to produce a baselsignal.

One way to overcome the inability of CW radar ttedethe range is to modulate the
amplitude or frequency of the transmitter. Thestesns are considered in the following
sections.

4.3.2 Measurement of Ultra-Wideband Frequency Respon  ses

Techniques for producing UWB are discussed in (@001, 1995). Ultra wide band
frequency measurements are either obtained by tudelmodulation using a narrow
pulse generator and a very fast receiver to medbar&rget response in real time, see
Figure 4.31 or frequency modulation using a steppexivept frequency source (Currie &

Brown, 1987).
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4.3.2.1 Narrow Pulsed Radar

Pulse ) Frequency TX
Generator Source
Signal ‘ Timer < RX

Processing

Figure 4.3: System diagram of a pulsed radar
Pulsed radar is used in many industrial applicatidMieib & Knochel, 1997; Motzer,
2000). The simplest form of radar uses AM modalaproducing a pulse that is scattered
at a distanceé.e. The time return journey time for the pulse is:

2dtar et
TPZTg (4.3)

wherec is the speed of light. To resolve more than qaially separated target, the pulse

length 7 must be smaller than twice the separation ofdhgets4d:

T< (4.4)

To improve resolution the pulse length needs teHmtened:

A dz% (4.5)

The problems of high-speed acquisition associatddwarrow pulse radar, can be

overcome by using a continuous wave modulated &ecytechnique.

There are two main types of FMCW radar: swept depped.

68



4.3.2.2 Swept FMCW Radar

Ramp ) Frequency . Coupler Tx
Generator Source

Signal g Amplifier <€ Mixer <RX—|:Q
Processing

Figure 4.4: Swept FMCW radar system diagram
A swept frequency radar typically has a linearlydmlated frequency source that transmits
and measures the scattered target response. Fhejturney time, the scattered response
is at a different frequency to the currently trartad frequency. Using the source
oscillator as the reference oscillator and miximg teceived signal into a baseband signal
can be achieved in a single step, without an H~contrast a super-heterodyne system has
an intermediate step producing an IF. The joutimag of a signal reflected from a remote
object can be determined by examination of the @k#terence of the outgoing and
incoming signal. The products of this multiplicatiare the sum and difference

frequencies, based on the trigonometric identityr@nowitz & Stegun, 1965):

SinGSincp:%COS(G—cp)—%COS(G—Hp) (4.6)
where the product of the two sine waves on thehlaftd side result in the difference and
sum of the original frequencies on the right haidé.s Using this to multiply two signals
gives:

sin(2x f,t)sin(2x fzt):%cos[Zn( f,— fz)t]—%cos[Zn( fo+f,)t] (4.7
The journey time is proportional to the differeradeghe transmitted and received

frequencies (Stove, 1992, 1992; Brandwood, 2003).
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Figure 4.5: Swept frequency FMCW radar response

By rapid sweeping the transmitter frequency anditodng the instantaneous difference
between the transmitted frequency and receivediéecy, a difference or beat frequency

f, can be obtained. The range to the target camalbalated from the difference frequency:

A f

fb:Tp T_
b

(4.8)

Where the round trip timey,has been previously defined by Equation 43s the
bandwidth of the frequency swedpis the time period of the sweep, as shown in Figure
4.5. If the target is moving the Doppler shift insed ond must be considered for a
continuous frequency ramp. Fortunately for a sveetepped frequency system the
Doppler shift is small (1312Hz for a target walkimigdmph at a transmitter frequency of

110GHz) comparing the typical valuesfpto our frequency step size it can be ignored.

If the error due to Doppler can be ignored, theyeato the target is proportional to the
difference frequency of the transmitter and reaeirkexguencies, see Figure 4.5, (Brooker

et al., 2008).

70



4.3.2.3 Stepped Frequency FMCW

Very similar to swept frequency radar and usingsheme hardware, see Figure 4.4, a
stepped frequency radar uses multiple discretpiénecy steps equally spaced on the
frequency ramp. Transmission and reception ositpeal occurs simultaneously. To
determine the relative phase the two signals caniked to produce a baseband signal.
This allows absolute ranging to an interface (sagfa The resulting oscillating response in
the frequency domain can be transformed and arhlysieg the Fourier transform (Currie
et al., 1992) or MUSIC to obtain an improved retioluin the presence of noise (Yuehua
et al., 1998) in the time domain.

4.3.2.4 Direct Detection Radar

The 'Direct Detection' radar is another and lessmon type of FMCW radar without a
mixer. The system diagram is shown in Figure 48emoval of the mixer eliminates the
capability to determine the absolute distancegaréace or interface, but for a dielectric

target, the distance between surfaces can stifidesured.

Ramp ) Frequency TX
Generator Source

Slgna! g Detector Rx
Processing

Figure 4.6: Relative interface distance stepped FMCW radar system diagram
When a dielectric object is illuminated, there weiist multiple reflections between its
surfaces, producing a series of interference pettas described in section 4.6. The

mixing of signals that would normally occur in tfaglar, occurs instead at the target.
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Fourier analysis of the received power in the fezgpy spectrum will produce a series of
relative optical measurements related to the k&atistances between the surfaces of the
target.

4.3.2.5 Resolution Limitations of FMCW Radar

Two limitations exist for FMCW radar: the bandwiddhand the linearity of the frequency

sweep. The resolutiath.s achievable is the larger value from equations) (@@l (4.11):

_ C
resT A f

d (4.9)

Brooker et al., (2005) state the achievable raegelution with a non-linear sweep is:

d,,=d

targer L1N (4.10)

lin ™

whereduaret IS the distance to the target drd is the non-linearity of the sweep:

S S

“max__

Lin=
Smin

i (4.11)

whereS,in and S, are the extreme rates of change of frequency swébgime.

The combined effect of non-linearity with the systeequency bandwidth is (Brooker et

. Cc
dres_\/( 2A f

4.3.2.6 Comparison of Pulsed and Frequency Modulate8ystems

al., 2008):

2

+(d grger LiN)? (4.12)

target

The advantage of using a pulsed system is fastgiisiton time and greater peak power
(SiversIMA, 2011) but the equipment is expensivgieng high speed switches and ultra-
fast detectors and digitisation processes. Conlerthe swept frequency technique is
slower and dependant on the number of points amdlell time for signal capture. The
equipment is however more affordable and althougl&W radar has a higher average
power compared to pulsed radar (Wolff, 2009), it saffer from sensitivity issues with

reflected power (Brooker et al., 2008).
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4.3.2.7 Pulsed and FMCW Radar Equivalence

These two approaches are equivalent if the phaseasured (Komarov & Smolskiy,
2003). Transformation of data between the timealorand frequency domain can be
achieved using the Fourier transform (Cooley & TWKe65). Wherel andU are two

functions related by:

u(t)= [ U(f)e™ df (4.13)

and

U(f)=fu(t)e®™ dt (4.14)
U is the Fourier transform aof andu is the inverse Fourier transform Of

ueU (4.15)

The transforms haverdn the exponent (so in the spectral analysis, areusd instead of
w=27f) to maintain the symmetry between the variableariBwood, 2003). These
eqguation relate to the general case with an iediyiong series of samples, however for a

finite series the equations are:

N-1 i k
%:%ZU@ZM) (4.16)
k=0
and
N-1 —2nin|—
U,= Wezn“) (4.17)
k=0
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4.3.2.8 Distance Resolution and Bandwidth

The absolute bandwidth available within a frequelnagd increases with frequency. A

greater bandwidth is therefore available in the mawve band than the microwave band.

More information is available in the scattered aigrof an object with shorter pulses
because a greater range of frequencies existiaghort pulse (Immoreev, 2003). This

can be shown numerically with the formula devisg@®&hannon that relates the

information content of a channidlto the channel frequency bandwidth

H =Af log(1+P,/PR,) (4.18)
WherePs is the signal power arfg, the noise power. For a given signal-to-noiseortite
information content of a channel is limited by frequency bandwidth. System
bandwidth is important because it determines reafage resolution, see Equation (4.9).
1.00E+12
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1.00E+08
1.00E+07

1.00E+06

Resolution (m)

Figure 4.7: Radar resolution against bandwidth
To summarise, the greater the bandwidth the bitgeresolution and in this case the
absolute frequency of the sweep is only relevantife hardware required (Andrews et al.,
2009). Due to ease of implementation, availabditparts and the equivalence of the

measurements, stepped FMCW radar was chosen fee #atget illumination.
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4.4 Atmospheric Signal Attenuation

Atmospheric attenuation of electromagnetic wavdeeiguency dependent. In the lower
frequency microwave or millimetre ranges, thignsited to specific absorption lines,
where attenuation is due to scattering and absorly atmospheric particles (Crane,
1980; Liebe, 1989). Three discrete regimes oftsgay based on frequency wavelength

and atmospheric particle size are shown in FiguBe 4

= 3
=
w &
> 7 o £ o
S 5z €« > < = >
| | T T |
1em O'Q'dﬁ ,f"" ~ Hail
6‘9:&{‘ QQQ :
Tmmi % & _.»*" |H| Raindrops
Jf" '\f\q ’r"" .
" 100 pm | ,*’J &.e,t *,J’ _| Drizzle
=] - !‘-_,t'-«d . J
2 W
&S 10pm- L+ .+” |7 Cloud droplets
v 7 -~
< " ﬁgfl é\f‘q‘ LT Dust,
E Tpum - '__"@ﬁ 7 Smoke,
o s '@P 1_,* Haze
0.1 pm — s | Qgﬂ& ﬁgda O u
. + o Aitken Nuclei
- e é@-
1onmfl - o e -
N . 0¥
# - = A
- e@@
1nm- e W |
_."' Air Molecules
= | | | | |

0.1 pm : Tpm 0pm  100pm 1 mm 1am 10cm
Wavelength

Figure 4.8: Geometric, Mie, and Rayleigh atmospheric scattering regimes

The normalised sizeis defined as:

w270 (4.19)

wherer is the characteristic dimension of the object Aslwavelength.
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Figure 4.9, taken from (Appleby & Wallace, 2007psis atmospheric attenuation across
the EM spectrum, at sea level based on current Isedt rain = 4 mm/h, fog = 100m
visibility, STD (standard atmospheric) = 7.5 griivater vapour and 2 STD (humid

conditions) = 15gm/fwater vapour.
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Figure 4.9: Atmospheric attenuation across the EM spectrum at sea level
Except for the spikes in attenuation at 22 GHz @& &Hz due to water and oxygen
respectively, the general trend is of increasimgnatation until 10 THz, beyond which
several atmospheric windows exist. Therefore @dgantageous to operate at lower
frequencies. Figure 4.10 taken from (Cafe, 2008u$es on these lower frequencies and
breaks down the contributions of oxygen and watehsir effects can be seen more

easily.
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Figure 4.10: Atmospheric absorption 1 GHz to 1 THz,

Under standard conditions, worst case atmosphttenuation in the 14 — 110 GHz

frequency band, is approximately 0.2 dB due to exyfpr a target at ten metres.

Atmospheric attenuation would start to be a probifetime device operated above 500

GHz. Comparatively, the attenuation due to claghsmexpected to be greater.

4.5 Material Attenuation and Transmittance

Data on the attenuation effects of clothing anted#int fabrics at mm-wave frequencies is

available beyond 100GHz in (Dunayevskiy et al.,2Z0Batesman et al., 2006; Dickinson

et al., 2006; Bjarnason et al., 2004), but in 2B®8rmation below this frequency was

lacking. Therefore it was necessary to obtain amate data for a variety of fabrics

below 100GHz, so the optimum operating band andepdsvels for item detection can be
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identified. The process involved measuring thednaittance of a selection of fabrics at
different angles of incidence for frequencies bemv&4 and 110GHz, using the methods

outlined in Chapter 3 and (Harmer et al., 2008).

Figure 4.11 shows the apparatus seen from theasideonsists of a frequency modulated
source, a frame to hold the sample, a rotatiote @ turn the sample in the beam and
finally a receiver to measure the signal passinguiph the sample. The purpose for this
configuration is to test the relative attenuatiéwlifferent materials at different frequencies

and angles.

Figure 4.11: Side view of material transmittance experiment
The rotational table is used to easily measuredbgonse of the material under test at
different angles, between 0° and 75° in 5° increiieif he software was created in
LabVIEW. The apparatus produced the data for Haehal., (2008) and a proposed
paper by Southgate et al., (2008) investigatingaieproperties of commonly worn

fabrics.
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Without an automated means of rotating the sanepléection of data on numerous
materials at many repeatable angles would be tediod error prone. Figure 4.12 shows

the experiment part way through measurement ohardsample.

Figure 4.12: Material transmittance experiment — part way through denim measurements

A stepper motor controlled rotating stage wouldradsd this issue and is described next.

During an experiment to measure the permittivityadfrics (Harmer et al., 2008) it is
necessary to examine an object from an array deanigecause of structure and surface
texture. This could be achieved by manually ratathe object or automatically using a

rotational table such as the one shown in Figut8.4.
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Figure 4.13: Stepper motor controlled rotational table
A driver board controlled by a Microchip PIC micartroller was designed and built to

specifically power and control this rotational ®blThe driver board is shown in Figure

4.14.
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Figure 4.14: B194 Rotational table driver board
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The circuit uses an 8-bit PIC18F1320 micro-congmodind discrete power transistors to
switch power to the coils of the stepper motor wodked very well. Implementing the
design and having the ability to change the firmenafowed full and deterministic control

of a stepper motor over a ubiquitous RS232 conorecti
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The list of materials tested included commonly wiatorics and other materials of interest:
a. Cotton shirt
b. Cotton polyester shirt mix — stripped blue, blackl white
c. Denim —two lots pale blue and dark blue
d. Kevlar
e. Leather — colours: natural, red, white and yellow
f. Paper white 85g/m2
g. Polar fleece blue
h. Polyester film
I. Paraffin wax block 8cm square

An analysis of measurements for from the 14 — 4@ @xperiment can be found in
(Harmer et al., 2008). The summed measuremerntaregmittance for each material are
shown in Figure 4.15 for frequencies between 751dfiGHz. The radiation was
normally incident for this data. The measuremshtswv that Kevlar is the most
attenuating material, but apart from personal barthyour, this is not a commonly worn
material. Of the most commonly worn materials lesther was the most attenuating of all
the fabrics tested and represents the baselinenttbawhen detecting concealed objects.

The case for red leather is discussed next.
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Shirt 93.8%

Poly Cotton 91.1%

Denim Dark 86.2%

Denim Light 86.7%

Kear 76.0%

Paper 85gm 95.1%

96.9%

Polyester Film

Fleexe Blue 94.2%

Paraffin Wax Candle 96.9%

Leather White 82.7%

Leather Yellow 85.8%

Leather Natural 83.1%

Leather Red 79.6%

0.0% 20.0% 40.0% 60.0% 80.0% 100.0%

Transmitted Power (Arb)

Figure 4.15: Energy transmission through various materials, normally irradiated
Since red leather gave the smallest normalisedkigwels at different frequencies for a
commonly worn dry fabric, it represents the moffialilt material through which to detect

a threat and helps establish the level of sentsitheeded in the first prototype.



The effect of applying water to a fabric samplsitoulate wet conditions gave results with

higher levels of attenuation. The different leatsemples were similar, except for their

colour. It was therefore concluded that the pighweas probably responsible for the

different levels of attenuation. Natural iron oxi(FeO;) pigments are used for in material

colouring processes to produce a red colour. Adegluct of this process is an increase in

the metal content of the leather that could expllagnincreased levels of attenuation.

Hence the unanticipated impact of material colgyon transmission performance was

identified and must be considered. Figures 4.1b4ah7 show the measurements the

background and red leather between 75 and 110 Géiztligate, 2009).

12
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Figure 4.16: Background measurement prior to red leather energy transmittance

experiment
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Transmission Performance: Red Leather
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Figure 4.17: Energy transmittance for red leather between 75 and 110 GHz

Figure 4.18 shows the normalised response forettidesather.
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Figure 4.18: Normalised response of red leather between 75 and 110 GHz
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After examination of the results for the differéabrics, it was concluded that an optimal
window does not exist in range of frequencies waild give significantly better results,

than the average across the range.

The benefit of this conclusion is the absence gfrastriction on operating frequency for
the detection system, although this early work meagricted to lower frequencies
(Andrews et al., 2009). This is a definite advgetéor systems using active swept
frequency radar since the wider the swept frequeange, the finer the spatial resolution

(Immoreev & Taylor, 2005).

4.6 Detection of Dielectrics

Most non-conducting materials reflect up to 25%a%H to 110 GHz signal in air. Water
reflects 40% (Renne & Keiding, 2002) and human $lds similar properties, but with a
lower reflectance (Pickwell et al., 2004). Therefa large plastic bottle full of water can
be used to approximate a human torso (Bowring.e2@07b). Metals are almost perfect

reflectors.

The Fabry-Perot Interferometer (FPI) was used extely during the early stages of this
research project to measure the properties ofarede. The contribution to knowledge
gained through using this enhanced the controleawadlysis software available for faster

data collection.

Interference between the front and back surfacesdiélectric slab forms the basis of
detecting explosive layers, by generating an @goil signal in the frequency domain.
The interference pattern is a result of the contimnaof reflections from the parallel sides
of the dielectric, acting in a similar way to a thlates of a FPIl. Reflections occur due to a
step change in refractive index between two dialentaterials creating a partial mirror

reflecting a fraction of the incident radiationessguation 4.20.
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2

(4.20)

Rz(m
n,+n,
WhereR is the fraction of the incident wave power refegcaind; andn; are the
refractive indices for the interface materials.eTwo patrtially reflecting surfaces act in a
similar fashion to the two fixed plates of an etatesulting in the oscillatory frequency

response. The frequency difference of succesgslexd of oscillation is inversely

proportional to the thickness of the dielectric (Bmg et al., 2008)

(4.21)

(4.22)

wherec is the speed of lightyis the refractive index of the materihlis the physical
thickness of the sample. This technique is appgbateasuring a PTFE disc in the next

section.

For a transmitted sign&h,e’™, return signakg, primary target distande and amplitude

reflectionr:

o (2w
|ER|2: rEOe—lwte( c ) (423)

wherew = 2rf, f is frequency and is the speed of light. A detector measuring qrdwer

will measure |ERf , which for a single interface does not vary basedrequency.

However for two interfaces locatedlatandL.,, the reflected power is:

2oL, 2oL, ||2
2 C C
IEd?=|r.€ +r,e

4.24
= 2 2 2w ( )
o "+[r,|"+2[ry[|r j co C_(Ll_l—Z)
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This contains a cosine term that produces an asnilj response, proportional to the
difference inL; andL,, with respect to frequency. By Fourier Transforgithis response

it is possible to extract the apparent distance/éen the two interfaces.

This analysis can be adapted to provide the alschnige to a target at a distahgand
the first interface is at the transmitter, formagavity. Since the first interface is at the

radarL; = O:

2
|ER|2:|r1|2+|r2|2+2|r1||r2|COS(Tm(Lz)) (4-25)

and if the frequency is being swept linearly withet:

S f
fﬁ(g)t] (4.26)

then the frequency of the interference pattern is:

C2L,(5f
fi=—g (M) (4.27)

0w=2T7

4.6.1 Measurements of a PTFE Disk Embedded with Mica

Figure 4.19 shows the interference pattern for BEPdisk containing embedded mica of

thickness 40 mm illuminated between 50 and 65 GHz.
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Detector signal

Frequency in GHz
Figure 4.19: 50 - 65 GHz frequency response of a 40 mm thick PTFE disc with embedded
mica
Applying Equation (4.22) to the 5 oscillations beem 51 and 62 GHz the refractive index

of mica embedded PTFE may be determined:

c

6f:2n|

S

3x10°x5 1
2x0.04x (62— 51)x10°

(4.28)

The oscillations in the frequency domain relatéhwoptical depth of the dielectric and the
existence of such a pattern is a clear indicatatr dhdielectric object is present. It is
important that the range resolution of the systelmetter than the minimum optical depth

of a explosive device for detection to occur:

(4.29)

A Fourier Transformation of the frequency data shawFigure 4.19 generates a time
domain/optical depth plot (Bowring et al., 2007%iying an observed peak shown in

Figure 4.20.
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Figure 4.20: Fourier transformed frequency response of a 40 mm thick PTFE disc with
embedded mica
The difference of the observed thickness from tleasuared thickness of 40 mm is a
product of the mica in the sample with a refractivex of approximately 2, which may

be compared to 1.44 for the PTFE matrix alone (Lab996).

The large non-zero frequency component generateldeoyariations in illumination power
and receiver sensitivity is difficult to mitigateéobscures low optical depth
measurements. Also it is significant that digieadbjects with irregular surfaces but
parallel surfaces produce a sinusoidal oscillatesponse in the frequency domain despite

the additional scattering caused by the irregulaiases (Bowring et al., 2007b).

An improvement in optical depth resolution coulddohieved by increasing the frequency
sweep and the maximum extent of separate dimensieasurable extent is a function of

the number of frequency samples points taken:

_c(N-1)

dextem— 2A f

(4.30)
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wherec is the speed of lighl\l is the number of samples adflis the system bandwidth.

The disadvantage of this method is that the Fotmaesform expects the datasets to be
periodic (Smith, 1997). A distinct advantage a$tmethod is that it is independent of
absolute frequency, requiring only a frequency badth to achieve a specific resolution.
By changing the operational frequency band of timégbypes up to 75 - 110 GHz an
optical depth resolution of better than 5 mm cdagdachieved.

4.6.2 Application to Non-Fragmentation Based Explosi  ves

A practical illustration of this phenomenon usesaaid paraffin wax. Paraffin wax has
similar dielectric properties to plastic explosiyeamb, 1996; Kemp et al., 2006; Hu et

al., 2006) . The refractive index of paraffin waex120 GHz is 1.48 with a imaginary
component of 27x1H(Lamb, 1996). For a normally illuminated flat fage the

coefficient of reflected power is 4% and since offlg of the incident signal is reflected
the signal strength rapidly diminishes, anythingathe first reflection has little effect on
the results. Figure 4.21 shows in three stagesptincipal reflections and the quantities of

interest are in bold:

—i

o 100% o

(‘DS < A%x100% 96%x100%

N

o 6% o 96%x96%,
(‘DS < A%x96%

™

Qg 96%x3.8% 3.8%

% 4%x3.8% o

Figure 4.21: Principal reflections of an EM signal caused by a paraffin wax block
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The first stage shows the original incident wate, ieflected component and the
transmitted component (96%). Stage two occurrirteaback surface of the dielectric,
shows most of the signal passing out of the dieteahd a small internal reflection (466
96%). Step three sees most of signal reflectatiige two, passing back out of the
dielectric towards the receiver (96% of 3.8%). HM waves add and interfere when
measured on the detector diode. Depending upes thariables, the thickness of the
dielectric, the dielectric's refractive index ahé wwavelength of the radiation interference
will occur causing a sinusoidal response. |If tistashce between the partial reflectors is

equal to:

Ad=22 (4.31)

wherek is an integer and is the wavelength of the radiation then all thev@gapassing
through are in phase and a maximum signal will leasared. If the distance between the
surfaces is not a multiple af2, then some degree of destructive interferentieoagur

and the signal will not be a maximum. Figure 4st8ws detector voltage representing
measured power against frequency (sample numbrea)lioearly stepped frequency

source.

This simple example considers a uniform samplesd-free material, since signal
attenuation has no effect upon the the opticalldepthe object.

4.6.3 Simulated Plastic Explosive in Isolation

This technique can be applied to a dielectric bleakulating a plastic explosive device.
Paraffin wax shares similar dielectric charactasstvith conventional explosives and has

been used as a replacement in experiments (FagnBibth, 2003; Bowring et al., 2007b).
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This technique can be applied to objects that atside the Fabry-Perot interferometer
(FPI), since at any discrete change in refractiakex (and depending on the angle of

incidence) portions of the EM wave are coupled amd reflected at the boundary.

Figure 4.22: 8 cm by 8 cm calibration wax block used for antenna alignment
By analysing the frequency response of an objedsaa wide band, it is possible to
determine its dimensions if the object’s dielecioperties are known. Figure 4.22 shows
a wax block used to align the apparatus. It hsisnale shape with flat parallel sides, ideal
for testing the adapted FPI technique. The respmnshown in Figure 4.23 from

Southgate (2009).
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Figure 4.23: Sinusoidal response of paraffin wax block

Performing an adapted Fourier Series transfornmhmndataset and after removing the DC
component (OHz) a peak can be seen at 12cm ind=#g@r. The FFT was adapted to
directly output the optical depth for paraffin waXhe peak corresponds not to the
thickness of the wax block, but instead to its @gitthickness (actual thickness 8cm

multiplied by its refractive index of approximatelys, giving 12cm).

FFT Output

_2 1 | 1 1 1 | 1 1 1
0 5 10 15 20 25 30 35 40 45 50

Optical Distance
Figure 4.24: Result of adapted Fourier Transform on FMCW data showing the optical
depth of a paraffin wax block of dimensions 8 cm by 8 cm
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This happens because the front and back face® a¥al block act as boundaries or step
change in refractive index. Peaks in the responsar when the EM radiation is at a
frequency of wavelength similar to an integer nulétiof the optical thickness of the wax
block and troughs when the reflected wave is oythafse with the incoming wave. The
distance to the wax block is not determined usimgtechnique.

4.6.4 Dielectric with Reflective Background (Simulat  ed Body)

To more fully simulate the effects of an explosilevice strapped to the torso, the wax
block from the previous experiment was positionettont and against a large water bottle
full of water used to simulate a human torso. Uibe of a large water bottle as a simulated
human torso has been adopted by other researétagievich & Einat, 2010), due to the

similarity between the dielectric properties of thenan torso and water.

Figure 4.25: Wax block with full water barrel backing simulating a human torso
The raw data collected during this experiment @ashin Figure 4.26 and applying the

adapted Fourier Transform, produces Figure 4.27.
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Figure 4.26: Paraffin wax block of dimensions 8 cm by 8 cm backed by a full water bottle

backing
The resulting plot shown in Figure 4.27 is similathat for the wax block alone, with the
system seeing an optical depth of 120 mm, exceghélarge low frequency variation
seen in the raw data plot which produces a pe#keiptical depth plot at 14mm. Again
the refractive index of paraffin wax was 1.5, whetplains why the peak for the 80 mm
square wax block appears at 120 mm; the peak ain4s attributed to the shape of the
ribbed wall of the water bottle, which causes a giihis dimension between the wax

block and the water.
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Figure 4.27: Paraffin wax block backed by a full water bottle optical depth plot
Although the data shown in Figure 4.26 has a distiscillatory nature, there are problems
converting this data into distinct optical deptfi$ie experimental data in addition to a
zero offset, contains the source and receiver cteratics. The zero offset can be
removed numerically while the variations in souacel receiver characteristics can be

modelled.

Direct power detection can be used to measureistende between interfaces, but since
the phase of the reflected signal is not compariédtive phase of the source only relative
time and hence distance measurements are poskibéeything in the beam is measured
simultaneously and it is not possible to gate dyjeats in the beam, whereas a heterodyne
based radar with access to phase information danndiee the range, permitting time

gating of the signal to remove clutter.
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4.6.5 Observation of a Water Backed Dielectric Layer  Between 75 — 110 GHz

Figures 4.28 and 4.29 using a 75 — 105 GHz syshenw ¢he results for a rectangular
block of paraffin wax between 25 — 30 mm thick, siating a plastic explosive layer. The

graph shows the wax target alone, mounted on avhtir barrel (in the case of Figure

4.25) and strapped to a human torso.
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Figure 4.28: Frequency spectrum of a barrel only, wax block and barrel and wax block only

(offset vertically)
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Figure 4.29: Frequency spectrum of a body only, wax block and human body and wax
block only (offset vertically)
The oscillation in the data due to the wax bloc&léarly seen even when backed by an
agueous body. Transforming the data into an dadigth produces a clear peak at 40 mm

corresponding to the wax block, shown in Figur@&4nd 4.31.
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Figure 4.30: Fourier transformed optical depth for barrel only, wax block and barrel and

wax block only (offset vertically)
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Figure 4.31: Fourier transformed optical depth for body, wax block and body and wax

block only (vertically offset)
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This may be compared with results taken using a \(Ngilent E8363B/N4420B). This
heterodyne measures the range dependent responséh same targets and by sweeping

from 14 to 40 GHz. Figure 4.32 and 4.33 showsdénge gated responses for body, barrel

and wax.
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Figure 4.32: Range gated response from barrel only, wax block and barrel and wax block

only (offset vertically) taken using the VNA
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Figure 4.33: Range gated response from body only, wax block and human body and wax
block only (offset vertically) taken using the VNA

The presence of the wax block is clearly indicdigdhe peak in front of the body and
barrel corresponding to its optical depth. Thesilts suggest that time domain analysis
using a super-heterodyne based system can beadetett the presence of a concealed
dielectric. However in practice, with a movinggder with body rotation of approximately
+10° combined with Doppler blur, the response fittve body changes and additional
peaks occur where the peak for the explosive iee®o. Therefore it is necessary to scan

faster than the VNA in a practical system. The Vdied takes approximately 200 ms to

complete the aforementioned scan (Agilent, 2012).
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It could be argued that the technique for detedtmegthickness of a dielectric block would
give results of little or no significance if theobk is of irregular shape or thickness.
Results show that dielectric blocks of irregulaayst and surface texture still display
strong directional reflectance at millimetre wavejths. The location and approximate

thickness can still be determined (Bowring et2007b).

Two test samples are shown below:

Figure 4.34: Irregular dielectric test piece one

Figure 4.35: Irregular dielectric test piece two

103



4.7 Detection of Metals
4.7.1 Edge Glint

The edges of a metal object can be easily detéwadtheir to scattered signal. This can
be seen by rotating a simple thin metal sheet (etched PCB), see Figure 4.36, in the
beam and the lateral distance between the edgdseceaiculated from the frequency of

the peaks in the raw data.

Figure 4.36: Experimental apparatus to measure the FMCW response of a rotating thin

metal plate (unetched PCB)
Since the metal sheet is conductive and is withialeernating EM field, an electric
current is generated within it. The radiationtoé thduced surface currents can be
measured and analysed (Novak et al., 2005; Gashieoal., 2006). The measurements
taken for Figure 4.37 were taken using a VNA andgithe method described in (Rezgui

et al., 2008).
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Figure 4.37: Rotating thin metal sheet optical depth transform results

The metal plate is geometrically simple, consenthrggpolarisation of the incoming EM
radiation. The distandeébetween the peaks is a function of the adglerough which the
plate is rotated and widthof the metal plate in the relationship:

| =Lcos<H (4.32)
It can be seen from this that the response froormple metal object is not aspect
independent and a poor choice for the detectiaginople metal objects. However a gun is
a complex shape with many dimensions, edges ameor The multiple and curved
surfaces scatter and alter the polarisation ofrttieent radiation which when measured

can indicate the presence of a complex object asachgun.
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4.7.2 Gun Barrel Detection

One feature of every gun is the barrel. The sigespponse due to glint varies for a simple
metal object as described in section 4.7.1, bub#reel has a distinctive response that has

some aspect independence.

The experimental apparatus to measure the respbasmetal barrel at different angles is

shown in Figure 4.38.

PC Focussing
Optics

Data ) Synthesiser TX ) E[
Acquisition 14 - 40 GHz D
s Power Rx
DC Amplifier —— S C° <—|:Q D

Figure 4.38: Experimental apparatus to measure the response of a gun barrel

Synthesiser Agilent E8257D 40 GHz

Antennas 20dB gain horns

Detector HP 11585A zero-bias detector

DC Amplifier 80dB with variable gain and offset

Data Acquisition National Instruments NI-6132 PCicca

Object 10cm long barrel closed at one end with|9
mm ID and 19 mm OD

The difference between the response from the extefithe gun to the response of the

barrel is that it has a cut off frequency and beirgavity has greater aspect independence.

Rotating the barrel the measurements in Figure wed@ taken.
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Figure 4.39: Frequency response of a 9mm internal diameter 10cm long simulated gun
barrel aligned between 0 and 60 degrees and illuminated between 14 and 40 GHz (plots
vertically offset)

An oscillating response can be clearly seen whemtivelength of the signal is small
enough to propagate into the barrel. The minimwgguency, to propagate into the
barrel is given by:

¢ _1841c
¢ 2nr

(4.33)

wherec is the speed of light, ands the radius of the circular cross section (Bavgla,
2008). For a 4.5 mm radius the calculated cufreffuency of 19.5 GHz agrees with the

empirical results.

For a cavity lengtly., the response for whéns greater thah is given by (Rezgui et al.,

2008):

+q) (4.34)

|Er|zocCOS(27[\/( f2— fcz)(zc—l‘
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wherec is the speed of light. The results show the a#oity response occurs at a range of
angles up to and over 45° and oscillation peridatirey to the cavity length. The period
seen is independent of rotation angle unlike tspaase produced by a simple metal plate
given in section 4.7.1, where the period is prapoel to the angle of orientation. This
signal behaviour provides a potential method oéeining the presence of a metal barrel

which in most cases would constitute a suspicidajsad when concealed.

4.8 'Direct Detection' Radar Resolution and Maximum Range

For a practical 'direct detection' based systemsitstem antenna forms one interface and
the approximately parallel surfaces of remote dbjémrm other interfaces. Spatial
resolution is a function of the bandwidth with adhetical distancd..s between adjacent

channels of:

__C
dres_ZAf

(4.35)
Wheref is the bandwidth of the system anid the speed of light. With a frequency
sweep between 14 and 40Gldz 5.77mm. This is the best possible resolutiarttics

bandwidth and can be applied in exactly the sameimwatepped and swept FMCW radar

that measure the phase, by a non-linear frequemp,rsee equations (4.9) to (4.12).

The maximum unambiguous distance between two atesf measurable by the the system

Is a function of the resolutiathes and the number of frequency points taken

d unambiguous: d resns (436)

For a distance of 10 m, 1734 points are requirgatactically 2048 for FFT purposes. The
unambiguous range of a system is only the maximistartce an object can be from the

antenna for unambiguous extraction of range, r@ttaximum range at which an object
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can be detected. The maximum range that an otg@cbe detected is a function of the
transmitted power, the receiver sensitivity, theSRff the object and the minimum
detected noise limited power:

S, =(SIN)...kT,B(NF) (4.37)
whereS/Nnin is the minimum signal to noise ratio needed todedesignalk is
Boltzmann's Constant [1.38 x /°K], T, is the Absolute Temperature of the receiver

input [°K], B is the receiver bandwidth [Hz] amNF is the Noise figure.

4.9 Prototype One: Direct Detector Bench Top Feasibi ity System

This system was the first prototype and was baittémonstrate feasibility. The system
consists almost entirely of off the shelf parts bBedch equipment. The hardware and

experimental apparatus is shown in Figures 4.40aft

Figure 4.40: Direct Detector bench prototype antennas and a gun with simulated torso
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Figure 4.41: Direct Detector bench prototype RF and PC hardware

A LabVIEW program handled control of the equipmand signal processing. The top

level diagram for the system is shown in Figure4.4

PC
LabView
Signal Gen
PCI-6132 — P E8257D
DC Amplifier <«——  Detector

TX

Rx

Figure 4.42: 14 —40GHz Direct Detector Prototype Block Diagram
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The bench equipment used to test the detectiomigpeh is listed below:

m An Agilent EB257D PSG Analogue Signal GeneratoDGHz, for generation of

the FMCW signal to illuminate the target.

m Two 20dB high gain horns to focus radiation ont® tdrget and minimise the

collection of radiation from surround objects.

B A microwave zero-biased detector to convert thensity of the received radiation

into a proportional analogue voltage.

m A DC coupled amplifier to amplify the voltage pragd by the detector and

provide a low source impedance for the subsequB@.A

m A National Instruments PCI-6132 — 14-bit 2.5MS/s/Shmultaneous Sampling
Multifunction DAQ card to digitise the receiver saj and trigger the E8257D

PSG.

m A PC running Windows and LabVIEW to control and g@ss the signal data

acquired by the PCI-6132 card.
The only component that was not bought off thefshiat the DC coupled amplifier.

The control and analysis was implemented using LB, The source and receiver
antennas were located and the object under measntgositioned as in Figure 4.40, with
a reflective background and in this case a wateebtull of water to simulate a human
torso. Aiming was achieved by manually aligning borns and target to obtain the
maximum signal at the detector. The signal soigstepped in frequency and the
response is measured using a single receiver.rebagver produces a unipolar DC voltage

response. The frequency response of the targfe¢nsprocessed using an FFT and the
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resulting data plotted with an arbitrary amplitidginst optical depth. The plot is against
optical depth because without knowledge of theglangaterial, geometric thickness is a

function of optical depth and refractive index.

Figure 4.43: Rotational table in a direct detection reflective object experiment
This information could then be fed into a patter@ching artificial neural network for
classification. Classification consisted of attitihg a threat level to each set of
measurements. Physical shape, construction, matemposition and distance all affect
the results. In the context of this research tlidetection has come to describe an
experimental apparatus used to detect the refleesggbnse of a remote target as shown in

Figure 4.43. Time for a single inspection was appnately three seconds.
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Figure 4.44: Direct detection of wax slab on torso experiment
Initially samples were held against the body aswshim Figure 4.44, however more
regularly and conveniently a water barrel was usesimulate a human torso backing for
the object under test, as previously shown in legud0. This approach was later adopted
by another research group (Kapilevich & Einat, 2010 he use of a water bottle gave

increased repeatability, because the positionebtiect and ‘torso’ were constant.

Even using high gain horns on the transmit andivegeaths the measured signal at the
receiver is tiny, due to distribution of the EMs&d and scattering. A two stage amplifier
with optional inverting stage was constructed tvpte up to 60 dB of gain. A top level

diagram of a single channel of the amplifier iswhon Figure 4.45.

113



Offset
Setting

v

: Variable Gain . .
Ga]n . Voltage . 30 dB V.olltage . Unity Gain
Setting = Amplifier Inverter
Amplifier
Power Input Amplified
Supply Signal Signal

Figure 4.45: Top level diagram of a single channel of the 60 dB variable gain and offset
voltage amplifier
The gain and offset were manually set to fill thput of the ADC, later systems would
need a means of automatically adjusting gain iardrolled manner to respond to the

range to target. A ranging system was incorporgtidthe subsequent prototypes.

4.10 Detection Using Multiple Polarisations

It was found that complex targets could be mordihg&entified by rotating the
polarisation of the receiver horn. Since complepects are capable of changing the
polarisation of an EM wave, the effects of changimg polarisation of the receiver were
investigated. The signal response was measu@daaid 90° with respect to the
transmitter horn. These are known respectivelyoagolarisation and cross-polarisation.
For co-polarised measurements, antennas are dedrga they are sensitive to EM waves
in the same polarisation. Practically, this isiaetd by orienting the horn feeds in the
same direction as shown in Figure 4.46. For cpmdarised measurements the horn feeds

are perpendicular as shown in Figure 4.47.
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Figure 4.46: Co-polarised antennas

Figure 4.47: Cross-polarised antennas
Since wave-guide horns act as excellent polarisieespolarisation of a signal may be
measured by careful orientation of the antenna.ekample, if the transmitter and
receiver horns are orientated in the same plan@dtarised configuration) only the signal

where the polarisation has been conserved is mes@onversely if the receiver antenna
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Is rotated about its axis only the amplitude congmda of a signal of amplitudé in the
plane of the antenna will be measured, witeethe difference in angle between the
polarisation of the antenna and the radiation:

a=Acos0 (4.38)
The radiation from a horn antenna is linearly pekd (Markov, 1965), therefore by using
horn antennas the polarisation of outgoing sigaatsthe parallel component of received
signals can be measured. If a signal is exacthyo80 of alignment with a receiver then
theoretically no signal is measured. This phenanearan be exploited, by manipulating
the polarisation of the antennas. Normally shiftine polarisation of EM waves is
achieved using a polariser, but instead we usehfisical characteristics of a small hand
gun to shift the polarisation. The two graphs teétow the results of cross polarising the
antennas for a person with and without a small gangbresent on their person, see

Figures 4.48 and 4.49. The data was gathered apip@ratus shown in Figure 4.50.
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Figure 4.48: Cross-polarised response of a person rotating with no gun present
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Figure 4.49: Cross-polarised response of a person rotating with a concealed handgun
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The co and cross polarised time domain responsesdelection of targets can be seen in
Figures 4.51 to 4.58. The co and cross polariseasnrements were taken using a Agilent
VNA operating between 14 and 40 GHz. The expentaleapparatus is shown by Figure

4.50. and a more detailed description of the metawdbe found in (Rezgui et al., 2008).

VNA TX

E8363B
A &

Co Polar Rx

Cross Polar Rx

Figure 4.50: Experimental VNA setup for measuring the time domain co and cross-

polarised responses of a range of objects scanning between 14 and 40 GHz
The targets were positioned approximately 2 m ftbenantennas and the resulting data
range gated, so the ranges given in the plotsllarglative. The co and cross polarised
responses are shown by the smooth pink and crbdésedraces respectively. Figures 4.51
and 4.52 show a gun in different orientations aigtifés 4.53 and 4.54 show the body face
on and at an angle. The features from differertsps the body can seen clearly in Figure

4.54.
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Figure 4.51: Co and cross-polarised response of a gun between 14 and 40 GHz
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Figure 4.52: Co and cross-polarised response of a gun between 14 and 40 GHz
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Figure 4.53: Co and cross-polarised response of a body between 14 and 40 GHz orientated

face on
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Figure 4.54: Co and cross-polarised response of a body between 14 and 40 GHz at an angle

showing the signal from the arms and torso
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Figure 4.55: Co and cross-polarised response of a body with gun between 14 and 40 GHz
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Figure 4.56: Co and cross-polarised response of a gun on the side of the body between 14
and 40 GHz angled side on
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Figure 4.57: Co and cross-polarised response of a body with camera between 14 and 40

GHz face on
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Figure 4.58: Co and cross-polarised response of a bunch of keys between 14 and 40 GHz

face on
The cross polarised response produced by compigststes such as the gun are absent
from the plots for the body alone. The measuremfamtthe bunch of keys has a
significant a cross-polarised component, so usiegoresence of a cross polar response

alone is insufficient to reliable indicate the mmese of a gun. However, significantly the
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co and cross polar response for the keys are similmplitude, unlike those for the gun
and due to the smaller RCS of the keys they aeaarder of magnitude smaller than

the measurement for the gun.
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5 Portable Prototypes

This chapter describes the development of portatdeotypes based on the techniques

discussed in Chapter 4.

The feasibility prototype techniques see 4.6.1.60%and 4.7.2, use a lot of equipment
unsuited to the realisation of a portable versidn.implement a portable device the
functionality of the test equipment in compact lpower form factors is required. The
systems requiring a portable version to be develapere the controllable mm-wave
source; DC amplification of the detector signal®@®circuitry for sampling of detected
signals; synchronisation and control circuitrytriware and software and power supplies.
Although designed to be portable the system chasssdesigned with a tripod mount to

ease setup, configuration and calibration.

The bench top prototype required the target olgebe placed and moved into the
detection volume of the system. By making thegixqte portable or tripod mounted its
detection volume can be moved by just pointing & inew direction. Inspection of a
individual would be achieved by manually rasteriing detection volume over the target to

identify the presence, nature, size and positioangfconcealed objects.

A method of detecting the range to the target exled to mitigate variations in the return
signal level due to distance and permit determmistrmalisation of measurements prior

to analysis. Methods of determining target distaaie described in section 5.1.
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Both stepped and swept approaches have been usbthio target data. Initially the
stepped approach was used where it was possibkestly synchronise receiver sampling
with steps in the transmission frequency, butih&ow and prohibitive for large numbers
of data points. Their frequency stepping speedlaively slow taking tens of
milliseconds per frequency point, resulting in dmyy more than a basic scan taking tens
of seconds, even minutes. This is impracticatd&img reliable data from a human with
object target due to sway and breathing movemA&rgecondary and beneficial side effect
of rapid scanning is that spontaneity of reseanthexperimentation are easily stifled
when data collection and processing times are skeesr off-line. The same data can be

collected in a fraction of the time.

The analog sweep approach required a determisatnpling system that could monitor
the state of the signal generator and suspend santplring a band switch. However,
even the relatively fast analog sweep option (op@i07) for the Agilent PSG was slower
than our requirements. The circuitry for the nadtotype will need to include the facility
to sweep the mm-wave source more rapidly with acheat increase in receiver
digitisation rates. This is accomplished by th@dacanning prototypes described in

section 5.2.

5.1 Methods of Determining Target Range

In order to determine the range to a target suahrtddar returns can be effectively
normalised a method of measuring target rangeadet Ideally the system itself would
be capable of determining target range by phasgtsendetection (homodyne based
ranging), removing the need for a separate rangangpheral; such a system was
implemented by the later Mirlin prototype, descdbater in Section 5.7. Meanwhile a
compact, lightweight, low power device was needaethéasure the proximity of a

individual with a suitable interface. A numberd&vices were investigated for purposes of
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range normalisation of the signal including lasequstic, video and capacitive, but
ultimately two devices were selected for trial @othparison. These were the Sharp
2YO0A700 IR distance sensor and the SensComp 6150&8z ultrasonic ranger.

5.1.1 IR Distance Sensor

Sharp 2Y0A700 IR Distance Sensor

Figure 5.1: Sharp 2Y0A700 infra-red distance sensor
The selected part was a Sharp IR Distance Sensonyraber 2Y0A700, with a quoted
maximum range of 550cm. The small package ofgéisor with an equally small power
consumption, silent operation and easy to interéat@ogue voltage output made this an
ideal part, however the range was less than tihah&acoustic sensor. In practice this
maximum range was nearer 450cm and dependant bhpaeftector properties. It was
found that clothing is a poor reflector and thetgdaange is for a white sheet of paper.
This approach did have a much smaller beam pattamthe acoustic methods, but
ultimately the range was insufficient for our puspe. Figure 5.2 shows the measured

accuracy of the device.
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Figure 5.2: Measured against actual distance results for a GP2Y0A700
5.1.2 Acoustic Range Finder

SensComp 615088 50kHzUltrasonic Instrument Grad&tSsensor

= Smag tQensor 7y

Figure 5.3: SensComp #615088 50kHz ultrasonic instrument grade Smart Sensor
The quoted range of the sensor is 10.7 m with amarbeam pattern of 15°. In practice
for clothing the maximum obtainable range was 8.0rhe width of the beam pattern was

significant, because objects off axis and closenttme intended target were detected in
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error. Fortunately, the sensor can be configusedlow multiple targets to be detected
with a separation of greater than 8 cm between theéhis device was selected to be used
on the next prototype.

5.1.3 Ranging Device Interfacing

The Smart Sensor is controlled and target distame@sured by toggling and measurement
a series of |0 pins. Reception of acoustic eclwaslicated on the ECHO pin and must
be reset if multiple echoes are to received. Btirdjuish between clustered targets the
relative arrival time of an echo must be recorded the ECHO output reset with a low
latency. The maximum latency is a function of ldmegth of the acoustic pulse train,
consisting of sixteen 50 kHz oscillations and tesiged range. The minimum delay
before the ECHO output can be reset allowing resemif the acoustic pulse train and the
internal delay times of the device is 0.44 ms (Seamsp, 2009). This corresponds to a

maximum achievable resolution of:

d=—2 (5.1)

where \is the speed of sound (343.2hasd in dry air at 20 °C) and,lis the minimum
delay time before reset (0.44 ms). The maximurnaiobbled, given this constraint is 75.5
mm.

The process of extracting accurate range informathmout multiple targets from the sensor
is a timing and latency critical task, unsuite&t®ATLAB script running on a PC. Hence
an intelligent peripheral interface (IPI) was desid and built by the author to manage the
SensComp device with a minimum of latency and sagen. The heart of the intelligent
peripheral is a PIC18F2420, a fully deterministiS® architecture microcontroller
(Microchip, 2008). The IP1 was designed to fit thetprint of the sensor and send regular
messages containing measured range over a seeidhce to MATLAB, while

automatically triggering and measuring the outpdtihe ultrasonic sensor in a fully
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deterministic manner. Practical measurements ubmgevice are shown in Figure 5.4.

Measured Distance (m)

o = N W b~ 0O N 0 O

0 1 2 3 4 9 6 7 8 9

Actual Distance (m)

Figure 5.4: Measured against actual distance results for a SensComp 615088

50kHzUltrasonic Instrument Grade Smart Sensor
The IPI features power LEDs and on board indicagirswing the number of targets
visible to aid debugging and assist commissioniriggure 5.5 illustrates the compact

footprint of the board making it very easy to inegg into the existing design.

Figure 5.5: The compact B246 A and ultrasonic sensor assembly
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The firmware flowchart is shown in Figure 5.6.

START

Initialise
range finder

Has the
measurement
timer expired?

No

Trigger
range finder

-~

Log timer value,

increment target

counter and reset
echo register

Has a target echo
been received?

Send measurements
to master

T

Convert timer
values to distances

T

Figure 5.6: B246A Range Finder Multiple Target firmware flowchart

Has the echo
timer expired?
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5.1.4 Signal Gain

Two methods of normalising the signal responsetaf@et were considered: numeric and
physical. The numeric method of multiplying thgrsl level in software is possible

provided the input signal level fills a sufficieinaction of the ADC dynamic range. When
it is decided that an insufficient fraction of tABC input is used or the dynamic range of
the ADC is small or the detector is prone to satoimethen variable physical amplification

of the signal prior to digitisation is required.

Prototype One uses zero biased millimetre waveepaletector and amplifier, the output

of which provides a suitable signal for the0 V 14-bit ADC of the NI-6132 to digitise
over the possible variations of target distancemiric gain of the detected signal was

implemented in software by the host PC.

5.2 Custom High Speed Compact Data Acquisition Board s

Real time operation requires rapid scanning ofetsrgLab based experiments measuring
the response of static objects and bodies arepedsable tools for understanding
mechanisms of operation, but inadequate for evem sioving real world targets. A
means of dramatically reducing the scan time okilstem was needed to ‘freeze’ in time
a moving target. This was the design aim for #md scanning prototypes, by providing a
synchronised deterministic method of recordingréeeiver response, thereby enabling
faster and faster sweep speeds to be achievegssénce, the shorter the scan time the
smaller the degree of movement of the target aadgtivsequent minimisation of the

spatial blurring of the raw data.

For the target to be effectively frozen in timegasas range is concerned the limit
acquisition time was set as a distance the taggetove as a fraction of the range
resolution. Using range resolution equation 4tB88,0ptimal resolution (range interval)
for a 35 GHz frequency sweep is 4.29 mm:
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_C

~ 2AF

__3x10° (5.2)
2x35%x10°

d=4.2¢mmn

d

Assuming the worst case scenario of the deviceabpeand target walking (3 mph)

towards each other the time taken to travel a sirghge interval is:

1 mile per hour=0.447ms*

Relative Speed6x0.447ms '=2.682ms * (5.3)

—3
Time taken to travel range interva 2'2?;;]0_1 =1.6ms
. S

For the Fourier Transformations to operate coryetlle time for a complete scan must be

at least less than half this value, or 0.8 ms.

For maximum effectiveness these circuits requirethéching Rapid Scanning DAC
circuit B226 (described later in section 5.3.1ptoduce the drive signal for the microwave
Voltage Controlled Oscillator (VCO) generating then-waves and ADC boards to

measure the detector signals.

A diagram of the initial apparatus using the custapid scanning data acquisition board is

shown in Figure 5.7.
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E8557D Microwave 12.5 - 18.33GHz X6 Microwave TX

>
i Sweep State Indicators *
Target
Rapid Scanning - DC Voltage Detector Rx
i Data Stream
PC

Figure 5.7: Typical apparatus for using a rapid scanning board
A collection of progressively refined circuits wesalised to fulfil this requirement of an
non-PC based high-speed sampling device that dmuigsed with or without a computer.
The experience in developing these was appliedarattual portable prototypes.

5.2.1 Rapid Scanner Board

This system underwent a three iterations untiltsfsatory version was produced. The
board was originally designed to provide a non-gecll alternative to National
Instruments analogue interface cards capable ahsgnising with the synthesiser and
only digitise when a valid signal is being genedatén analogue sweep mode the
synthesiser is capable of sweeping from 12.50 t83L&Hz in 58 ms. By controlling the
synthesiser using the Sweep Stop In/Out interfageactically unlimited number of
samples could be taken during a frequency sweegpdpping the sweep during data
acquisition. However for the fastest possible gweaesynthesiser with the 007 analog
sweep option is required. The shortest sweep ¢onéigurable for a 12.50 to 18.33 GHz
sweep is shown as 16 ms on the GUI, but unexpgobedy 17 sweeps per second were
observed to occur in practice, in free running moBeee running mode produces a

continuous sequence of frequency sweeps.
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The output of the synthesiser was measured anebithstf the expected single frequency

ramp the ramp was split into three parts, as shaviagure 5.8.
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Figure 5.8: Time against frequency for a E§257D PSG Analogue Signal Generator (007

analogue ramp option) ramping from 12.5 to 18.33 GHz

The plot was created by measuring the output oSthieep Out connector on the back of
the signal generator which outputs a voltage propaal to the frequency sweep ranging
from 0 V and the start of the programmed sweeplénd at the end of the programmed
sweep. The periods of the graph when the frequienegt increasing are due to the
switched oscillator architecture of the signal gatw and the delay at the end of the
sweep is the fly-back preparation time for a newegv A means of monitoring the Sweep
Out output was initially implemented, but droppelden triggered monitoring and receiver
sampling performance were proven to be repeataliies was fortunate as it transpired
design and realisation of the sampling circuitryswelatively simple compared to the task
of transporting the generated data in a timely reann

The initial decision was to sample and buffer atiresweep was made as it gave the
lowest latency between samples, transmitting the tethe host between sweeps, thereby

maintaining peak samples per second. The PIC1&F2@8 its large quantity of RAM —
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3968 bytes the largest of any 8-bit PIC was selefdethe sampling task and the
PIC18F2550 was selected for its 'Full-Speed' USiheotivity.

The block diagram shown in Figure 5.9 shows tipdéeel subsystems of the prototype.

USB Data Command Signal
Interface [« » Packetiser [< > Interpreter [< Timer
A A
Trigger Out
Signal Valid
In
Signal Input Sample and ADC
1 > Hold > Module <
A 4 r
Signal Input Sample and Capture
2 i Hold Interrupt

Figure 5.9: Rapid scanning board v1 top level block diagram
The data throughput calculations started with drae timeTs were:

T S
* Sample Rate 11(x1¢®

=9.09x10°s (5.4)
and the maximum number of sampl&sssthat could be taken during the shortest

configurable sweep available on the synthesiser:

D Voweep_ 15x10°
™S Te 9.06x10°

s=1650samples/inspection (5.5)

The maximum number of sweeps per second (inspeciieh with a synthesizer total

sweep time including band switches and fly-back®ms is:
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f

1 1
inspection T. =17.24Hz (56)

inspection 58><1073
the the total expected average data generatecpand with a message size per sample of

40 hits is:

Data Payloat=f ;o< Dnsse< MESSage Sii=1.14Mb (5.7)

mss!

Fitting this into the band switch and fly-back pekriof each inspection gives a data rate of:

Data Payload __114xa0
f inspectior?< (T ﬂyback+ T bandswitching) 17.2¢x 31 . E X 10_3

=2.09Mbaud (5.8)

These figures assume no handshaking, line returalsezksums.

A USB connection was chosen over a standard semalection because of the additional
speed needed for the quantity of data to be trenesfe A standard serial connection would
have been insufficient for transferring capturethdar real time processing. USB is
ubiquitous on modern computers and satisfies thewalth requirements for real time
transfers with a theoretical bandwidth of Low Spée&Mbps) and Full Speed (12Mbps)
for USB 1.0 and 480Mbps for USB 2.0. USB 1.0ufisient for our requirements and
the Microchip PIC18F2550 high performance USB Ztpliant micro-controller
supporting Full-Speed USB 1.0 connections (MicrpcBi009). Although capable of
simultaneous dual channel signal capture the U$Blda micro-controller a Microchip
PIC18F2550 was unable to fully utilise the avakabISB bandwidth. A significant time
was spent trying to improve the throughput of theraacontroller. Both CCS and
Microchip compilers were evaluated, see Appendik@,ultimately even rewriting
firmware to interface directly with the USB Engimstead of using the standard library
only an improvement of 34% was achieved, this perémce was inadequate. An
alternative was needed and a commercial USB to UBRIge was identified TTL-232R-

3V3. Manufactured by FTDI the bridge is capabl&iibaud.
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The next board revision dropped the second digisahannel in exchange for a higher

maximum speed and reduced circuit and firmware dexity.

Even so, when using only a single ADC the systeoapsmble of saturating the 3Mbps data

channel offered by the bridge. The throughputtaelware serial port of a PIC18F is:

F osc
Baud Rat@m (5.9)

whereF, is the system oscillator speed anid the value in the SPBRG register.
Therefore, by inspection of Equation (5.9), the mmasm achievable baud rate and hence
throughput for the serial port, is a quarter of sgstem oscillator speed. The maximum
oscillator frequency for this chip is 40Hz giving a maximum throughput of 13.33
Mbaud, however the baud rates supported by the ¢édBerter are different (FTDI,
2010):

300000(

Baud Ratee—————
N y+0.125)

(5.10)
wherey can be any integer between 2 and 16384xarah be an integer between 0 and 7,
except when ¥ 1, x must equal 0. Thereby achieving baud rates bet@88rl baud and
3 Mbaud. The inter-relationship of all these Vialéa influences the processing capability

of the MCU viaF.s.and the throughput of the data link in the follow/ielationship:

Fosc 3000000
4(n+1) y+0.125x

(5.11)

A 36 MHz system clock was selected, a reductioh BAPS, but allowing full use of the

serial link - 3 Mbaud.

Changing the oscillator also alters the ADC moailbek. The original PIC18F2620 was
swapped for a PIC18F2431 with an internal highltggm automatically clocked and

buffered ADC module with automatic acquisition ¢reging.
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The newT,q for can be calculated using thg, (typically 416 ns) for the PIC18F2431
(Microchip, 2010):

F

= _Tadc (512)

T, S—=¢ =
AP ADCdivisor

whereADCqiisor IS @ preselected conversion value and in this t@sproducing &g of
444 ns for a 36 MHz system clock. Allowing samiobee. The minimum acquisition time
is:

Tace=Tam T Teor T T (5.13)
whereT.mpis the amplifier (negligible) settling timé&; is the holding capacitor charging
time andT is the temperature coefficient. is (Microchip, 2010):

Tooi=(Temp-25°C)(5x10 °s°C™) (5.14)
whereTempis the operating temperature of the converter.uAssg the maximum
operating temperature is 50 "G iS:

T =(50°C—25°C)(5%x10 °s°C )=130x10 °s (5.15)

T, allowing for a conversion error &f%2 LSb is:

__ 1 6
Tc_ (Chold)(Ric+Rss+ Rs)ln (2047)><10 S (516)
whereCiqq IS the hold capacitor (9 pAR.is the internal multiplexer switch impedan&g,

is the internal sampling switch impedance Bat the source impedanceRs varies with

Vasand for a 5 V supplRsis 6 KQ, thereforeT.is:

T.=—(9pF)(1kQ+6k Q+100Q)In (%ﬂ)xm‘ﬁ s=620x10"°s (5.17)

HenceT.qis:
T aeq=(0+130+620)x 10 *=750x10 °s (5.18)

The resulting maximum throughput was:
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1

sample:
1218 | 750x10°°

36x10

F

=164ksps
(5.19)

This completes the ADC calculations in preparatmrcoding.

Figure 5.10: Rapid Scanner v3

The final version of the board and top level diagi@e shown in Figures 5.10 and 5.11.
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232-USB Data Command | Hardware
Converter [« » Packetiser [« » Interpreter | Clock
A
Signal Valid
Signal
Timer 4
Precision DAC for
Voltage Ref ™ ADC Ref
A\ 4 A 4
Signal Input Sample and ADC Capture
1 i Hold i Module < Clock <

Figure 5.11: Rapid Scanner v3 top level block diagram
The resolution obtainable by the commercial NI-6&28&1 was exceeded and by
controlling the ADC reference a variable inter-iesfpon dynamic input was created.

5.2.2 Rapid Scanning Performance Benefits

Speed increases in excess of 10,000% were achieyeslyeeping instead of stepping the
frequency source, reducing the time taken to ol@dong scan of 32768 points (chosen
from 2' for numerical analysis) used for a long scan wthFPI where a large number of
points gave good resolution over narrow bands redube time taken from three and a
half minutes to well under a second. To enable f&aster sweep speeds faster prototypes
are needed to maintain the number of scan poietded within a sweep. For example, if
2048 points are required and the sweep time is 2Bamsthe minimum sample ratgin

would be:

(5.20)
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wherels is inspection size or number of samples @&nd inspection time. To acquire 2048

samples in 20 ms, a minimum sample rate of 102 isspjuired.

A significant and inherent benefit of increasingnsil acquisition rates was to produce a
system capable of capturing inspection data alissdntly. This made examination and
measurement of targets more intuitive, enablingratdtive manipulation of targets in real-

time, in a ways previously impossible.

The original software was written using MATLAB aitdvas later and unexpectedly
discovered that MATLAB has limited high speed des@nmmunications support. All
debuging and throughput measurement had beerddlfily a custom C# application. The
maximum rate supported using MATLAB was 230 kbaudch less than the 3 Mbaud
that was planned. Typically 2400 samples woulddrgerated for a 16 ms sweep with a
150 KSPS sample rate. The maximum number of sssibét could be transmitted per
second over the MATLAB limited serial link would B4500. This would adversely
impact the inspection rate and limit the maximummber of samples possible within an
inspection. Using the existing process of seqa#ptsampling and transmitting data

would result in a significant inter-inspection dedaf approximately:

10R,n,

inspection: 8n
b

(5.21)

wheren, is the baud rate of the serial lifR,is the sample size in bits angis the
inspection size in data samples. Giving a MATLABppsed inspection time of 209 ms,

instead of the expected 16 ms for a 3 Mbaud cororect

Re-writing the rapid scanner firmware to buffer @sgnchronously transmit the sample
data was not an option due to lack of RAM. To owete this issue, the number of
samples taken was reduced to allow local buffeaimd) asynchronous transmission to the

host PC. However this approach preoved insufficea without data compression the
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rate of inspections per second would suffer, dnogiom the expected 18 fps to less than
6 fps. Lossy compression of the sample data woeldn acceptable interim measure until

the C# version of the software capable of Full gg¢€B communication was ready.

The effect of lossy compression upon reconstrudioh transformation of the data into the
time domain would be to the reduce the amplitudeigif frequency signal components,
representing large optical distances which wouldbeopresent anyway. The degree of

compression would be proportional to the attenuadiohigh frequency components.

The time taken to bin and compress the data watasito the time it would take to send it
in its entirety. Therefore, apart from implemegtanroutine to reconstruct the data on the
host PC prior to processing and analysis, the MABLifposed restriction on serial port

baud rate was circumvented.

Bench tests have shown that 12 Mbaud is possilitteavenhanced hardware and an FTDI
F232H IC, using PCB B251A FT2232H breakout bodtds expected this additional

speed and more could be needed by future systems.
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5.3 Frequency Source

The VCO used in all of the portable prototypes isanufactured part made by Sivers
IMA, model number VO3260P/04. This microwave ptiw@ is the radiation source,
producing a frequency roughly linear with controltage. The power output varies by
frequency and temperature as shown in Figure SdlZudfils the input requirements of

the AMC-10 Harmonic Generator, used to multiply filegjuency to 75 — 110 GHz.
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Figure 5.12: VCO output power output against frequency

The non-linear drive voltage frequency responsiavn in Figure 5.13.
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Figure 5.13: VCO output frequency against driver voltage
Driving the VCO with a linear voltage ramp will nptoduce equally spaced frequency
steps resulting in a loss of resolution. Brookeale (2005) states the achievable
resolution with a non-linear sweep is:

A dIin :dtarget Lln (522)

whered is the distance to the target drid is the linearity of the ramp defined as:

S S
L- — max min )
in s (5.23)
whereS,, andS..are the rate of change of frequency sweep wittagel @dF/4V).
This can be combined quadratically with the systesguency bandwidth:
C 2
. \2
Ad resolution \/(m + (dtarget Lln) (5'24)

For direct detection the non-linearity associatéth wsing a linear voltage ramp to drive
the non-linear response shown in Figure 5.13, dicsignificantly affect the depth spectra

obtained as the effective valuedafe:is small. However, for homodyne systems, for
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example Prototype 4 (see Section 5.7), the ramgkeffirequires a closer to ideal linear
frequency sweep and in this case the voltage sgeerprated by the Rapid Sweeper
circuitry (see Section 5.3.1) was designed to corsgie for the VCO non-linearity. The
non-linear voltage curve was generated by extrgdhe desired frequency and voltage
pairs from a cubic spline interpolation of the measd response, shown in Figure 5.13.

5.3.1 Rapid Sweeper

Host
7Mia)coaolk; - o
Command Serial |
Interpreter Comms
Index . Lookup DAC —®  Amplifier
Counter Table

Figure 5.14: Rapid scanner top level system diagram
The Rapid Sweeper is a device developed to praviden-linear drive voltage for non-
linear VCOs, for generation of a linear frequenasp. The frequency against voltage
characteristics for the VCO are shown in Figuré8@afd the non-linearities are easier to

observe in Figure 5.15 plotting the voltage tursegsitivity against frequency change.
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Figure 5.15: Tuning sensitivity for Sivers IMA VCO at different temperatures
Host communications were handled by a FTDI USB Tohverter part number TTL-
232R-3V3. The command interpreter accepts instmstand configuration information
from the host and initiates frequency sweeps asined} The DAC selected for this
prototype was a 5V TTL parallel interfaced 16 bilglitch multiplying current output
DAC operating in unipolar mode generating 0 — 1famp using a LT1112 op amp and
with secondary amplification provided by an OP97R®&groduce a low impedance drive

signal 0 — 18 V for the Sivers IMA VCO.
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5.4 Target Screening and Localisation of Concealed O  bjects

Scanning a detector is a common way of increasiagletection volume of a system. This
Is implied for imaging systems where the detecétmment(s) can be scanned across the
desired detection volume. Scanning can be achieitedr mechanically or electronically

and depends on the technology used.

If a detector is small and lightweight, a crudenstag regime can be undertaken by the
operator by moving or aiming a detector over tmgafa This may be slower than
mechanically or electrically scanned systems, baxigdes more control and is far simpler

to implement.

The signals reflected from the body vary from difet parts of the torso. Signals from the
arms appear behind the chest and lead to intedereffiects very similar to the signature
of explosive material. To mitigate this problemcrawave optics are used to focus
illumination onto a small area of the subject, sty®ignals for one part of the body are
being measured at a time. The decision to incréeeseperating frequency allowed the
use of smaller optics and achieved the design@aalcompact and lightweight system.

5.4.1 lllumination Spot Size

For the technique to work optimally the object reetmlbe illuminated with a beam
commensurate with the size of the object. lllutingaan area larger than the object under
inspection reduces system performance, becaussiginal measured at the receivers
contains information about not just the objectthet surrounding area. Therefore it is
crucial for optimum performance that the beam patie comparable in size to the object
being scanned, and this depends on the gain afahemitter and receiver antennas. The
directionality of a pyramidal optimum horn antensa function of gain (Wikipedia

contributors, 2012):
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41 A

G=e, - (5.25)
wheree, is the aperture efficiency (0.511 for a horn anggrandA is the product of:
aE: \ 3}& LE (526)
whereLe is slant length of the side in the E-field
a,=+v21 Ly (5.27)
whereLy is the slant length of the side in the H-field aodnbining to create:
4m\3NLey2AL
Goptimum: €A 5 . (528)
A
The beam widtlwat range for antenna gai is defined as:
4n %
~r | — 5.29
w~r ( G ) ( )

This is plotted in Figure 5.16 as a function ofgan, for a 20 dB rectangular horn

antenna.
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Figure 5.16: Spot size (half power) as a function of distance
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Since the beam pattern is a function of rangep#rormance of the system varies on
object size and the range of operation. This dyoaspartly mitigated by providing real-
time feedback to the user by showing the beamnpadie an overlay on the live camera
feed part of the GUI. This performance variatipplees to guns, whereas for explosives a

representative patch is needed due to its unifatuara.

Standard gain horns are available in 10, 15, 202&ndB versions. Larger horns produce
more gain. A 25db horn is approximately 3 timesgyler than the equivalent 20dB horn.
The use of just an antenna to generate a smaditradispot on the target is impractical and
therefore a horn antenna in combination with a ieas used. This increases the effective

gain.
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5.5 Prototype Two: Direct Detector Tripod Prototype

The first compact prototype is shown in Figure 75.The top level systems diagram for

the prototype is shown in Figure 5.18.

Figure 5.17: First portable direct detector prototype
This prototype is a self contained unit requiririgaxternal bench equipment, except a

laptop providing the user interface and runninghNt#T LAB detection script.

Table 5.1 is a parts list of the top level systerfike following sections describe the design

and operation of each individual subsystem.
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Figure 5.18: Top level systems of the first portable direct detector prototype, only one

receive channel is shown
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Video Camera Trust HiRes USB camera

Multiplier Millitech AMC-10-RFHOO active chain mulftiier

VCO Sivers IMA VO3260P/02 wide band voltage cont&dlbscillator
MMIC x2 MMIC 94GHz detector supplied by MMIC Solutie

Control B253A

Electronics

Range Finder SensComp 615088 50kHz Instrument (Badet Sensor with smart

slave interface

Lens Polyethylene lens designed by Sarah Smith

Power Supplies B272 Direct Detector RF PSU board

Laptop Intel i5 with 4 GB RAM

Table 5.1: Prototype two top level parts list

To obtain a single inspection, the control eleat®monitors the physical user interface.
When a trigger event has occurred the control Eeids loads the first value from the
lookup table into the DAC and initialises the rafigeler. The voltage from the DAC
causes the voltage controlled oscillator to gemeesigRF signal. This signal is multiplied to
the desired frequency within the harmonic generamtar transmitted via the transmitter
horn. The lens focuses this energy onto the tavghta beam size approximately
commensurate with the size of a medium to largel@pan. Energy returns from the target
are captured by the receiver horns in co and g@okssisation, amplified and measured by
the MMIC receivers, producing a voltage proportidoahe detected RF energy. The
ADCs digitise the respective voltages for procagsin the control electronics. This
sequence is repeated for each value in the lo@lp.t The receiver data is processed and

compressed before transmission with accompanyiteyfdan the range finder to the PC
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via the communications subsystem. The PC unpaudksmaalyses the data; updates the
user interface and provides feedback if a thredeiected. The video feed is manipulated

to show the scan area and calculated beam pattern.

The role of B253A board is to manage, configurechyonise and power the hardware
portion of the prototype. The VCO lookup table wesated by the method described in
Section 5.3.1 and refined by iteratively measuang modifying the voltage curve to

achieve the desired linear frequency ramp.

The host computer processes data sent by the tetdotronics and provides the graphical
user interface. The laptop processor and memagifsgations are an Intel multi-core i5

with 4 GB of RAM.

The transport of data and translation of protocal physical signal translation is handled
by multiple FTDI USB TTL converters. Data is patiked prior to transmission by micro-

controllers to ensure synchronisation and datayiitte

This user interface consists of physical switcheslauttons used to control the system

software. The main push to scan trigger is pathigfinterface.

The video feed is provided by a Trust HiRes USBw2e® cam shown in Figure 5.19

connected to the host PC via a hub. This camesacthvasen because of its diminutive size

and video resolution of 649480 at 25 fps.

Figure 5.19: Video feed provided by a Trust HiRes USB 2.0 Webcam
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The target range is determined using a SensConmpisQltrasonic SmartSensor
interfaced and controlled by board B246A runninfijvgare P246B. This board makes for
a self contained unit providing a simple seriagérfdace for the host PC. The

measurement and host update rate was set to ZDizhighest measurement rate is a

function of target range and the speed of sountiyirair (Hyperphysics, 2008):

~331.4+0.6T, (5.30)

v sounc

whereT.is temperature in degrees Celsius. At 25 °C teedpf sound is 346 ms

therefore the maximum measurement rate is:

v
Measurement Rate%’ (5.31)

whered is the maximum range of 8 m, the peak measurenaénis 21.6 Hz.

During trials a slower rate of 3 Hz was found toypde a responsive system while

minimising unnecessary measurements.

Unlike airport scanners, this portable machine duggproduce revealing images of the
subject by using a standard camera to assist aimiPrgpfessor Bowring told BBC News
"It is designed to work out on the streets andis(restricted) to a closed, controlled

environment,” (BBC, 2009a).

Active mm-wave illumination will be used by the fotype. It has already been decided to

investigate detection methods utilising activenilnation of the target to improve
performance within uncontrolled environments. Teeision on the frequency band used
was based on the availability of parts for a 7816 GHz radar. The increase in absolute
bandwidth improved the radar resolution to 4.3 mampared to lower frequencies and

requires physically smaller optics to focus.
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The rapid sweeper used for this prototype is a @mtnyersion of the circuitry used to
drive the VCO for a proposed super heterodyne ralBar more information about this

sub-system refer to Section 5.3.1.
A full description of the VCO used was providedlieain section 5.3.

Manufactured by Millitech the part number AMC-1Qaisimes six multiplier producing
signals in the 75 - 110 GHz band. Requiring a maiiRF input power of 10dBm (max

13dBm) (Millitech, 2011), the target is illuminateding the radiation generated by this

device.
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Figure 5.20: AMC-10 frequency against output power (Millitech, 2011)
Microwave horns are used to direct radiation. Angegain is calculable from the flare

dimensions of the horn using Equation (3.3).
A single 20 dB horn is used to illuminate the themowave lens.

The role of the microwave lens is to focus the djiegy microwave beam as it exits the

horn into as small a spot as possible at a distah8m.
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Figure 5.21: Diagram of lens

The lens used is planoconvex. The thin lens apmprabtion for the focal lengthis:

%:<n—1>.(i+ L

R TR (5.32)

where the radii of curvature of the lens surfagefRa= », R, = 150 mm anadh = 1.52 for
polyethylene, giving a focal length of approximgt2B0 mm. The beam size angle is
defined as:

~ A _

WhereA = 3.3 mm @ 90 GHz.

The gain of an ideal horn and lens combination is:

b

2
5 ) =15000=42dB (5.34)

GNG(

Where the horn is at the point of focus:

D _ 16E
f

~ 29c=O.56rad (5.35)

Typically, the optimal fill of a lens is:
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D
o 0.28rad (5.36)

which approximates to the beam angle of a 20dB hatanna. The lens was designed by
Sarah Smith and built in house. Smith (2012) mtesia full description of the design.
Polyethylene was used instead of PTFE because afiffiiculty of manufacture.

Figure 5.22 compares the theoretical beam size 3witB measurements taken in the lab at

various distances.
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Figure 5.22: Spot size measurements with lens, range against beam-width
The receiver horns are used to provide signal gathmaximise the signal detectable by
the MMICs. The horns are commercial off the sfiél 110GHz 25dB gain antennas.
Their purpose is to enhance the directionalityhefs¢ystem and passively improve the
system's signal to noise ratio by creating a beanfilg that overlaps with the transmitted
beam at all distances. By minimising the collectid radiation from extraneous clutter, a

high signal to noise ratio is maintained.
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The MMIC receivers are monolithic devices incorgimga microwave frequency
integrated circuit low noise amplifier and RF débec They produce a bandwidth limited
signal with greater sensitivity than a comparalele diased detector alone (they
incorporate a zero biased detector after two LNeyss). The prototype employs two
devices, one in co-polar orientation and anotherass polar orientation. The device is
manufactured by MMIC Solutions. These parts aditionally used in passive imaging

applications operating around 94 GHz. These deviteasure RF power and generate a

DC voltage.

Property Value

LNA response bandwidth 4 kHz
Sensitivity 3 x 106mVvV/mw
Detector Bandwidth 72 -110 GHz
Detector Noise =0.1mV

Table 5.2: MMIC LNA and detector properties

The device output noise of 0.1 mV equates to aatinpise power of 0.03 pW. Figure
5.23 shows the performance and voltage outputeofwlo MMIC LNA receivers used in

the prototype.
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Figure 5.23: MMIC output voltage against frequency at room temperature
MMIC 33 and MMIC 34 are the serial numbers of th®1I\@ detectors under
measurement. The measurement apparatus condigtaddD, AMC-10 harmonic

generator and a series of attenuators connectibe tdMIC detector input.

The Analog Devices' AD976A ADC was chosen to dsgitihe receiver signals for easy
processing. The AD976A is a 200 ksps, low powémhit converter operating from a

single 5V supply. The converter resides witlcastroller on board B253A.

The power supply unit provides the numerous supglyg used by the different circuits
and peripherals of the prototype from a single 1&u@ply. The power supply circuitry
consists of several buck, boost and linear regrdatalividually switched and current

monitored using B240, running firmware P240.

A later version of board B241 incorporates a 4 xRfracter LCD displaying the status of

the separate power circuits driven by another romntroller running firmware P241.

Detection performance varied during experimentasiod development of the rapid
sweeper boards B226A and B226B. The cause of#mniation was identified as

temperature drift of the harmonic generator.
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5.6 Prototype Three: Portable Direct Detector Protot

ype

The top level systems diagram for the prototypgh®wn in Figure 5.24.

Range Finder
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MMIC Rx
Detector

Computer Intelligent
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Board Agent
Embedded
Computer
A
Aiming TFT Backlight
Lasers Controller
Control -
Electronics VCO Multiplier
A
DC Amplifier
Temperature External gggecehn
Sensors Triggers
Controller

Figure 5.24: Top level systems of the first portable direct detector prototype, only one

receive channel is shown



Video Camera

uEye UI-1226LE-C-HQ digital USB camera

Multiplier Millitech AMC-10-RFHOO active chain mulftiier

VCO Sivers IMA VO3260P/02 wide band voltage cont&dlbscillator
MMIC x2 MMIC 94GHz detector supplied by MMIC Solutie

Control B253B, B264, B270, B271, and B273

Electronics

Range Finder

SensComp 615088 50kHz Instrument (Badet Sensor with smart

slave interface board B246

Lens

Polyethylene lens designed by Sarah Smith

Power Supplies

B265, B266, B269

Laser Aiming

Four solid state laser diodes alignediening guides without use o

the video stream.

f

Computer Suppor
Board

tB273 provides power conditioning, data connectiggragation,

battery backup for the RTC and an external buzzerface.

Temperature

Sensors

Incorporated onto B253B is a four channel tempegatuonitoring

system with host reporting functionality.

Embedded PC

A Eurotech ISIS PC-104 embedded PC

Table 5.3: Prototype three top level parts list

System operation varies from the previous prototggaree major ways. A low power

Intel Atom based embedded PC running software nghwindows XP Embedded using a

LCD and touch screen, handles user input and psoaesemoving the need for an

external computer. The detector software is cod&¥ rather than MATLAB, enabling

the neural the network classification algorithmrudo at full speed, in addition to enhancing

the communication links. Temperature sensors baea included to monitor the

environmental and RF subsystem temperatures tada@@ome stability in operation over

a wider range of operating temperatures. Board3B2hterfaces to and monitors the

temperature sensors relaying digitised measurenethe embedded PC.
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The power supply has been changed with all circut®ing off a single 24 VDC supply
provided by an external DC supply or battery pahuding the LED LCD back-light
which requires a boost converter producing 28 e fevised PSU board B265 is
significantly smaller than the previous revisiont kacks the capability of monitoring and

switching individual supplies.

The criteria for selecting the video camera wasg,ptics and connectivity. The uEye
UI-1226LE is small and has the ubiquitous USB ifiateg and supporting API. The optics

contain an autofocus functionality so images aearctegardless of range.

The software consists of two versions for the didstector, LabVIEW and a later C#
versions. The C# version was developed in conjonetith some custom data acquisition
electronics to vastly reduce data acquisition tiares improve capture rates. The desired
scan rate was 15 fps. The custom board was dekigriee easily swapped between
different computers to facilitate testing and bemnough to fit into a portable prototype.
The custom board interfaced over a USB link, primgda single digitisation channel with

a resolution of better than 19 mV. In one respleetcustom board was inferior to the
National Instruments' PCI-6132, which has a voltag®lution of better than 1.3 mV. In
all other respects it was better (twenty four tirfeeter), compact and lightweight. Later
versions of this board are capable of resolutidrizetier than 0.1 mV and even faster

acquisition rates were used when reliable truetiead data acquisition was needed.

Issues with the prototype were that the range fiig@bility was limited to 7 m and
associated noise and alignment issues using acfu3the embedded processor was
regularly fully loaded and the MMIC receivers fradMIC Solutions Ltd are no longer

manufactured.
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5.6.1 Proposed Improvements

Several potential improvements were considered.ekample, the incorporation of a
homodyne radar replacing the ultrasonic range fitml@nprove the alignment and size of
the range finder was considered. In order to redle processing load of the embedded
computer, some of pre-processing of the data flaréceiver may be offloaded onto a 32
bit PIC, freeing up the embedded PC to focus orwitieo stream and user interface. The
receivers used in this and earlier prototypes armnger available due to the closure of

MMIC Solutions Ltd and identification of alternagiyparts will be necessary.
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5.7 Prototype Four: Mirlin

Figure 5.25: Image of prototype four
Mirlin is the latest portable prototype, and witbhnmodyne RF ranging capabilities. FFT
processing has been offloaded to a 32 bit micrarobher, freeing up the embedded PC to
process video and GUI. Signal acquisition rateehacreased to minimise spatial
blurring of the ranger finder data and the MMICaigers have been replaced with
alternatives manufactured by Farran. The systgntetvel diagram is shown in Figure

5.26.
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Figure 5.26: Top level system diagram for Mirlin
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Video Camera

uEye UI-1226LE-C-HQ digital USB camera

Multiplier Millitech AMC-10-RFHOO active chain mulftiier

VCO Sivers IMA VO3260P/02 wide band voltage cont&dlbscillator
Detectors Farran FLNA40 and Farran WDP-10

Control B269, B271, B273, B276, B277, B278, B279 and PIO82320001
Electronics board.

Range Finder

Homodyne

Lens

Polyethylene lens designed by Sarah Smith

Power Supplies

B272 Direct Detector RF PSU board

Computer Suppor
Board

tB273 provides power conditioning, data connectiggragation,

battery backup for the RTC and an external buzterface.

Temperature
Sensors

Four channel temperature monitoring system.

Embedded PC

A Eurotech ISIS PC-104 embedded PC

Table 5.4: Prototype four top level parts list

Mirlin differs from the previous prototype by redng the load on the host PC by

performing the Fourier transform required for ramggand converting frequency domain

data into the time domain for classification by &¢N. The additional processing

capability is provided by a 32 bit PIC32. Replacthe MMIC receivers, with a part

consisting of an ultra wide band low noise amplifieNA) with matched zero biased

detector manufact

homodyne radar providing an unambiguous targetctieterange of 8.78 m. Co and cross

receiver signals remain at 256 samples per chabuethe rate of sampling has increased

ured by Farran. Replacementeatiltrasonic range finder with a

to 170 kHz to improve inspection speed and sys&spansiveness.

The control electronics consists of a Microchip 22MM320001 development board with

various custom made daughter boards to handlelsignaersion.
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Figure 5.27: Top level system diagram of Mirlin control electronics
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Figure 5.28: Mirlin homodyne range finder top level system diagram
The homodyne range finder works by mixing a frattd the transmitted signal with the
received signal directly at the detector to gemesgphase sensitive baseband signal. The
non-ideal behaviour of the directional coupler p&sra fraction of the transmitted signal
onto the detector due to leakage. The detecteraacthe first interface of Equation (4.25)
in Section 4.6, with L= 0 and the front surface of the target acts asé¢lend interface at
distance L. By applying a Fourier Transform to the swepgtrency phase sensitive
baseband response, the time domain response nubtdieed and the distance to the
target determined (Currie et al., 1992).

5.7.1 Future Work

Testing and experimentation with the prototype idieal scope for improvement. For
example, normalisation of the received signal magibhanced by amplifying it
electrically with a programmable front-end amplifggior to conversion using a DAC,
instead of numerically by multiplying the digitisedlue. Optical depth resolution could
be improved by either increasing the bandwidtrhefgystem or by interpolation. This
would allow signal analysis to work at a finer guarity, maybe improving detection
performance. Off loading processing of the nenedvork into hardware will improve
inspection rates and is another step closer tongakie embedded PC redundant and its

removal.
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5.8 Interpolation of FFT Binned Data for Improved Di  electric
Detection

Using a FFT to process the FMCW signal resultsrange of measurement bins of finite
size and the binning error can be up to one hhlhgt0.5). Interpolation can be used to

improve the resolution by accounting for the influe of adjacent bins.
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Figure 5.29: Interpolation of FFT example
The nominal optical depth of a dielectric bloclhe bin with the greatest amplitude and
without interpolation the optical depth of the @eric would be determined to be 6 in the
example shown in Figure 5.27. With interpolatidnhe adjacent bins are equal, then it
can be concluded the measurement is correct. Hawelven as in Figure 5.29 the
adjacent bins are not equal the true measurenesnsdimewhere between the two bins of

greatest amplitude.

Quadratic interpolation may be used to improvenieasurement using the output of the
FFT. For a quadratic defined by:

y=ax’+bx+c (5.37)
where the peak lies at an offset from the ceniraglven that the centre binyg, the bins
either side arg; andy; respectively the interpolated peak will be fouhdSamith et al.,

2011):
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o Y1V
2(y_1+ Yi—2Y,) ( )

Therefore using values from Figure 5.29,%6, y = 15 and y= 10:

. 6-10 -4 1
*=2(6+10-30) 2(-14) 7 (5:39)

therefore the interpolated peak may be found atl&/+ For example, with a radar
resolution of 4.3 mm and a target refractive indeg.5 the physical optical thickness of

the dielectric can be determined:
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o6 Data Classification and
Results

Results! Why, man, 1 have gotten a lot of results. I know
several thousand things that won't work.

THomAs A. EbDIsoN

This Chapter describes the classification techrnsgugplemented by the prototypes for
object detection and discrimination. The resuftslassified data are presented with a
discussion of the effects of post processing afah@etwork outputs on threat detection

performance.

6.1 Artificial Neural Networks

A good data analysis engine is needed to discrimmitiee characteristic signature of a
concealed threat from that of a body only and bedly mundane item target. The
Artificial Neural Network (ANN) is an established@fpern recognition tool (Tsai et al.,
1996) and is able to generate the probability shadncealed threat is present from a
dataset. It has been shown that ANN are effe¢tivéhe classification of RADAR returns
(Tatuzov, 2002) to identify remote targets, foammple aircraft (Guo & Li, 2010), weather
(Li et al., 2003; Yong et al., 2010) and even cahee threats (Hausner, 2009; Andrews,
2008).

Other techniques for the classification of rad&wmes include signature and model based
approaches; feature vectors; and data fusion methgdch approach has advantages and

limitations (Zyweck & Bogner, 1996; Li & Yang, 1993ubotic et al., 1998; Jain et al.,
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2000). ANN are favoured because knowledge of uyider patterns within a data set are
not required to apply them, unlike rule based apphes and the availability of efficient
training methods (Guo & Li, 2010). ANNSs are bialagly inspired software models,
simulating the parallel processing of informatigntbe brain. An ANN is formed from
hundreds of single units, artificial neurons orqassing elements (PE), connected by
coefficients (weights). All ANNs consists of ampirt layer, an output layer and zero or
more hidden layers. Generally modern ANNs conbai@ or more hidden layers, the

addition of which permits the modelling of more quax systems.

Inputs Hidden Output
Layer

Figure 6.1: ANN with six inputs, a hidden layer of three neurons and a single output
Figure 6.1 shows the basic structure of an ANN \aithinput layer of six neurons
connected to a single hidden layer of three neuy@md an output layer consisting of a
single neuron. The behaviour of the neural netvi®determined by the transfer function
of the neurons, the training method and the straatfithe network. Each neuron has one
or more weighted inputs, a transfer function asthgle output. The sum of weighted
inputs is the activation level of the neuron araltilansfer function introduces non-

linearity to the network. The connection weights adaptable and during training are
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modified until the network achieves a specifiecelesf accuracy (Negnevitsky, 2005).
Construction and training of an optimally geneedisANN can be fraught with difficulty.
Identifying the correct number of layers and nesrand their type to sufficiently
generalise without over training can be challeng(hgwrence et al., 1998) although the

problem of local minima is generally ignored (Wlaitét al., 1994)

There are three major ways of training an ANN. Séhare supervised learning,
unsupervised learning and reinforcement learnifigining occurs until predefined

training criteria (tolerances) are met or theradgemaining training data left.

Supervised Learning is the approach adopted fopibject and the most widely used
algorithm for supervised learning of ANN with fe@atward structures (Guo & Li, 2010).
The ANN is provided with input daféand the desired outpift

(x,y),xeX ,yeY (6.1)
Knowledge of the correct output is required forexwgsed training. The aim of this
approach is to adjust the set weights or connesti@mgths between the inputs and the
output(s) such that the network produces the coo@puts when exposed to previously
unseen inputs.

f:XoY (6.2)

Unsupervised learning consists of providing the ANith inputsx and a cost functiohto
be minimised. The cost function is designed talpog a correct classification for the

minimum cost and the network is is left to makesseof its inputs.
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6.1.1 Prototype Artificial Neural Network Structure

The final neural network used by the prototypes fised forward three layer back
propagation network with a single hidden layer cstivgy of ten sigmoid neurons. A
hidden layer with ten neurons was selected aftgiing the number of neurons in the layer
between three and twenty and grading the performaite input layer was configured to

accept preprocessed and distance normalised thatget

The artificial neural network produces a linearputtbetween 0 and 100% representing
the confidence that a threat item is present. HBgsholding the linear output at 50% a

binary classifier was created.

It was found that the best results were achieveddognalising the data before processing
by the ANN; this was achieved by scaling the datseld on range. Data was simplified

and normalised prior to classification by the AN&Nedther a threat or benign item.

Fragmentation-based explosives can be detecté isaime way as guns, using the
polarisation altering property. Non-fragmentatimsed explosives generate a return
signal containing a depth spectrum of related ¢oagptical distance between the front and
back surfaces of the object. To train the ANNtist@nd dynamic sets of data for body
only; threat and body; and body and mundane oljeot compiled for the scenarios
described in section 4.2. The ANN was then optchi® produce the correct output

through supervised learning.

The fragmentation-based explosives and gun deteatgorithm is trained on the
amplitude of the signal scattered from the tardéte detection algorithm for non-
fragmentation-based explosives is trained on thieapdepth of the target. Therefore two

different detection algorithms can be employedhesagsted to a different target type.
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6.2 Alternative Classifiers

6.2.1 Principal Component Analysis

Principal Component Analysis (PCA) is a matheméateehnique for feature extraction.
Useful for dimensionality reduction, PCA can belapto a system consisting of many
independent variables, to extract the eigenvedessribing the most significant variables.
Applications are varied and include classificatidiRADAR signatures of aircraft (Jia et
al., 2008), weather classification (Bajwa & Hyd2005) and face detection (Gottumukkal
& Asari, 2003; Lang & Gu, 2009; Paul & Gavrilovd)?). It was thought that PCA could
be applied to the raw radar returns to reduce itnermsionality and thereby reduce the
complexity of the ANN. However trials of applyifRCA to the raw data to find patterns
and features it was concluded that it was unswtdbe to a lack of repeatability.

6.2.2 Thresholding

Thresholding is programmatic and possibly the sasipapproach to classification of a
input. The linear input is compared with a thrddh@lue and the classification generated.
Thresholding is computationally efficient, but doequires an understanding and
knowledge of the input to be processed and alsthtieshold level to generate a correct
classification.

The frequency components of the radar returns aleeeked individually and also their
collective intensity were checked. It was foundtttomplex metal objects could be
detected by thresholding the sum of the intensitfdbe cross-polar return, see section
4.10, but guns could not be distinguished from ob®mign objects with polarisation
altering properties.

6.2.3 Self Organising Maps

A neural network that undergoes unsupervised trgirg a Self Organising Map (SOM).
The technique leaves the neural network to forrowa classifications of the training data

and assumes the network will be able to classiinahose features across the range of
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input patterns. Training consists is based on @titiye learning, where output neurons
compete to be activated with an end result isaht one is active at any one time.
SOM object detection performance was found to bl to that of simple thresholding
and provided inferior discrimination between obgeobmpared to a neural network

generated with supervised training.

6.3 Performance Metrics

Performance metrics provide a means of compariagénformance of different systems
and configurations in a standardised manner. &helts presented later in this chapter use

these metrics to assist comparison.

The combination of user and prototype make forvarall system that is less than 100%
accurate for detecting concealed objects. Thesygrovides an indication of the

presence of a concealed threat, as a probabilityassess and compare the performance of
a detection system, the combination of the clasgifin, probability of detection (PD), the
probability of false alarm (PFA) and the confidemté¢hese figures must be considered.
The following section describes this process. sikapproach to classifying the

performance is shown in the confusion matrix, seleld 6.1.

Predicted Classification
Negative Positive
o Negative True Negative (TN) False Positive (FP)
True Classification — : " X
Positive False Negatives(FN) True Positives (TP)

Table 6.1: Performance metric confusion matrix
TN = number of correct predictions that an instaisagegative
FP = number of incorrect predictions that an instais positive
FN = number of incorrect predictions that an instais negative

TP = number of correct predictions that an instasgmsitive

178



Several standard terms have been defined for théxma

The accuracy (AC) is the proportion of the totadections that were correct and is

determined by:

3 TN+TP
A= INT TP EN<FP (6.3)
The true positive rate (TPR) is the proportion o$ifive cases that were correctly
identified, given by:
TP
TPR= ENTP (6.4)

The false positive rate (FPR) is the proportiomedative cases that were incorrectly
classified as positive, given by:

_FP
FPR= TN+FP (6-5)

The true negative rate (TNR) is the proportion efative cases that were correctly

classified, determined by:

TN
TNR_TN +FP

(6.6)
The false negative rate (FN) is the proportionasifive cases that were incorrectly

classified as negative, determined by:

_FN
FNR= FN+TP (6.7)

The accuracy stated by Equation 6.3, relies omgpaoable count of positive and negative

cases.

6.4 Detection of Non-Fragmentation Based Explosives

In this section practical results taken in a marsi@ilar to the laboratory test results
described in section 4.6.5, using a VNA system paesented and analysed using ANN

techniques. The target movement with body ratadibapproximately £10° combined
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with Doppler blur, produces a complex response ftloenbody as seen in Figure 6.2.
Therefore it would be necessary to scan fastertt@aWNA in a practical system. The
VNA takes approximately 200 ms to complete theeafwentioned scan. To overcome the
complication of responses varying with differentip@osition, multiple scans were

aligned on the front edge of the body peak as showgure 6.2.

Range {cim)

Figure 6.2: Superimposed time domain scans for body only aligned on the body peak
The presence of an extra peak in front of the rbadly peaks, shown by the arrow in
Figure 6.3, indicates the presence of the wax blddks peak is absent in Figure 6.2,

when the wax block was not present.
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Figure 6.3: Superimposed time domain scans for laotywax block aligned on the body
peak

The method of aligning multiple scans from (Andreatsl., 2008b) was to translate in
time the signal so that it reaches a fixed frac{@26%) of its maximum height at a fixed
time. This process was used to align the hetemdgmerated data for processing. For
direct detector generated data, this process isagssary.

6.4.1 ANN Classification of Direct Detector Generate d Data

Using a direct detection based system operatingdsat 75 and 110 GHz with a back end
ANN configured with a confidence threshold of 508 rmalised datasets consisting of 40
scans for body only and body with wax block anchgghe depth spectrum data, produced

the results below, in Table 6.2 and continued ibl@#&.3. Training datasets are shaded.
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Dataset Range| Optical Depth Spectrum Frequency Spectrum
(m) Threat No Threat Threat No Threat

Body only 1 2 0 40 0 40
Body only 2 13 27 13 27
Body only 3 14 26 9 31
Body with wax 1 40 0 40 0
Body with wax 2 27 13 33 7
Body with wax 3 27 13 25 15
Body only 1 3 0 40 0 40
Body only 2 14 26 11 29
Body only 3 9 31 9 31
Body with wax 1 40 0 40 0
Body with wax 2 18 22 33 7
Body with wax 3 40 0 36 4
Body only 1* 4 0 40 0 40
Body only 2 11 29 10 30
Body only 3 13 27 9 31
Body with wax 1 40 0 39 1
Body with wax 2 18 22 24 16
Body with wax 3 18 22 23 17

Table 6.2: ANN classification of body only and bedh wax for normalised datasets

generated using a direct detector system
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Range Optical Depth Spectrum Frequency Spectrum
Correct Incorrect Correct Incorrect
2 107 53 116 44
3 115 45 129 31
4 92 68 108 52

Table 6.3: Sum of test data results for correctig ancorrectly classified by ANN supplied

with dataset from a direct detection system opegalbietween 75 — 105 GHz

This data can be expressed for comparison purposes performance metrics of TP, TN,

FP and FN, shown in Figures 6.4 and 6.5.
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Figure 6.4: Performance metrics for ANN classification of direct detector generated optical

depth spectrum in the 75 — 105 GHz band at ranges 2 —4 m
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Figure 6.5: Performance metrics for ANN classification of direct detector generated

frequency spectrum in the 75 — 105 GHz band at ranges 2 —4 m

Tables 6.4 and 6.5 contain the performance rat@sstgange for ANN classification of

optical depth and frequency spectrum respectively.

Range (m) AC TPR FPR TNR FNR
2 66.88% 67.50% 33.75% 66.25% 32.50%
3 71.88% 72.50% 28.75% 71.25% 27.50%
4 57.50% 45.00% 30.00% 70.00% 55.00%

Table 6.4: Optical depth spectrum performance rostior direct detector operating

between 75 — 105 GHz using a concealed paraffinbh@ok

Range (m) AC TPR FPR TNR FNR
2 72.50% 72.50% 27.50% 72.50% 27.50%
3 80.63% 86.25% 25.00% 75.00% 13.75%
4 67.50% 58.75% 23.75% 76.25% 41.25%

Table 6.5: Frequency spectrum performance metdcslifect detector operating between

75 — 105 GHz using a concealed paraffin wax block
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These results show the direct detector systenpialta of target discrimination at ranges
of at least 3 m. Ideally for this type of the gystthe TPR should be as high as possible,
while the FNR should be as small as possible.tli@case of the direct detector, the

frequency spectrum data provides the better results

The accuracy of the system could be improved bybtoimg successive measurements
thereby averaging out the variability of the bodgponse and also including different
orientations of the explosive target, hence paadigtreducing the FNR.

6.4.2 ANN Classification of Super-heterodyne Generat ed Data

With a thresholded confidence of 50% the ANN cliésation for the super-heterodyne
data is given in Table 6.6 for datasets contai@@@ scans. The range gated limits are

varied and shown for each data set. Training dedage shaded.

Dataset 205 -270cm 205 - 225 cm only 205 - 215 cryon
Threat | No threat Threat | Nothreat | Threat | No threat

Body only 40 160 23 177 11 189

1

Body only 49 151 38 162 10 190

2

Body only 0 200 0 200 7 193

3

Body with 154 46 140 60 113 87

wax 1

Body with 162 38 156 44 193 7

wax 2

Body with 200 0 200 0 200 0

wax 3

Table 6.6: ANN classification of body only and badth wax for normalised, body

aligned datasets generated using a super-heterodgtextor
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The effect of segmenting the signal in time anagisi reduced range of signals for
training and testing the ANN, focuses on the respasf the dielectric and generally

improves accuracy of detection, by removing uneelatata from the classification

process.
400
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Figure 6.6: Performance metrics for ANN classification of super-heterodyne generated

data in the 14 — 40 GHz for concealed wax block with segmented range

These results produce the performance metrics shovable 6.7.

Range (cm) AC TPR FPR TNR FNR
205 — 270 78.38% 79.00% 22.25% 77.75% 21.00%
205 — 225 79.38% 74.00% 15.25% 84.75% 26.00%
205 — 215 85.63% 76.50% 5.25% 94.75% 23.50%

Table 6.7: Performance metrics for super-heterodyaia, segmented by range for body

only and body with wax

186



These results indicate that accuracy rates campmved by selectively range gating the
data to remove clutter, unrelated to the rangatefest and classifying only data relating

to the region immediately in front of the target.

The results show the possibility of remotely deterthe presence of a pure dielectric
explosive stimulant concealed upon the human bgdsveryday clothing. The
mechanism of detection is based on the interferehoeflected radiation from the front
and back surfaces of the dielectric. Using thesplad the return signal allows the removal
of background clutter and on the whole improvesréte of accuracy, compared to direct

detector generated data.

6.5 Detection of Fragmentation Based Explosives

Fragmentation based explosives give a clear ragiaals due to the embedded particles.
The embedded particles give the explosive a congifexcture with many scattering
corners and the property similar to that of gues, section Error: Reference source not
found, of altering the polarisation of scatterediation and this property is used as the
detection mechanism. The behaviour of networkgl@ssification of fragmentation based
explosives is found to be similar or somewhat edsi¢hat found for gun detection, which

is discussed in the next section.

6.6 Detection of Concealed Handguns

Hand guns, like fragmentation based explosivesibéxd clear radar signal. However an
important difference is that unlike fragmentati@séd explosives, with the random
distribution of embedded particles, the signalmefroduced by a handgun has more
structure. For example the aspect independentrétum a gun barrel is a distinctive

feature and that does not exist with fragmentabased explosives.
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Typically a handgun is carried against the bodghenwaistband either in front of or
behind the torso. Aligning the scans at 25% ofléingest signal Figure 6.8 shows the
range gated results for a handgun in front of aingptorso. Note in this case only the co-

polar receiver is used and classification is basedhanges to the co-polar signal alone.

x 10

0.4k

0.2F
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Figure 6.7: Aligned time domain responses of a stationary body 14 — 40 GHz
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Figure 6.8: Aligned time domain responses of body with gun in front 14 — 40 GHz
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The effect on the time domain response by the hamdgn be clearly seen in Figure 6.8,

with an early time response in front of the maiakpproduced by the surface of the body.

The results of classifying the data using the AN&l@resented in Table 6.8 and shows

clearly that the ANN can already clearly identifietpresence of a gun.

Dataset Threat No threat
Body 1 0 200
Body 2 19 181
Body 1 and starter pistol 200 0
Body 2 and starter pistol 167 33
Body 1 and Glock 197 3
Body 2 and Glock 199 1

Table 6.8: ANN classification of body only and badth gun for normalised, distance

gated, body aligned datasets generated using aotar-peterodyne detector
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Figure 6.9: Performance for ANN classification of heterodyne range gated data between 14

— 40 GHz for concealed guns
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AC

TPR

FPR

TNR

FNR

93.00%

93.83%

9.50%

90.50%

6.17%

Table 6.9: Performance metrics for the ANN clasatfon of range gated co-polar

heterodyne generated data between 14 — 40 GHofaealed guns

Since an ANN can be configured with multiple ougy@t modified network was

configured and trained to identify not only thegeece but also the type of gun. Table

6.10 show the results with training datasets irtddtavith shading.

Dataset No threat Threat — starter | Threat — Glock
pistol

Body 1 200 0 0

Body 2 156 36 0
Body 1 and starter pistol 0 200 0
Body 2 and starter pistol 23 132 43
Body 1 and Glock 0 0 200
Body 2 and Glock 0 25 175

Table 6.10: ANN classification of body only, bodighwwo different guns for normalised,

distance gated, body aligned datasets generatedwsco-polar heterodyne detector

Figure 6.10 shows the performance for each traiseigand cross tested for the presence a

gun.
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Figure 5.9: Performance of two ANN trained on a starter pistol or Glock and cross tested

using range gated data from a heterodyne system operating between 14 — 40 GHz

The performance metrics are:

Type of gun AC TPR FPR TNR FNR
Starter Pistol|  84.87% 88.38% 18.75% 81.25% 11.62%
Glock 90.82% 100.00% 18.75% 81.25% 0.00%

Table 6.11: Performance metrics for cross testing of two ANNs trained on a starter pistol

and Glock using range gated data from a heterodyne system between 14 — 40 GHz
Though the classification is less definite for sipler decision ‘gun’ or 'no gun’, these

results show the feasibility of detecting gun tyge well as gun presence.

The network trained on the Glock dataset is mocer@te by almost 6% and a lower false
negative rate compared to the starter pistol datadas information can be used to

produce better training datasets, resulting inpesar classification accuracy.
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Analysis of the cross-polar return of a target banncluded be analysed to provide further
confirmation of the target type present. Objedth wmooth conducting surfaces like a
metal plate or the human torso are polarisatiorsensing — in that they do not

significantly change the polarisation of reflectadiation. Conversely, our investigations
confirm that complex objects or objects with lofsdges or points, generate multiple
reflections, resulting in multiple reflections aaadhange of polarisation of the reflected

radiation. The gun in this case is a Brocock, alshandgun.

Dataset Threat No threat Threat 90% | No threat 90%
Body 1 0 40 0 40
Body 2 5 35 2 31
Body 3 3 37 0 32
Body 1 and gun 40 0 40 0
Body 2 and gun 38 2 38 0
Body 3 and gun 36 4 25 1

Table 6.12: ANN classification with 50% threshold of body only and body and gun using

a heterodyne system operating between 14 — 40 GHz

The results given in Table 6.12, show that thestfiaation is very good with low false

positive rates (FPR).
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Figure 6.10: Performance of an ANN with variable output thresholding using range gated

data from a heterodyne system operating between 14 — 40 GHz

Confidence AC TPR FPR TNR FNR
Gun 50% 91.25% 92.50% 10.00% 90.00% 7.50%
Gun 90% 97.84% 98.65% 3.08% 96.92% 1.35%

Table 6.13: Performance metrics for an ANN network with variable output thresholding

using range gated data from a heterodyne system operating between 14 — 40 GHz
Also shown in Table 6.12, is the effect of incluglionly results where the ANN output
was above a 90% threshold. This process rejespeations, which the ANN is uncertain
in its classification and leaves these as unclassifThe effect of output thresholding in
this case generates 13.125% fewer outputs, reguarionger inspection time. However,
remaining classifications yield a better than féald reduction in false responses and the
subsequent improvement of accuracy, increasing 8dr25% to 97.84%. The effect upon

dataset utility and accurate classification is exgdl later in this chapter.
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6.7 Identifying The Effect Of Thresholding On Accura  cy and Data
Utility

The measured TPR, PNR, FPR and FNR are functiotiteedhreshold levels applied to the
output of the ANN. The effects of various thresisohre shown in tabular format with
desirable regions highlighted in progressively tggrshades of green. The ideal result for
TPR and TNR is 1 and for FNR and FPR it is 0. &alfl.14 to 6.17 show the effect of
various confidence thresholds on TPR, FPR, TNRFR, for a dataset consisting of
body only; camera in the waistband; keys; gun hrettie waistband and in the hand, at
ranges of 2, 4 and 6 metres. The upper confiddmeshold is across the top of the table
and the lower confidence threshold is down theHafid side of the table. Table elements
containing hashes denote an invalid result, likiely is due a divide by zero.

TPR = TP/(TP+FN)
TP 0 0 0 286 421 522 603 667 724 786 852 901 949 990 1037 1087 1125 1149 1177 1198 1200
FP 0 0 0 1 11 28 42 67 97 135 169 221 287 381 485 611 764 922 1155 1553 1799
TN FN ieshol 1.00 0.95 090 0.85 0.80 0.75 0.70 0.65 0.60 0.55 050 0.45 0.40 0.35 0.30 0.25 0.20 0.15 0.10 0.05 0.00
0 0 000 ## ## #m 100 1.000 1.00 1.00 1.00 1:00" .00 1:00 1.00 1.00 1:00  1.00" 100" 100" .00 1.00" 1.00" 1:00
246 2 005 000 0.00 000 099 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00

644 23 0.10 0.00 0.00 0.00 0.97 097 0.97 0.97 0.98 0.98 0.98 0.98 0.98 0.98 0.98 0.98 0.98 0.98
877 51 0.15 0.00 0.00 0.00 0.93 0.93 0. b 0.95 0.96 0.96 0.96 0.96 0.96 0.96
1035 75 0.20 0.00 0.00 0.00 0.91 0. b b b L 0.94 0.94
1188 113 0.25 0.00 0.00 0.00 O. b 0.91 0.91

1314 163 0.30 0.00 0.00 0.00
1418 210 0.35 0.00 0.00 0.00
1512 251 0.40 0.00 0.00 0.00
1578 299 0.45 0.00 0.00 0.00
1630 348 0.50 0.00 0.00 0.00
1664 414 0.55 0.00 0.00 0.00 0.41 050 0.56 0.59 0.62 0.64 0.66 0.67 0.69 0.70 0.71 0.71 0.72 0.73 0.74 0.74 0.74 0.74
1702 476 0.60 0.00 0.00 0.00 0.38 0.47 052 0.56 0.58 0.60 0.62 0.64 0.65 0.67 0.68 0.69 0.70 0.70 0.71 0.71 0.72 0.72
1732 533 0.65 0.00 0.00 0.00 0.35 0.44 0.49 053 056 0.58 0.60 0.62 0.63 0.64 0.65 0.66 0.67 0.68 0.68 0.69 0.69 0.69
1757 597 0.70 0.00 0.00 0.00 0.32 0.41 0.47 050 0.53 0.55 0.57 0.59 0.60 0.61 0.62 0.63 0.65 0.65 0.66 0.66 0.67 0.67
1771 678 0.75 0.00 0.00 0.00 0.30 0.38 0.44 0.47 050 0.52 0.54 0.56 0.57 0.58 059 0.60 0.62 0.62 0.63 0.63 0.64 0.64
1788 779 0.80 0.00 0.00 0.00 0.27 0.35 0.40 0.44 046 048 0.50 0.52 0.54 0.55 056 0.57 0.58 0.59 0.60 0.60 0.61 0.61
1798 914 0.85 0.00 0.00 0.00 0.24 0.32 0.36 0.40 0.42 0.44 0.46 0.48 0.50 0.51 052 0.53 0.54 0.55 0.56 0.56 0.57 0.57
1799 1200 0.90 0.00 0.00 0.00 0.19 0.26 0.30 0.33 0.36 0.38 0.40 0.42 0.43 0.44 045 046 0.48 0.48 0.49 0.50 0.50 0.50
1799 1200 0.95 0.00 0.00 0.00 0.19 0.26 0.30 0.33 0.36 0.38 0.40 0.42 0.43 0.44 045 046 0.48 0.48 0.49 0.50 0.50 0.50
1799 1200 1.00 0.00 0.00 0.00 0.19 0.26 0.30 0.33 0.36 0.38 0.40 0.42 0.43 044 045 046 0.48 0.48 0.49 0.50 0.50 0.50

Table 6.14: TPR for various confidence thresholds on gun and mundane item classification

using a direct detection system operating between 75 — 110 GHz
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246

877
1035
1188
1314
1418
1512
1578
1630
1664
1702
1732
1757
1771
1788
1798
1799
1799
1799

FPR = FP/(FP+TN)

TP 0 0 0 286 421 522 603 667 724 786 852 901 949 990 1037

FP 0 0 0 1 11 28 42 67 97 135 169 221 287 381 485

FN ireshol 1.00 0.95 0.90 0.85 0.80 0.75 0.70 0.65 0.60 0.55 0.50 0.45 0.40 0.35 0.30
0 0.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00
2 005 0.28 0.35 0.41 0.66
23 0.10 0.21 0.43
51 0.15 0.36
75 0.20 0.32
113 0.25 0.29
163 0.30 0.27
210 0.35 0.25
251 0.40 0.24
299 0.45 0.24
348 0.50 0.23
414 0.55 0.23
476 0.60 0.22
533 0.65 0.22
597 0.70 0.22
678 0.75 0.21
779 0.80 0.21
914 0.85 0.21
1200 0.90 0.21
1200 0.95 0.21
1200 1.00 0.21

1087
611
0.25

0.71
0.49
0.41
0.37
0.34
0.32
0.30
0.29
0.28
0.27
0.27
0.26
0.26
0.26
0.26
0.25
0.25
0.25
0.25
0.25

1125
764
0.20
1.00
0.76

0.47
0.42
0.39
0.37
0.35
0.34
0.33
0.32
0.31
0.31
0.31
0.30
0.30
0.30
0.30
0.30
0.30
0.30

1149
922

0.15
1.00
0.79
0.59
0.51
0.47
0.44
0.41
0.39
0.38
0.37
0.36
0.36
0.35
0.35
0.34
0.34
0.34
0.34
0.34
0.34
0.34

1177
1155
0.10
1.00
0.82

0.57
0.53
0.49
0.47
0.45
0.43
0.42
0.41
0.41
0.40
0.40
0.40
0.39
0.39
0.39
0.39
0.39
0.39

1198
1553
0.05
1.00
0.86
0.71

0.60
0.57
0.54
0.52
0.51
0.50
0.49
0.48
0.48
0.47
0.47
0.47
0.46
0.46
0.46
0.46
0.46

1200
1799
0.00
1.00
0.88
0.74
0.67
0.63
0.60
0.58
0.56
0.54
0.53
0.52
0.52
0.51
0.51
0.51
0.50
0.50
0.50
0.50
0.50
0.50

Table 6.15: FPR for various confidence thresholds on gun and mundane item classification

246

877
1035
1188
1314
1418
1512
1578
1630
1664
1702
1732
1757
1771
1788
1798
1799
1799
1799

FN
0
2

23

51

75

113

163

210

251

299

348
414
476

533

597

678

779

914

1200 0.90
1200 0.95
1200 1.00

using a direct detection system operating between 75 — 110 GHz

TNR = TN/(TN+FP)
724
o7
0.60
0.00
0.72

™ 0 0 0 286 421 522 603 667
FP 0 0 0 1 1 28 42 67
reshol 1.00 0.95 0.90 0.85 0.80 0.75 0.70 0.65
0.00 ### ### +## 0.00 0.00 0.00 0.00 0.00
0.05
0.10
0.15
0.20
0.25
0.30
0.35
0.40
0.45
0.50
0.55
0.60
0.65
0.70
0.75
0.80
0.85

786
135
0.55
0.00
0.65

852
169
0.50
0.00
0.59
0.79

990
381
0.35
0.00

1037
485

0.30
0.00
0.34
0.57
0.64
0.68
0.71
0.73
0.75
0.76
0.76
0.77
0.77
0.78
0.78
0.78
0.79
0.79
0.79
0.79
0.79
0.79

1087
611
0.25

0.29
0.51
0.59
0.63
0.66
0.68
0.70
0.71
0.72
0.73
0.73
0.74
0.74
0.74
0.74
0.75
0.75
0.75
0.75
0.75

1125
764
0.20
0.00
0.24
0.46
0.53
0.58
0.61
0.63
0.65
0.66
0.67
0.68
0.69
0.69
0.69
0.70
0.70
0.70
0.70
0.70
0.70
0.70

1149
922
0.15

0.21
0.41
0.49
0.53
0.56
0.59
0.61
0.62
0.63
0.64
0.64
0.65
0.65
0.66
0.66
0.66
0.66
0.66
0.66
0.66

1177
1155
0.10
0.00
0.18
0.36
0.43
0.47
0.51
0.53
0.55
0.57
0.58
0.59
0.59
0.60
0.60
0.60
0.61
0.61
0.61
0.61
0.61
0.61

1198
1553
0.05
0.00
0.14
0.29
0.36
0.40
0.43
0.46
0.48
0.49
0.50
0.51
0.52
0.52
0.53
0.53
0.53
0.54
0.54
0.54
0.54
0.54

Table 6.16: TNR for various confidence thresholds on gun and mundane item

classification using a direct detection system operating between 75 — 110 GHz
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1200
1799
0.00
0.00
0.12
0.26
0.33
0.37
0.40
0.42
0.44
0.46
0.47
0.48
0.48
0.49
0.49
0.49
0.50
0.50
0.50
0.50
0.50
0.50



FNR = FN/(FN+TP)

TP 0O 0 0 286 421 522 603 667 724 786 852 901

FP 0 0 0 1 11 28 42 67 97 135 169 221
TN FN weshol 1.00 0.95 0.90 0.85 0.80 0.75 0.70 0.65 0.60 0.55 0.50 0.45
0 000 ## ## ## 000 000 000 0.00 000 000 0.00 0.00 0.00
246 2 005 1.00 1.00 1.00 0.01 0.00 0.0 0.0 0.0 0.00 0.0 0.00 0.00
644 23 010 1.00 1.00 1.00 0.03 0.03 0.03 0.02
877 51 015 1.00 1.00 1.00 0.07 0.06
1035 75 020 1.00 1.00 1.00 0.09 0.09
1188 113 025 1.00 1.00 1.00
1314 163 030 1.00 1.00 1.00
1418 210 035 1.00 1.00 1.00
1512 251 0.40 1.00 1.00 1.00
1578 299 0.45 1.00 1.00 1.00
1630 348 050 1.00 1.00 1.00
1664 414 055 1.00 1.00 1.00 059 050 0.44 041 0.38 0.36 0.35 0.33 0.31
1702 476 0.60 1.00 1.00 1.00 0.62 053 0.48 0.44 0.42 0.40 0.38 0.36 0.35
1732 533 0.65 1.00 1.00 1.00 0.65 056 0.51 0.47 0.44 0.42 0.40 0.38 0.37
1757 597 0.70 1.00 1.00 1.00 0.68 0.59 0.53 0.50 0.47 0.45 0.43 0.41 0.40
1771 678 0.75 1.00 1.00 1.00 0.70 0.62 0.57 0.53 0.50 0.48 0.46 0.44 0.43
1788 779 0.80 1.00 1.00 1.00 0.73 0.65 0.60 0.56 0.54 0.52 0.50 0.48 0.46
1798 914 0.85 1.00 1.00 1.00 0.76 0.68 0.64 0.60 0.58 0.56 0.54 0.52 0.50
1799 1200 0.90 1.00 1.00 1.00 0.81 0.74 0.70 0.67 0.64 0.62 0.60 0.58 0.57
1799 1200 0.95 1.00 1.00 1.00 0.81 0.74 0.70 0.67 0.64 0.62 0.60 0.58 0.57
1799 1200 1.00 1.00 1.00 1.00 0.81 0.74 0.70 0.67 0.64 0.62 0.60 0.58 0.57

o

949
287
0.40
0.00
0.00
0.02

0.30
0.33
0.36
0.39
0.42
0.45
0.49
0.56
0.56
0.56

990
381
0.35
0.00
0.00
0.02

0.29
0.32
0.35
0.38
0.41
0.44
0.48
0.55
0.55
0.55

1037
485

0.30
0.00
0.00
0.02
0.05

0.29
0.31
0.34
0.37
0.40
0.43
0.47
0.54
0.54
0.54

0.28
0.30
0.33
0.35
0.38
0.42
0.46
0.52
0.52
0.52

1125 1149 1177 1198
1155 1553

764

0.27
0.30
0.32
0.35
0.38
0.41
0.45
0.52
0.52
0.52

922
0.15
0.00
0.00
0.02
0.04
0.06
0.09

0.26
0.29
0.32
0.34
0.37
0.40
0.44
0.51
0.51
0.51

0.10
0.00
0.00
0.02
0.04
0.06
0.09

0.26
0.29
0.31
0.34
0.37
0.40
0.44
0.50
0.50
0.50

0.05
0.00
0.00
0.02
0.04
0.06
0.09

0.26
0.28
0.31
0.33
0.36
0.39
0.43
0.50
0.50
0.50

0.26
0.28
0.31
0.33
0.36
0.39
0.43
0.50
0.50
0.50

Table 6.17: FNR for various confidence thresholds on gun and mundane item classification

using a direct detection system operating between 75 — 110 GHz

By inspection, the areas containing preferred teserlap in a very small area. Table

6.18 combines the previous four tables using tlearacy metric, see Equation (6.3).

Accuracy = (TP+TN)/(TP+TN+FP+FN)
™ 0 0 0 286 421 522 603 667 724 786 852 901
FP 0 0 0 1 11 28 42 67 97 135 169 221
TN FN ireshol 1.00 0.95 0.90 0.85 0.80 0.75 0.70 0.65 0.60 0.55 0.50 0.45
0 0 0.00 #Ht #H# ###  1.00 0.97 0.95 0.93 0.91
246 2 0.05 099 099 0.99 099 098 0.96 0.95 0.93
644 23 0.10 097 097 097 097 0.97 0.96 0.95 0.94 0.92
877 51 0.15 095 095 0.95 096 095 0.95 0.94 0.93 0.92
1035 75 0.20 0.93 095 0.94 0.94 0.93 0.92
1188 113 0.25 0.91 . . . 0.92 0.91
1314 163 0.30 . . 0.90
1418 210 0.35
1512 251 0.40
1578 299 0.45
1630 348 0.50
1664 414 0.55
1702 476 0.60
1732 533 0.65
1757 597 0.70
1771 678 0.75 0.72 0.72 0.72 0.75 0.76 0.76 0.77 0.77 0.76 0.76 0.76 0.75
1788 779 0.80 0.70 0.70 0.70 0.73 0.74 0.74 0.74 0.74 0.74 0.74 0.74 0.73
1798 914 0.85 0.66 0.66 0.66 0.69 0.71 0.71 0.72 0.72 0.71 0.71 0.71 0.70
1799 1200 0.90 0.60 0.60 0.60 0.63 0.65 0.65 0.66 0.66 0.66 0.66 0.66 0.66
1799 1200 0.95 0.60 0.60 0.60 0.63 0.65 0.65 0.66 0.66 0.66 0.66 0.66 0.66
1799 1200 1.00 0.60 0.60 0.60 0.63 0.65 0.65 0.66 0.66 0.66 0.66 0.66 0.66

949
287
0.40

0.74
0.72
0.70
0.65
0.65
0.65

990
381
0.35

0.72
0.71
0.68
0.64
0.64
0.64

1037
485

0.30
0.68
0.72
0.77
0.78
0.79
0.79
0.78
0.78
0.78
0.77
0.76
0.75
0.74
0.73
0.72
0.71
0.69
0.67
0.63
0.63
0.63

1087
611

0.25
0.64
0.68
0.73
0.75
0.76
0.76
0.76
0.75
0.75
0.75
0.74
0.73
0.72
0.71
0.70
0.69
0.67
0.65
0.61
0.61
0.61

1125
764

0.20
0.60
0.64
0.69
0.71
0.72
0.73
0.72
0.72
0.72
0.72
0.71
0.70
0.70
0.69
0.68
0.67
0.65
0.64
0.60
0.60
0.60

1149 1177 1198
1155 1553

922
0.15
0.55
0.60
0.65
0.68
0.69
0.69
0.69
0.69
0.69
0.69
0.69
0.68
0.67
0.66
0.66
0.65
0.63
0.62
0.58
0.58
0.58

0.10
0.50
0.55
0.61
0.63
0.64
0.65
0.65
0.66
0.66
0.65
0.65
0.64
0.64
0.63
0.63
0.62
0.61
0.59
0.56
0.56
0.56

0.05
0.44
0.48
0.54
0.56
0.58
0.59
0.59
0.60
0.60
0.60
0.60
0.59
0.59
0.58
0.58
0.57
0.56
0.55
0.52
0.52
0.52

Table 6.18: Accuracy for various confidence thresholds on gun and mundane item

classification using a direct detection system operating between 75 — 110 GHz

1200
1799
0.00
0.40
0.45
0.50
0.53
0.54
0.56
0.56
0.57
0.57
0.57
0.57
0.56
0.56
0.56
0.55
0.55
0.54
0.52
0.50
0.50
0.50

By inspection an accuracy of almost 1 could beeaad by selecting a lower threshold

near 0% and upper threshold near 100%, howeveal$usdiscards the most data. To

account for this a metric for data utility was ¢eshand defined as:

196



Numbe of valid classification
Totalnumbe of classification

Utility = (6.8)

Table 6.19 shows the utility of the original dataee different confidence thresholds.

Lower utility is highlighted in darker shades ofire

Dataset Utility % of original dataset used

P 0 0 0 286 421 522 603 667 724 786 852 901 949 990 1037 1087 1125 1149 1177 1198 1200

FP 0 0 0 1 11 28 42 67 97 135 169 221 287 381 485 611 764 922 1155 1553 1799
TN FN ireshol 1.00 0.95 0.90 0.85 0.80 0.75 0.70 0.65 0.60 0.55 0.50 0.45 0.40 0.35 0.30 0.25 0.20 0.15 0.10 0.05 0.00
0 0 0.00 0.14 0.18 0.22 0.24 0.27 0.31 0.34 0.37 0.41 0.46 0.51 0.57 0.63 0.69 0.78 0.92 1.00
246 2 0.05 0.18 0.23 0.27 0.30 0.33 0.36 0.39 0.42 046 049 054 059 065 0.71 0.77 0.86 1.00 1.08
644 23 010 0.22 0.22 0.22 0.32 0.37 041 0.44 047 050 053 056 0.60 0.63 0.68 0.73 0.79 0.85 091 1.00 114 1.22
877 51 015 031 0.31 0.31 041 045 049 0.52 055 0.58 0.62 0.65 0.68 0.72 0.77 0.82 0.88 0.94 1.00 1.09 1.23 1.31
1035 75 0.20 0.37 0.37 0.37 0.47 051 0.55 059 0.61 0.64 068 0.71 0.74 0.78 0.83 0.88 0.94 1.00 1.06 1.15 1.29 1.37
1188 113 0.25 0.43 0.43 0.43 053 058 0.62 0.65 0.68 0.71 0.74 0.77 0.81 0.85 0.89 094 1.00 1.06 1.12 1.21 1.35 1.43
1314 163 0.30 049 049 049 059 064 0.68 0.71 0.74 0.77 0.80 0.83 0.87 0.90 0.95 1.00 1.06 1.12 1.18 1.27 1.41 1.49
1418 210 0.35 0.54 0.54 0.54 0.64 0.69 0.73 0.76 0.79 0.82 0.85 0.88 092 0.95 1.00 1.05 1.11 1.17 1.23 1.32 1.46 154
1512 251 0.40 059 059 0.59 0.68 0.73 0.77 0.80 0.83 0.86 0.89 0.93 096 1.00 1.05 1.10 1.15 1.22 1.28 1.37 1.51 1.59
1578 299 0.45 0.63 0.63 0.63 0.72 0.77 0.81 0.84 0.87 0.90 093 0.97 1.00 1.04 1.08 1.13 119 1.26 1.32 140 154 163
1630 348 0.50 0.66 0.66 0.66 0.76 0.80 0.84 0.87 0.90 0.93 097 1.00 1.03 1.07 112 1.17 123 1.29 135 144 158 166
1664 414 0.55 0.69 0.69 0.69 0.79 0.84 0.88 091 0.94 097 100 1.03 1.07 1.11 115 1.20 1.26 1.32 1.38 147 161 1.69
1702 476 0.60 0.73 0.73 0.73 0.82 0.87 0.91 094 0.97 1.00 1.03 1.07 1.10 1.14 118 1.23 129 136 142 150 1.64 1.73
1732 533 0.65 0.76 0.76 0.76 0.85 0.90 0.94 097 1.00 1.03 1.06 1.10 1.13 1.17 121 126 132 1.39 145 153 167 1.76
1757 597 0.70 0.78 0.78 0.78 0.88 0.93 0.97 1.00 1.03 1.06 1.09 1.13 1.16 1.20 1.24 1.29 135 1.41 148 156 1.70 1.78
1771 678 0.75 0.82 0.82 0.82 091 096 1.00 1.03 1.06 1.09 1.12 1.16 1.19 1.23 1.27 1.32 138 1.45 151 159 173 1.82
1788 779 0.80 0.86 0.86 0.86 0.95 1.00 1.04 1.07 1.10 1.13 1.16 1.20 1.23 1.27 131 1.36 142 1.49 155 1.63 177 1.86
1798 914 0.85 0.90 0.90 0.90 1.00 1.05 1.09 1.12 1.15 1.18 1.21 1.24 1.28 1.32 136 1.41 147 153 159 1.68 1.82 1.90
1799 1200 0.90 1.00 1.00 1.00 1.10 1.14 1.18 1.22 1.24 127 131 134 137 141 146 151 157 1.63 1.69 178 1.92 2.00
1799 1200 0.95 1.00 1.00 1.00 1.10 1.14 118 1.22 1.24 127 131 134 137 141 146 151 157 1.63 169 178 1.92 2.00
1799 1200 1.00 1.00 1.00 1.00 1.10 1.14 118 1.22 1.24 127 131 134 137 141 146 151 157 163 169 178 1.92 2.00

Table 6.19: Data Utility (%) for various confidence thresholds on gun and mundane item

classification using a direct detection system operating between 75 — 110 GHz
It is clear by comparison of Tables 6.18 and 6hE® more data is discarded as accuracy
improves. To aid selection of an optimum threshpad, an efficiency metric was created

to allow simultaneous optimisation of both accurang data utility and is defined as:

Utility

Effici
elency= (1— Accuracy)

(6.9)

The aim of the Efficiency metric was to balance¢baflicting requirements of a detection
system with finite processing and data acquisitioproduce an accurate and timely

classification. Table 6.20 shows the calculatdtiehcy for the dataset in tabular form.
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Efficiency = Utility / (1 — Accuracy)
TP 1200 1198 1177 1149 1125 1087 1037 990 949 901 852 786 724 667 603 522 421 286 O 0 0
FP 1799 1553 1155 922 764 611 485 381 287 221 169 135 97 67 42 28 11 1 0 0 0
TN  FN ireshol 1.00 0.95 0.90 0.85 0.80 0.75 0.70 0.65 0.60 0.55 0.50 0.45 0.40 0.35 0.30 0.25 0.20 0.15 0.10 0.05 0.00
0 0  0.00 4DIV/O4DIV/O4DIVIO 27 6 4 3 3 2 2 2 2 2 2 2 2 2 2 2 2 2

246 2 005 10 10 10 32 12 7 6 5 4 3 3 3 3 2 2 2 2 2 2 2 2
644 23 010 6 6 6 13 12 10 9 7 6 5 5 4 4 3 3 3 3 3 3 2 2
877 51 015 6 6 6 9 10 9 9 8 7 6 6 5 5 4 4 3 3 3 3 3 3
1035 75 020 5 5 5 9 9 9 9 8 7 7 6 6 5 5 4 4 4 3 3 3 3
1188 113 0.25 5 5 5 7 8 8 8 8 7 7 6 6 5 5 4 4 4 4 3 3 3
1314 163 0.30 4 4 4 6 7 7 7 7 7 6 6 6 5 5 5 4 4 4 4 3 3
1418 210 0.35 4 4 4 6 6 7 7 7 7 6 6 6 6 5 5 4 4 4 4 4 4
1512 251 0.40 4 4 4 6 6 6 7 7 6 6 6 6 6 5 5 5 4 4 4 4 4
1578 299 045 4 4 4 5 6 6 6 6 6 6 6 6 6 5 5 5 4 4 4 4 4
1630 348 0.50 4 4 4 5 5 6 6 6 6 6 6 6 5 5 5 5 4 4 4 4 4
1664 414 055 3 3 3 4 5 5 5 5 5 5 5 5 5 5 5 5 4 4 4 4 4
1702 476 0.60 3 3 3 4 5 5 5 5 5 5 5 5 5 5 5 5 4 4 4 4 4
1732 533 0.65 3 3 3 4 4 5 5 5 5 5 5 5 5 5 5 5 4 4 4 4 4
1757 597 0.70 3 3 3 4 4 4 5 5 5 5 5 5 5 5 5 5 4 4 4 4 4
1771 678 0.75 3 3 3 4 4 4 4 5 5 5 5 5 5 5 5 4 4 4 4 4 4
1788 779 0.80 3 3 3 3 4 4 4 4 4 4 5 5 5 4 4 4 4 4 4 4 4
1798 914 085 3 3 3 3 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4
1799 1200 0.90 2 2 2 3 3 3 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4
1799 1200 0.95 2 2 2 3 3 3 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4
1799 1200 1.00 2 2 2 3 3 3 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4

Table 6.20: Efficiency metric for various confidence thresholds on gun and mundane item

classification using a direct detection system operating between 75 — 110 GHz
Figure 6.11 shows the plot of Efficiency with resp® upper and lower thresholds,

illustrating graphically the effect of confidendedsholds upon Utility and Accuracy.

—0.95
0.90
—0.85
—0.80
0.75
—0.70
0.65

Efficiency

0 0.05 0.1 0.15 0.2 0.25 0.3 0.35 0.4

Lower Threshold

Figure 6.11: Plot of Efficiency metric for various confidence upper thresholds on gun and
mundane item classification using a direct detection system operating between 75 — 110

GHz
For this particular network and training set, theagest value of Efficiency is obtained
with upper and lower confidence thresholds of @88 0.05 respectively. Note the

asymmetry of the thresholds and the sum of theipaiot equal to 1. For classification
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without emphasis on a particular metric primitiié®R, TNR, FPR and FNR), the
Efficiency metric may be used to select an optithedshold pair for a real time system, by
concurrently maximising both Accuracy and Utility.

6.7.1 Receiver Operating Characteristic (ROC) Space

ROC curves are graphical plots within the ROC spahow the performance of a binary
classifier by comparing TPR and FPR. Conventigrekingle ROC curve is plotted from
a number of points generated by varying a threswithin the ROC space. Figure 6.12
shows the ROC space with marked points to assiktam explanation.
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Figure 6.12: ROC space
The dashed line shows the performance of a classiith a randomised output with an
Accuracy of 0.5. The perfect classifier has a TR and FPR of 0, a point representing
its performance is indicated on the plot at (O\\hen comparing thresholds a point closer
to perfect is generally considered superior, howéwe selection of an optimal point is a
trade-off. Each point in has different characterssand maybe or may not be more suited
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to a specific application. Point A for exampleshlae lowest TPR, but also the lowest
FPR; point B has a better TPR, but suffers fronnareased FPR and similarly point C

has the best TPR, but a suffers from the greatRt H~or an application that requires the
lowest FPR point A would be selected despite hathiegowest TPR. It is the ability to
easily interpret independently of all other opergiparameters that makes ROC space so
useful. As mentioned earlier conventionally theymmaking up a ROC curve represent a
single varying threshold; fortunately with duald@sholding of the output the plot is only a
little more complex with the ROC space containingtiple curves. Each ROC curve
shown in Figure 6.13 represents a single uppeshiotd value with points obtained by

varying the lower threshold.

1.20
1.00 -
0.95
0.80 —4— (.90
0.85
o 0.60 —de— (.80
= —»—0.75
0.40 0.70
== 0.50
0.20
0.00 €

000 001 002 003 004 005 006 007 008 009 0.10
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Figure 6.13: ROC curves for various upper thresholds of an unseen dataset consisting of
body only; camera in the waistband; keys; gun held in the waistband and in the hand, at

ranges of 2, 4 and 6 metres
ROC curves for upper thresholds of 0.95 and 0.8(hat shown due to a lack
classifications meeting the threshold. By insmetgtihe 0.85 upper threshold represents

the best performance with a higher TPR and lowd #fRn the other curves. However,
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ROC curves do not indicate Utility, TNR and FNRheEe metrics are also important when
designing a real-time detection system. The Eficy metric does not suffer this

limitation, as it incorporates these essential icetr

A comparison of optimally thresholded (85/05) amthuesholded (50/50) ANN
classifications of an unseen dataset consistigpdf only; camera in the waistband; keys;

gun held in the waistband and in the hand, at mofj@, 4 and 6 metres, is given in Table

6.21.

Metric Efficiency selected thresholds Unthresholded classification
(85/05) (50/50)

TPR 0.99 0.71

TNR 1.00 0.91

FPR 0.00 0.09

FNR 0.01 0.29

Accuracy 0.99 0.83

Dataset utility 0.18 1.00

Efficiency 32.00 6.00

Table 6.21: Comparison of Efficiency selected threshold pair (85/05) with the standard
classification threshold (50/50) for an unseen dataset of body only; camera in the

waistband,; keys; gun held in the waistband and in the hand, at ranges of 2, 4 and 6 metres
The Efficiency selected threshold pair provide arfgrmance improvement compared to

unthresholded classification at the expense ofdibiog 72% of the data.

6.8 Identification of Features Used In Classificatio  n: Signal
Intensity or Structure

Another feature which was investigated was whetitemnetwork is classifying the shape
of signals or analysing just the amplitude. Irstbarticular example, horn antennas were

used as simple polarisers and tests were condwitiec variety of objects concealed on
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different areas of the body. The following resutisown in Table 6.22 were generated by
a direct power detector based system with a sicrgles-polar receiver to establish whether
the ANN was classifying the structure or just thegmitude of the returns. In the 'scaled’
column the data has been rescaled so all the sigreak of the same magnitude. The
results show that even after rescaling, the AN&big to correctly classify in most cases.
This indicates that the shape as well as the madmiof the cross polar signal is important

and has implications in the selection of measuigbss to be presented to the ANN.

Dataset Range Threat No Threat Threat No Threat
(scaled) (scaled)
Body 1 2 0 40 0 40
Body 2 2 0 40 1 39
Body 3 2 0 40 3 37
Body 1 and gun 2 40 0 40 0
Body 2 and gun 2 40 0 37 3
Body 3 and gun 2 40 0 38 2
Body 4 5 0 40 0 40
Body 5 5 0 40 4 36
Body 6 5 0 40 2 38
Body 4 and gun 5 40 0 40 0
Body 5 and gun 5 40 0 32 8
Body 6 and gun 5 40 0 27 13

Table 6.22: ANN classification results for original and normalised data from a direct

power detector based system with a single cross-polar receiver between 80 — 100 GHz
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Figure 6.14: Performance of an ANN classifying unscaled and scaled data for body only

and body with gun at 2 m using a direct power detect based system with a single cross-

polar receiver operating between 80 — 100 GHz

Dataset AC TPR FPR TNR FNR
Unscaled 100.00% 100.00% 0.00% 100.00% 0.009
Scaled 95.57% 96.15% 5.00% 95.00% 3.85%

Table 6.23: Performance metrics for ANN classifying unscaled and scaled data for body

only and body with gun at 2 m using a direct power detect based system with a single

cross-polar receiver operating between 80 — 100 GHz
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Figure 6.15: Performance of an ANN classifying unscaled and scaled data for body only

and body with gun at 5 m using a direct power detect based system with a single cross-

polar receiver operating between 80 — 100 GHz

Dataset AC TPR FPR TNR FNR
Unscaled 100.00% 100.00% 0.00% 100.00¢ 0.00%
Scaled 83.13% 73.75% 7.50% 92.50% 26.25%

Table 6.24: Performance metrics for ANN classifying unscaled and scaled data for body

only and body with gun at 5 m using a direct power detect based system with a single

6.9 Evaluation

cross-polar receiver operating between 80 — 100 GHz

To be effective a stand-off screening system matsdfg several very substantial

performance requirements. The energy used byystera must be able to penetrate

commonly worn materials and reveal information d@lmmncealed objects with sufficient

detail that they can be identified or detecteduspigious. The system must be able to
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operate at sufficiently high rate of frames pensekcto provide prompt identification.
Information presented to the user must be easytéopret or be automatically analysed

and interpreted.

The original remit of this work was the investigatj design and evaluation of signal
processing and classification techniques for metddms concealed upon a human body.
During the project it was evident that the capaptid detect explosives was also possible,
although not necessarily as reliably for fragmeatatree explosives and this ability

increases the usefulness of the prototype.

The results earlier in this Chapter show the coiesdd device has strengths in different
areas. The device is strong at detecting meitdins and fragmentation based explosives.
Analysis of the return signal also indicates tkellhood that a metallic object is a threat or

benign item. The main advantages of the prototype

& High throughput - detects concealed objects intihes &s 0.5 second.

¢ Privacy - no anatomical details; personal privasges eliminated.

¢ Safe — use of non-ionising radiation is at levetdl Wwelow agreed safe levels, see

Appendix A.

& Seamless integration — the prototype can use ijugotion with existing systems.

¢ Real-time - monitoring and detection status is ldiggd for the operator in real-

time.

& Stand-off detection — the prototype can be deplogetbtely further reducing the

level of danger the operator may be exposed to.

¢ Minimal training required to use the prototype withautomated threat detection

algorithms.
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The final prototype compares favourably with thaitar Kapilvich hand held and bench-

top systems described in Section 2.3.3.2. Theifsgm®ns of these systems are compared

in Table 6.25.
Property (Kapilevich & Einat,| (Kapilevich et al., Mirlin

2007) 2011)
Operating frequency 94 GHz 90 — 96 GHz 75-110 GHz
Operating mode AM FM FM
Spatial resolution N/A 25 mm 4.3 mm
Unambiguous Range N/A Estimated at 20 m 8.78 m
Maximum operating <3m <10m 7m
range
Receiver 1 1 Co and cross-polar
polarisations
3 dB spot size at 3 m 0.38 m 0.11m 0.07m

Size Hand-held unit | Approx. 1500 x 1000 26 x 18 x 40 cm
approx. 30 x 25 x 40 x 600 cm
cm
Weight Unknown Static deployment Approx. 3 kg
Indicates object No No Yes
nature
Self contained No, a computer| No, a computer and Yes

running LabVIEW
and MATLAB is

required

bench equipment are

required

Table 6.25: Comparison of Kapilevich detection eyst and Mirlin
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7 Conclusion and Future
Work

If you want something done well, do it yourself.

NAPOLEON BONAPARTE

7.1 Conclusion

The aim of the project was to develop and realisgséem for the remote detection of guns
and explosives concealed upon the human body. naho®p feasibility system was
initially built and successfully tested. This ®mstwas succeeded by a series of three
incremental portable active non-imaging prototyppsrating in the 75 to 110 GHz
frequency band as FMCW radars. The final systesrah@nge of 7 m using a highly
directional antenna and lens arrangement to fdwu&M radiation on to the target during
inspection and can be used effectively inside ¢d@ars. Inspection of targets is achieved
by manually scanning the beam over the targetdcate the presence, location, size,

shape and nature of concealed object upon the dioaly individual.

The significant contribution to knowledge represenby this project, is a system capable
of remotely indicating the nature of concealed otgjén addition to identifying their
presence, location, size and shape and operatmgléple times per second. Results
indicate it is possible to detect the presencearfrecealed threat by numerical analysis of

the target’s signal response.
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Discoveries identified during the project include:
m There exist different mechanisms of detection fmmchguns and explosives.

m A small area of fragmentation and non-fragmentaliased explosives is

representative of the whole device.

m The area of illumination required for detectionigarwith target - hand guns
should be completely illuminated, whereas onlymesentative patch is needed for

explosives.

m The optimum beam size for effective illuminationcoincealed threats is

approximately 20 — 30 cm.

m The non-polarisation conserving property of comptestal objects is a good

indicator that a handgun is present.

m A ultra-wideband system is required to detect Haations of non-fragmentation

based explosives.

m The mechanism of detection for fragmentation-basgalosives and guns is similar

and uses of the polarisation altering propertiethefobject.

m Classification of radar returns using ANNs enaltesat objects to be detected and

distinguished from mundane objects.

m The creation of an Efficiency metric to aid theesgibn of ANN confidence
thresholds optimising both Accuracy and Utility meg for use by real-time

systems.

Seven publications have been made (Bowring e2@07b; Andrews et al., 2008b; Rezgui
et al., 2008; Andrews et al., 2008a, 2009; Harnat.2011, 2012) describing aspects of

the work undertaken.
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The Academic Aims defined in Section 1 have bedfléd, see Table 7.1 below.

Academic Aim

Section

Identification of optimum frequency bands and poleeels

23.1-234,44, 4.5,

4.6 and Appendix A

The effects of commonly worn materials on EM trarssions

4.5

The use of continuous and pulsed illumination f& tise of

concealed object detection

3.2.2,3.3.1and 4.3.2

Signal processing and classification

4.2.2,4.33.244.6

4.7,5.2,5.8,6.1.1 and

6.7

Construction of radar

4.9, 5.5,5.6 and 5.7

Development of analysis routines

3.24-3.284.7

54,6.1.1 6.4,6.6,6

and 6.8

Table 7.1: Sections relating to fulfilment of Academic Aims

7

Independent trials carried out in conjunction vatir sponsors using Prototypes 3 and 4

have shown that the system provides a real timeteethreat detection capability in an

easily deployable, robust and lightweight unitdise inside or outdoors, which could

satisfy an operational need not currently beingesked. These trials have provided

essential feedback about system effectivenessglannulated deployment scenarios for

comparison with our lab results.
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7.2 Future Work

User feedback has helped identify areas for patkhitiure development. These include:

¢ Increasing the operating frequency and hence redube size of the radar optics.

¢ Construction of a super heterodyne system for inguisensitivity.

& Incorporation of target contextual awareness, ligraatically matching the part of

the target being inspected with appropriate detectlgorithms.

& Incorporation of gyroscopic sensors to aid imagéissation during a manual

inspection.

¢ Ruggedisation for use in operational environments.

¢ Improved power management systems for improveetydlife.

¢ Enhance the hardware to to acquire and processdtisps at higher rates.

¢ Investigate the use of genetic algorithms to imprANN training by automatic

selection of datasets for peak detection perfagaa

The technology and expertise gained during theldpugent of the prototypes describe in
this thesis, have been successfully employed witierSensing and Imaging Group to
develop a longer range device for detecting PBIRDdistances up to 25m (Harmer et al.,
2011). This has bigger radar optics and is alseg@l mounted, but otherwise uses
similar technology and data processing, that has ldeveloped for the hand held devices

described here.
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A Radiation Safety

There are two types of radiation ionising and namsing. The difference is basically due
to energy levels, non-ionising radiation does raosty}cenough energy to knock an electron
from atoms or molecules that is passes throughamsing radiation has sufficient energy
to do so. lonising radiation consists of five md§mds: alpha particles, beta particles,
gamma rays, x-rays and neutrons. Non-ionisingatau consists of extremely low

frequencies waves, radio waves, microwaves antlgisght.

Radiation intensity must be considered alongsslability to ionise. In an ideal world the
level of microwave radiation used for illuminatiteggets would be minuscule as no
radiation is completely safe. The purpose of gitimg target illumination is to supplement
and control the illumination already detected by slgstem, otherwise the system would be

passive and have performance limitations.

‘Safe’ threshold levels have been devised by iatigonal regulators below which it is
believed that people are not adversely affectechiiation. These levels have yet to be
settled scientifically and there is a degree oftmyersy about them, so the recommended

approach is to minimise unnecessary radiation axpos

The current International Commission on Non-lorgsRadiation Protection (ICNIRP)
guidelines specify maximum levels for general puiid occupational exposure. The
guidelines covering the frequencies of use givevagr density limit for the general public
of 10W/nt and occupational exposure levels of 50W/mhe calculations below use the
public limit of 20W/nt and our maximum output power of 10dBmW sulfficiemtlrive

multipliers are used. All values are to three gigant figures.
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Power(dBm) =10log,, Power\W) 1
010dBmW=10mW= 00W (1)

Assuming range to target is one metre the powesityewith an isotropic antenna would

be:
kP _ 001 _ 6 _2
Pdensity_isotropic = ﬁ = F(l)z =796x10°Wm (2)

Using a 20dB gain horn antenna to focus the tratsthpower the theoretical power

density would be:

Prensiy. 2008 nom = (796% 10°°Wn12 710 = 796 x 107 W2 (3)
Supporting this calculation a metal sheet refleatas used to empirically quantify the
radiation pattern of the 20dB horns at one mefiige radiation pattern was approximately
sixty centimetres wide by thirty centimetres tallhe power density assuming no losses for

this area at one metre would be:

o - R _ 001 _o001
density " p 060x 030 018

area

=556x10°Wnm” (4)

Hence the gain of the delivery system is approxatyat

Piensity_horn _ 556x103Wm2
Piensity_isotropic 796x10°Wm 2
Pyainas) =10l0g,, Gain
0 Pgain(dB) =10log,, 698=184dB

Gain= =698

()

This value is similar and supports the theoretiedlie calculated above.

In summary, the power density generated at thetatga distance of one metre by our
system is 79.6mW1r is approximately one hundred and thirty timeslaméhan the

maximum level set by the ICNIRP of 10Wm

234



B PCB Polariser

Transmitter polarisation H

Mirror tilt angle  Mirror orientation

Co signal strength

45 H
OH
45V
ov

Range signal strength (3.4m)

45 H
OH
45V
ov

Range signal strength (1m)

45 H
OH
45V
ov

Co signal strength again

45 H
OH
45 H
OH

Range signal again

45 H
OH
45 H
OH

1:2

0.5 0.333333

0

0
0.6
0.62

0.83
0.82

0.01
0.02
0.59

0.6

0
0
0.85
0.83

0.2
0.1
9.4
9.5

0.25

0.03
0.05
0.58
0.61

0.05
0.05
0.85
0.85

0.5
0.7
9.5
9.4

0.04
0.07
0.02
0.03

0.5

0.15
0.2

235

0.2

0.1
0.14
0.59
0.62

0.1
0.5
0.85
0.85

1.8

9.4
9.5

0.1
0.22
0.05

0.1

1.8

0.25
0.35

0.67
0.67
0.67
0.67

0.86
0.86
0.86
0.86

10
10
10
10

0.99
0.99
0.52
0.52

10
10

Normalised

1:1 1:2
0 0.014925
0 0.029851

0.895522 0.880597
0.925373 0.895522

0 0
0 0
0.965116 0.988372
0.953488 0.965116

0 0.02

0 0.01
0.91 0.94
0.9 0.95

1:3

0.044776
0.074627
0.865672
0.910448

0.05814
0.05814
0.988372
0.988372

0.05
0.07
0.95
0.94

0.040404
0.070707
0.038462
0.057692

0.05
0.1
0.075
0.1

1:4

0.149254
0.208955
0.880597
0.925373

0.116279

0.988372
0.988372

0.18

0.94
0.95

0.10101
0.222222
0.096154
0.192308

0.18
0.2
0.125
0.175



Co Signal variation

1
09 e —,—,————————————— — 45
0.8
0.7
0.6 A5V
0.5 — 0 \/
0.4 w— 5 H
0.2
A5 H
0.1
O ] —OH
1:1 1:2 1:3 1:4
. ° ° —45H
Range amplitude variation i
L eemee—————— —oi
09 - OH
0.8
0.7
0.6 e A5V
0.5 =0V
0.3 45 H
0-2 —OH
O = T T 1 OH

1:1

1:2 1:3

1:4

236




C Comparison of PIC Compiler USB
Throughput

To aid USB development a C# application was writtera replacement for Windows
Hyper Terminal to provide a means of benchmarkimd)\gerifying the integrity of
hardware to host PC data transmissions. The lightweode was written to interface at
standard and arbitrary serial rates and supparhiemous transmissions not supported by
Hyper Terminal. The code was used extensivel\Cibapplications that interfaced with

hardware including the final analysis program. uFggl shows the original application

GUL.
S T |
ol Basic Comms App l =HRC WJ
COmM3 - Baud Rate: 3000000
| Cpen | | Close
|
Rx Bytes: 0 CP5:0 Sweep: 0 08,/06,/2012 12:28:39

Figure 1: GUI of test and verify data terminal application
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CCS (2007) and Microchip (2007) compilers, drivansl USB frameworks for the
PIC18F2550 were tested. Data was sent using tigefulgtional calls in different size
packets to establish small packet efficiency. Jasdre conducted five times and the three

median results averaged to produce a throughpl. b€st result from the two compilers

IS given.

ASCII Pattern (Length) USB Throughput
01234 (5) 560 kbaud
0123456789 (10) 712 kbaud
01234567890123456789 (20) 710 kbaud
0123456789... (40) 714 kbaud
0123456789... (80) 712 kbaud
0123456789... (160) 712 kbaud

Table 1: PIC18F2550 USB data throughput using udb_putc(“payload”)

The Microchip drivers provided a slightly higherdbghput for packetised data than the
CCS drivers, but suffered poor throughput with drioglle count packets. By using the
alternate usb_cdc_putc('1") within a loop the cdenpiwere tested. The superior results of

the CCS compiler are shown in in Table 2.

Loop size USB Throughput
10 689 kbaud
20 687 kbaud
40 688 kbaud
80 692 kbaud
160 688 kbaud
250 680 kbaud

Table 2: PIC18F2550 USB data throughput using labpsb_cdc_putc('1’)
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By using ten usb_cdc_putc('1") function calls withiloop an throughput was found to

improve, see Table 3.

Loop size USB Throughput
80 756 kbaud
500 750 kbaud
1000 750 kbaud
2000 750 kbaud

Table 3: PIC18F2550 USB data throughput using labpsb_cdc_putc('1’)

A 750 kbaud data rate represents a significant 6®@¥ease in throughput compared to a
standard serial port at 115.2 kbaud. Howeverrties was insufficient for our needs and

fell well short of the supported 12 Mbaud of Futieed USB 1.0.

The library files were checked and it was found #adpoint 2 in Bulk transfer mode was
being used. For further details about USB codefgrrto the official USB specifications
(USB, 2007). Changing the default mode to isocbusrtransfers, not supported by Hyper
Terminal and the reason for the custom applicadiwh manually flushing the Endpoint,

produced the following results:

Message Length USB Throughput
50 1020 kbaud

40 816 kbaud

30 609 kbaud

20 406 kbaud

Table 4: PIC18F2550 USB data throughput using isonbus transfers and manual

buffer flushing of the Endpoint and sending datagiputsrsUSBUART (“payload”)
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From these results it appears the USB frameworédsspackets every 0.5 ms
approximately. Checking for a maximum throughpaihg function call putrsUSBUART
a maximum packet size of 59 bytes was found td,exigy/thing larger was split into two

packets before transmission, effective halvingugrgput.
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